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Introduction

Este documento descreve como configurar corretamente problemas de comunicacao entre o Field
Network Diretor (FND) e o Software Security Module (SSM).

Problema

Desde o FND 4.4, a comunicagao entre o servidor de aplicativos FND e o servico SSM requer
autenticacao mutua.

Se essa autenticagdo mutua nao estiver configurada corretamente ou os certificados nao
corresponderem, a conexao do FND para o SSM sera recusada.

Isso pode ser visto em server.log, se o registro estiver definido como debug, como a seguir:

7645: SLC-FND: Jun 20 2019 13:22:49.929 +0000: 9% OTFND- 7- UNSPECI FI ED:

% ch=SSMCl i ent] [ sev=DEBUG [ti d=http-/0.0.0.0:443-5]: Sending request to SSM Server. Request
chttps://127.0.0. 1: 8445/ api / vO/ ssmns/ | oadKey St or e. j son

7646: SLC-FND: Jun 20 2019 13:22:49.930 +0000: 9% OTFND- 7- UNSPECI FI ED:

% ch=Basi cC i ent Connect i onManager ][ sev=DEBUQG [ti d=http-/0.0.0.0:443-5]: Get connection for route
{s}->https://127.0.0. 1: 8445

7647: SLC-FND: Jun 20 2019 13:22:49.931 +0000: 9% OTFND- 7- UNSPECI FI ED:

% ch=Def aul t d i ent Connecti onQper at or] [ sev=DEBUG [ti d=http-/0.0.0.0:443-5]: Connecting to
127.0.0. 1: 8445

7648: SLC-FND: Jun 20 2019 13:22:49.938 +0000: % OTFND- 7- UNSPECI FI ED:

% ch=Def aul t O i ent Connecti on] [ sev=DEBUG [ti d=http-/0.0.0.0:443-5]: Connection

org. apache. http.inpl.conn. Defaul t C i ent Connecti on@70804ff cl osed

7649: SLC-FND: Jun 20 2019 13:22:49.938 +0000: % OTFND- 7- UNSPECI FI ED:

% ch=Def aul t O i ent Connecti on] [ sev=DEBUG [ti d=http-/0.0.0.0:443-5]: Connection

org. apache. http.inpl.conn. Defaul tC i ent Connecti on@70804ff shut down

7650: SLC-FND: Jun 20 2019 13:22:49.938 +0000: % OTFND- 7- UNSPECI FI ED:

% ch=Basi cC i ent Connect i onManager ][ sev=DEBUQG [ti d=http-/0.0.0.0: 443-5]: Rel easi ng connection
org. apache. http.i npl . conn. Managedd i ent Connect i onl npl @bc2e02f

7651: SLC-FND: Jun 20 2019 13:22:49.938 +0000: % OTFND- 7- UNSPECI FI ED:

% ch=Basi cC i ent Connecti onManager ][ sev=DEBUQ [ti d=http-/0.0.0.0:443-5]: Connection can be kept
alive for 9223372036854775807 M LLI SECONDS

7652: SLC-FND: Jun 20 2019 13:22:49.938 +0000: % OTFND- 7- UNSPECI FI ED:

% ch=SSMCl i ent] [ sev=DEBUG [ti d=http-/0.0.0.0: 443-5] [ part=7652. 1/ 114]: Pl ease verify SSM server
status. No response received.

7653: SLC-FND: Jun 20 2019 13:22:49.938 +0000: % OTFND- 7- UNSPECI FI ED:

% ch=SSMCl i ent] [ sev=DEBUG [ti d=http-/0.0.0. 0: 443-5] [ part =7652. 2/ 114] :

j avax. net.ssl . SSLPeer Unverifi edException: peer not authenticated



Solugao

O certificado usado pelo servidor FND para fazer a autenticagcdo do cliente no servidor SSM é o
certificado Web FND do jbossas_keystore.

Para que o SSM confie neste certificado, vocé precisa passar por estas etapas:
1. Exporte o certificado da Web com o uso da GUI. Navegue até Admin > Gerenciamento do

sistema > Certificados > Certificado para Web e clique em Download (base64) como mostrado na
imagem.

sl loT DASHBOARD DEVICES v OPERATIONS v CONFIG~ EINIIEYS root -
€ISCO FIELD NETWORK DIRECTOR root

ADMIN > SYSTEM MANAGEMENT > CERTIFICATES

Certificate for CSMP  Certificate for Routers] Certificate for Web

Alias: jboss
Certificate[0]:
Data:
Version: 3
Serial Number: 287506093
Signature Algorithm: SHA258withRSA
lzsuer: CN=CG-NMS, OU=l0TSSG, O=Cisco Systems, L=San Jose, ST=CA, C=US3
Validity
Not Before: Tue Mar 03 21:58:13 UTC 2015
Mot After © Sun Mar 01 21:58:13 UTC 2020
Subject: CN=CG-NMS, OU=loTS5G, O=Cisco Systems, L=San Jose, ST=CA, C=US
Fingerprints:
MD5: 6D:63:B9:8B:3F :C5:E9:6B:2B:DD:77:30:55:9D:C8.E7
SHA1: BF: 3B:84:92:06:22:CE:C4:FA'BB:F0:46:65:4B:CE.T4:61:AA 3B AE
Subject Public Key Info: -

Binary
® Basebd

2. Copie o arquivo de texto ou crie um novo arquivo no servidor FND com o conteudo do
certificado da Etapa 1. Para este exemplo, o arquivo € salvo em
/opt/cgms/server/cgms/conf/webcert.crt:

[root @ndnns ~]# vi /opt/cgnms/server/cgns/conf/webcert.crt

[root @ndnns ~]# cat /opt/cgns/server/cgms/conf/webcert.crt

----- BEGQ N CERTI FI CATE- - - - -

M | Db TCCAl WAW BAgl EESL+r TANBgkghki G3w0BAQs FADBN MY wCQYDVQQGEWI V
Uz EL MAK GA1 UECBMCQOEX ETAPBgNVBAC TCFNhbi BKb3NI MRYWFAYDVQQKEWL DaXNj

by BTe XNOZWLz MBwWDQYDVQQL EwZJ b1 RTUOc x Dz ANBg NVBAMI Bk NHL U5 NUz Ae FwOx
NT Az MDMy MT U4 MTNaFwOy MDAz MDEy MTU4 MTNaMGe x Cz AJ BgNVBAYTAI VTMQs wCQYD
VQQ EwJ DQTERVABGALUEBXM U2Ful Epvc2UxFj AUBgNVBAOTDUNpc2NvI FN5c3Rl

bXMx Dz ANBgNVBAs TBk| vVFNTRz EPMAOGALUEAXM3Q0ct Tk1TM | Bl j ANBgkghki G
9WOBAQEFAACCA®BAM | BCgKCAQEAI sgdELNUFi 9e XHch550y0UghPMyucsKqT1+E
XMAEr i 517f 0+BHAg6 AuXpDPAKV LWL/ cx8xqWhheKAf Pht / Hgi FXO0I t ZdoWaQcaJz
YJQ uL/ VBBWQN6 UMAPNClp/ Dgnz+gR3JQR20hCAy mHI | VWKwV/f i aJ ZAnSFNKazZ4
uhQuJDKECOZyBbp5Y2M 9zVRTv/ g98p0I qpg xVOJUt | RkVj kvCna/ Q6dZzSdl e
YZzyAS/ ud4KVvxyt KKoxBBDPrt PRbT6l u2VWWe26cRj PCveZf f BABoSvLj pt nb7H
mxJMATEbL+zj TAL/ GrHh8J9P16MX7Eoe PCPCQAWPRdf (BGk TKw DAQABoY EwHz Ad
BgNVHQ4EFgQUf yFoDj OhJLt Uu6Zt KCHui sCQ¥ | 4wDQYJKoZI hvc NAQELBQADggEB
AF9f Vf EwgbP4Bsz GHf zTa8pf 4zUPJ3Lcz1z6Rxw yGXq80ZK8YQNRpa2NQKLDnve
Vj XSdOBvDKRYqPkZe AmMTRSOBobeZr 2NdHb/ FNXM R6eBnb6Ur ef WHVAQE7sy OT(g
Ynl wb/ 1KF/ Fkyp2xVk7nHCt H +1 901 3Dl yPnGbQ TxgA6PXY6V6d5711 ARNdohYm
gZ/ 3B+ZK/ F4PLOc UMDt x TBFnI El yg+Yj hZi gsCnsx| 1GAg] eW t UVGVXNMLYLNS
N1KAbCeCOAN2Myz TWIU9Ss51W ceWs BoSPO+4xyzcRDZno71 WZi wp4ZAO3eYOz/



4aUEdBZxv29+QQ7dq6ZZOXQ=
----- END CERTI FI CATE- - - - -

3. Execute este comando para importar o certificado como confiavel no ssm_web_keystore:

[root @ndnns ~]# keytool -inport -trustcacerts -alias fnd -keystore /opt/cgns-
ssni conf/ssm web_keystore -file /opt/cgns/server/cgns/conf/webcert.crt
Enter keystore password:
Onner: CN=CG NMS, Ol 0TSSG O=Ci sco Systens, L=San Jose, ST=CA, C=US
I ssuer: CN=CG NMS, OU=I 0TSSG O=Ci sco Systens, L=San Jose, ST=CA, C=US
Serial nunber: 1122fead
Valid from Tue Mar 03 22:58:13 CET 2015 until: Sun Mar 01 22:58:13 CET 2020
Certificate fingerprints:
MD5:  6D: 63: B9: 8B: 3F: C5: E9: 6B: 2B: DD: 77: 30: 55: 9D: C6: E7
SHA1l: 5F: 3B: 84: 92: 06: 22: CE: C4: FA: 8B: FO: 46: 65: 4B: CE: 74: 61: AA: 3B: AE
SHA256:
1C. 59: 50: 40: 92: 09: 66: D3: 67: E9: AE: CA: 6D: C8: 25: 88: FF: A8: 26: F7: 62: 8A: 13: EB: OE: EC. 57: 32: DB: 03: 94: 31
Si gnature al gorithm nanme: SHA256w t hRSA
Version: 3

Ext ensi ons:

#1: bjectld: 2.5.29.14 Criticality=fal se

Subj ect Keyl dentifier [

Keyl dentifier [

0000: 7F 21 68 OE 3D 21 24 BB 54 BB A6 6D 28 21 EE 8A .!'h.=I$. T..m(!..
0010: CO 90 7E 5E Lo

]

]

Trust this certificate? [no]: vyes
Certificate was added to keystore

4. Depois que o certificado tiver sido importado, reinicie o servico SSM:

[root @ndnns ~]# systenctl restart ssm
[root @ndnns ~]# systenctl status ssm
ssmservice - (null)
Loaded: | oaded (/etc/rc.d/init.d/ssm bad; vendor preset: disabled)
Active: active (running) since Thu 2019-06-20 17:44:11 CEST; 5s ago
Docs: man: syst end- sysv-gener at or ( 8)
Process: 11463 ExecStop=/etc/rc.d/init.d/ ssmstop (code=exited, status=0/SUCCESS)
Process: 11477 ExecStart=/etc/rc.d/init.d/ssmstart (code=exited, status=0/SUCCESS)
CG oup: /systemslice/ssmservice
11485 java -server -Xnms1l28m - Xmx1lg - XX: MaxPer nf5i ze=256m - server -
XX: +HeapDunmpOnQut Of Menor yError - XX: HeapDunpPat h=/ opt / cgns-ssm | og - XX: - Ori t St ackTr acel nFast Thr ow
- Dbase. dir=/ opt/cgms-ssm -Dl 0g4j . ..

Jun 20 17:44:10 fndnms systend[1]: Starting (null)...

Jun 20 17:44:11 fndnms ssnf 11477]: Starting Software Security Mdule Server: [ O ]
Jun 20 17:44:11 fndnms systend[1l]: Started (null).

Vocé pode verificar se o FND é capaz de se comunicar com o SSM. Navegue até Admin >
Certificados > Certificado para CSMP na GUI do FND.

Se tudo correr bem, vocé podera ver o certificado CSMP no SSM como mostrado na imagem.



alualee 10T DASHBOARD DEVICESv OPERATIONSv CONFIGv [EOLILE

CISCO0 FIELD NETWORK DIRECTOR

ADMIN > SYSTEM MANAGEMENT = CERTIFICATES

Certificate for CSMP Certificate for Routers  Certificate for Web

Certificate: -
Data:
Version: 3
Serial Number: 1911174027
Signature Algorithm: SHA256withECDSA
lssuer: CN=5S5M_CSMP, OU=CENEU, O=Cisco, L=San Jose, ST=CA, C=US
Validity
Mot Before: Tue Jul 22 23:32:52 UTC 2014
Mot After : Thu Jul 21 23:32:52 UTC 2044
Subject: CN=5SM_CSMP, OU=CENBU, O=Cisco, L=5an Jose, ST=CA, C=US
Fingerprints:
MD5: 2E:AC:06:1F:3E:ABAGBE:33:1F:1E:EF:33:D9:80:29
SHA1: 48:A2:EC:63:2F:6F:54:25:23 . 50:ET-6F 4E:E9:8E:2D:93:50:A0:FF
Subject Public Key Info:
Fublic Key Algorithm: EC
30:59:30:13:06:07:2A:86:48:CE:3D:02:01:08:08:
2A86:48:CE:3D:03:01:07:03:42:00:04:23:D2:83:
45 ES:D5.DF:86:9D:6E.ET:58:0D:C1:8F:35:9D:57:
B1:3D:50:4A16:01:15:C4:81:19:B0EG:60:B8:64:
14:01:5D:56:83:BE:E1:85:98:CEB:90:E1:F7T:9B.F4:
33:5A°4B:29:AD:35:69:9B:4F:DC:42:7F:EB:C2:0%:
AL
X509v3 extensions: -

(® Binary
() Baseb4
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