APIC-EM 1.3. - Geracao de certificado -
Exclusao via API
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Introduction

Este documento descreve como usar a APl do Cisco Application Policy Infrastructure Controller
(APIC) - Extension Mobility (EM) para criar - excluir o certificado. Com a IWAN, tudo é configurado
automaticamente. No entanto, a IWAN neste momento ndo tem nenhum fluxo para recuperar
automaticamente o dispositivo do certificado expirado.

A parte boa é que ha algum tipo de fluxo na automagao em termos de RestAPIl. Mas essa
automacao € por dispositivo e precisa de algumas informagdes no dispositivo. O fluxo RestAPI,

que esta fora do fluxo de IWAN, usa algum mecanismo para automatizar o certificado para o
dispositivo.

Informagdes de Apoio

Topologia normal do cliente.
SPOKE — HUB — APIC_EM [Controller]
Estas sao as trés situacgdes:

- O certificado expirou.

. O certificado nao esta sendo renovado.
- O certificado nao esta disponivel.

Como vocé sabera qual é o estado atual do dispositivo?

Execute o comando Switch# sh cry pki cert.



HUB2#sh cry pki cert

certificate

H e = ]
Status: Available
Certificate Serial Number (hex): 3C276CE6B6ABFASD
Certificate Usage: General Purpose

Issuer:
cn=sdn-network-infra-subca
Subject:
Name: HUB2

cn=ASR1001 SSI161908CX sdn-network-infra-iwan
hostname=HUB2
Validity Date:
start date: 06:42:03 UTC Mar 28 2017
end date: 07:42:03 UTC Mar 28 2017
Associated Trustpoints: sdn-network-infra-iwan

CA Certificate
| Statusi Available
Certificate Serial Number (hex): 04
Certificate Usage: General Purpose
Issuer:
cn=ca
Subject:
cn=sdn-network-infra-subca
Validity Date:
start date: 06:42:03 UTC Mar 28 2017

end date: 07:42:03 UTC Mar 28 2017
Associated Trustpoints: sdn-nedlwork-infra-iwan ]

Se vocé vir, ha dois certificados e aqui vocé precisa verificar o Ponto de confianga associado .
A data de término geralmente € de um ano e deve ser posterior a data de inicio.

Se for sdn-network-infra-iwan, significa, no APIC-EM, que vocé tem ID e certificado CA registrado.

Como vocé garante se o APIC-EM também tem o0 mesmo
certificado ou se o APIC-EM entendeu ou nio o mesmo
certificado?

a. Mostrar versao do dispositivo e coletar o numero de série:

If you require further assistance please contact us by sending email to
exportfcisco.com.

License Type: RightToUse
License Level: adventerprise
Next reload license Level: adventerprise

cisco ASR1001 (1RU) processor (revision 1RU) with 1062B61E/6147K bytes of memory.
Processor board ID SREpe{pEeli:les:
4 Gigabit Ethernet interfaces
32768K bytes of non-volatile configuration memory.
4194304K bytes of physical memory.

7741439K bytes of eUSB flash at bootflash:.

Configuration register is 0x0



Com a ajuda desse numero de série, vocé pode executar a consulta do APIC-EM para descobrir 0

que o APIC-EM pensa sobre esse dispositivo.
b. Navegue até Documentacao da API.
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c. Clique em Public Key Infrastructure (PKI) Broker.

d. Clique em First API (Primeira API), que nos ajudara a saber o status do lado da API.
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Clique em GET.

getDetaultlCaPem

updateDefaultCaPem

updateDefaultCaPem

piTrustPointListGet

pkiTrustPointPost

pkiTrustPointListGet

pkiTrustPointPkes12Download

pkiTrustPeintDeleteByDevice SN

pkiTrustPoiniGetByDeviceSN

getCertficateBriefList

phITrustPointDelete

pkiTrusiPointPush

Em uma caixa de selecao, clique no numero de série coletado da saida show version do

dispositivo.

Clique em Experimentar!.

Compare o valor de saida com a saida sh crp pki cert do dispositivo.

adr



Como excluir o certificado do dispositivo?

As vezes, acontece que no dispositivo, o certificado esta |4 e no APIC-EM nao esta la. Por isso,
quando vocé executa a APl GET, vocé recebe uma mensagem de erro.

Try it out!

"response”: {

“errorfode”: "BadRequest”,

"message”: "get trust-point by serial-number: Failed to get trust-point list for serizl-number SSI161988CK™,

"detail": "get trust-point by serial-number: Failed to get trust-point list for serial-number S55I1619@8CX™
"wersion": "1.8"

A solucao é apenas uma e que consiste em excluir o certificado do dispositivo:
a. Switch#show run | Ponto de confianga

HUB2#sh run | i trustpoint

crypto pki trustpoint zxz

crypto pki trustpoint Elslieil=ant e s o- TR !
HUB2 ]

Execute o comando Switch# no crypto pki trustpoint <trustpoint name>.

HUBZ2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
HUBZ (config)#no crypto pki trustpoint sdn-network-infra_iwan

$ Removing an enrolled trustpoint will destroy all certificates
received from the related Certificate Authority.

Are you sure you want to do this? [yes/nc]: yes
& Be sure to ask the CA administrator to revoke your certificates.

HUBZ (config)#

Esse comando exclui todo o certificado no dispositivo associado ao ponto de confianga
selecionado.

Verifigue novamente se o certificado foi excluido.
Use o comando: Switch# sh cry pki cert.

Ele ndo deve mostrar o ponto confiavel de sdn que foi excluido.



b. Exclus&o da chave:

Execute o comando no dispositivo: Switch# sh cry key mypubkey all.
Aqui vocé vera que o nome da chave comecga com sdn-network-infra.
Comando para excluir a chave:

EUBE[Canig}#cry key zeroize rsa sdn-network-infra-iwan

ﬁ Eeys to be removed are named 'sdn-network-infra-iwan'.

ﬁ 211 router certs issued using these keys will also be removed.
Do you really want to remove these keys? [yes/no]: yes
?UBE[config}#l

2. Certifique-se de que a interface APIC-EM conectada ao dispositivo seja Pingable.

Pode acontecer que o APIC-EM tenha duas interfaces das quais uma € publica e a outra é
privada. Nesse caso, assegure-se de que a interface APIC-EM que se comunica com o
dispositivo faga ping entre si.

HUBZ2#ping 10.10.10.10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.10.10.10, timeout is 2 seconds:
11111

Buccess rate is 100 percent (5/5), round-trip min/avg/max = 1/1/]1 ms
auB2 i

Como aplicar o certificado do APIC - EM?

No APIC-EM, quando a documentacao da API ¢ clicada e o PKI Broker selecionado, essa opg¢ao
esta disponivel.

POST/trust-point

« Isso criarda um certificado com APIC - EM.


https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointPost
https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointPost
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Em seguida, vocé precisa ter informagdes sobre o dispositivo e clicar em Tentar.

Model Model Scher

TaskldResult {
version (string, optional),
response (TaskldResponse, optional)
}
TaskidResponse {
taskid (Taskid, oplional),
arl (string, opdional)
1
Taskid {
1

Response Content Type: application/json

getDefauliCaPemChain

getDefaultCaPem

auitCaPem

updateDefsuliCaPem

phiTrustPaintLisiGet

PKIT rustPointPost

Vakie Cascmplion Faramaler Typs Data Type
pEiTrusthointIngut [ pkiTrustPomntingut bady Madel
"B Id™"ASR1A01"
atfemld™"ASE100] PhTusiPoit(

e SSl1A1808CK"

ame "san-network-nfra-wan
-m -.-gg' “router”,

rum-.!.&ame "HR2" [}

‘s80alli

Parameter content type: | application/son ¥

Exemplo:

{
"platformld":"ASR1001",
"serialNumber":"SS1161908CX",

"trustProfileName":"sdn-network-infra-iwan",

"entity Type":"router",
"entityName":"HUB2"

}

» O nome da entidade é Nome de host do dispositivo.

« Numero de série obtido do comando show version do dispositivo.

- Tipo de entidade que vocé pode alterar com base no tipo de dispositivo.

As informacdes destacadas séo ESTATICAS e o resto é dinamico.

senaMumber | smrgh Devices sera-numosr,
entityName 5o Dewces hosiname.

i {swing, apSonal; Truskpoint ideniication
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trustProfileMame (string). Name of Fust-profile (must
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« Essa informacgéo é necessaria para informar ao APIC-EM para configurar o dispositivo. Aqui, o APIC-EM compreende o

numero de série.
Resultado do teste!:



"response": {

"taskId": "1a395ed1l-1738-43fa-9527-327ed3ebeldb”,

b |7 Sl ".fauiN:I..-‘taska’iaBEStdi@.H&-ﬁf!-gSZ?-32?=¢3=5eli‘.b"
I

"version”: "1.8"

"Pragma™: "no-cache, no-cache”,

"Content-Security-Policy": “style-src ‘self' ‘unsafe-inline®; script-src ‘self’ 'unsafe-eval®' ‘unsafe-inline' ‘nonce-2dccl63f-98f3-45e2-bdSh-

“X-Frame-Options™: “SAMEORIGIN, SAMEORIGIN®,
"Date”: “"Tue, 28 Mar 2017 10:10:06 GMT",
"Strict-Transport-Security™: "max-age=31536088; includeSubDomains, max-sge=3153686@; includeSubDomains™,
“"Content-Type": “application/json;charset=UTF-8",
“Access-Control-Allow-Origin®: “https://18.78.186.45",
“Cache-Control”: "no-cache, no-store, no-cache, no-store”,
"Transfer-Encoding™: "chunked™,
“Access-Control-Allow-Credentials": “false”
}

Essa saida significa que o arquivo é criado internamente pelo APIC-EM e agora esta pronto para ser implantado no dispositivo.
A proxima etapa é empurrar esse dispositivo para dentro do pacote. Para forgar, vocé precisa obter a ID do ponto de confianga.

Isso pode ser feito via CHAMADA GET API.

GET/trust-point/serial-number/{serialNumber} - Consulta
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Ele fornecera essa saida. Significa que o APIC-EM tem o certificado com isso para empurrar o dispositivo.

Pk TnaniPosiGey Denoe S


https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointGetByDeviceSN

"response”: {
"platformId”: “ASRI1@8L1",

"seriallumber”: “SSI161988CX",

"trustProfileName”: “sdn-network-infra-iwan”,

"eptityName”: "HUBZ",

“entityType”: "router®,

"certificatefuthorityId”: "f8bd50848-3704-4e44-94d8-de97bEB29eBd",

"attributeInfo": {},

BT L O h 837 6-9861-44bd-a773- fb5256e5447hjg
}s

"version®: "1.8"

Empurre o certificado para o dispositivo.

POST/trust-point/{trustPointld} // trustPointld precisa ser copiado da consulta do niumero de série
GET

{ "resposta": { "platformld": "ASR1001", "nimero de série": "SSI161908CX", "trustProfileName":
"sdn-network-infra-iwan", "nome da entidade": "HUB2", "EntityType": "router",
"certificateAuthorityld": "fObd5040-3f04-4e44-94d8-de97b8829e8d", "attributelnfo": {}, "id":
"c4c7d612-9752-4be5-88e5-e2b6f137ea13" }, "versao": "1,0" }

Isso empurrara o certificado para o dispositivo - desde que haja conectividade adequada.

pkiTrustPointPush

pkiTrustPointGet

trust-point!{rustPeintid}/config pkiTrustPointConfigGet

ET trrust-point{trusiPointd}/downicaded checkPKCS12Downloaded


https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointPush

Pamameter Value

Descrption Parameter Type Catas Type

trustPointId

rust-point 1D path string

12bB32tva‘—9061 Mbd—a??3-ﬂ5ﬁ25595ﬂfb|

HTTP Status Code Reason

288 The requast was successful. The result is contained in the response body.

281 The POST/PUT request was fuffiled snd a new resource has been created. Information sbout the resource isin the response body.
282 The request was accepted for processing, but the processing has not been completed.

284 The request was successful, however no content was retumed.

286 The GET request included a Range Header, and the server responded with the partial content matching the range.

a8 The client made a request that the server could not understand (for exampie, the request syntax is incomect).

481 The client’s authentication credentials included with the request are missing orinvalid.

483 The sener gni the d Is, but the client is not authorized to perform this request.

484 The client made 8 request for 8 resource that does not exist.

See The server could not fulfil the request,

S81 The server has not implementad the functionality required to fuffill the request.

583 The server is (temporarily) unavsiable.

Sea The server did not respond inside time restrictions and timed-out.

4g9 The target isina fiicted state (for le, an edit conflict where & resource is being edited by multiple users). Retrying the request Iater might succead.
4 The client sent a request body in a format that the server does not support {for example, XML to & server that only accepts JSON).

Mensagem de éxito da resposta:

1{
"response”: {
"taskId": ["f10822bd-Bf45-4597-8168-bcc@7fd55898",
"url": “fapi/vl/task/f18e22bd-8f45-4597-816@-bcc@7fd55898"
1
"version”;: "1.8"
}

292

Verificar novamente no dispositivo:
Vocé vé que ambos os certificados agora estéo colados:



EUBE#Eh cry pki cert
ertificate
Status: Available
Certificate Serial Number (hex): 2AD39646370CACCT
Certificate Usage: General Purpose
Issuer:
cn=sdn-network-infra-ca
Subject:
Name: HUBZ2
cn=ASR1001_S5I16190BCX_ sdn-network-infra-iwan
hostname=HUB2
Validity Date:
start date: 10:00:07 UTC Mar 28 2017
end date: 10:00:07 UTC Mar 28 2018
renew date: 10:00:06 UTC Jan 14 2018
Associated Trustpoints: sdn-network-infra-iwan

IcA Certificate
Status: Available
Certificate Serial Number (hex): 56762600B2D447A3
Certificate Usage: Signature
Issuer:
cn=sdn-network-infra-ca
Subject:
cn=gdn-network-infra-ca
Validity Date:
start date: 09:20:26 UTC Mar 28 2017
end date: 09:20:26 UTC Mar 27 2022
Associated Trustpoints: sdn-network-infra-iwan

iR |

As vezes, o APIC-EM tem o certificado, mas o dispositivo n3o.
Como voceé pode resolver isso?

Ha alguma tarefa em segundo plano através da qual vocé pode excluir certificado somente do APIC-EM.
As vezes, o cliente, por engano, exclui o certificado do dispositivo, mas no APIC-EM, ele ainda esta I4.
Clique em EXCLUIR.

DELETE/trust-point/serial-number/{serialNumber} - Excluir.



https://10.78.106.45/swagger#!/pki-broker/pkiTrustPointDeleteByDeviceSN
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Digite o numero de série e clique em Try out!.
Value Descrption Parameter Typs Cata Type
serialNumber 155“51903“ Device serial-number path string
s Codes
HTTP Status Code Reason
288 The request was successful. The result is contained in the response body.
284 The request was successful. howaver no contant was retumead.
286 The GET reguest included a Range Header, and the server responded with the pariial content matching the range.
288 The client mede a request that the server could net understand (for example, the request syntax is incomect).
481 The client's suthentication credentials included with the request are missing or invalid.
483 The sarver recognizes the authentication credantialz, but the ciient is not suthorized to parform this requast.
484 The client made 8 request for a resource that does not exist.
588 The server could not fulfil the request.
581 The server has not implemented the functionality required to fuffill the request.
583 The sarver is itemporanly) unavailable.
S8 The sanver did not respond inside time restrictions and timed-out.
a8g The target resource is in & conflicted state (for example. an edit confiict where s resource &= being edited by multiple users). Retrying the request later might succeed.
415 The client sént a request body in & format that the server does not suppor {for example. XML to & server that only accepts JSON)L
Try out!
{

"response”: {

"taskId": "33ab®da8-Sbel-48b7-86c2-cf2e58lebbbos"”,

"url": "/api/wl/task/33ap8d=8-9bel-48b7-86c2-Ccf2e581ebbb5"
b
"version*: “1.8"

¥
"Pragma": "no-cache, no-cache",
"Content-Security-Policy™: "style-src ‘self' 'unsafe-inline®; script-src ‘self' ‘unsafe-eval' ‘unsafe-inline' 'nonce-f59e75bb-2528-4fe8-3954-
“X-Frame-Options™: "SAMEORIGIN, SAMEORIGIN",
“Date™: “Tue, 28 Mar 2017 18:15:23 GHT",
"Strict-Transport-Security”: "max-age=3153600@; includeSubDomains, max-age=31536@80; includeSubDomains®”,
"Content-Type*: "application/json;charset=UTF-8",
"Access-Control-Allow-0Origin": "hitps://18.78.186.45",
"Cacthe-Control™: "no-cache, no-store, no-cache, no-store",
"Transfer-Encoding”: "chunked”,
"Access-Control-Allow-Credentials": "false"
¥



	APIC-EM 1.3. - Geração de certificado - Exclusão via API
	Contents
	Introduction
	Informações de Apoio
	Como você saberá qual é o estado atual do dispositivo?
	Como você garante se o APIC-EM também tem o mesmo certificado ou se o APIC-EM entendeu ou não o mesmo certificado?
	Como excluir o certificado do dispositivo?
	Como aplicar o certificado do APIC - EM?
	Às vezes, o APIC-EM tem o certificado, mas o dispositivo não. Como você pode resolver isso?


