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Inleiding

Dit document beschrijft hoe u Layer 3 (L3) Ethernet VPN (EVPN) via Segment Routing (SR)
Multiprotocol Label Switching (MPLS) [Open Shortest Path First (OSPF)/Interne Border Gateway
Protocol (iBGP)] op Nexus 9300-producten kunt instellen.

Voorwaarden

Vereisten
Cisco raadt kennis van de volgende onderwerpen aan:

- Border Gateway Protocol (BGP)
- L3VPN

- EVPN

- SR

Gebruikte componenten
De informatie in dit document is gebaseerd op de volgende software- en hardware-versies:

- SPINE-hardware - 93360YC-FX2 met release 9.3.2(3)
- LEAF-hardware - 93240YC-FX2 met release 9.3.2(3)
- CLIENT - 93216 TC-FX2
De informatie in dit document is gebaseerd op de apparaten in een specifieke



laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een
opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u de potentiéle impact van
elke opdracht begrijpen.

Achtergrondinformatie

MPLS L3VPN-Recap
Een VPN is:

- Een op IP gebaseerd netwerk dat privé netwerkservices aanbiedt via een openbare
infrastructuur.
- Een reeks sites die via het internet of andere openbare of particuliere netwerken met elkaar
mogen communiceren.
Traditionele VPN’s worden gecreéerd door een volledig netwerk van tunnels of permanente
virtuele circuits (PVC’s) te configureren naar alle locaties in een VPN. Dit type VPN is niet
makkelijk te onderhouden of uit te breiden, omdat het toevoegen van een nieuwe site een
wijziging vereist van elk scherpste apparaat in VPN.

Op MPLS gebaseerde VPN'’s worden gemaakt in L3 en zijn gebaseerd op het peer-model. Het
peer-model stelt de serviceprovider en de klant in staat om L3-routeinformatie uit te wisselen. De
dienstverlener verstrekt de gegevens tussen de locaties van de klant zonder betrokkenheid van de
klant.

MPLS VPN’s zijn gemakkelijker te beheren en uit te breiden dan conventionele VPN’s. Wanneer
een nieuwe site aan een MPLS VPN wordt toegevoegd, hoeft alleen de randrouter van de
serviceprovider die services levert aan de klantensite te worden bijgewerkt.

Dit zijn de componenten van MPLS VPN:

- IP-router (Provider) - router in de kern van het providernetwerk. P-routers voeren MPLS-
switching uit en koppelen VPN-labels niet aan Routed Packets. VPN-labels worden gebruikt
om gegevenspakketten naar de juiste privé-netwerk- of clientrouter te sturen.

- PE router - router die het VPN-label aan inkomende pakketten bevestigt op basis van de
interface of subinterface waarop ze worden ontvangen, en ook de MPLS kernlabels
aanbrengt. Een PE router hecht rechtstreeks aan een CE router.

- Customer (C) router - router in het Internet Service Provider (ISP) of het
ondernemingsnetwerk.

- Customer Edge-router (CE) - Edge-router op het netwerk van de ISP die verbonden is met de
PE-router op het netwerk. Een CE router moet met een PE router een interface maken.

Overzicht van EVPN met L3VPN (MPLS SR)

Data Center (DC)-implementaties hebben VXLAN EVPN of MPLS EVPN goedgekeurd voor de
voordelen ervan, zoals EVPN-besturingsplane learning, multi-tenancy, naadloze mobiliteit,
redundantie en makkelijke POD-toevoegingen. Op dezelfde manier is de CORE een op LDP
gebaseerd MPLS L3VPN-netwerk (Label Distribution Protocol) of een transitie van de traditionele
MPLS L3VPN LDP-gebaseerde basis naar een geavanceerdere oplossing zoals SR.



SR wordt aangenomen voor de voordelen ervan, zoals:

- Unified IGP- en MPLS-besturingsplanes
- Eenvoudige verkeerstechnische methoden
- Eenvoudige configuratie
- Softwaregedefinieerde netwerken (SDN) - adoptie
EVPN (RFC 7432) is een op BGP MPLS gebaseerde oplossing die is gebruikt voor Ethernet-
services van de volgende generatie in een gevirtualiseerd datacenternetwerk. Hij gebruikt

verschillende bouwstenen, zoals Route Distancier (RD), Route Target (RT) en Virtual Routing and
Forwarding (VRF) van MPLS-technologieén die bestaan.

L3 EVPN over SR die werd geintroduceerd in NXOS 7.0(3)I6(1) release gebruikt de EVPN Type-5
route met MPLS-insluiting. Het biedt multi-huurders, schaalbaarheid, en Hoge prestaties voor de
diensten van het datacenter.

Opmerking: In DC kan het gegevensvliegtuig VXLAN of MPLS zijn.
Traditionele MPLS L3 VPN MPLS L3 VPN via SR
Hoofdbouwblokken: RD, RT en VRF Hoofdbouwblokken: RD, RT en VRF

Onderlaag voor transport: IGP, LDP en RSVP-TE Onderlaag voor transport: IGP/BGP-LU en SR-TE
Overlay Layer voor service: VPNv4 en VPNv6 Overlay Layer voor service: EVPN

Configureren

Topologie

OSPF-100, P2P
RID + Lo0 = 192.168.1.1/32
Eth-1/33 - 172.16.0.1/24

OSPF-100, P2P
Eth-1/34 Eth-1/33 RID + Lo = 192.168.1.2/32
172.16.1.1/24 172.16.2.1/24 Eth-1/34 < 172,16.3.1/24
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Configuratie op hoog niveau

1. Installatiefuncties

2. IP-adres configureren - onderligging

3. IGP - OSPF configureren
4. MP - BGP configureren

5. VLAN- en EVPN-overlay configureren
6. E-BGP tussen hosts en LEAF configureren

Enabling Features, Label-Range, Route-map, Label-index
feature-set mpls

feature ospf

feature bgp

feature mpls segment-routing

feature mpls evpn

feature interface-vlan

feature mpls oam

mpls label range 5000 450000
segment-routing
mpls
global-block 16000 25000
connected-prefix-sid-map
address-family ipvd
192.168.1.1/32 index 211

route-map label-index-spinel permit 10
set label-index 211

Enabling Features, Label-Range, Route-map, Label-Index
feature-set mpls

feature ospf

feature bgp

feature mpls segment-routing

feature mpls evpn

feature interface-vlan

feature mpls oam

mpls label range 5000 450000

segment-routing
mpls
global-block 16000 25000
connected-prefix-sid-map
address-family ipvd
192.168.1.2/32 index 221

route-map label-index-spine2 permit 10
set label-index 221

SPINE-1 Configuration

OSPF Configuration

interface Ethernet1/33
ip address 172.16.0.1/24
ip ospf network point-to-point
ip router ospf 100 area 0.0.0.0
mpls ip forwarding
no shutdown

interface Ethernet1/34
ip address 172.16.1.1/24
ip ospf network point-to-point
ip router ospf 100 area 0.0.0.0
mpls ip forwarding
no shutdown

interface loopbackd
ip address 192.168.1.1/32
ip router ospf 100 area 0,0.0.0

router ospf 100
segment-routing mpls
router-id 192.168.1.1

SPINE-2 Configuration

OSPF Configuration

interface Ethernet1/33
ip address 172.16.2.1/24
ip ospf network point-to-point
ip router ospf 100 area 0.0.0.0
mpls ip forwarding
no shutdown

interface Ethernet1/34
ip address 172.16.3.1,/24
ip ospf network point-to-paint
ip router ospf 100 area 0.0.0.0
mpls ip forwarding
no shutdown

interface loopback0
ip address 192.168.1.2/32
ip router ospf 100 area 0.0.0.0

router ospf 100
segment-routing mpls
router-id 192.168.1.2

BGP/EVPN Configuration
router bgp 65001
router-id 192.168.1.1
address-family ipvd unicast

network 192.168.1.1/32 route-map label-index-spinel

allocate-label all
address-family ipv4 labeled-unicast
address-family 12vpn evpn
template peer EVPN
remote-as 65001
update-source loopback0
address-family [2vpn evpn
send-community extended
route-reflector-client
encapsulation mpls
template peer Labeled-unicast
remote-as 65001
address-family ipvé labeled-unicast
send-community extended
route-reflector-client
next-hop-self
soft-reconfiguration inbound always
neighbor 172.16.0.2
inherit peer Labeled-unicast
neighbor 172.16.1.2
inherit peer Labeled-unicast
neighbor 192.168.1.3
inherit peer EVPN
neighbor 192.168.1.4
inherit peer EVPN

BGP/EVPN Configuration
router bgp 65001
router-id 192.168.1.2
address-family ipvd unicast

network 192.168.1.2/32 route-map label-index-spine2

allocate-label all
address-family ipvd labeled-unicast
address-family 12vpn evpn
template peer EVPN
remote-as 65001
update-source loopback0
address-family 12vpn evpn
send-community extended
route-reflector-client
encapsulation mpls
template peer Labeled-unicast
remaote-as 65001
address-family ipvd labeled-unicast
send-community extended
route-reflector-client
next-hop-self
soft-reconfiguration inbound always
neighbor 172.16.2.2
inherit peer Labeled-unicast
neighbor 172.16.3.2
inherit peer Labeled-unicast
neighbor 192.168.1.3
inherit peer EVPN
neighbor 192.168.1.4
inherit peer EVPN



Enabling Features, Label-Range, Route-map, Label-index

feature-set mpls

feature aspf

feature bgp

feature mpls segment-routing
feature mpls evpn

feature interface-vian
feature mpls ocam

mpls label range 5000 450000

segment-routing
mpls
global-block 16000 25000
connected-prefix-sid-map
address-family ipv4
192.168.1.3/32 index 311

route-map label-index-leaf-1 permit 10
set label-index 311

vrf context cul0l
rd auto
address-family ipv4 unicast
route-target import 1:101
route-target import 1:101 evpn
route-target export 1:101
route-target export 1:101 evpn

LEAF-1 Configuration

OSPF Configuration

interface Ethernet1/3.101
encapsulation dotlg 101
vrf member cul0l
ipaddress61.1.1.1/24
no shutdown

interface Ethernet1/51
ipaddress 172.16.0.2/24
ip ospf network point-to-point
ip router ospf 100 area 0.0.0.0
mpls ip forwarding
no shutdown

interface Ethernet1/52
ip address 172.16.2.2/24
ip ospf network point-to-point
ip router ospf 100 area 0.0.0.0
mpls ip forwarding
no shutdown

interface loopback0
ipaddress 192.168.1.3/32
ip router ospf 100 area 0.0.0.0

router ospf 100
segment-routing mpls
router-id 192.168.1.3

BGP/EVPN Configuration
router bgp 65001
router-id 192.168.1.3
address-family ipv4 unicast
network 192.168.1.3/32 route-map label-index-leaf-1
allocate-label all
address-family ipv4 labeled-unicast
address-family 12vpn evpn
template peer EVPN
remote-as 65001
update-source loopbackd
address-family 12vpn evpn
send-community extended
encapsulation mpls
template peer Labeled-unicast
remote-as 65001
address-family ipv4 labeled-unicast
send-community extended
soft-reconfiguration inbound always
template peer cul
address-family ipvd unicast
as-override
send-community
soft-reconfiguration inbound always
neighbor 172.16.0.1
inherit peer Labeled-unicast
neighbor 172.16.2.1
inherit peer Labeled-unicast
neighbor 192.168.1.1
inherit peer EVPN
neighbor 192.168.1.2
inherit peer EVPN
wrfcul01
router-id 131.1.1.1
address-family ipvd unicast
advertise |2vpn evpn
neighbor 61.1.1.2
inherit peer cul
remote-as 101



Enabling Features, Label-Range, Route-map, Label-index

feature-set mpls

feature ospf

feature bgp

feature mpls segment-routing
feature mpls evpn

feature interface-vlan
feature mpls oam

mpls label range 5000 450000

segment-routing
mpls
global-block 16000 25000
connected-prefix-sid-map
address-family ipvd
192.168.1.4/32 index 321

route-map label-index-Leaf2 permit 10
set label-index 321

vrf context cul0l
rd auto
address-family ipvd unicast
route-target import 1:101
route-target import 1:101 evpn
route-target export 1:101
route-target export 1:101 evpn

VRF, Loopback Configuration
vrf definition custA
rd 101:1

!

address-family ipvd
exit-address-family
!
vrf definition custB
rd 101:2

!

address-family ipvd
exit-address-family

interface Loopback0

vrf forwarding custA

ip address 1.1.1.1 255.255.255.255
!

interface Loopbackl

vrf forwarding custB

ip address 2.2.2.2 255.255.255.255

Verifiéren

LEAF-2 Configuration

OSPF Configuration
interface Ethernet1/3.101
encapsulation dotlg 100

wrf member cul0l
ip address 67.1.1.1/24
no shutdown

interface Fthernet1/51
ip address 172.16.1.2/24
ip ospf network point-to-point
ip router ospf 100 area 0.0.0.0
mpls ip forwarding
no shutdown

interface Ethernet1/52
ipaddress 172.16.3.2/24
ip ospf network point-to-point
ip router aspf 100 area 0.0.0.0
mpls ip forwarding
no shutdown

interface loopbackD
ip address 192.168.1.4/32
ip router ospf 100 area 0.0.0.0

router ospf 100
segment-routing mpls
router-id 192.168.1.4

End-Host Configuration
Interface, SVI Configuration
interface GigabitEthernet1/0/1
switchport trunk allowed vian 101
switchport trunk encapsulation dotlg
switchport mode trunk
!
interface GigabitEthernet1/0/2
switchport trunk allowed vian 100
switchport trunk encapsulation dotlq
switchport mode trunk

interface Vlan100

vrf forwarding custB

ip address 67.1.1.2 255.255.255.0
!
interface Vlan101

vrf forwarding custA

ip address 61.1.1.2 255.255.255.0
!

BGP/EVPN Configuration
router bgp 65001
router-id 192.168.1.4
address-family ipvd unicast
network 192.168.1.4/32 route-map label-index-Leaf2
allocate-label all
address-family ipvd labeled-unicast
address-family |2vpn evpn
template peer EVPN
remaote-as 65001
update-source loopback
address-family |2vpn evpn
send-community extended
encapsulation mpls
template peer Labeled-unicast
remate-as 65001
address-family ipvd labeled-unicast
send-community extended
soft-reconfiguration inbound always
template peer cul
address-family ipw4 unicast
as-override
send-community
soft-reconfiguration inbound always
neighbor 172.16.1.1
inherit peer Labeled-unicast
neighbor 172.16.3.1
inherit peer Labeled-unicast
neighbor 192.168.1.1
inherit peer EVPN
neighbor 192.168.1.2
inherit peer EVPN
vrf cul01
router-id 132.1.1.1
address-family ipwd unicast
advertise |2vpn evpn
neighbor 67.1.1.2
inherit peer cul
remote-as 101

BGP Configuration
router bgp 101
bgp log-neighbor-changes
no bgp default ipv4-unicast
1
address-family ipvd vrf custA
bgp router-id 1.1.1.1
network 1.1.1.1 mask 255.255.255.255
redistribute connected
neighbor 61.1.1.1 remote-as 65001
neighbor 61.1.1.1 activate
neighbor 61.1.1.1 send-community
neighbor 61.1.1.1 soft-reconfiguration inbound
exit-address-family
!
address-family ipvd vrf custB
bgp router-id 2.2.2.2
network 2.2.2.2 mask 255.255.255.255
redistribute connected
neighbor 67.0.0.1 soft-reconfiguration inbound
neighbor 67.1.1.1 remote-as 65001
neighbor 67.1.1.1 activate
neighbor 67.1.1.1 send-community
neighbor 67.1.1.1 soft-reconfiguration inbound
exit-address-family

Gebruik dit gedeelte om te bevestigen dat de configuratie correct werkt.



Teafl(config)l sbow ip bgp 1.1.1.1 vef 10l
BGF routing teble infomaticn for VRE culdl, address famdly IPv§ Unicast
BGF routing table entry for 1.1,1.1/32, versiom 4

Baths: (2 avallable, best #1]
Elags: (Qx£80c00la) {Righ32 CwDOOGZD} on smiv-list, is in wrib, is best uell route, is Lo BN, exposted, has label
vps: varsion 3, (0x0000000010000Z} on wmit-list

local labwl: 452288

Advertised path-id 1, VPN AF sdwertised patheid 1
Fath type: oatecnsl, path iz velid, iz beot path, e lebeled nesthep, in Tib
As-Paths 101 , path sourced esternal to A
El.l.l.2 Coetric @1 Zrom Bl.1.3.2 {1.3.1.11
Qeigin IGP, MED @, localprel 100, weight @
Exrconmunity: RT:1:101

Fath type: matmcnal, path iz valid, received anly, =a labsled sesthop
AS-Fath: 101 , peth sourced sxternsl o AS
611,02 thetric 61 from 61.1.3.2 (1.3.1.310
drigin IGF, MED @, localpref 100, weight @

VEF advertise information:
Fath-id 1 not advertised o any peer

VIt AF advectise information:
Fatheid 1 not advertised to any pess

Teafl(config)# abow bgp ipvd  labelsd-unicest 193.168.1.3
BSF routing table infornation foT VRF default, sddress fanily IFvé Label Unicast
BIF routing table entry for 192.16£.1.3/32, version &
Paths: (1 avallable, best 811
Flags: (0x20c000Zf (high32 00000000} on smit-1ist, 1s not in urlb, has labal
labal af: warsfan 11, (0x00000000100002F an smic-list
le=al labal: ¥

Adwartissd path-id 1, Labal AF advertised path-id 1
Fath type: local, path is walid, is best path, no labeled nexthop
AS-Pathi BINE, psth locslly originsted
©.0.0.0 (ratric 0] from 0.0.0.% (192.168.1.3}
aeigin ICP, MED mat 2st, localpeaf 100, weight 32748
Prafix-810 Atrrlbuta: Langeh: 10
Labwl Iedae TLN: Lasgth 7, Flags Oxd labael Isdae 311

Fath=id 1 not advertized to any peer
label AF sdvertiserent

Fath-id 1 sdvertised to peersi
172.16.0.1 172.16.2.1

Leafl{configl} show bgp livpn ewpn 1.1.1.1

BGP routing table inforration for VBF default, addreos family LZVEW EVEN

Fomte Distingalsher: 192.168.1.313

BOF reuting table estey for [51:(01t(0]1[32)2[1.1.1.1]/224, version &

Parhs: |1 avallabls, bast 1)

Flaga: [0aD00002) {highd2 DOOQOSOD) o sadiz-lise, is net in lirib/ewpn, has label
local label: 432288

Advartised path-id i
Path type: local, path iz valid, iz beot path. oo lobeled nesthop
Gateway 1P 2.0.0.9
AS-Fathi 101 , path sourced exteznal to AS
0000 {metric 0) frem 004040 {192,1%8.1.3)

origin 1P, ¥ED 0, lecalpeef 109, welght 0

Becuived lakal 0

Extcommmnity: RP:l:idl

Path-id 1 achemitised to peerss
192.168.1.1 132,168,102

Leafl{configlt show forwarding mpls 153.188.1.4/33

slot 1

local | Prefiz irec | Naxt =Hep |Intacfaes  |Ost

Lanal  (Table Td | (Prefix/Tusnal id) | 1 I1abal

16321 10ml 1192.168.1.4/32 1172.16.0.1 IBER1 /51 116321 S0P
= o 1192.168.1.4/32 1172.16.2.1 IBER1 /52 116321 P

IFwi Eoutes for table culllibsse

Erafin | Haxr-hop | Interface | Lamels | Parrdal Insrall
CRRRT. ] JAIRTRNY Etharsat1fiL FUSH 1631L 4HIH
172.16.3.0 Ethurmat1fid FuSH 16310 48318
Lmafls
Leafif
Leaflh show forwarding 173
ster 1
I5wi poutes for table defauit/sese
Fentin | imtmefass | Lamels | Paredal Ingzall

EEER LRI
tearzt
Learzn

Ethemsetlfin

Leatdd show Corwardieg mple 132.190.0.0/8

alet 1
local  IFTefin IFEE IBext -Hop IInterfece  |Cat
lapel  (Table I4 | (FTefimsTancel id) | [ |Label
1631 bl 1982168, 1. 1532 1192.06.1.1 JRERLASL 126301 e
LI P 1242 168.1 %732 1172.16.3.1 [[EST) 116311 soe
Leaf3i ahow forwsrding 183.368.1.3/33
slst 1
1Fvd routes for table default/Dase
— SR
Featin | Mewtehep | Labels | Paseisl Tmseall
FLERT R Tt 172.16.1.3 Erzernetlisl PN L6313
17.36:243 Erdernotissd PN 2613

shew bgp kprd 1 1.2.2.

spineld show bgp 12wpn ovpa 1.1.1.1

BGP routing table information for VRF default, address family LIVEN EVPN

Route Distinguisher: 192.168.1.3:%

BEP routing table entry fer [5]:[0]:[0]:[{32]1:[1.1.1.1]/224, version 5

Paths: {1 available, best #1)

Flags: (0x000002) (highd2 00000000) on xmit-list, is not in l2ribfevpn, is not in WW

Advertissed path=id 1
Path type: intersal, path is walld, 1s bear parh
Gaveway IF: 0.0.0.0
As-Path: 101 , path sourced external to AS
192.168.1.3 (metric 0) from 192.168.1.3 (192.168.1.3)
Crigin IGP, MED 0, localpref 100, weight O
Reeelved label 492288
Extcommunity: RT:1:101

Fath-id 1 advertised to pewrs:
192.168.1.4

spinel# show forwarding mpls 192.168.1.4/32

slot 1

asmzama

Lecal |Prefix | FEC I vaxt-Hop | Interface Iout

Label ITable Id | (Prefix/Tunnel id) | | I Labal

16321 10wl 1192.168.1.4/32 1172.16.1.2 |EEh1/24 10 SHAP

spinall show bgp ipvd labeled-unicast 192.166.1.3

BGP routing table information for WVRF dofault, addross family IPv4 Label Unicast

BGP reuting table entey for 192.164.1.3/32, version 5

Paths: (1 avallable, bBeat 41)

Flags: (0xB20c0012) (high32 ODODODAD) on smit-list, is in urlb, is backup urlb route, is in HW, has label
label af: version 7, (DxD000ODOD1OT002) on smit-list
local label: 16311

Advercised parh=id 1, Label AF advertised path=id 1
Dath bypée: Latersal, path is valid, reselved and used, is beat path, ne labeled asxthep, Ll eib
AS-Path: NONE, path sourced internal to AS
172.16.0.2 (motric 0) from 172.16.0.2 (192.168.1.3)

Origin IGE, MED not set. localpref 100, weight 0

Received label 3

Prefix-S1D Attributée: Léngth: 10

Label Index TLV: Length 7, Flags Ox0 Label Index 311

Fath-id 1 not advertised to any peer
Label AF advertisement

Path-1d 1 sdvértiasd to peesa:
172.16.1.2



endhosti#ishow ip int brief
Interface IP-Addrass

unassigned up
€7.1.1.2 1 up
61.1.1.2 YES manual up up
Loopbackl 1.1.1.1 YES manual up up
Loopbackl 2.2.2.2 YES manual up up

endhost#ping vrf custh 2.2.2.2
Type escape sequence to abort.
g 5, 100-byte ICMP Echos to 2.2.2.2, timeout is Z seconds:

rate is 100 percent (5/5), round-trip min/avg/max = 1/8/17 ms

endhostitracercute vrf custh 2.2.2.2
Type escape sequenc

st name/id)

Problemen oplossen

atus Protocol

End-Host Captures

endhostiping vrf custB 1.1.1.1
Type escape sequence to abort.
Ty vy 5, 100=byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

Sueccess rate is 100 percent (5/5), round=trip minfavg/max = 1/7/17 ms

endhost#traceroute vrf custb 1.1.1.1
Type escape sequence to abort.

Er is momenteel geen specifieke troubleshooting-informatie beschikbaar voor deze configuratie.

Gerelateerde informatie

. Multiprotocol BGP MPLS VPN

- Segment-routing op Cisco Nexus 9500, 9300, 9200, 3200 en 3100 platform Switches -

witboek

- Layer 3 EVPN en Layer 3 VPN configureren via segment routing MPLS

. Technische ondersteuning en documentatie — Cisco Systems
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