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Inleiding

Dit document bevat stap-voor-stap instructies over de manier waarop u Cisco VPN 3000 Series
Concentrators met VPN-clients kunt configureren met gebruik van certificaten.

Voorwaarden

Vereisten

Er zijn geen specifieke vereisten van toepassing op dit document.

Gebruikte componenten

De informatie in dit document is gebaseerd op Cisco VPN 3000 Concentrator softwareversie
4.0.4A.

De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een

opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u de potentiéle impact van
elke opdracht begrijpen.

Conventies

Raadpleeg de Cisco Technical Tips Convention voor meer informatie over documentconventies.



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

VPN 3000 Concentrator-certificaten voor VPN-clients

Voltooi deze stappen om VPN 3000 Concentrator-certificaten voor VPN-clients te configureren.

1. Het IKE-beleid moet worden geconfigureerd om certificaten te gebruiken in VPN 3000
Concentrator Series Manager. Om het IKE-beleid te configureren selecteert u Configuration
> System > Tunneling Protocols > IPsec > IKE-voorstellen en zet Cisco VPN-client-3DES-
MD5-RSA in op de actieve
voorstellen.

Save Heerlerld

Add, delete, priontre, and confimre THE Proposals

Zelect an Inactive Proposal and chok Activate to make ¢ Active, of chck Modify, Copy or Delete a: approptiate
Zelect an Active Proposal and chek Deactivate to make it Inactive, o chck MMove Up or BMove Dovmn to change s prionty
Clhck Add or Copy to add a new Inactive Proposal [E R Proposals are wsed by Secunty Associabons to specdy LB

E.:'HIHI[LI:-.-E] -
Artive Inarctive
Propnsals Artinns Propnsals
CiscoVPMClient-IDES-MDS-RSA, oz IKE-3DES-SHADSA
CiscoVPMChient-IDES-MDS Achivate I IKE-3IDES-MDE-READH]
IKE-IDES+DA : IKE-DES-405-0H7
IKE-3DE S44D5-DH1 Deactivaiesy | | o P ClientIDES-SHA-DSA
IKE-DES-MD5 Mavallp | |CiscovPNClient-3DES-MDE-RSA-DHS
ILE-3DES-+DE-DHT CisoowPRClient-10DES-SHA-DSA-DHS
ILE-3IDES+MDE-R5A bowe Ciown | CismoWFRIClient-AE S5256-5HA
CiscaVPHClient-IDES-MOS-0HS IKE-AES?5E-SHA
CiscoVPMNClient-AES128-SHA Al |
IKE-AE 51 2B-5HA
- badlity |
Loy |
Delete |

2. U moet ook het IPsec-beleid configureren om certificaten te gebruiken. Selecteer
Configuration > Policy Management > Traffic Management > Security Associations, toets
ESP-3DES-MDS5 en klik vervolgens op Wijzigen om het IPsec-beleid te configureren om het
IPsec-beleid te
configureren.



Save Hee |ie-1lE

This sechon lets vou add, configurs, moddy, and delets [FSec Secunty Assenations (SA:) Secunty Associabons use [EE
FProposals to negotate IEE parameters

Click Add to add an 54 or select an 54 and click Modify or Delete

TPSec SA= Arctinns

£ SP-IDES-MO5-DHS
ESP-IDES-MO5-DH?
ESP-3DES-MOMNE Ard

ESP-AES128-5HA .
ESF-DES-MDS ﬂl

ESPL2TP-TRANSPORT Olaled
ESPAXE-IDES-MDS _ Delete |

3. Zorg er in het venster Wijzigen onder Digitale Certificaten voor dat u het geinstalleerde
identiteitsbewijs selecteert. Selecteer onder IKE Proposal Cisco VPN, client-3DES-MD5-RSA
en klik op

Toepassen.

MWodifr a configured Securty Assooation

54 Name |L!;GP-J'_1L!:C-I'-J1L,'_- Specdy the name of thus Secunty Associaton [(ZA)
Imheritance |I rom Fule - Select the granulanty of this 54,

IPSec Parameters

Authentication Algorithm | ESFMDSHMMEC-128 j Select the packet authentication algorthm to use.
Encryption Algorithm Im Select the ESF encryption algonthm to use
Encapsulation Mode [Tunnel =] Select the Encapsulation Mode for this SA
Perfect Forward Secrocy | Dizabled ;| select the use of Pertect Forward Secrecy
Lifetime Measurement m Select the Lfstmme measurement of the TP Sec keys.
Data Lifetime |1 0o Specdy the data hfstmme in lalobiytes (B
Time Lifetime | 8800 Specify the time Lfetime in seconds
IEE Parameters
IKE Peer |I.U.U ] Specdy the TEE Peer for a LAN-ta-LAN TPSec connechan
Megotiation Mode rﬁ._:-ll.1—-zl Select the TEE Hegohation mede to use

Digital Certificate [[REERRTNEG_G—G—_——— - | Select the Digtal Certificate to use
" Entire certificats chain
& Tdentity cerhficate cnly
IKE Proposal | IKE-3DE S-4Dk j Select the IEE Proposal te use as IEKE inthater

Certificate Transmission Choose how bo send the dimeal certficats to the TKE peer

Anphs Crnral |

4. Om een |IPsec-groep te configureren selecteert u Configuration > User Management > Group
> Add, voegt u een groep IPSECCERT (de IPSECCERT-groepsnaam komt overeen met de
Organisatorische eenheid (OU) in het identiteitsbewijs) en selecteert u een wachtwoord.Dit
wachtwoord wordt nergens gebruikt als u certificaten gebruikt. In dit voorbeeld is "cisco123"
het
wachtwoord.




Configuration | liser Management | Groups | Add

Thas sectisn lets wour add a group. Check the Inherit? box to set a field that wou want to defanlt to the base group value,
Tcheck the Inherit? bew and enter a new value to override base group waluss,

Identity | General | IPSec | Client Config | Client FW | HW Client  PPTR/LZTP

Identity Parameters
Attribute Value Deseription
Group ;
T
NmeIIIPSEGDER Enter a wrngque name for the group.

Enter the passweord for the groug.
Werfy the group's passwaord,

External proups are configured on an external anthenticanon setwer (e.g. BADIITE)
fatermed proups are configred on the VPH 3000 Concentranat's Intemal Database.

Pnsmrﬂir""""
2 e m—

Type Ilrdernnl 'I

Add Cancel |

5. Klik op het tabblad Algemeen en zorg ervoor dat u IPsec selecteert als het tunneling-
rotocol.

Identity * General [ IPSec | Client Config | Client FW | HW Client | PPTP/L2ZTP
General Parameters
Antribute Value Inherit? Description
Access Hours||-Mo Rastricions- = | W |Select the access hours assigned bo thus group.
Simultaneons 3 = Enter the number of saoultane ows logins For this
Logins |group.
MeTimivnumm Pas serord 7 = Enter the mimmum password length for users in ths
L |eroup.
Allow Alphabetic- I 5 Enter whether to allow uzers wnth alphabetc-only
Cnly Passwords Lpasswwds to be added to this group,
Tdle Timemlti]l:l W |(remates) Enter the idle bmeout for this group,
MMaxirmum Connect 0 = {rummtes) Enter the mesamurm cormmect troe for fos
Time group.
Filter||-Nane— ﬂ‘ F  |Enter the filter assigned to thiz group
Fritnary DIVS W  |Enter the IF address of the promary DTS server.
Secondary DS I |Enter the TP address of the secondary DEIS server
Primary WINS)| W |Enter the [P address of the pronary WIDS server.
Secondary WINS = Enter the TP address of the secondars WIS
|zerver.
SEP Card| ¥ SEF 1  2EF 2 .
Assignment| ¥ SEP 3 ¥ SEP 4 F  |=elect the SEF cards thes group can be assigned to,
™ FFPTF
. T LzTP Select the tnneling protocols this group can
T ¢ Pratscils W IPSec . cormect with
T LZTF over IFSec

(SA) is geselecteerd onder IPsec SA en klik op

Toepassen.

6. Klik op het tabblad IPsec en zorg ervoor dat uw geconfigureerde IPsec Security Association




Inherit? Drescription
M |Select the grovp's [FSec Security Association.
TEE Peer Ident - Select whether or not to validate the identity of the peer
o 1} rted ificate = [ i i
Validatio | cuppdriod by petifiers I Y [using the peer's cerficate.
| : '
IKE Eeepa]ivesl = = Checle to enable the use of IEE keepabves [or members
of thiz group
Esecmdsj Enter how long a peer 18 pennitted to idle
(Confidence Intawal"iﬂﬂ ¥ efore the WEI Concentrator checles to see s sl
connectsd.
Select the trpe of tunnel for thiz group Tpdate the
T 1T Famote Ac - [+
Eoeatle | amate Accacs i Eemote Access parametsrs below as needed.
Hemote Access Parameters
Ciroup Lock| [T [# Lock users mbo this group
Zel=ct the authentication method for members of ths
huﬂ:.enti:aﬁnn" Internal ﬂ [ lgreup This parameter does not apply to Individual Tser
Authentication,
I members of thes group need authonzabon m addiion to
. authenncation, select an authonzaton method, I you
Authorization T M - e
— ‘TPHI A ¥ confimure thas feld, vou st also configure an
B uthenzaton Server.
futho ; ™ W  JCheck bo requre successhul authonzaton
Required)
For certiicate-based users, select the sukgect
DI Fie |I:N atherwize 0L _‘_"J M |Dushnpuizhed ITame (DIT) =14 that iz used az the
lusername, This field is wsed for user Authorization
. :l [ W |Check to require successfil suthonzanen
Require
For cerificare-based wsers, select the subject
DI Field)| CH otherwise OU =|| F |Ditngushed Name (D) field that i used as the
username. This Geld iz used for user Authonzation
[chﬂ'lmhll = zzliit the method of TP Compression for members of this
I 5
Reauthentication Check to reauthenticate the user on an IEE (Phasze-1)
r =)
on Relkey [reley.
Check to mitiate the exchange of Mode Configuration
Mode o = [parameters with the cient. This st be checked if version
Configuratio 2.5 {or earher) ol the Alhga’Cizcs chent 15 beng uzed by
I].l {members of this group

[ Add | cancel |

7. Om een IPsec-groep te configureren in het VPN 3000-centrator, selecteert u Configuration >
User Management > Gebruikers > Add, specificeert u een gebruikersnaam, wachtwoord en
de naam van de groep en vervolgens klikt u op Add.In het voorbeeld worden deze velden
gebruikt:Gebruikersnaam = cert_userWachtwoord = cisco123Controleer = cisco123Groep =

IPSECCERT



Configuration | User Management | Users | Add

This section lets you add a user, Tncheck the Inherit? boox and enter a nesw walie 1o overnde group sahies,

ldentity | General | IPSec | PPTP/LZTP

Tdentity Parameters
Description

Enter a unique username,

Enter the user's pazsword. The password must sansfy the group password reguirements

Werfy the user's password,
Enter the group to which this user belongs.
IF Address Enter the [F address assigned to thas wser,
subnet Mask I Enter the subnet mask assigned to this uzer.
[ add | cancel |

8. Zo selecteert u het foutoptreden op de VPN 3000 Concentrator Configuration > System >
Events > Classes en voegt u deze klassen toe:CERT 1-13IKE 1-6IKEDBG 1-10IPSEC 1-
6IPSECDBG 1-

stemn | Events | Classes

This section lets you configure special handling of specific event classes.

Check the Add button to add an event class, or select an event class and chck Modify or Delete.

Chclk here to co e general event parameters.
Configured

Event Classes Actions

CERT

IKE

[KEDBG

IPSEC Add

IFSECDEG =

MIBZTRAP . odiy |
Delete

9. Selecteer Monitoring > Filterable Event Log om de beelden te
bekijken.



Select Filter Options
Event Class | Classes

Client TP Address [1000 Events/Page I 100 '-|
Group I—-Ii‘ull— -'I Direction Ilildc-sr to !dew“zmﬂ

HIII ﬂl HI-I Hl-ll G2t Log EweLugl C-Ien.anql

e <] v | o]

N.B.: Als u de IP-adressen wilt wijzigen, kunt u de nieuwe |P-adressen inschrijven en het
afgegeven certificaat later met deze nieuwe adressen installeren.

Verifiéren

Er is momenteel geen verificatieprocedure beschikbaar voor deze configuratie.

Problemen oplossen

Raadpleeg verbindingsproblemen met probleemoplossing in de VPN 3000-concentratie voor meer
informatie over probleemoplossing.

Gerelateerde informatie

- Cisco VPN 3000 Series Concentrators

- Cisco VPN 3002 hardwareclients

- |IPsec-onderhandeling/IKE-protocollen

- Technische ondersteuning en documentatie — Cisco Systems
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