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Inleiding

Dit document beschrijft de stappen om de RADIUS te configureren met de functie Verlopen op
VPN 3000 Concentrators. De Microsoft Internet Verificatie Service (IAS), ingesteld voor MS-
CHAP2 (PAP niet ondersteund voor deze functie), wordt in dit voorbeeld als RADIUS-server
gebruikt. Als deze functie is ingeschakeld, worden VPN-gebruikers gevraagd een verlopen
Microsoft Windows-wachtwoord te wijzigen wanneer ze de Cisco VPN-client starten om verbinding
te maken met de VPN 3000 Concentrator.

Raadpleeg de Cisco VPN 3000 Series Concentrators te configureren om de NT Password
Expiration Functie met de RADIUS-server te ondersteunen om meer te weten te komen over
hetzelfde scenario met RADIUS-verificatie.

Voorwaarden

Vereisten

Er zijn geen specifieke vereisten van toepassing op dit document.

Gebruikte componenten

De informatie in dit document is gebaseerd op de volgende software- en hardware-versies:

. Cisco VPN 3000 Concentrator met Cisco |IOS®-softwarerelease 3.5.3A


//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00800946b9.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00800946b9.shtml

- Cisco VPN-clientversie 3.5.1C

- Microsoft IAS is geinstalleerd op een Windows 2000-server

- De gebruikers in dit document zijn gedefinieerd in de Microsoft Windows 2000 Active

Directory Server

De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een
opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u de potentiéle impact van
elke opdracht begrijpen.

Netwerkdiagram

Het netwerk in dit document is als volgt opgebouwd:

172 16.172.36
| Backbone

: VPN 3000 Private LAM
VPN Client Concentrator

Microsoft |AS
| Server
(171.69.89.60)

Conventies

Raadpleeg de Cisco Technical Tips Convention voor meer informatie over documentconventies.

VPN 3000 RADIUS configureren met verloopfunctie

De VPN 3000-concentratie configureren

Volg deze stappen om de VPN 3000 Concentrator te configureren.

1. Kies Configuratie > Gebruikersbeheer > groepen om de VPN-groep te
configureren.
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onfiguration | User Management | Groups | Modily windowsuser

Checkk the Inmherit? box to set a field that wyou want to default to the base group walue. Uncheck
the Inherit? box and enter a new wvalue to override base group values.

Identity | General | IPSec | Mode Config | Client FW | HW Client " PPTP/LZTP

Identity Parameters

Attribute Value Desceription
G:: ind oW User |Entl:;r a unique name for the group.
Pas [Enter the paseward far the group.
Verify Verify the group’ = password.
\Fxternal groups are configured on an external authentication server
T!'pellntemu] "I (e.g. RADIUS). Imiermal groups are configured on the VEN 3000

[Concentrator’ s Internal Database.

2. Specificeer de Xauth-methode die door "Verificatie" wordt aangegeven als "RADIUS met
verloop" onder het tabblad
IPSec.

Identity * General |PSer | Mode Config

IP5ec Parameters

Attribute Value Inherit?| Description
IPSec 5&|ESF—]DEEMD5 j - Select the group’ s IPSec Security
fdezociation
. Select whether or not to validate the
IEE F::;J;i:::;;l" supported by certficate =| F identity of the peer using the peer’s
certificate,
. Check to enable the use of IKE keepalives
IEE Eeepalives| ¥ # for members of this group.
Select the type of tunnel for this group.
Tunnel Type|FRemote Access =| F  [|Update the Remote Access parameters below
az needed.

Remote Access Parameters

Group Lock| ™ =] ILl:lc]r. users into this group.
Select the authentication method for
- . : - rs of this group. This parameter does
Authentication||RADIUS with Expry =] r ‘ + apply to Individual User
Authentication
Select the method of IP Compression for
ol
l]’CnﬂI ne -rl W [members of this group.
Reauthentication = 7 Check to reauthenticate the user on an IEE
on Rekey (Phase-1) rekey.
Check to initiate the sxchange of Node
Tode Configuration parameters with the client.
Confi ti [ = Thiz must be checked if version 2.5 l(or
LEuraLLEn earlier) of the the Altiga/Cisco client
are being used by members of this group.

Acoly | cancel |
3. Kies Configuration > System > Server > Verificatie om de RADIUS-server te
definiéren.




onfiguration | System | Servers | Authentication | Modify

Change a configured user authentication server.

Selecting frrernal Server will let you add users
Iver |RA.DILI5 I .
i Type = to the internal user database.

Authenti cation 177535350 Enter IP address or hostname.

Server Port [1645 Enter 0 for default port (1645).
Timeout |47 Enter the timeout for this server (seconds).
Hetri:sli_ Enter the nusber of retries for this server.

Server Secret [Soeesesss Enter the RADIUS server secret.

’l"e:rify[""""""‘"""‘""‘" Re-enter the secret.

Apply | Cancel |

4. Bepaal de methode van de IP adrestoewijzing.Dit voorbeeld gebruikt een IP-adrespool die
lokaal op VPN 3000 Concentrator is
gedefinieerd.

onfiquration | System | Address Management | Assignment

This section presents Address Assignment options. Each of the following methods are tried, in
order, uwntil an address is found

Check to use the IP address supplied by the client. This can be

overridden by user/group configuration
Use Address from Check to use an IP address retrieved from an authentication
Authentication Server  server for the client.
Use DHCP I Check to use DHCF to obtain an IP address for the clienn.

Check to use internal address pool configuration to obtain an
Use Address Pools & IP address for the client.

Use Cliemt Address [

Apply | cancel |

5. Defineer een |P-
adrespool.

onfiguration | System | Address Management | Pools
Save

This section lets you confizure IP Address Pools.

Click the Add button to add 2 pool entry, or select a pool and click BModify, Delete or Nowve.

IF Pool Entry Actions

Madlity

i

Microsoft IAS configureren




Voltooi deze stappen om Microsoft IAS te configureren.

1. Defineert de VPN 3000 Concentrator als een client.Opmerking: Microsoft is gekozen als de
clientverkoper om ondersteuning te verkrijgen voor de Microsoft Vendor-Specific Attributes
(VSA) die door de RADIUS met beéindigen van de functie vereist

zZijn.

7a Consabel - [Cansole Root Internet Authentication Service (LacallClienks] _._[ﬂlﬁl
|%f) Console indow  Holp IDF M| @ a8
| acton wew Emvortes [ &=+ @ XEFB @

Tree | Favories | Frendly Name Lpddress | Protocol | Chert-vendor
2 Conelo ot S 2}
= @ Inkernat futhentication ;

3 Charts Sntings |

{_] Remote Acress Log ]
%"' Remobe fcoess Pol Flﬂ'q.”“ lon chisnt

o
~ Chent address

Acdress [IP o DNS ]
|1?21E1??3E

Clienerdor, | Microson =l

™ Chert must ahways verd the signahure attrbube in the reguest

Shared zecret [

Cearfirn shared seersl ===
of | 1l | ]
| [0k | caesl | s | |
I T T

2. Definieer een beleid voor externe toegang.Onder dit beleid wordt de groep van Windows die
alle VPN-gebruikers bevat
gespecificeerd.



.'1 Lonsalel - [Console Roob' Intermet Authentication Service (Local) Bemabe Access Palicles] Aﬂ]ﬂ
|1 console  window kel D@ @ |18l
| acon ew Esvortes || & = @M (X F @R[+ ¢
|__] Console Foot & radus 1
2 ?E’g:t! ookion Service fud radius Propetiies | Fx]
(] Remote Access Loggng Setfings I
I 5¥ Remobe hccess Polldes
Policy name: |H'-"~4=
Sipecily the condiions to match:
rovoe |t
IF & e matehes the condibans
* [Grant remobe accoss pemisson
™ Dery remoke acoess pemission
Aecess wil be granted with the prafils you specfy, unless acoess
i ovenidden on & per-uter bas,
4] | & Edt Prafie.. |
| |

_ u“ I w I ﬂ‘r‘FLr I -

Opmerking: Windows-gebruikers moeten controleren of toegang mogelijk is onder het

gedeelte Externe Toegang (Dial-in of VPN) in het gebruikersprofiel, zoals hieronder wordt
weergegeven.




Verifiéren

Deze voorbeelden tonen aan hoe de RADIUS met de functie Afronden werkt wanneer het

£ Active Directory Users and Comput ers — Iﬂljl
|< Console  Window _ Help =18 ]|
Laton yow |+ =» A@E XHFLE 2  CEETETE
Tree | | Users 25 objects
E Actrve Directory Users and Computers [cisc [Name | Type | Description -]
= Sjvpn. CESC0..Com ﬂ wprne lient Eac Progpesrbies ﬂﬂ
- 1= Buikin [ 5§ : _
(B Corgubers Remote contiol | Terminal Services Profie
(] Domain Controllers Genesal | Address | Accourt | Profle | Telephones | Drpanization
] ForeigriSecurity Principals Member OF Digkin Ervronment Sessions
- Flemals Acosss Pemission [Diakfil VPN)
 {hlloy access
" Deny access
€ Cornirol acergs tinugh Remate Access Pobey
m ™ Wesily Calar D
| 5 Callback Dptians
1 | 281 [ e
™ Set by Caller [Fouting and Flemole Access Service only)
™ Always Callback to: |
T Assipn a Static IF Addess I
Spply Skatic Boutes
Define roubes to anable for thiz [ialan Stalic Floutes |
connechion
[ ok | caes | coy |

wachtwoord van Windows vervalt. De VPN-gebruiker wordt erop gewezen dat het wachtwoord is
verlopen en wordt gevraagd een nieuw wachtwoord in te voeren.




# Cisco Systems ¥YPN Client |

Cisco SvsTems

Connection Entry:

radivstest -

Mew... Ophions -

Host narme or IP address of remote server:
1721617236

: Connect §| Cloze

1. Start de Cisco VPN-client

2. Typ uw gebruikersnaam en wachtwoord voor het inloggen. Klik vervolgens op

m User Authentication For radius

13
E @ Enter Uzermame and Pazzward.

Uzernarme:

wphiugzer

Paszword:

KKKKDi
[ Save Fassword

Diomair:

—l

™ =

=

OK | k. I Cancel I

3. Wanneer het Windows-wachtwoord is verlopen, wordt u gevraagd het wachtwoord te
wijzigen. Typ een nieuw wachtwoord. Typ het nogmaals om het te bevestigen en klik op




User Authentication for radiustesk

@ Your pagaword expired

MNew Pazsword:

HEMERENEE

Confirmn Pazsward:

EE et

ak. I Cancel

OK

Problemen oplossen

In deze sectie wordt het logbestand weergegeven dat tijdens een tunnelonderhandeling op VPN
3000 Concentrator is opgenomen. Raadpleeg de doorlopende gedeelten om te zien hoe Microsoft
VSA's tussen de IAS en VPN 3000 Concentrator worden doorgegeven om de VPN-gebruiker te
laten weten dat het wachtwoord is verlopen en het nieuwe Windows-wachtwoord terug te nemen
van de VPN-gebruiker naar Windows-gebruikersdatabase.

1 08/06/ 2002 16:45:40. 920 SEV=8 AUTHDBG 1 RPT=263
AUTH _Open() returns 102

2 08/06/2002 16:45:40.920 SEV=7 AUTH 12 RPT=264
Aut henti cation session opened: handle = 102

3 08/06/2002 16:45:40.920 SEV=8 AUTHDBG 3 RPT=302
AUTH_Put Attr Tabl e( 102, 742784)

4 08/06/2002 16:45:40. 920 SEV=8 AUTHDBG 6 RPT=183
AUTH_Gr oupAut hent i cat e( 102, 9aa2e24, 4983ac)

5 08/ 06/ 2002 16:45: 40. 920 SEV=8 AUTHDBG 59 RPT=302
AUTH_Bi ndSer ver (9a03fcc, 0, 0)

6 08/ 06/2002 16:45:40.920 SEV=9 AUTHDBG 69 RPT=302
Aut h Server 18cdfa4 has been bound to ACB 9a03fcc, sessions =1

7 08/06/2002 16:45:40.920 SEV=8 AUTHDBG 65 RPT=302
AUTH_Cr eat eTi ner (9a03fcc, 0, 0)

8 08/ 06/ 2002 16:45:40.920 SEV=9 AUTHDBG 72 RPT=302
Reply tinmer created: handle = 5A0C001B

9 08/ 06/ 2002 16:45:40.920 SEV=8 AUTHDBG 61 RPT=302
AUTH_Bui | dMsg(9a03fcc, 0, 0)



10 08/ 06/ 2002 16:45:40.920 SEV=8 AUTHDBG 64 RPT=302
AUTH_St art Ti mer (9a03fcc, 0, 0)

11 08/ 06/ 2002 16:45:40.920 SEV=9 AUTHDBG 73 RPT=302
Reply timer started: handle = 5A0C001B, tinestanp = 355273988, tineout = 30000

12 08/ 06/ 2002 16:45:40.920 SEV=8 AUTHDBG 62 RPT=302
AUTH_SndRequest (9a03fcc, 0, 0)

13 08/ 06/ 2002 16:45:40.920 SEV=8 AUTHDBG 50 RPT=477
I nt DB_Decode( 62f d1a8, 146)

14 08/ 06/ 2002 16:45:40.920 SEV=10 AUTHDECCDE/ 12 RPT=1
IntDB: Type = 1 (0x01) User- Name

15 08/ 06/ 2002 16:45:40.920 SEV=10 AUTHDECCDE/ 13 RPT=1
IntDB: Length = 11 (0x0B)

16 08/ 06/ 2002 16:45:40.920 SEV=10 AUTHDECCDE/ 14 RPT=1
IntDB: Value (String) =

17 08/ 06/ 2002 16:45: 40.920 SEV=10 AUTHDECCDE/ 0 RPT=1
0000: 77696E64 6F777375 736572 wi ndowsuser

18 08/ 06/ 2002 16: 45:40.920 SEV=10 AUTHDECCDE/ 12 RPT=2
IntDB: Type = 5 (0x05) NAS-Port

19 08/ 06/ 2002 16:45:40.920 SEV=10 AUTHDECCDE/ 13 RPT=2
IntDB: Length = 4 (0x04)

20 08/06/ 2002 16:45:40.920 SEV=10 AUTHDECODE/ 15 RPT=1
IntDB: Value (Integer) = 0 (0x0000)

21 08/06/ 2002 16:45:40.920 SEV=10 AUTHDECODE/ 12 RPT=3
IntDB: Type = 6 (0x06) Service-Type

22 08/06/ 2002 16:45:40.920 SEV=10 AUTHDECODE/ 13 RPT=3
IntDB: Length = 4 (0x04)

23 08/ 06/ 2002 16: 45:40.920 SEV=10 AUTHDECODE/ 15 RPT=2
IntDB: Value (Integer) = 2 (0x0002)

24 08/ 06/ 2002 16:45:40.920 SEV=10 AUTHDECODE/ 12 RPT=4
IntDB: Type = 7 (0x07) Framed- Protocol

25 08/ 06/ 2002 16: 45:40.920 SEV=10 AUTHDECODE/ 13 RPT=4
IntDB: Length = 4 (0x04)

26 08/06/2002 16:45:40.920 SEV=10 AUTHDECODE/ 15 RPT=3



IntDB: Value (Integer) = 1 (0x0001)

27 08/ 06/ 2002 16:45:40.920 SEV=10 AUTHDECODE/ 12 RPT=5
IntDB: Type = 66 (0x42) Tunnel -d i ent-Endpoi nt

28 08/ 06/ 2002 16: 45:40.920 SEV=10 AUTHDECODE/ 13 RPT=5
IntDB: Length = 12 (0x00Q)

29 08/06/ 2002 16:45:40.920 SEV=10 AUTHDECODE/ 14 RPT=2
IntDB: Value (String) =

30 08/06/2002 16:45:40.920 SEV=10 AUTHDECODE/ 0 RPT=2
0000: 3137312E 36392E38 392E3930 171.69.89.90

31 08/06/2002 16:45:40.920 SEV=10 AUTHDECODE/ 12 RPT=6
IntDB: Type = 4118 (0x1016) Authentication-Server-Type

32 08/06/2002 16: 45:40.920 SEV=10 AUTHDECODE/ 13 RPT=6
IntDB: Length = 4 (0x04)

33 08/ 06/ 2002 16:45:40.920 SEV=10 AUTHDECODE/ 15 RPT=4
IntDB: Value (Integer) = 5 (0x0005)

34 08/06/ 2002 16: 45:40.920 SEV=8 AUTHDBG 47 RPT=477
I nt DB_Xnt (9a03f cc)

35 08/ 06/ 2002 16: 45:40.920 SEV=9 AUTHDBG 71 RPT=302
xmt_cnt =1

36 08/06/2002 16:45:40.920 SEV=8 AUTHDBG 47 RPT=478
I nt DB_Xnt (9a03f cc)

37 08/06/2002 16:45:41. 020 SEV=8 AUTHDBG 49 RPT=239
I nt DB_Mat ch(9a03fcc, 62f 1c4c)

38 08/ 06/ 2002 16:45:41. 020 SEV=8 AUTHDBG 63 RPT=302
AUTH_RcvRepl y(9a03fcc, 0, 0)

39 08/06/2002 16:45:41. 020 SEV=8 AUTHDBG 50 RPT=478
I nt DB_Decode( 62f 1c4c, 170)

40 08/06/2002 16: 45: 41. 020 SEV=10 AUTHDECCDE/ 12 RPT=7
IntDB: Type = 1 (0x01) User- Name

41 08/06/2002 16: 45: 41. 020 SEV=10 AUTHDECCDE/ 13 RPT=7
IntDB: Length = 11 (0xO0B)

42 08/ 06/ 2002 16: 45: 41. 020 SEV=10 AUTHDECCDE/ 14 RPT=3
IntDB: Value (String) =

43 08/06/2002 16: 45:41. 020 SEV=10 AUTHDECODE/ 0 RPT=3
0000: 77696E64 6F777375 736572 wi ndowsuser

44 08/ 06/ 2002 16: 45: 41. 020 SEV=10 AUTHDECCDE/ 12 RPT=8
IntDB: Type = 4109 (0x100D) | PSec-Authentication

45 08/ 06/ 2002 16: 45: 41. 020 SEV=10 AUTHDECCDE/ 13 RPT=8
IntDB: Length = 4 (0x04)

46 08/ 06/ 2002 16: 45: 41. 020 SEV=10 AUTHDECCDE/ 15 RPT=5
IntDB: Value (Integer) = 6 (0x0006)

47 08/ 06/ 2002 16: 45: 41. 020 SEV=10 AUTHDECCDE/ 12 RPT=9
IntDB: Type = 4123 (0x101B) Split-Tunnel -1 ncl usi on-Li st



48 08/ 06/ 2002 16: 45: 41. 020 SEV=10 AUTHDECCDE/ 13 RPT=9
IntDB: Length = 4 (0x04)

49 08/06/2002 16: 45: 41. 020 SEV=10 AUTHDECCDE/ 14 RPT=4
IntDB: Value (String) =

50 08/06/2002 16:45:41. 020 SEV=10 AUTHDECODE/ 0 RPT=4
0000: 74657374 test

51 08/06/2002 16:45:41. 020 SEV=10 AUTHDECODE/ 12 RPT=10
IntDB: Type = 4151 (0x1037) Split-Tunneling-Policy

52 08/ 06/ 2002 16:45:41. 020 SEV=10 AUTHDECODE/ 13 RPT=10
IntDB: Length = 4 (0x04)

53 08/ 06/ 2002 16:45:41. 020 SEV=10 AUTHDECODE/ 15 RPT=6
IntDB: Value (Integer) = 1 (0x0001)

54 08/ 06/ 2002 16:45:41. 020 SEV=8 AUTHDBG 48 RPT=239
I nt DB_Rcv(9a03f cc)

55 08/ 06/ 2002 16:45:41. 020 SEV=8 AUTHDBG 66 RPT=302
AUTH_Del et eTi mer (9a03fcc, 0, 0)

56 08/06/2002 16:45:41. 020 SEV=9 AUTHDBG 74 RPT=302
Reply timer stopped: handle = 5A0C001B, tinmestanp = 355273998

57 08/ 06/ 2002 16:45:41. 020 SEV=8 AUTHDBG 58 RPT=302
AUTH_Cal | back(9a03fcc, 0, 0)

58 08/ 06/ 2002 16:45: 41. 020 SEV=6 AUTH 41 RPT=218 171.69. 89. 90
Aut henti cati on successful: handle = 102, server = Internal,
group = w ndowsuser

59 08/ 06/ 2002 16: 45: 41. 020 SEV=8 AUTHDBG 4 RPT=288
AUTH Get At tr Tabl e(102, 742a30)

60 08/06/2002 16:45:41. 020 SEV=8 AUTHDBG 2 RPT=263
AUTH_Cl ose(102)

61 08/06/2002 16:45:41. 020 SEV=8 AUTHDBG 60 RPT=302
AUTH_Unbi ndSer ver (9a03fcc, 0, 0)

62 08/ 06/ 2002 16:45:41. 020 SEV=9 AUTHDBG 70 RPT=302
Aut h Server 18cdfa4 has been unbound from ACB 9a03fcc, sessions = 0

63 08/ 06/ 2002 16:45:41. 020 SEV=8 AUTHDBG 10 RPT=263
AUTH_| nt _Fr eeAut hCB(9a03f cc)

64 08/ 06/ 2002 16:45:41. 020 SEV=7 AUTH 13 RPT=264
Aut henti cati on session closed: handle = 102

65 08/ 06/ 2002 16:45:46.610 SEV=8 AUTHDBG 1 RPT=264
AUTH Open() returns 103

66 08/06/2002 16:45:46.610 SEV=7 AUTH 12 RPT=265
Aut henti cati on session opened: handle = 103

67 08/ 06/ 2002 16: 45: 46. 610 SEV=8 AUTHDBG 3 RPT=303
AUTH Put At t r Tabl e( 103, 7429b8)

68 08/ 06/ 2002 16:45:46.610 SEV=8 AUTHDBG 5 RPT=56
AUTH_Aut hent i cat e( 103, 500a278, 4cad38)



69 08/06/2002 16:45:46.610 SEV=8 AUTHDBG 59 RPT=303
AUTH_Bi ndSer ver (9aa46fc, 0, 0)

70 08/ 06/ 2002 16: 45: 46. 610 SEV=9 AUTHDBG 69 RPT=303
Aut h Server 18celad4 has been bound to ACB 9aa46fc, s

71 08/06/2002 16:45:46.610 SEV=8 AUTHDBG 65 RPT=303
AUTH_Cr eat eTi mer (9aa46fc, 0, 0)

72 08/ 06/ 2002 16:45:46.610 SEV=9 AUTHDBG 72 RPT=303
Reply timer created: handl e = 5A0E0016

73 08/ 06/ 2002 16:45:46.610 SEV=8 AUTHDBG 61 RPT=303
AUTH_Bui | dMsg( 9aa46fc, 0, 0)

74 08/ 06/ 2002 16:45:46.610 SEV=8 AUTHDBG 27 RPT=64
Radi us_Bui | d(9aa46f c)

75 08/ 06/ 2002 16:45:46.610 SEV=8 AUTHDBG 64 RPT=303
AUTH_St art Ti mer (9aa46fc, 0, 0)

76 08/06/2002 16:45:46.610 SEV=9 AUTHDBG 73 RPT=303
Reply timer started: handle = 5A0E0016, tinestanmp =

77 08/06/2002 16:45:46.610 SEV=8 AUTHDBG/62 RPT=303
AUTH_SndRequest (9aa46fc, 0, 0)

78 08/ 06/ 2002 16:45:46.610 SEV=8 AUTHDBG 31 RPT=127
Radi us_Decode( 62f 1c4c, 156)

79 08/06/2002 16:45:46.610 SEV=13 AUTHDECODE/ 0 RPT=5
0000: 0122009C 7F70A83B E37B9B27 31668A07 aaep
0010: 1089C0A4 010A7670 6E757365 72310506  ......
0020: 0000041C 06060000 00020706 00000001  ......
0030: 420E3137 312E3639 2E38392E 39301A18 B.171.
0040: 00000137 0B12BE14 D10DA7ED 8AOO0FD25 R
0050: 47B90956 3B191A3A 00000137 19340000 G.V,.
0060: 62B6A996 DD4962AE O5FASAAF FDDA9G6A9 b...

0070: 00000000 00000000 3CA2008E AO3CABCF  ......

essions =1

355274557,

R R
vpnuser 1. .

0080: 73FB28E0 D1560A01 D96AAE3B BFB6DD42 s.(..V...j.;...B

0090: 0406ACl10 AC243D06 00000OCOS ..... $

89 08/06/ 2002 16:45:46.610 SEV=10 AUTHDECODE/ 1 RPT=1
Radi us: Code = 1 (0x01)

90 08/06/2002 16:45:46.610 SEV=10 AUTHDECODE/ 2 RPT=1
Radi us: ldentifier = 34 (0x22)

91 08/06/2002 16:45:46.610 SEV=10 AUTHDECODE/ 3 RPT=1
Radi us: Length = 156 (0x009C)

92 08/ 06/ 2002 16: 45: 46. 610 SEV=10 AUTHDECODE/ 4 RPT=1
Radi us: Vector:

93 08/ 06/2002 16:45:46. 610 SEV=10 AUTHDECODE/ 0 RPT=6

0000: 7F70A83B E37B9B27 31668A07 1089C0A4 .p.i - {-

94 08/06/ 2002 16:45:46.610 SEV=10 AUTHDECODE/ 5 RPT=1
Radi us: Type = 1 (0x01) User-Nane

95 08/06/ 2002 16:45:46.610 SEV=10 AUTHDECODE/ 6 RPT=1
Radi us: Length = 10 (0x0A)

ti meout

= 4000



96 08/06/2002 16:45:46.610 SEV=10 AUTHDECODE/ 7 RPT=1
Radi us: Value (String) =

97 08/06/2002 16:45:46. 610 SEV=10 AUTHDECODE/ 0 RPT=7

0000: 76706E75

73657231 vpnuser 1l

98 08/06/2002 16:45:46. 610 SEV=10 AUTHDECODE/ 5 RPT=2>

Radi us: Type =

5 (0x05) NAS- Port

99 08/ 06/2002 16:45:46. 610 SEV=10 AUTHDECODE/ 6 RPT=2

Radi us: Length

100 08/ 06/ 2002

= 6 (0x06)

16: 45: 46. 610 SEV=10 AUTHDECODE/ 11 RPT=1

Radi us: Val ue (Hex) = 0x41C

101 08/ 06/ 2002
Radi us: Type =

102 08/ 06/ 2002
Radi us: Length

103 08/ 06/ 2002

16: 45: 46. 610 SEV=10 AUTHDECODE/ 5 RPT=3
6 (0x06) Service-Type

16: 45: 46. 610 SEV=10 AUTHDECODE/ 6 RPT=3
= 6 (0x06)

16: 45: 46. 610 SEV=10 AUTHDECODE/ 11 RPT=2

Radi us: Val ue (Hex) = 0x2

104 08/ 06/ 2002
Radi us: Type =

105 08/ 06/ 2002
Radi us: Length

106 08/ 06/ 2002

16: 45: 46. 610 SEV=10 AUTHDECODE/ 5 RPT=4
7 (0x07) Franed- Protocol

16: 45: 46. 610 SEV=10 AUTHDECODE/ 6 RPT=4
= 6 (0x06)

16: 45: 46. 610 SEV=10 AUTHDECODE/ 11 RPT=3

Radi us: Val ue (Hex) = 0Ox1

107 08/ 06/ 2002
Radi us: Type =

108 08/ 06/ 2002
Radi us: Length

109 08/ 06/ 2002

16: 45: 46. 610 SEV=10 AUTHDECODE/ 5 RPT=5
66 (0x42) Tunnel -d i ent - Endpoi nt

16: 45: 46. 610 SEV=10 AUTHDECODE/ 6 RPT=5
= 14 (0OxOE)

16: 45: 46. 610 SEV=10 AUTHDECODE/ 7 RPT=2

Radi us: Value (String) =

110 08/06/ 2002
0000: 3137312E

111 08/ 06/ 2002
Radi us: Type =

112 08/ 06/ 2002
Radi us: Length

113 08/ 06/ 2002
Radi us: Vendor

114 08/ 06/ 2002
Radi us: Type =

115 08/ 06/ 2002
Radi us: Length

116 08/06/ 2002

16: 45: 46. 610 SEV=10 AUTHDECODE/ 0 RPT=8
36392E38 392E3930 171. 69. 89. 90

16: 45: 46. 610 SEV=10 AUTHDECODE/ 5 RPT=6
26 (0x1A) Vendor- Specific

16: 45: 46. 610 SEV=10 AUTHDECODE/ 6 RPT=6
= 24 (0x18)

16: 45: 46. 610 SEV=10 AUTHDECODE/ 10 RPT=1
ID = 311 (0x00000137)

16: 45: 46. 610 SEV=10 AUTHDECODE/ 5 RPT=7
11 (0x0B) Ms- CHAP- Chal | enge

16: 45: 46. 610 SEV=10 AUTHDECODE/ 6 RPT=7
= 18 (0x12)

16: 45: 46. 610 SEV=10 AUTHDECODE/ 7 RPT=3

Radi us: Value (String) =

117 08/ 06/ 2002

16: 45: 46. 610 SEV=10 AUTHDECODE/ 0 RPT=9



0000:

BE14D10D

118 08/ 06/ 2002
Radi us: Type =

119 08/ 06/ 2002
Radi us: Length

120 08/06/ 2002
Radi us: Vendor

121 08/ 06/ 2002
Radi us: Type =

122 08/ 06/ 2002
Radi us: Length

A7TEDBAOO FD2547B9 09563B19 ......... % .V .

16: 45: 46. 610 SEV=10 AUTHDECODE/ 5 RPT=8
26 (0x1A) Vendor- Specific

16: 45: 46. 610 SEV=10 AUTHDECODE/ 6 RPT=8
= 58 (0x3A)

16: 45: 46. 610 SEV=10 AUTHDECODE/ 10 RPT=2
ID = 311 (0x00000137)

16: 45: 46. 610 SEV=10 AUTHDECODE/ 5 RPT=9
25 (0x19) Ms- CHAP2- Response

16: 45: 46. 610 SEV=10 AUTHDECODE/ 6 RPT=9
= 52 (0x34)

123 08/ 06/ 2002 16:45: 46. 610 SEV=10 AUTHDECODE/ 7 RPT=4

Radi us:

124 08/ 06/ 2002

0000:
0010:
0020:
0030:

000062B6
96A90000
ABCF73FB
DD42

128 08/ 06/ 2002
Radi us: Type =

129 08/ 06/ 2002
Radi us: Length

130 08/ 06/ 2002

Radi us:

Value (String) =

16: 45: 46. 610 SEV=10 AUTHDECODE/ 0 RPT=10

A996DD49 62AEOSFA S5AAFFDDA b b 2

00000000 00003CA2 O08EAO3C .......... < ...

28E0D156 OAO01D96A AE3BBFB6 S Ve
.B

16: 45: 46. 620 SEV=10 AUTHDECODE/ 5 RPT=10
4 (0x04) NAS-1|P-Address

16: 45: 46. 620 SEV=10 AUTHDECODE/ 6 RPT=10
= 6 (0x06)

16: 45: 46. 620 SEV=10 AUTHDECODE/ 9 RPT=1

Value (1P Address) = 172.16.172.36 (0xACLOAC24)

131 08/ 06/ 2002 16:45:46.620 SEV=10 AUTHDECODE/ 5 RPT=11
Radi us: Type =

61 (0x3D) NAS-Port-Type

132 08/ 06/ 2002 16:45:46.620 SEV=10 AUTHDECODE/ 6 RPT=11
Radi us: Length

= 6 (0x06)

133 08/ 06/ 2002 16:45: 46. 620 SEV=10 AUTHDECODE/ 11 RPT=4

Radi us:

Val ue (Hex) = 0x5

134 08/ 06/ 2002 16:45: 46. 620 SEV=8 AUTHDBG 28 RPT=64
Radi us_Xnt ( 9aa46f c)

135 08/ 06/ 2002 16:45:46.620 SEV=9 AUTHDBG 71 RPT=303
xmt_cnt =1

136 08/ 06/ 2002 16: 45:46. 710 SEV=8 AUTHDBGE 30 RPT=64
Radi us_Mat ch(9aa46fc, 5004a10), id = 0x22, rcvd = 0x22

137 08/06/2002 16:45:46.710 SEV=8 AUTHDBG/63 RPT=303
AUTH_RcvReply(9aa46fc, 0, 0)

138 08/ 06/ 2002 16:45:46.710 SEV=8 AUTHDBG 31 RPT=128
Radi us_Decode(5004a10, 42)

139 08/ 06/ 2002 16:45:46. 710 SEV=13 AUTHDECODE/ 0 RPT=11
0000: 0322002A CCDF6607 AB8B6D51 9B17CFEl R T A 116 R

0010: 6A11AE2E 1A160000 01370210 00453D36 Joooon 7. ..

0020: 34382052 3D302056 3D33 48 R=0 V=3



142 08/ 06/ 2002 16:45:46.710 SEV=10 AUTHDECODE/ 1 RPT=2
Radi us: Code = 3 (0x03)

143 08/ 06/ 2002 16:45:46.710 SEV=10 AUTHDECODE/ 2 RPT=2
Radi us: ldentifier = 34 (0x22)

144 08/ 06/ 2002 16:45:46.710 SEV=10 AUTHDECODE/ 3 RPT=2
Radi us: Length = 42 (0x002A)

145 08/ 06/ 2002 16: 45: 46. 710 SEV=10 AUTHDECODE/ 4 RPT=2
Radi us: Vector:

146 08/ 06/ 2002 16:45:46. 710 SEV=10 AUTHDECODE/ 0 RPT=12
0000: CCDF6607 AB8B6D51 9B17CFE1 6A11AE2E Lfeom g

147 08/06/2002 16:45:46.710 SEV=10 AUTHDECODE/5 RPT=12
Radius: Type = 26 (0x1lA) Vendor-Specific

148 08/06/2002 16:45:46.710 SEV=10 AUTHDECODE/6 RPT=12
Radius: Length = 22 (0x16)

149 08/06/2002 16:45:46.710 SEV=10 AUTHDECODE/10 RPT=3
Radius: Vendor ID = 311 (0x00000137)

150 08/06/2002 16:45:46.710 SEV=10 AUTHDECODE/5 RPT=13
Radius: Type = 2 (0x02) MS-CHAP-Error

151 08/ 06/ 2002 16:45:46.710 SEV=10 AUTHDECODE/ 6 RPT=13
Radi us: Length = 16 (0x10)

152 08/ 06/ 2002 16:45:46.710 SEV=10 AUTHDECODE/ 7 RPT=5
Radi us: Value (String) =

153 08/ 06/ 2002 16:45:46. 710 SEV=10 AUTHDECODE/ 0 RPT=13
0000: 00453D36 34382052 3D302056 3D33 . E=648 R=0 V=3

154 08/ 06/ 2002 16:45:46.710 SEV=8 AUTHDBG 29 RPT=64
Radi us_Rcv(9aa46f c)

155 08/ 06/ 2002 16:45:46.710 SEV=8 AUTHDBG 66 RPT=303
AUTH_Del et eTi mer (9aa46fc, 0, 0)

156 08/ 06/ 2002 16:45:46.710 SEV=9 AUTHDBG 74 RPT=303
Reply timer stopped: handl e = 5A0E0016, timestanp = 355274567

157 08/ 06/ 2002 16:45:46.710 SEV=8 AUTHDBG 58 RPT=303
AUTH_Cal | back(9aa46fc, 0, 0)

158 08/06/2002 16:45:46.710 SEV=3 AUTH/5 RPT=42 171.69.89.90

Authentication rejected: Reason = Password expired
handle = 103, server = 171.69.89.60, user = vpnuserl, domain =

160 08/ 06/ 2002 16: 45: 46. 710 SEV=8 AUTHDBG 4 RPT=289
AUTH Get At t r Tabl e( 103, 743aa8)

161 08/ 06/ 2002 16: 45: 46. 710 SEV=8 AUTHDBG 4 RPT=290
AUTH Get At t r Tabl e( 103, 743ad8)

162 08/ 06/ 2002 16:45:46. 710 SEV=8 AUTHDBG 60 RPT=303



AUTH_Unbi ndSer ver (9aa46fc, 0, 0)
163 08/ 06/ 2002 16:45:46.710 SEV=9 AUTHDBG 70 RPT=303

Aut h Server 18celad4 has been unbound from ACB 9aa46fc, sessions = 0

164 08/ 06/ 2002 16: 45: 50. 480 SEV=8 AUTHDBG 3 RPT=304
AUTH Put At t r Tabl e( 103, 742898)

165 08/ 06/ 2002 16:45:50.480 SEV=8 AUTHDBG 5 RPT=57
AUTH_Aut hent i cat e( 103, 500a278, 4cad38)

166 08/ 06/ 2002 16:45:50.480 SEV=8 AUTHDBG 59 RPT=304
AUTH_Bi ndSer ver (9aa46fc, 0, 0)

167 08/ 06/ 2002 16: 45:50. 480 SEV=9 AUTHDBGE 69 RPT=304
Aut h Server 18celad4 has been bound to ACB 9aa46fc, sessions =1

168 08/ 06/ 2002 16:45:50.480 SEV=8 AUTHDBG 65 RPT=304
AUTH_Cr eat eTi mer (9aa46fc, 0, 0)

169 08/ 06/ 2002 16:45:50.480 SEV=9 AUTHDBG 72 RPT=304
Reply timer created: handle = 5A100016

170 08/ 06/ 2002 16:45:50.480 SEV=8 AUTHDBG 61 RPT=304
AUTH_Bui | dMsg( 9aa46fc, 0, 0)

171 08/ 06/ 2002 16:45:50.480 SEV=8 AUTHDBG 27 RPT=65
Radi us_Bui | d(9aa46f c)

172 08/ 06/ 2002 16: 45: 50. 480
AUTH_St art Ti mer (9aa46fc, O,

173 08/ 06/ 2002 16: 45: 50. 480
Reply timer started: handle

174 08/ 06/ 2002 16: 45: 50. 480
AUTH_SndRequest (9aa46fc, O,

175 08/ 06/ 2002 16: 45:50. 480

SEV=8 AUTHDBG 64 RPT=304
0)

SEV=9 AUTHDBG 73 RPT=304

= 5A100016, timestanp = 355274944, timeout

SEV=8 AUTHDBG 62 RPT=304
0)

SEV=8 AUTHDBG 31 RPT=129

Radi us_Decode(9a03ba8, 726)

176 08/ 06/ 2002
0000: 012302D6
0010: 50CC8DEO
0020: 0000041C
0030: 420E3137
0040: 00000137
0050: FE1F1FFA
0060: D68FCDF2
0070: 51F6E280
0080: 68CCCO0F
0090: EAB2FEOC
00AO: 5B113D39
00BO: 145D5786

16: 45: 50.
E8317738
010A7670
06060000
312E3639
06F90601
7D66A600
BA9F9B2C
F37502AD
D1B186C8
2F09C25A
1101444C
38A3A8DC

480 SEV=13 AUTHDECODE/ 0 RPT=14
275469B7 A7D230C5 LH.IW8' TiL L. 0.
6E757365 72310506 P..... vpnuser1l..
00020706 00000001
2E38392E 39301AFF
000164BF 9A72CBB1 Y A d..r..
45BDO769 DD24BAAF LML E LTS
FABE2BCC 0D66CF62
53E5D6FB 7648C8D7 Q...u..S. ..
7217E6DB 7E455DB4 h.o...... r...
359F4DCA FE15B816 R A ..
BSESSBE4 7BDD367F [.=9..DL..[.
8D07A029 911DC3D8

188 08/ 06/ 2002
Radi us: Code =

16: 45: 50.
1 (0x01)

480 SEV=10 AUTHDECODE/ 1 RPT=3

189 08/06/ 2002
Radi us: Identifier

16: 45: 50.
= 35

480 SEV=10 AUTHDECODE/ 2 RPT=3
(0x23)

190 08/ 06/ 2002 16:45:50.480 SEV=10 AUTHDECODE/ 3 RPT=3
Radi us: Length = 726 (0x02D6)

= 4000



191 08/06/ 2002
Radi us:

192 08/ 06/ 2002
0000: EB8317738

193 08/ 06/ 2002
Radi us: Type =

194 08/ 06/ 2002
Radi us: Length

195 08/ 06/ 2002
Radi us:

196 08/ 06/ 2002
0000: 76706E75

197 08/ 06/ 2002
Radi us: Type =

198 08/ 06/ 2002
Radi us: Length

199 08/06/ 2002
Radi us:

200 08/ 06/ 2002
Radi us: Type =

201 08/ 06/ 2002
Radi us: Length

202 08/ 06/ 2002
Radi us:

203 08/ 06/ 2002
Radi us: Type =

204 08/ 06/ 2002
Radi us: Length

205 08/ 06/ 2002
Radi us:

206 08/ 06/ 2002
Radi us: Type =

207 08/ 06/ 2002
Radi us: Length

208 08/ 06/ 2002
Radi us:

209 08/ 06/ 2002
0000: 3137312E

210 08/06/2002

Radius: Type =

211 08/06/2002

Radius: Length

212 08/06/2002

Vect or:

Val ue (Hex)

Val ue (Hex)

Val ue (Hex)

16: 45: 50. 480 SEV=10 AUTHDECODE/ 4 RPT=3
16: 45: 50. 480 SEV=10 AUTHDECODE/ 0 RPT=15
275469B7 A7D230C5 50CC8DEO Aw8' Ti. .. 0.

16: 45: 50. 480 SEV=10 AUTHDECODE/ 5 RPT=14
1 (0x01) User- Nane

16: 45: 50. 480 SEV=10
= 10 (0x0A)

AUTHDECCDE/ 6 RPT=14

16: 45: 50. 480 SEV=10 AUTHDECODE/ 7 RPT=6

Value (String) =

16: 45: 50. 480 SEV=10
73657231

AUTHDECCDE/ 0 RPT=16
vpnuser 1l

16: 45: 50. 480 SEV=10
5 (0x05) NAS- Port

AUTHDECCDE/ 5 RPT=15

16: 45: 50. 480 SEV=10
= 6 (0x06)

AUTHDECCDE/ 6 RPT=15

16: 45: 50. 480 SEV=10
= 0x41C

AUTHDECCDE/ 11 RPT=5
16: 45: 50. 480 SEV=10 AUTHDECODE/ 5 RPT=16
6 (0x06) Service-Type

16: 45: 50. 480 SEV=10 AUTHDECODE/ 6 RPT=16
= 6 (0x06)

16: 45: 50. 480 SEV=10 AUTHDECODE/ 11 RPT=6
= 0x2

16: 45: 50. 480 SEV=10 AUTHDECODE/ 5 RPT=17
7 (0x07) Franed- Protocol

16: 45: 50. 480 SEV=10 AUTHDECODE/ 6 RPT=17
= 6 (0x06)

16: 45: 50. 480 SEV=10 AUTHDECODE/ 11 RPT=7
= 0x1

16: 45: 50. 480 SEV=10 AUTHDECODE/ 5 RPT=18
66 (0x42) Tunnel -d i ent - Endpoi nt

16: 45: 50. 480 SEV=10 AUTHDECODE/ 6 RPT=18
= 14 (0OxOE)

16: 45: 50. 480 SEV=10 AUTHDECODE/ 7 RPT=7

Value (String) =

16: 45: 50. 480 SEV=10 AUTHDECODE/ 0 RPT=17
36392E38 392E3930 171. 69. 89. 90

16:45:50.480 SEV=10 AUTHDECODE/5 RPT=19
26 (0xl1lA) Vendor-Specific

16:45:50.480 SEV=10 AUTHDECODE/6 RPT=19
= 255 (O0xFF)

16:45:50.480 SEV=10 AUTHDECODE/10 RPT=4



Radius: Vendor
213 08/06/2002
Type

Radius:

214 08/ 06/ 2002
Radi us: Length

215 08/ 06/ 2002
Radi us:

216 08/ 06/ 2002
0000: 06010001
0010: A60045BD
0020: 9B2CFABE
0030: 02AD53E5
0040: 86C87217
0050: C25A359F
0060: 444CB8E8
0070: A8DC8DO7
0080: BFCB86DA
0090: 5BA566D2
00AO0: DC28ECCY
00BO: 89F11100

228 08/06/2002
Type

Radius:

229 08/06/2002
Radius: Length
230 08/06/2002
Radius: Vendor
231 08/06/2002
Type

Radius:

232 08/ 06/ 2002
Radi us: Length

233 08/ 06/ 2002
Radi us:

234 08/ 06/ 2002
0000: 06010002
0010: 141848C6
0020: 771E909B
0030: 67D195F9
0040: E16380AF
0050: E8818EBE
0060: D3E142B7
0070: 375530C5
0080: 4BF7C116
0090: 8DD129AC
00AO0: B2CED1D2
00BO: DABAC7F6

246 08/06/2002

Radius: Type =
247 08/06/2002
Radius: Length

248 08/06/2002

Val ue (String)

Val ue (String)

ID 311 (0x00000137)
16:45:50.480 SEV=10 AUTHDECODE/5 RPT=20

6 (0x06) MS-CHAP-NT-Enc-PW

16: 45: 50. 480 SEV=10 AUTHDECODE/ 6 RPT=20
249 (0xF9)

16: 45: 50. 480 SEV=10 AUTHDECODE/ 7 RPT=8

16: 45: 50. 480 SEV=10 AUTHDECODE/ 0 RPT=18
64BF9A72 CBBL1FELlF 1FFA7D66 o P Hf
9769DD24 BAAFDG68F CDF2BA9F B
2BCC0D66 CF6251F6 E280F375 ..+ f.bQ ..U
D6FB7648 C38D768CC COOFD1B1 .S...vH .h.....
E6DB7E45 5DB4EAB2 FEOC2F09 R = /.
4DCAFEL15 B8165B11 3D391101 .Z5. ML . =9. .
5BE47BDD 367F145D 578638A3 DL..[.{.6..]WS8.
A029911D C3D839D6 12880394  ..... ). 9.
F5DE706B 616FA285 6BOF2312 ...... pkao. . k. #.
153D9A88 DI970EAA7 EEAE2453 [.f..=..p....%$S
COB4FAC4 8BF04712 D68F3FCA B (PR G..7.
3FA76070 2EE793E9 4EE10B7C ....?2.7°p....N.
16:45:50.480 SEV=10 AUTHDECODE/5 RPT=21

26 (0x1lA) Vendor-Specific

16:45:50.480 SEV=10 AUTHDECODE/6 RPT=21

= 255 (O0xFF)

16:45:50.480 SEV=10 AUTHDECODE/10 RPT=5

ID = 311 (0x00000137)

16:45:50.480 SEV=10 AUTHDECODE/5 RPT=22

6 (0x06) MS-CHAP-NT-Enc-PW

16: 45: 50. 480 SEV=10 AUTHDECODE/ 6 RPT=22

= 249 (0xF9)

16: 45: 50. 480 SEV=10 AUTHDECODE/ 7 RPT=9

16: 45: 50. 480 SEV=10 AUTHDECODE/ 0 RPT=19
424D1964 EOFCDAA8 DEO20FCF ...BMd........
3080EE8C 098DCBOE C5FD7ADO CHO Z.
78C84AA0 89CEAASE D2727D24 w..x.J....MNr1}$
85F8602E AABB5548 DOF29B5E g..... Lo UH LA
941D7DCO BD842962 5673BDBD .C....}...)bVs.
271C7B4AF 9E52A02F 8A6AAASE . {ORT g
C60FDCE9 AECCAF81 7B926351 .Boo O {.cQ
F8BFD23C 5E737129 4164C119 7U0. . ..<"sq) Ad
4EB4F82C 5FC2639E 2EAB8DD9 K.oN., _.c.....
84B21D0F 96E11B94 BBB78214 )
1758E20C 8462F884 26C3292E  ..... Xo..b.. &)
7812C981 B5309BE5 509877E5 .X....0..P

16:45:50.480 SEV=10 AUTHDECODE/5 RPT=23
26 (0xl1lA) Vendor-Specific

16:45:50.480 SEV=10 AUTHDECODE/6 RPT=23
42 (0x2A)

16:45:50.480 SEV=10 AUTHDECODE/10 RPT=6



Radius: Vendor ID = 311 (0x00000137)

249 08/06/2002 16:45:50.480 SEV=10 AUTHDECODE/5 RPT=24
Radius: Type = 6 (0x06) MS-CHAP-NT-Enc-PW

250 08/06/ 2002 16:45:50.480 SEV=10 AUTHDECODE/ 6 RPT=24
Radi us: Length = 36 (0x24)

251 08/ 06/ 2002 16:45:50.480 SEV=10 AUTHDECODE/ 7 RPT=10
Radi us: Value (String) =

252 08/ 06/2002 16:45:50. 480 SEV=10 AUTHDECODE/ 0 RPT=20

0000: 06010003 47FD5DOE 1840ACOA F345102C ....Gl..@..E,
0010: ED6971DC 1F5CB1D7 609C5101 4724A804 g VLT QG
0020: 9B9C

255 08/ 06/ 2002 16:45:50.480 SEV=10 AUTHDECODE/ 5 RPT=25
Radi us: Type = 26 (0x1A) Vendor- Specific

256 08/06/2002 16:45:50.480 SEV=10 AUTHDECODE/ 6 RPT=25
Radi us: Length = 24 (0x18)

257 08/ 06/ 2002 16:45:50.480 SEV=10 AUTHDECODE/ 10 RPT=7
Radi us: Vendor 1D = 311 (0x00000137)

258 08/ 06/ 2002 16:45:50.480 SEV=10 AUTHDECODE/ 5 RPT=26
Radi us: Type = 11 (0x0B) Ms- CHAP-Chal | enge

259 08/ 06/ 2002 16:45:50.480 SEV=10 AUTHDECODE/ 6 RPT=26
Radi us: Length = 18 (0x12)

260 08/06/2002 16:45:50.480 SEV=10 AUTHDECODE/ 7 RPT=11
Radi us: Value (String) =

261 08/06/2002 16:45:50. 480 SEV=10 AUTHDECODE/ 0 RPT=21
0000: A7129F8C 8F87FA68 3D3DOA73 E7OE3ABO ....... h==.s..:.

262 08/06/2002 16:45:50.480 SEV=10 AUTHDECODE/5 RPT=27
Radius: Type = 26 (0x1lA) Vendor-Specific

263 08/06/2002 16:45:50.480 SEV=10 AUTHDECODE/6 RPT=27
Radius: Length = 76 (0x4C)

264 08/06/2002 16:45:50.480 SEV=10 AUTHDECODE/10 RPT=8
Radius: Vendor ID = 311 (0x00000137)

265 08/06/2002 16:45:50.480 SEV=10 AUTHDECODE/S5 RPT=28
Radius: Type = 27 (0x1B) MS-CHAP2-CPW

266 08/06/2002 16:45:50.480 SEV=10 AUTHDECODE/ 6 RPT=28
Radi us: Length = 70 (0x46)

267 08/ 06/ 2002 16:45:50.480 SEV=10 AUTHDECODE/ 7 RPT=12
Radi us: Value (String) =

268 08/06/2002 16:45:50. 480 SEV=10 AUTHDECODE/ 0 RPT=22

0000: 07014E5D FC26F8E9 2F90A59B C04963DA ..N.&./....lc.
0010: 048662B6 A996DD49 62AEO0SFA S5AAFFDDA b b 2
0020: 96A90000 00000000 OOOOEF4A 06BB0405  ........... J....
0030: AOO3F44A F8B81EO5 B22506A4 6259979C TN % . bY..
0040: 5F510000 _Q.

273 08/ 06/ 2002 16:45:50.480 SEV=10 AUTHDECODE/ 5 RPT=29
Radi us: Type = 4 (0x04) NAS-I| P- Address



274 08/ 06/2002 16:45:50. 480 SEV=10 AUTHDECODE/ 6 RPT=29

Radi us:

Length = 6 (0x06)

275 08/ 06/2002 16: 45:50. 490 SEV=10 AUTHDECODE/ 9 RPT=2

Radi us:

Val ue (I P Address) =

172.16.172. 36 (OxACL0AC24)

276 08/06/2002 16:45:50. 490 SEV=10 AUTHDECODE/ 5 RPT=30

Radi us:

Type = 61 (0x3D) NAS-Port-Type

277 08/06/2002 16:45:50. 490 SEV=10 AUTHDECODE/ 6 RPT=30

Radi us:

Length = 6 (0x06)

278 08/06/2002 16:45:50. 490 SEV=10 AUTHDECODE/ 11 RPT=8

Radi us:

Val ue (Hex)

= 0x5

279 08/06/2002 16:45:50.490 SEV=8 AUTHDBG 28 RPT=65
Radi us_Xnt ( 9aa46f c)

280 08/06/2002 16:45:50. 490 SEV=9 AUTHDBGE 71 RPT=304

xmt_cnt =1

281 08/ 06/2002 16:45:50. 680 SEV=8 AUTHDBG 30 RPT=65

Radi us_Mat ch(9aa46f c,

71e7df 4),

id=

0x23,

= 0x23

282 08/06/2002 16:45:50.680 SEV=8 AUTHDBG/63 RPT=304
AUTH_RcvReply(9aa46fc,

0, 0)

283 08/ 06/ 2002 16:45:50.680 SEV=8 AUTHDBG 31 RPT=130
Radi us_Decode( 71e7df 4, 213)

284 08/ 06/ 2002
0000: 022300D5
0010: 27ADA143
0020: 19204920
0030: 01C2037B
0040: 1A2A0000
0050: 93D9BB03
0060: 82BAB54B
0070: 1024802A
0080: 414E8B6F
0090: 79200750
00AO0: 37333630
00BO: 33324239

296 08/ 06/ 2002
Radi us: Code =

297 08/ 06/ 2002
Radi us:

298 08/ 06/ 2002
Radi us: Length

299 08/ 06/ 2002
Radi us:

300 08/ 06/ 2002
0000: EF3B5E72

301 08/ 06/ 2002
Radi us: Type =

302 08/ 06/ 2002

Identifier

Vect or:

16: 45: 50.

EF3B5E72
07060000
05160000
9CB17432
01371124
17133616
DF490416
F7F3D930
4FABD2EB
1A330000
41343233
36413545

16: 45: 50.

2 (0x02)

16: 45: 50.

= 35

16: 45: 50

2E31AF7C
00010606
01370001
00000000
80293506
C55D4C6F
84271A2A
56008345
65A99BB3
01371A2D
44384145
36433741

(0x23)

7D305207
00000002
AB45593C
00000023
D58538BE
CE5D8848
00000137
580C49D5
2032E3DB
01533033
42423132
45443938

680 SEV=13 AUTHDECODE/ 0 RPT=23
LHoo M 10| 30R

LG
| 7...EY<
{..t2....... #
..7.%.)5...8.
...... 6..]Lo.].H
B (O I S 4

TR 0 A VA = ¢ I
AN.0O...e... 2..
y,.P.3..
7360A423DBAEBB12
32B96A5E6C7AEDI8

.7.-.S=3

680 SEV=10 AUTHDECODE/ 1 RPT=4

680 SEV=10 AUTHDECODE/ 2 RPT=4

. 680 SEV=10 AUTHDECODE/ 3 RPT=4
= 213 (0x00D5)

16: 45: 50. 680 SEV=10 AUTHDECODE/ 4 RPT=4

16: 45: 50. 680 SEV=10 AUTHDECODE/ 0 RPT=24
2E31AF7C 7D305207 27ADA143

;AT 1.]JOR"'..C

16: 45: 50. 680 SEV=10 AUTHDECODE/ 5 RPT=31
7 (0x07) Franed- Protocol

16: 45: 50. 680 SEV=10 AUTHDECODE/ 6 RPT=31



Rad

303
Radi

304
Radi

305
Radi

306
Radi

307
Radi

308
Radi

309

us: Length = 6 (0x06)

08/ 06/ 2002 16: 45: 50. 680 SEV=10 AUTHDECODE/ 11 RPT=9
us: Value (Hex) = 0Ox1

08/ 06/ 2002 16: 45: 50. 680 SEV=10 AUTHDECODE/5 RPT=32
us: Type = 6 (0x06) Service-Type

08/ 06/ 2002 16: 45: 50. 680 SEV=10 AUTHDECODE/ 6 RPT=32
us: Length = 6 (0x06)

08/ 06/ 2002 16: 45: 50. 680 SEV=10 AUTHDECCODE/ 11 RPT=10
us: Value (Hex) = 0x2

08/ 06/ 2002 16: 45: 50. 680 SEV=10 AUTHDECODE/ 5 RPT=33
us: Type = 25 (0x19) O ass

08/ 06/ 2002 16: 45: 50. 680 SEV=10 AUTHDECODE/ 6 RPT=33
us: Length = 32 (0x20)

08/ 06/ 2002 16: 45: 50. 680 SEV=10 AUTHDECODE/ 7 RPT=13

Radi us:

310 08/ 06/ 2002
0000: 49200516
0010: 037B9CB1

312 08/ 06/ 2002
Radi us: Type =

313 08/ 06/ 2002
Radi us: Length

314 08/ 06/ 2002
Radi us: Vendor

315 08/ 06/ 2002
Radi us: Type =

316 08/ 06/ 2002
Radi us: Length

317 08/ 06/ 2002
Radi us:

318 08/ 06/ 2002
0000: 80293506
0010: C55D4C6F
0020: 8427

321 08/ 06/ 2002
Radi us: Type =

322 08/ 06/ 2002
Radi us: Length

323 08/ 06/ 2002
Radi us: Vendor

324 08/ 06/ 2002
Radi us: Type =

325 08/ 06/ 2002
Radi us: Length

Value (String) =

16: 45: 50. 680 SEV=10 AUTHDECODE/ 0 RPT=25
00000137 0001AB45 593C01C2 |
74320000 00000000 0023 AL

16: 45: 50. 680 SEV=10 AUTHDECODE/ 5 RPT=34
26 (0x1A) Vendor- Specific

16: 45: 50. 680 SEV=10 AUTHDECODE/ 6 RPT=34
= 42 (0x2A)

16: 45: 50. 680 SEV=10 AUTHDECODE/ 10 RPT=9
ID = 311 (0x00000137)

16: 45: 50. 680 SEV=10 AUTHDECODE/ 5 RPT=35
17 (0x11l) Ms- MPPE- Recv- Key

16: 45: 50. 680 SEV=10 AUTHDECODE/ 6 RPT=35
= 36 (0x24)

16: 45: 50. 680 SEV=10 AUTHDECODE/ 7 RPT=14

Value (String) =

16: 45: 50. 680 SEV=10 AUTHDECODE/ 0 RPT=26
D58538BE 93D9BB03 17133616
CE5D8848 82BAB54B DF490416

16: 45: 50. 680 SEV=10 AUTHDECODE/ 5 RPT=36
26 (0x1A) Vendor- Specific

16: 45: 50. 680 SEV=10 AUTHDECODE/ 6 RPT=36
= 42 (0x2A)

16: 45: 50. 680 SEV=10 AUTHDECODE/ 10 RPT=10
ID = 311 (0x00000137)

16: 45: 50. 680 SEV=10 AUTHDECODE/ 5 RPT=37
16 (0x10) Ms- MPPE- Send- Key

16: 45: 50. 680 SEV=10 AUTHDECODE/ 6 RPT=37
= 36 (0x24)

.)5...8...
.JLo.].H ..



326 08/ 06/ 2002
Radi us:

327 08/ 06/ 2002
0000: 802AF7F3
0010: 8B6F4FAB
0020: 0750

330 08/06/ 2002
Radi us: Type =

331 08/ 06/ 2002
Radi us: Length

332 08/06/2002

Radius: Vendor

333 08/06/2002
Radius: Type =

334 08/ 06/ 2002
Radi us: Length

335 08/ 06/ 2002
Radi us:

336 08/ 06/ 2002
0000: 01533D33
0010: 42423132
0020: 45443938

339 08/ 06/ 2002
Radi us: Type =

340 08/ 06/ 2002
Radi us: Length

341 08/ 06/ 2002
Radi us: Vendor

342 08/ 06/ 2002
Radi us: Type =

343 08/ 06/ 2002
Radi us: Length

344 08/ 06/ 2002

16: 45: 50. 680 SEV=10 AUTHDECODE/ 7 RPT=15

Value (String) =

16: 45: 50. 680 SEV=10 AUTHDECODE/ 0 RPT=27

D9305600 8345580C 49D5414E .*...0V..EX | . AN

D2EB65A9 9BB32032 E3DB792C .00 ..e... 2..y,
.P

16: 45: 50. 680 SEV=10 AUTHDECODE/ 5 RPT=38
26 (0x1A) Vendor- Specific

16: 45: 50. 680 SEV=10 AUTHDECODE/ 6 RPT=38
= 51 (0x33)

16:45:50.680 SEV=10 AUTHDECODE/10 RPT=11
ID = 311 (0x00000137)

16:45:50.680 SEV=10 AUTHDECODE/5 RPT=39
26 (0xl1lA) MS-CHAP2-Success

16: 45: 50. 680 SEV=10 AUTHDECODE/ 6 RPT=39
= 45 (0x2D)

16: 45: 50. 680 SEV=10 AUTHDECODE/ 7 RPT=16

Value (String) =

16: 45: 50. 680 SEV=10 AUTHDECODE/ 0 RPT=28
37333630 41343233 44384145 . S=37360A423D8AE
33324239 36413545 36433741 BB1232B96ASE6CTA
45313841 453032 ED9SE18AE02

16: 45: 50. 680 SEV=10 AUTHDECODE/ 5 RPT=40
26 (0x1A) Vendor- Specific

16: 45: 50. 680 SEV=10 AUTHDECODE/ 6 RPT=40
= 14 (0OxOE)

16: 45: 50. 680 SEV=10 AUTHDECODE/ 10 RPT=12
ID = 311 (0x00000137)

16: 45: 50. 680 SEV=10 AUTHDECODE/ 5 RPT=41
10 (0x0A) Unknown

16: 45: 50. 680 SEV=10 AUTHDECODE/ 6 RPT=41
= 8 (0x08)

16: 45: 50. 680 SEV=8 AUTHDBG 29 RPT=65

Radi us_Rcv(9aa46f c)

345 08/ 06/ 2002
Radi us:

346 08/ 06/ 2002

AUTH_Del et eTi mer ( 9aa46f c,

347 08/ 06/ 2002

Reply timer stopped:

348 08/ 06/ 2002

AUTH_Cal | back(9aa46f c,

349 08/06/2002
Authentication

Di scardi ng unknown Vendor Specific Attribute:

16: 45: 50. 680 SEV=9 AUTHDBG 32 RPT=8
vid =

16: 45: 50. 680 SEV=8 AUTHDBG 66 RPT=304
0, 0)

16: 45: 50. 680 SEV=9 AUTHDBG 74 RPT=304
handl e = 5A100016, tinestanp = 355274964

16: 45: 50. 680 SEV=8 AUTHDBG 58 RPT=304
0, 0)

16:45:50.680 SEV=6 AUTH/4 RPT=18 171.69.89.90

successful: handle = 103, server = 171.69.89.60,

311,

type = 10



user = vpnuserl

350 08/ 06/ 2002 16: 45: 50. 680 SEV=8 AUTHDBG 3 RPT=305
AUTH Put At t r Tabl e( 103, 19bf c54)

351 08/06/2002 16:45:50.680 SEV=8 AUTHDBG 60 RPT=304
AUTH_Unbi ndSer ver (9aa46fc, 0, 0)

352 08/ 06/2002 16:45:50. 680 SEV=9 AUTHDBGE 70 RPT=304
Aut h Server 18celad4 has been unbound from ACB 9aa46fc, sessions = 0

353 08/ 06/ 2002 16:45:50. 680 SEV=8 AUTHDBG 59 RPT=305
AUTH_Bi ndSer ver (9aa46fc, 0, 0)

354 08/ 06/2002 16:45:50. 680 SEV=9 AUTHDBGE 69 RPT=305
Aut h Server 18cdfa4 has been bound to ACB 9aa46fc, sessions =1

355 08/ 06/ 2002 16:45:50. 680 SEV=8 AUTHDBG 65 RPT=305
AUTH_Cr eat eTi mer (9aa46fc, 0, 0)

356 08/06/2002 16:45:50.680 SEV=9 AUTHDBG 72 RPT=305
Reply timer created: handle = 5A110016

357 08/06/2002 16: 45: 50. 680 SEV=8 AUTHDBG 61 RPT=305>
AUTH_Bui | dMsg( 9aa46fc, 0, 0)>

358 08/ 06/ 2002 16:45:50. 680 SEV=8 AUTHDBG 64 RPT=305
AUTH_St art Ti mer (9aa46fc, 0, 0)

359 08/06/2002 16:45:50.680 SEV=9 AUTHDBG 73 RPT=305
Reply timer started: handle = 5A110016, tinestanp = 355274964, ti meout

360 08/06/2002 16:45:50. 680 SEV=8 AUTHDBG 62 RPT=305
AUTH_SndRequest (9aa46fc, 0, 0)>

361 08/06/2002 16:45:50.680 SEV=8 AUTHDBG 50 RPT=479
I nt DB_Decode(2eal004, 57)

362 08/ 06/ 2002 16:45:50. 680 SEV=10 AUTHDECODE/ 12 RPT=11
IntDB: Type = 1 (0x01) User- Name

363 08/ 06/ 2002 16:45:50.680 SEV=10 AUTHDECODE/ 13 RPT=11
IntDB: Length = 11 (0x0B)

364 08/06/2002 16:45:50. 680 SEV=10 AUTHDECODE/ 14 RPT=5
IntDB: Value (String) =

365 08/06/2002 16:45:50. 680 SEV=10 AUTHDECODE/ 0 RPT=29
0000: 77696E64 6F777375 736572 wi ndowsuser

366 08/06/2002 16:45:50. 680 SEV=8 AUTHDBG 47 RPT=479
I nt DB_Xnt ( 9aa46f c)

367 08/06/2002 16:45:50.680 SEV=9 AUTHDBG 71 RPT=305
xmt_cnt =1

368 08/06/2002 16:45:50. 680 SEV=8 AUTHDBG 47 RPT=480
I nt DB_Xnt ( 9aa46f c)

369 08/06/2002 16:45:50. 780 SEV=8 AUTHDBG 49 RPT=240
I nt DB_Mat ch(9aa46fc, 62f 1c4c)

370 08/06/2002 16:45:50. 780 SEV=8 AUTHDBG 63 RPT=305
AUTH_RcvRepl y(9aa46fc, 0, 0)

= 30000



371 08/06/2002 16:45:50. 780 SEV=8 AUTHDBG 50 RPT=480
I nt DB_Decode( 62f 1c4c, 170)

372 08/ 06/ 2002 16:45:50. 780 SEV=10 AUTHDECODE/ 12 RPT=12
IntDB: Type = 1 (0x01) User- Name

373 08/ 06/ 2002 16:45:50. 780 SEV=10 AUTHDECODE/ 13 RPT=12
IntDB: Length 11 (0x0B)

374 08/ 06/ 2002 16:45:50. 780 SEV=10 AUTHDECODE/ 14 RPT=6
IntDB: Value (String) =
375 08/ 06/ 2002 16:45:50. 780 SEV=10 AUTHDECODE/ 0 RPT=30

0000: 77696E64 6F777375 736572 wi ndowsuser

376 08/06/2002 16:45:50. 780 SEV=10 AUTHDECODE/ 12 RPT=13
IntDB: Type 4109 (0x100D) | PSec-Authentication

377 08/06/2002 16:45:50. 780 SEV=10 AUTHDECODE/ 13 RPT=13
IntDB: Length 4 (0x04)

378 08/06/2002 16:45:50. 780 SEV=10 AUTHDECODE/ 15 RPT=7
IntDB: Value (Integer) = 6 (0x0006)

379 08/06/2002 16:45:50. 780
IntDB: Type 4123 (0x101B)

380 08/06/2002 16:45:50. 780
IntDB: Length 4 (0x04)

381 08/06/2002 16:45:50. 780
IntDB: Value (String) =
382 08/ 06/ 2002 16:45:50. 780
0000: 74657374

383 08/ 06/ 2002 16:45:50. 780
IntDB: Type 4151 (0x1037)

384 08/ 06/ 2002 16:45:50. 780
IntDB: Length 4 (0x04)

385 08/ 06/ 2002 16:45:50. 780
IntDB: Val ue (Integer) 1 (

386 08/06/2002 16:45:50. 780
I nt DB_Rcv( 9aa46f c)

387 08/ 06/2002 16:45:50.780
AUTH_Del et eTi mer (9aa46fc, O,

388 08/ 06/ 2002 16:45:50. 780
Reply timer stopped: handle

389 08/06/2002 16:45:50. 780
AUTH_Cal | back(9aa46fc, 0, 0)

390 08/ 06/2002 16:45:50.780
Aut henti cati on successful:

group = w ndowsuser

391 08/06/2002 16:45:50. 780

handl e

SEV=10 AUTHDECODE/ 12 RPT=14
Split-Tunnel -1 ncl usi on- Li st

SEV=10 AUTHDECODE/ 13 RPT=14

SEV=10 AUTHDECODE/ 14 RPT=7

SEV=10 AUTHDECODE/ 0 RPT=31
t est

SEV=10 AUTHDECODE/ 12 RPT=15
Split-Tunneling-Policy

SEV=10 AUTHDECODE/ 13 RPT=15

SEV=10 AUTHDECODE/ 15 RPT=8
0x0001)

SEV=8 AUTHDBG 48 RPT=240

SEV=8 AUTHDBG 66 RPT=305
0)

SEV=9 AUTHDBG 74 RPT=305
5A110016,

SEV=8 AUTHDBG 58 RPT=305

SEV=6 AUTH 41 RPT=219 171.69. 89. 90
= Internal,

103, server

SEV=8 AUTHDBG 3 RPT=306

AUTH Put At t r Tabl e( 103, 19bf c54)

ti mestanp = 355274974



392 08/ 06/ 2002 16:45:50. 780 SEV=8 AUTHDBG 60 RPT=305
AUTH_Unbi ndSer ver (9aa46fc, 0, 0)

393 08/ 06/ 2002 16:45:50.780 SEV=9 AUTHDBGE 70 RPT=305
Aut h Server 18cdfa4 has been unbound from ACB 9aa46fc, sessions = 0

394 08/ 06/ 2002 16:45:50. 780 SEV=8 AUTHDBG 59 RPT=306
AUTH_Bi ndSer ver (9aa46fc, 0, 0)

395 08/ 06/2002 16:45:50. 780 SEV=9 AUTHDBGE 69 RPT=306
Aut h Server 18cdfa4 has been bound to ACB 9aa46fc, sessions =1

396 08/06/2002 16:45:50. 780 SEV=8 AUTHDBG 65 RPT=306
AUTH_Cr eat eTi mer (9aa46fc, 0, 0)

397 08/06/2002 16:45:50. 780 SEV=9 AUTHDBG 72 RPT=306
Reply timer created: handle = 5A120016

398 08/ 06/ 2002 16:45:50. 780 SEV=8 AUTHDBG 61 RPT=306
AUTH_Bui | dMsg( 9aa46fc, 0, 0)

399 08/06/2002 16:45:50. 780 SEV=8 AUTHDBG 64 RPT=306
AUTH_St art Ti mer (9aa46fc, 0, 0)

400 08/06/2002 16: 45:50. 780 SEV=9 AUTHDBG 73 RPT=306
Reply timer started: handle = 5A120016, tinestanp = 355274974, ti meout

401 08/06/2002 16: 45:50. 780 SEV=8 AUTHDBG 62 RPT=306
AUTH_SndRequest (9aa46fc, 0, 0)

402 08/ 06/ 2002 16: 45:50. 780 SEV=8 AUTHDBG 50 RPT=481
I nt DB_Decode(2e8aa34, 57)

403 08/ 06/ 2002 16: 45:50. 780 SEV=10 AUTHDECODE/ 12 RPT=16
IntDB: Type = 1 (0x01) User- Name

404 08/06/2002 16: 45:50. 780 SEV=10 AUTHDECODE/ 13 RPT=16
IntDB: Length = 11 (0x0B)

405 08/ 06/2002 16: 45:50. 780 SEV=10 AUTHDECODE/ 14 RPT=8
IntDB: Value (String) =

406 08/06/2002 16: 45:50. 780 SEV=10 AUTHDECODE/ 0 RPT=32
0000: 77696E64 6F777375 736572 wi ndowsuser

407 08/ 06/2002 16: 45: 50. 780 SEV=8 AUTHDBG 47 RPT=481
I nt DB_Xnt ( 9aa46f c)

408 08/ 06/2002 16: 45:50. 780 SEV=9 AUTHDBG 71 RPT=306
xmt_cnt =1

409 08/06/2002 16: 45:50. 780 SEV=8 AUTHDBG 47 RPT=482
I nt DB_Xnt ( 9aa46f c)

410 08/06/2002 16: 45: 50. 880 SEV=8 AUTHDBG 49 RPT=241
I nt DB_Mat ch(9aa46fc, 62fdla8)

411 08/06/2002 16: 45: 50. 880 SEV=8 AUTHDBG 63 RPT=306
AUTH_RcvRepl y(9aa46fc, 0, 0)

412 08/ 06/ 2002 16: 45: 50. 880 SEV=8 AUTHDBG 50 RPT=482
I nt DB_Decode( 62f d1a8, 170)

= 30000



413 08/ 06/ 2002 16: 45: 50. 880 SEV=10 AUTHDECODE/ 12 RPT=17
IntDB: Type = 1 (0x01) User- Name

414 08/ 06/ 2002 16: 45: 50. 880 SEV=10 AUTHDECODE/ 13 RPT=17
IntDB: Length = 11 (0x0B)
415 08/ 06/ 2002 16: 45: 50. 880 SEV=10 AUTHDECODE/ 14 RPT=9

IntDB: Value (String) =

416 08/06/2002 16: 45:50. 880 SEV=10 AUTHDECODE/ 0 RPT=33
0000: 77696E64 6F777375 736572 wi ndowsuser

417 08/ 06/ 2002 16: 45: 50. 880 SEV=10 AUTHDECODE/ 12 RPT=18
IntDB: Type = 4109 (0x100D) | PSec-Authentication

418 08/ 06/ 2002 16: 45: 50. 880 SEV=10 AUTHDECODE/ 13 RPT=18
IntDB: Length = 4 (0x04)

419 08/06/2002 16: 45: 50. 880 SEV=10 AUTHDECODE/ 15 RPT=9
IntDB: Value (Integer) = 6 (0x0006)

420 08/ 06/2002 16: 45:50. 880
IntDB: Type = 4123 (0x101B)

421 08/ 06/ 2002 16: 45: 50. 880
IntDB: Length = 4 (0x04)

422 08/ 06/ 2002 16: 45: 50. 880
IntDB: Value (String) =

423 08/ 06/ 2002 16: 45: 50. 880
0000: 74657374

424 08/ 06/ 2002 16: 45: 50. 880

SEV=10 AUTHDECODE/ 12 RPT=19
Split-Tunnel -1 ncl usi on- Li st

SEV=10 AUTHDECODE/ 13 RPT=19

SEV=10 AUTHDECODE/ 14 RPT=10

SEV=10 AUTHDECODE/ 0 RPT=34

t est

SEV=10 AUTHDECODE/ 12 RPT=20

IntDB: Type = 4151 (0x1037) Split-Tunneling-Policy

425 08/ 06/ 2002 16: 45: 50. 880
IntDB: Length = 4 (0x04)

SEV=10 AUTHDECODE/ 13 RPT=20

426 08/ 06/2002 16: 45:50. 880 SEV=10 AUTHDECODE/ 15 RPT=10
IntDB: Value (Integer) = 1 (0x0001)

427 08/ 06/ 2002 16: 45: 50. 880 SEV=8 AUTHDBG 48 RPT=241
I nt DB_Rcv( 9aa46f c)

428 08/ 06/ 2002 16: 45: 50. 880 SEV=8 AUTHDBG 66 RPT=306
AUTH_Del et eTi mer (9aa46fc, 0, 0)

429 08/06/2002 16: 45: 50. 880 SEV=9 AUTHDBG 74 RPT=306
Reply timer stopped: handle = 5A120016, tinmestanp = 355274984

430 08/06/2002 16: 45:50. 880 SEV=8 AUTHDBG 58 RPT=306
AUTH_Cal | back(9aa46fc, 0, 0)

431 08/ 06/ 2002 16:45:50. 880 SEV=6 AUTH 41 RPT=220 171.69.89.90
Aut henti cati on successful: handle = 103, server = Internal,
group = w ndowsuser

432 08/ 06/ 2002 16: 45: 50. 880 SEV=8 AUTHDBG 4 RPT=291
AUTH Get At t r Tabl e( 103, 743aa8)

433 08/ 06/ 2002 16: 45: 50. 880 SEV=8 AUTHDBG 4 RPT=292
AUTH Get At t r Tabl e( 103, 743ad8)



434 08/ 06/ 2002 16: 45: 50. 880 SEV=8 AUTHDBG 4 RPT=293
AUTH Get At t r Tabl e( 103, 742a30)

435 08/ 06/ 2002 16: 45: 50. 880 SEV=8 AUTHDBG 2 RPT=264
AUTH_Cl ose(103)

436 08/ 06/2002 16: 45:50. 880 SEV=4 | KE/ 52 RPT=19 171. 69. 89. 90
Group [w ndowsuser] User [vpnuser1]
User (vpnuserl) authenticated.

437 08/ 06/ 2002 16: 45: 50. 880 SEV=8 AUTHDBG 60 RPT=306
AUTH_Unbi ndSer ver (9aa46fc, 0, 0)

438 08/ 06/ 2002 16: 45:50. 880 SEV=9 AUTHDBG 70 RPT=306
Aut h Server 18cdfa4 has been unbound from ACB 9aa46fc, sessions = 0

439 08/06/2002 16: 45: 50. 880 SEV=8 AUTHDBG 10 RPT=264
AUTH_| nt _Fr eeAut hCB( 9aa46f c)

440 08/ 06/ 2002 16:45:50. 880 SEV=7 AUTH 13 RPT=265
Aut henti cati on session closed: handle = 103

441 08/ 06/ 2002 16: 45:50. 900 SEV=6 | KE/ 130 RPT=30 171.69. 89. 90
Group [w ndowsuser] User [vpnuser1]
Recei ved unsupported transaction node attribute: 5

443 08/ 06/ 2002 16: 45:50. 930 SEV=4 AUTH 22 RPT=286
User vpnuserl connected

444 08/ 06/ 2002 16: 45:50. 930 SEV=4 | KE/ 119 RPT=23 171.69. 89. 90
Group [w ndowsuser] User [vpnuser1]
PHASE 1 COWPLETED

445 08/ 06/ 2002 16: 45:50. 930 SEV=6 | KE/ 121 RPT=23 171.69. 89. 90
Keep-alive type for this connection: DPD

446 08/ 06/2002 16: 45:50. 930 SEV=5 | KE/ 25 RPT=27 171. 69. 89. 90
Group [w ndowsuser] User [vpnuser1]

Recei ved renpote Proxy Host data in I D Payl oad:

Address 10.10.10.1, Protocol 0, Port O

449 08/06/2002 16: 45:50. 930 SEV=5 | KE/ 24 RPT=23 171. 69. 89. 90
Group [w ndowsuser] User [vpnuser1]

Recei ved | ocal Proxy Host data in | D Payl oad:

Address 172.16.172. 36, Protocol 0, Port O

452 08/ 06/ 2002 16: 45:50. 930 SEV=5 | KE/ 66 RPT=27 171.69. 89. 90
Group [w ndowsuser] User [vpnuser1]
| KE Renpote Peer configured for SA: ESP- 3DES- MD5

454 08/ 06/ 2002 16: 45:50. 930 SEV=5 | KE/ 75 RPT=27 171. 69. 89. 90
Group [w ndowsuser] User [vpnuser1]
Overriding Initiator's I PSec rekeying duration from 2147483 to 28800 seconds

456 08/ 06/2002 16: 45:50. 940 SEV=4 | KE/ 49 RPT=27 171. 69. 89. 90
Group [w ndowsuser] User [vpnuser1]
Security negotiation conplete for User (vpnuser1l)

Responder, |nbound SPI = 0x36291f3d, CQutbound SPI = 0x07345e3e

459 08/ 06/ 2002 16: 45:50. 940 SEV=8 AUTHDBG 1 RPT=265
AUTH Open() returns 104



460 08/ 06/2002 16: 45:50. 940 SEV=7 AUTH 12 RPT=266
Aut henti cation session opened: handle = 104

461 08/ 06/ 2002 16: 45: 50. 940 SEV=8 AUTHDBG 3 RPT=307
AUTH Put At t r Tabl e( 104, 1b3b748)

462 08/ 06/ 2002 16: 45:50. 940 SEV=8 AUTHDBG 7 RPT=31
AUTH_Accounting(104, 0, 0)

463 08/ 06/ 2002 16: 45:50. 940 SEV=4 | KE/ 120 RPT=27 171.69. 89. 90
Group [w ndowsuser] User [vpnuser1]
PHASE 2 COWPLETED (nsgi d=ed3clf 7c)

464 08/ 06/ 2002 16: 45: 50. 940 SEV=8 AUTHDBG 59 RPT=307
AUTH_Bi ndSer ver (9a9blec, 0, 0)

465 08/ 06/ 2002 16: 45:50. 940 SEV=9 AUTHDBG 69 RPT=307
Acct Server 1811fa4 has been bound to ACB 9a9blec, sessions =1

466 08/ 06/2002 16: 45:50. 940 SEV=8 AUTHDBG 65 RPT=307
AUTH_Cr eat eTi mer (9a9blec, 0, 0)

467 08/ 06/ 2002 16: 45:50. 940 SEV=9 AUTHDBG 72 RPT=307
Reply timer created: handle = 5A180017

468 08/ 06/ 2002 16: 45: 50. 940 SEV=8 AUTHDBG 61 RPT=307
AUTH_Bui | dMsg(9a9blec, 0, 0)

469 08/ 06/2002 16: 45: 50. 940 SEV=8 AUTHDBG 27 RPT=66
Radi us_Bui | d(9a9blec)

470 08/06/2002 16: 45:50. 940 SEV=8 AUTHDBG 64 RPT=307
AUTH_St art Ti mer (9a9blec, 0, 0)

471 08/ 06/2002 16: 45:50. 940 SEV=9 AUTHDBG 73 RPT=307
Reply timer started: handle = 5A180017, tinestanp = 355274990, timeout = 1000

472 08/ 06/ 2002 16: 45: 50. 940 SEV=8 AUTHDBG 62 RPT=307
AUTH_SndRequest (9a9blec, 0, 0)

473 08/ 06/ 2002 16: 45: 50. 940 SEV=8 AUTHDBG 31 RPT=131
Radi us_Decode( 62f 2324, 140)

474 08/06/ 2002 16: 45:50. 940 SEV=13 AUTHDECODE/ 0 RPT=35

0000: 043A008C OA49A1AF C3022A50 B74B0OB97 AU I A
0010: 887AFEC1 010A7670 6E757365 72310506 .Z....vpnuserl..
0020: 0000041C 06060000 00020706 00000001  ................
0030: 08060A0A 0A011920 49200516 00000137  ....... | I 7
0040: 0001AB45 593C01C2 037B9CB1 74320000 L EY<oL Lt 20
0050: 00000000 00232806 00000001 2COA3345  ..... #(. ... ,.3E
0060: 35303030 3144420E 3137312E 36392E38 50001DB. 171. 69. 8
0070: 392E3930 2D060000 00012906 00000000 9.90-..... )
0080: 0406AC10 AC243D06 00000OCOS ... $=.....

483 08/ 06/ 2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 1 RPT=5
Radi us: Code = 4 (0x04)

484 08/ 06/ 2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 2 RPT=5
Radi us: ldentifier = 58 (0x3A)

485 08/ 06/ 2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 3 RPT=5
Radi us: Length = 140 (0x008C)

486 08/ 06/ 2002 16: 45:50. 940 SEV=10 AUTHDECODE/ 4 RPT=5



Radi us: Vector:

487 08/06/ 2002 16: 45:50. 940 SEV=10 AUTHDECODE/ 0 RPT=36

0000: O0A49A1AF C3022A50 B74B0B97 887AFECL oo POK L

488 08/ 06/ 2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 5 RPT=42
Radi us: Type = 1 (0x01) User-Nane

489 08/ 06/2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 6 RPT=42
Radi us: Length = 10 (0x0A)

490 08/06/2002 16: 45:50. 940 SEV=10 AUTHDECODE/ 7 RPT=17
Radi us: Value (String) =

491 08/06/2002 16: 45:50. 940 SEV=10 AUTHDECODE/ 0 RPT=37
0000: 76706E75 73657231 vpnuser1l

492 08/ 06/ 2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 5 RPT=43
Radi us: Type = 5 (0x05) NAS- Port

493 08/ 06/ 2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 6 RPT=43
Radi us: Length = 6 (0x06)

494 08/ 06/ 2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 11 RPT=11
Radi us: Val ue (Hex) = 0x41C

495 08/ 06/ 2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 5 RPT=44
Radi us: Type = 6 (0x06) Service-Type

496 08/06/2002 16: 45:50. 940 SEV=10 AUTHDECODE/ 6 RPT=44
Radi us: Length = 6 (0x06)

497 08/ 06/ 2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 11 RPT=12
Radi us: Val ue (Hex) = 0x2

498 08/ 06/ 2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 5 RPT=45
Radi us: Type = 7 (0x07) Framed- Prot ocol

499 08/06/2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 6 RPT=45
Radi us: Length = 6 (0x06)

500 08/06/2002 16:45:50.940 SEV=10 AUTHDECODE/ 11 RPT=13
Radi us: Val ue (Hex) = 0Ox1

501 08/06/2002 16:45:50.940 SEV=10 AUTHDECODE/ 5 RPT=46
Radi us: Type = 8 (0x08) Framned- | P-Address

502 08/06/2002 16:45:50.940 SEV=10 AUTHDECODE/ 6 RPT=46
Radi us: Length = 6 (0x06)

503 08/ 06/ 2002 16:45:50. 940 SEV=10 AUTHDECODE/ 9 RPT=3
Radi us: Value (I P Address) = 10.10.10.1 (0x0AOA0A01)

504 08/06/2002 16:45:50. 940 SEV=10 AUTHDECODE/ 5 RPT=47
Radi us: Type = 25 (0x19) d ass

505 08/ 06/ 2002 16:45:50. 940 SEV=10 AUTHDECODE/ 6 RPT=47
Radi us: Length = 32 (0x20)

506 08/06/2002 16:45:50.940 SEV=10 AUTHDECODE/ 7 RPT=18
Radi us: Value (String) =

507 08/06/2002 16:45:50. 940 SEV=10 AUTHDECODE/ 0 RPT=38

0000: 49200516 00000137 0001AB45 593C01C2 | I 7. ..



0010: 037B9CB1 74320000 00000000 0023 oot200000,

509 08/06/2002 16:45:50.940 SEV=10 AUTHDECODE/ 5 RPT=48
Radi us: Type = 40 (0x28) Acct- Status-Type

510 08/06/2002 16:45:50.940 SEV=10 AUTHDECODE/ 6 RPT=48
Radi us: Length = 6 (0x06)

511 08/06/2002 16:45:50. 940 SEV=10 AUTHDECODE/ 11 RPT=14
Radi us: Val ue (Hex) = 0Ox1

512 08/ 06/ 2002 16:45:50. 940 SEV=10 AUTHDECODE/ 5 RPT=49
Radi us: Type = 44 (0x2C) Acct-Session-ld

513 08/ 06/ 2002 16:45:50. 940 SEV=10 AUTHDECODE/ 6 RPT=49
Radi us: Length = 10 (0x0A)

514 08/ 06/ 2002 16:45:50.940 SEV=10 AUTHDECODE/ 7 RPT=19
Radi us: Value (String) =

515 08/06/2002 16: 45:50. 940 SEV=10 AUTHDECODE/ 0 RPT=39
0000: 33453530 30303144 3E50001D

516 08/06/2002 16:45:50. 940 SEV=10 AUTHDECODE/ 5 RPT=50
Radi us: Type = 66 (0x42) Tunnel -d i ent - Endpoi nt

517 08/ 06/ 2002 16:45:50.940 SEV=10 AUTHDECODE/ 6 RPT=50
Radi us: Length = 14 (0xO0E)

518 08/ 06/ 2002 16:45:50. 940 SEV=10 AUTHDECODE/ 7 RPT=20
Radi us: Value (String) =

519 08/06/2002 16: 45:50. 940 SEV=10 AUTHDECODE/ 0 RPT=40
0000: 3137312E 36392E38 392E3930 171. 69. 89. 90

520 08/06/2002 16:45:50.940 SEV=10 AUTHDECODE/ 5 RPT=51
Radi us: Type = 45 (0x2D) Acct-Authentic

521 08/06/2002 16:45:50.940 SEV=10 AUTHDECODE/ 6 RPT=51
Radi us: Length = 6 (0x06)

522 08/ 06/ 2002 16:45:50. 940 SEV=10 AUTHDECODE/ 11 RPT=15
Radi us: Val ue (Hex) = 0Ox1

523 08/ 06/ 2002 16:45:50. 940 SEV=10 AUTHDECODE/ 5 RPT=52
Radi us: Type = 41 (0x29) Acct-Del ay-Time

524 08/ 06/ 2002 16:45:50. 940 SEV=10 AUTHDECODE/ 6 RPT=52
Radi us: Length = 6 (0x06)

525 08/ 06/ 2002 16: 45:50. 940 SEV=10 AUTHDECODE/ 11 RPT=16
Radi us: Val ue (Hex) = 0xO

526 08/06/2002 16:45:50.940 SEV=10 AUTHDECODE/ 5 RPT=53
Radi us: Type = 4 (0x04) NAS-I P- Address

527 08/ 06/ 2002 16:45:50.940 SEV=10 AUTHDECODE/ 6 RPT=53
Radi us: Length = 6 (0x06)

528 08/ 06/ 2002 16: 45: 50. 940 SEV=10 AUTHDECODE/ 9 RPT=4
Radi us: Value (1P Address) = 172.16.172.36 (0xACl0AC24)

529 08/06/2002 16:45:50.940 SEV=10 AUTHDECODE/ 5 RPT=54
Radi us: Type = 61 (0x3D) NAS- Port-Type



530 08/06/2002 16:45:50.940 SEV=10 AUTHDECODE/ 6 RPT=54
Radi us: Length = 6 (0x06)

531 08/06/2002 16:45:50. 940 SEV=10 AUTHDECODE/ 11 RPT=17
Radi us: Val ue (Hex) = 0x5

532 08/ 06/ 2002 16:45: 50. 940 SEV=8 AUTHDBG 28 RPT=66
Radi us_Xnt (9a9blec)

533 08/ 06/ 2002 16:45:50.940 SEV=9 AUTHDBG 71 RPT=307
xmt_cnt =1

534 08/ 06/2002 16:45:51. 040 SEV=8 AUTHDBGE 30 RPT=66
Radi us_Mat ch(9a9blec, 500aacc), id = Ox3A, rcvd = Ox3A

535 08/ 06/ 2002 16:45:51. 040 SEV=8 AUTHDBG 63 RPT=307
AUTH_RcvRepl y(9a9blec, 0, 0)

536 08/06/2002 16:45:51. 040 SEV=8 AUTHDBG 31 RPT=132
Radi us_Decode(500aacc, 20)

537 08/06/2002 16:45:51. 040 SEV=13 AUTHDECODE/ 0 RPT=41
0000: 053A0014 7DEO7642 671D26FA 5B2E1904 ..} vBg & T
0010: 943FA41A L7

539 08/06/2002 16:45:51. 040 SEV=10 AUTHDECODE/ 1 RPT=6
Radi us: Code = 5 (0xO05)

540 08/06/2002 16:45:51. 040 SEV=10 AUTHDECODE/ 2 RPT=6
Radi us: ldentifier = 58 (0x3A)

541 08/06/2002 16:45:51. 040 SEV=10 AUTHDECODE/ 3 RPT=6
Radi us: Length = 20 (0x0014)

542 08/ 06/2002 16:45:51. 040 SEV=10 AUTHDECCODE/ 4 RPT=6
Radi us: Vector:

543 08/ 06/2002 16: 45:51. 040 SEV=10 AUTHDECODE/ 0 RPT=42
0000: 7DE07642 671D26FA 5B2E1904 943FA41A }.vBg. & [....72..

544 08/ 06/ 2002 16:45:51. 040 SEV=8 AUTHDBG 29 RPT=66
Radi us_Rcv(9a9blec)

545 08/ 06/ 2002 16:45:51. 040 SEV=8 AUTHDBG 66 RPT=307
AUTH_Del et eTi mer (9a9blec, 0, 0)

546 08/06/2002 16:45:51. 040 SEV=9 AUTHDBG 74 RPT=307
Reply timer stopped: handle = 5A180017, timestanp = 355275000

547 08/06/2002 16:45:51. 040 SEV=8 AUTHDBG 58 RPT=307
AUTH_Cal | back(9a9blec, 0, 0)

548 08/ 06/ 2002 16:45:51. 040 SEV=6 AUTH 10 RPT=31 171.69. 89. 90
Accounting successful: handle = 104, server = 171.69.89. 154, user = vpnuserl

549 08/06/2002 16:45:51. 040 SEV=8 AUTHDBG 2 RPT=265
AUTH_Cl ose(104)

550 08/06/2002 16:45:51. 040 SEV=8 AUTHDBG 60 RPT=307
AUTH_Unbi ndSer ver (9a9blec, 0, 0)

551 08/06/2002 16: 45:51. 040 SEV=9 AUTHDBGE 70 RPT=307



Acct Server 1811fa4 has been unbound from ACB 9a9blec, sessions = 0

552 08/06/2002 16:45:51. 040 SEV=8 AUTHDBG 10 RPT=265
AUTH_| nt _Fr eeAut hCB( 9a9blec)

553 08/ 06/ 2002 16:45:51. 040 SEV=7 AUTH 13 RPT=266
Aut henti cati on session closed: handle = 104

554 08/ 06/2002 16: 45:54. 890 SEV=5 | KE/ 50 RPT=37 171.69.89. 90
Group [w ndowsuser] User [vpnuser1]

Connection term nated for peer vpnuserl (Peer Terni nate)
Rermot e Proxy 10.10.10.1, Local Proxy 172.16.172. 36

557 08/ 06/ 2002 16:45:54.890 SEV=8 AUTHDBG 1 RPT=266
AUTH Open() returns 105

558 08/ 06/ 2002 16:45:54.890 SEV=7 AUTH 12 RPT=267
Aut henti cation session opened: handle = 105

559 08/ 06/ 2002 16: 45: 54. 890 SEV=8 AUTHDBG 3 RPT=308
AUTH Put At t r Tabl e( 105, 1b3b730)

560 08/06/2002 16:45:54.890 SEV=8 AUTHDBG 7 RPT=32
AUTH_Accounti ng(105, 0, 0)

561 08/06/2002 16: 45:54. 890 SEV=4 AUTH 28 RPT=23 171.69. 89. 90
User [vpnuserl1] disconnected:

Duration: 0:00: 03

Bytes xnt: O

Bytes rcv: O

Reason: User Requested

563 08/ 06/ 2002 16:45:54.890 SEV=8 AUTHDBG 59 RPT=308
AUTH_Bi ndSer ver (9a043f0, 0, 0)

564 08/ 06/2002 16: 45:54. 890 SEV=9 AUTHDBGE 69 RPT=308
Acct Server 1811fa4 has been bound to ACB 9a043f0, sessions =1

565 08/ 06/ 2002 16:45:54.890 SEV=8 AUTHDBG 65 RPT=308
AUTH_Cr eat eTi mer (9a043f0, 0, 0)

566 08/06/2002 16:45:54.890 SEV=9 AUTHDBG 72 RPT=308
Reply timer created: handle = 5A19001B

567 08/ 06/ 2002 16: 45: 54. 890 SEV=8 AUTHDBG 61 RPT=308
AUTH_Bui | dMsg(9a043f0, 0, 0)

568 08/06/2002 16:45:54. 890 SEV=8 AUTHDBG 27 RPT=67
Radi us_Bui | d(9a043f 0)

569 08/06/2002 16:45:54.890 SEV=8 AUTHDBG 64 RPT=308
AUTH_St art Ti mer (9a043f0, 0, 0)

570 08/ 06/ 2002 16:45:54.890 SEV=9 AUTHDBG 73 RPT=308
Reply timer started: handle = 5A19001B, tinestanp = 355275385, timeout = 1000

571 08/06/2002 16:45:54.890 SEV=8 AUTHDBG 62 RPT=308
AUTH_SndRequest (9a043f0, 0, 0)

572 08/ 06/ 2002 16:45:54.890 SEV=8 AUTHDBG 31 RPT=133
Radi us_Decode(630894c, 176)

573 08/06/2002 16: 45:54. 890 SEV=13 AUTHDECODE/ 0 RPT=43
0000: 043B0O0B0 295505F0 864A0AlF 6345232B o) U L JL L cER



0010:
0020:
0030:
0040:
0050:
0060:
0070:
0080:
0090:
00AO0:

81D315E5
0000041C
08060A0A
0001AB45
00000000
00002B06
31442E06
00000000
36392E38
00000000

584 08/ 06/ 2002
Radi us: Code =

585 08/ 06/ 2002
Radi us:

586 08/ 06/ 2002
Radi us: Length

587 08/ 06/ 2002
Radi us:

588 08/ 06/ 2002
0000: 295505F0

589 08/ 06/ 2002
Radi us: Type =

590 08/ 06/ 2002
Radi us: Length

591 08/ 06/ 2002

Identifier

010A7670 6E757365 72310506  ...... vpnuser 1.

06060000 00020706 00000001  ................
0A011920 49200516 00000137  ....... | I 7
593C01C2 037B9CB1 74320000 CEY<oL {20,
00232806 00000002 2A060000  ..... #(. ... o
00000000 2COA3345 35303030 R , . 3E5000
00000004 2F060000 00003006 1D. ... .. A 0.
31060000 0001420E 3137312E P B.171.
392E3930 2D060000 00012906 69.89.90-..... ).
0406AC10 AC243D06 00000005 ......... $=.....

16: 45: 54.

4 (0x04)

16: 45: 54.

= 59

890 SEV=10 AUTHDECCDE/ 1 RPT=7

890 SEV=10 AUTHDECCODE/ 2 RPT=7
(0x3B)

Vect or:

16: 45: 54. 890 SEV=10 AUTHDECODE/ 3 RPT=7
= 176 (0x00BO)

16: 45: 54. 890 SEV=10 AUTHDECODE/ 4 RPT=7
16: 45: 54. 890 SEV=10 AUTHDECODE/ 0 RPT=44
864A0A1F 6345232B 81D315E5 YU .. J. . cE#+. ...

16: 45: 54. 890 SEV=10 AUTHDECODE/ 5 RPT=55
1 (0x01) User- Nane

16: 45: 54. 890 SEV=10
= 10 (0x0A)

AUTHDECCDE/ 6 RPT=55

16: 45: 54. 890 SEV=10 AUTHDECODE/ 7 RPT=21

Radi us: Value (String) =

592 08/ 06/2002 16: 45: 54. 890 SEV=10
0000: 76706E75 73657231

593 08/ 06/ 2002 16:45:54.900 SEV=10
Radi us: Type = 5 (0x05) NAS- Port

594 08/ 06/ 2002 16:45:54.900 SEV=10
Radi us: Length = 6 (0x06)

595 08/ 06/ 2002 16:45:54.900 SEV=10
Radi us: Val ue (Hex) = 0x41C

596 08/06/2002 16:45:54.900 SEV=10
Radi us: Type =

597 08/ 06/ 2002 16:45:54.900 SEV=10
Radi us: Length = 6 (0x06)

598 08/ 06/ 2002 16:45:54.900 SEV=10
Radi us: Val ue (Hex) = 0x2

599 08/ 06/ 2002 16:45:54.900 SEV=10
Radi us: Type =

600 08/06/2002 16:45:54.900 SEV=10
Radi us: Length = 6 (0x06)

601 08/06/2002 16:45:54.900 SEV=10
Radi us: Val ue (Hex) = 0Ox1

AUTHDECCDE/ 0 RPT=45

vpnuser 1l

AUTHDECCDE/ 5 RPT=56

AUTHDECCDE/ 6 RPT=56

AUTHDECCDE/ 11 RPT=18

AUTHDECCDE/ 5 RPT=57

6 (0x06) Service-Type

AUTHDECCDE/ 6 RPT=57

AUTHDECCDE/ 11 RPT=19

AUTHDECCDE/ 5 RPT=58

7 (0x07) Franed- Protocol

AUTHDECCDE/ 6 RPT=58

AUTHDECCDE/ 11 RPT=20



602 08/ 06/ 2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=59
Radi us: Type = 8 (0x08) Framned- | P-Address

603 08/ 06/ 2002 16:45:54. 900 SEV=10 AUTHDECODE/ 6 RPT=59
Radi us: Length = 6 (0x06)

604 08/06/2002 16:45:54. 900 SEV=10 AUTHDECODE/ 9 RPT=5
Radi us: Value (1P Address) = 10.10.10.1 (0x0AOA0A01)

605 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=60
Radi us: Type = 25 (0x19) d ass

606 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 6 RPT=60
Radi us: Length = 32 (0x20)

607 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 7 RPT=22
Radi us: Value (String) =

608 08/06/2002 16: 45:54. 900 SEV=10 AUTHDECODE/ 0 RPT=46

0000: 49200516 00000137 0001AB45 593C01C2 | I 7...EY<..

0010: 037B9CB1 74320000 00000000 0023 oot200000, #

610 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=61
Radi us: Type = 40 (0x28) Acct- Status-Type

611 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 6 RPT=61
Radi us: Length = 6 (0x06)

612 08/ 06/ 2002 16:45:54.900 SEV=10 AUTHDECODE/ 11 RPT=21
Radi us: Val ue (Hex) = 0x2

613 08/ 06/ 2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=62
Radi us: Type = 42 (0x2A) Acct-Ilnput-Cctets

614 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 6 RPT=62
Radi us: Length = 6 (0x06)

615 08/ 06/ 2002 16:45:54. 900 SEV=10 AUTHDECODE/ 11 RPT=22
Radi us: Val ue (Hex) = 0xO

616 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=63
Radi us: Type = 43 (0x2B) Acct-CQutput-Cctets

617 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 6 RPT=63
Radi us: Length = 6 (0x06)

618 08/ 06/ 2002 16:45:54. 900 SEV=10 AUTHDECODE/ 11 RPT=23
Radi us: Val ue (Hex) = 0xO

619 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=64
Radi us: Type = 44 (0x2C) Acct-Session-ld

620 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 6 RPT=64
Radi us: Length = 10 (0x0A)

621 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 7 RPT=23
Radi us: Value (String) =

622 08/06/2002 16: 45:54. 900 SEV=10 AUTHDECODE/ 0 RPT=47
0000: 33453530 30303144 3E50001D

623 08/ 06/ 2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=65
Radi us: Type = 46 (0x2E) Acct- Session-Timnme



624 08/ 06/ 2002 16:45:54.900 SEV=10 AUTHDECODE/ 6 RPT=65
Radi us: Length = 6 (0x06)

625 08/ 06/ 2002 16: 45:54. 900 SEV=10 AUTHDECODE/ 11 RPT=24
Radi us: Val ue (Hex) = 0x4

626 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=66
Radi us: Type = 47 (0x2F) Acct- | nput-Packets

627 08/06/2002 16:45:54. 900 SEV=10 AUTHDECODE/ 6 RPT=66
Radi us: Length = 6 (0x06)

628 08/ 06/ 2002 16:45:54. 900 SEV=10 AUTHDECODE/ 11 RPT=25
Radi us: Val ue (Hex) = 0xO

629 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=67
Radi us: Type = 48 (0x30) Acct-Qutput-Packets

630 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 6 RPT=67
Radi us: Length = 6 (0x06)

631 08/06/2002 16:45:54. 900 SEV=10 AUTHDECODE/ 11 RPT=26
Radi us: Val ue (Hex) = 0xO

632 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=68
Radi us: Type = 49 (0x31) Acct-Term nate-Cause

633 08/ 06/ 2002 16:45:54.900 SEV=10 AUTHDECODE/ 6 RPT=68
Radi us: Length = 6 (0x06)

634 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 11 RPT=27
Radi us: Val ue (Hex) = 0Ox1

635 08/ 06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=69
Radi us: Type = 66 (0x42) Tunnel -d i ent - Endpoi nt

636 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 6 RPT=69
Radi us: Length = 14 (0xO0E)

637 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 7 RPT=24
Radi us: Value (String) =

638 08/06/2002 16: 45:54. 900 SEV=10 AUTHDECODE/ 0 RPT=48
0000: 3137312E 36392E38 392E3930 171. 69. 89. 90

639 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=70
Radi us: Type = 45 (0x2D) Acct-Authentic

640 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 6 RPT=70
Radi us: Length = 6 (0x06)

641 08/06/2002 16:45:54.900 SEV=10 AUTHDECODE/ 11 RPT=28
Radi us: Val ue (Hex) = 0Ox1

642 08/ 06/ 2002 16:45:54.900 SEV=10 AUTHDECODE/ 5 RPT=71
Radi us: Type = 41 (0x29) Acct-Del ay-Time

643 08/ 06/ 2002 16:45:54.900 SEV=10 AUTHDECODE/ 6 RPT=71
Radi us: Length = 6 (0x06)<

644 08/ 06/ 2002 16:45:54. 900 SEV=10 AUTHDECODE/ 11 RPT=29
Radi us: Val ue (Hex) = 0xO



645 08/06/2002 16: 45:54. 900 SEV=10 AUTHDECODE/ 5 RPT=72

Radi us: Type = 4 (0x04) NAS-I| P- Address

646 08/06/2002 16: 45:54. 900 SEV=10 AUTHDECODE/ 6 RPT=72

Radi us: Length = 6 (0x06)

647 08/06/2002 16: 45:54. 900 SEV=10 AUTHDECODE/ 9 RPT=6

Radi us: Value (1P Address) = 172.16.172.36 (0xACl0AC24)

648 08/06/2002 16: 45:54. 900 SEV=10 AUTHDECODE/ 5 RPT=73

Radi us: Type = 61 (0x3D) NAS-Port-Type

649 08/06/2002 16: 45:54. 900 SEV=10 AUTHDECODE/ 6 RPT=73

Radi us: Length = 6 (0x06)

650 08/06/2002 16:45:54. 900 SEV=10 AUTHDECODE/ 11 RPT=30

Radi us: Val ue (Hex) = 0x5

651 08/06/2002 16:45:54. 900 SEV=8 AUTHDBG 28 RPT=67
Radi us_Xnt ( 9a043f 0)

652 08/ 06/ 2002 16:45:54.900 SEV=9 AUTHDBG 71 RPT=308
xmt_cnt =1

653 08/06/2002 16: 45:54. 900 SEV=6 | KE/ 38 RPT=31 171.69. 89. 90

Header invalid, missing SA payl oad! (next payload =

654 08/06/2002 16: 45:54. 990 SEV=8 AUTHDBG 30 RPT=67

8)

Radi us_Mat ch(9a043f 0, 5009d58), id = 0x3B, rcvd = 0x3B

655 08/ 06/ 2002 16:45:54.990 SEV=8 AUTHDBG 63 RPT=308
AUTH_RcvRepl y(9a043f0, 0, 0)

656 08/06/2002 16:45:54.990 SEV=8 AUTHDBG 31 RPT=134
Radi us_Decode(5009d58, 20)

657 08/06/2002 16: 45:54. 990 SEV=13 AUTHDECODE/ 0 RPT=49

0000: 053B0014 A7C83B83 2EA5C679 FB0B4540 e
0010: 4F1A83EB o..

659 08/06/2002 16: 45:54. 990 SEV=10 AUTHDECODE/ 1 RPT=8

Radi us: Code = 5 (0x05)

660 08/06/2002 16:45:54. 990 SEV=10 AUTHDECODE/ 2 RPT=8

Radi us: ldentifier = 59 (0x3B)

661 08/06/2002 16: 45:54. 990 SEV=10 AUTHDECODE/ 3 RPT=8

Radi us: Length = 20 (0x0014)

662 08/06/2002 16: 45:54. 990 SEV=10 AUTHDECODE/ 4 RPT=8

Radi us: Vector:

PR

.y..E@

663 08/ 06/ 2002 16:45:54.990 SEV=10 AUTHDECODE/ 0 RPT=50
.y..E@. ..

0000: A7C83B83 2EA5C679 FBOB4540 4F1A83EB

664 08/ 06/ 2002 16:45:54.990 SEV=8 AUTHDBG 29 RPT=67
Radi us_Rcv(9a043f 0)

665 08/ 06/2002 16:45:54.990 SEV=8 AUTHDBG 66 RPT=308
AUTH_Del et eTi mer (9a043f0, 0, 0)

666 08/06/2002 16: 45:54. 990 SEV=9 AUTHDBG 74 RPT=308

Reply timer stopped: handle = 5A19001B, tinmestanp = 355275395



667 08/ 06/ 2002 16: 45: 54. 990 SEV=8 AUTHDBG 58 RPT=308
AUTH_Cal | back(9a043f0, 0, 0)

668 08/ 06/2002 16:45:54.990 SEV=6 AUTH 10 RPT=32 171.69. 89. 90
Accounting successful: handle = 105, server = 171.69. 89. 154, user =

669 08/06/2002 16:45:54.990 SEV=8 AUTHDBG 2 RPT=266
AUTH_Cl ose( 105)

670 08/06/2002 16:45:54.990 SEV=8 AUTHDBG 60 RPT=308
AUTH_Unbi ndSer ver (9a043f0, 0, 0)

671 08/06/2002 16:45:54.990 SEV=9 AUTHDBGE 70 RPT=308
Acct Server 1811fa4 has been unbound from ACB 9a043f0, sessions = 0

672 08/ 06/2002 16:45:54.990 SEV=8 AUTHDBG 10 RPT=266
AUTH_| nt _Fr eeAut hCB( 9a043f 0)

673 08/ 06/2002 16:45:54.990 SEV=7 AUTH 13 RPT=267
Aut henti cati on session closed: handle = 105
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