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Inleiding

In dit document wordt beschreven hoe u de nieuwe UTF-8 International Domain Name (IDN)-
functie (IDN) kunt configureren en gebruiken die aan Secure Email Gateway (ESA) en Secure
Email Cloud Gateway (CES) is toegevoegd in de 14.x-code

Bijgedragen door Anvitha Prabhu en Libin Varghese, Cisco TAC Engineer.

Vereisten

Cisco raadt kennis van de volgende onderwerpen aan:

ESA-concepten en -configuratie

Gebruikte componenten

De informatie in dit document is gebaseerd op AsyncOS voor het ESR 14.0 en hoger.



De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een
opgeschoonde (standaard)configuratie. Als uw netwerk levend is, zorg er dan voor dat u de
mogelijke impact van om het even welke opdracht begrijpt.

Talen ondersteund in 14.x voor ISDN-ondersteuning

Indische regionale talen

Hindi, Tamil, Telugu, Kannada, Marati, Punjabi, Malayalam, Bengali, Gujarati, Urdu, Assamese,
Nepal Bangla, Bodo, Dogri, Kashmir, Konkani, Maithili, Manipuri, Oriya, Sanskrit, Santali, Sindhi
en Tulu.

Europese/Aziatische talen

Frans, Russisch, Japans, Duits, Oekraiens, Koreaans, Spaans, Italiaans, Chinees, Nederlands,
Thais, Arabisch, Kazachs

IDN-ondersteunde indelingen
- Volledig IDN Volledig IDN st@sfi+.37.7.domein, a7 het nummer van het nummer #66666.1

- Gedeeltelijk IDN-domein: .&T /, 035 Tw.%%»
. ASCII, IDN combinatie: test@3ft ¥ S.FT T

Waar wordt IDN ondersteund?

MTP-routers

Navigeren in naar netwerk -> MTP-routers -> Toevoegen -> Toevoegen van het IDN-domein ->
Inzenden -> Commit

-

) Monitor Mail Policies Security Services Network System Administration

Add SMTP Route

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

I Centralized Management Options

Receiving Domain: 7) ['Jﬁ'ﬁﬂ'm

Destination Hosts: Priority .'?':. Destination j'_?'n Port Add Row
ey | [0 10.1.1.1 25 ||

(Hostname, IPv4 or IPv6 address.)
Outgoing SMTP Authentication: No outgoing SMTP authentication profiles are configured. See Network > SMTP Authentication

Note: DANE will not be enfarced for domains that have SMTP Routes conffgured.




DNS-velden

We kunnen IDN-domeinen in DNS-servers toevoegen of bewerken.

Navigeren in op netwerk -> DNS -> Instellingen bewerken -> Voeg het IDN-domein toe onder
"alternatieve DNS-serverovergangen"

ﬁ Monitar Mail Policies Security Services Nebwork Systemn Administration
Edit DNS
Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

I Centralized Management Options

DNS Server Settings

DMNS Servers: | D Use these DNS Servers

Priority \2' | Server IP Add Row
[o [10.0.201.2 [
[ [t0.0.201.12 i

Alternate DNS servers Overrides (Optional):

Domain(s) DNS Server IP Address Add Row

[Femdm [10.1.1.4 w

i.e., example.com, ie, 10.0.0.3
exampled.com

Alternate DNS servers Overrides (Optional):

Domain DNS Server FQDN DNS Server IP Address
| |
i.e., example.com i.e., dns.example.com e, 10.0.0.3
Interface for DNS Traffic: Aute B
Wait Before Timing out Reverse DNS Lookups: |20
[ Cancel | Submit

OPMERKING:
Publieke IDN-domeinen worden opgelost door DNS-server met de openbare/internetwortel.
Lokale IDN-gebieden: Voer in een lokale DNS-server zone bestanden in met records in

snelcodeformaat, vergelijkbaar met IDN-domeinen [bijvoorbeeld: xn—2scrj9c.xn—2scrj9c.] om de
resolutie van lokale IDN domeinnamen te behandelen.

Luisteraar - RAT/HAT

We kunnen IDN-ondersteuning gebruiken in:

- Ingebonden/Uitgaande Lijsten -> Toevoegen/Bewerken IDN-domeinen in Standaarddomein
- HAT/RAT ->ISDN-domeinen toevoegen/bewerken in HAT/RAT
- HAT/RAT-tabellen importeren/exporteren met IDN’s



U kunt de zinvolle toegangstabel (RAT) met IDN configureren, navigeren naar e-mailbeleid ->
zinvolle toegangstabel (RAT) en op Add Content klikken -> Add Domain -> Submit -> Commit

Recipient Access Table Overview

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... 8

I Centralized Management Options

Overview for Listener: Items per page
Add Recipient... Import RAT...
All
Order Recipient Address Default Action Delete
1 | humaaralab.com Accept
2 | doosralab.com Accept
All Other Recipients Reject
Edit Order... || Export RAT... |

Om de groepen Host Access Tabel (HAT) verzenden met IDN-domeinen te configureren, navigeer
dan naar beleid per e-mail -> HAT-overzicht -> Nieuwe verzender-groep toevoegen -> Verzenden
en toevoegen van zenders met IDN-hostnaam -> Inzenden -> Commit



Sender Group: IDN_Support - Incoming

Success — Sender "FH=.¥19" was added.

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... <)

i Centralized Management Options

Sender Group Settings

Name: | IDN_Support
Order: | 9
Comment: | IDN Support
Palicy: | ACCEPTED
SBRS (Optional):  Not in use

External Threat Feed (Optional): | None
For IP lookups only

DNS Lists (Optional): | None

Connecting Host DNS Verification: | None Included

<< Back to HAT Overview ] Edit Settings... I
Find Senders that Contain this Text: (7 | [ Find |
Sender List: Display All Items in List Items per page
Add Sender...
All
Comment Delete
idn sender
<<« Back to HAT Overview ]

OPMERKING: U kunt hetzelfde proces volgen om een willekeurige groep te bewerken en de IDN-
velden toe te voegen.

Inkomend/uitgaand postbeleid - verzendende/ontvangende instantie

Om het beleid voor inkomende e-mail te configureren om IDN te verwerken, navigeer dan naar e-
mailbeleid -> Toevoegen beleid -> Beleidsnaam opgeven -> Gebruikers toevoegen

U kunt ervoor kiezen IDN-domeinen in zowel Sender/ontvanger te gebruiken of elke combinatie te
proberen ->Indienen ->Commit



Incoming Mail Policies
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Add Incoming Mail Policy [
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OPMERKING: U kunt hetzelfde proces volgen voor een uitgaand postbeleid.

Uitzonderingstabel

Om IDN-domeinnamen aan de Tabel van de Uitzondering toe te voegen, navigeer om

Mail-beleid -> ExcepTIEKabel -> Sender-verificatie toevoegen -> Voeg de IDN-velden toe ->
Indienen -> Commisie

Add Sender Verification Exception

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... B

# Centralized Management Options

Sender Verification Exception

Exception:

, user@, @example.com, @.example.com, @{1.2.3.4]) |

Order: 1 (of 1)

Behavior: | @ Allow

Reject
SMTP Code: |553
SMTP Text: IEchopc— sender <$EnvelopeSender> rejected

Concel




+

(] Monitor Mail Policies Security Services Netwaork Systemn Administration

Sender Verification Exception Table

[ Success — Entry was added ]

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

b Centralized Management Options

Find Sender Verification Exception

Search for Email Address: (2) | | Find

Sender Verification Exception Table
Add Sender Verification Exception... | Clear All Sender Verification Excaptions

Order | Exception Behavior | SMTP Response Delete
1 | @dtEam Allow N/A T}

Adreslijsten

Als u IDN-domeinnamen aan adreslijst wilt toevoegen, navigeer dan naar

Mail Policy -> adreslijst -> adreslijst toevoegen -> Voer de IDN-domeinen in het vakje -> Inzenden
-> Commisie

] Monitor Mail Policies Security Services Network System Administration :

Add Address List

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

i Centralized Management Options
New Address List Details
s———p Address List Name: IIDN-SUD port

——p Description: | |IDN-Support-test

List Type: Full Email Addresses only
Domains only
IP Addresses only
O All of the above

Addresses: AT, sqm@cinge.ded, @) efg.: user@example.com, user@, @example.com,
@ e 24(1.2.3.4], @.example.com




Address Lists

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... [ 2]

I Centralized Management Options

Address Lists

Add Address List...

All
Address List Name Description Used for Addresses Delete

IDN-Support IDN-Support-test (3) sy @oinEe.Aed, @A, .

Bestemmingscontroles

Om IDN-domeinnamen aan bestemmingscontrole toe te voegen, navigeer om

Mail-beleid -> Destination Control -> Add Destination -> U kunt de IDN Domain Name toevoegen -
> Submit -> Commit

ﬁ Monitor Mail Policies Security Services Network System Administration

Add Destination Controls

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a

b Centralized Management Options

Destination Controls

Destination:

IP Address Preference: | pefault (IPv6 Preferred) B

Lirits: Concurrent Use Default (500)
Connections: | @ Maximum of |500 (between 1 and 1,000)
Maximum Messages Per Use Default (50)
Connection: | @ Maximum of |50 (between 1 and 1,000)
Recipients: | @ Use Default (Mo Limit)
Maximum of |0 feo

Number of recipients between 0 and 1,000,000,000
per number of minutes between 1 and 60

Apply limits: | Per Secure Email hostname:
D System Wide
Each Virtual Gateway
(recommended if Virtual Gateways are in use)

TLS Support: Default (None) [+]
DANE Support: (7)
Bounce Verification: Perform address tagging: @ Default (No)

No
Yes

Applies only if bounce verification address tagging is in use. See Mail Policies > Bounce Verification.

Bounce Profile: Default B

Bournce Profile can be configured at Network > Bounce Profiles.

Note: DANE will not be enforced for domains that have SMTP Routes configured.

Conce =0




Destination Controls

FUCCESS — Your changes have been committed. l

Mode —Cluster: ESA_BETA_CLUSTER Change Mode... a8

I Centralized Management Options

Destination Control Table Items per page [ERIILE)
Add Destination... I Import Table
All

Domain = IP Address Preference Destination Limits TLS Support | DANE Support ~ | Bounce Verification * | Bounce Profile | Delete

Default connection limit,
doosralab.com Default 50 messages per connection, | Required Default Default Default
Default recipient limit

Default connection limit,
humaaralab.com = Default 50 messages per connection, | Required Default Default Default
Default recipient limit

500 concurrent connections,
EiEER Default 50 messages per connection, | Default Default Default Default
Default recipient limit

500 concurrent connections,
Default IPv6 Preferred 50 messages per connection, | None None Off Default
No recipient limit

| Expaort Table m

* Bounce Verification settings apply only if bounce verification address tagging is in use., See Mail Policies > Bounce Verification.
*~ DANE will not be enforced for domains that have SMTP Routes configured.

Global Settings

Certificate: | Client-Cert

Send an alert when a required TLS connection fails: | Enabled

Edit Global Settings... | ‘

Bounce profielen

Ontvanger voor Bounce- en Waarschuwingsberichten kan met IDN-domeinnaam onder Bounce
Profiles worden ingesteld.

Navigeren in op netwerk -> Openbare profielen -> Openingsprofiel toevoegen -> Naam invoeren -
> De waarden voor stuitprofiel configureren -> Voor aanroepen voor Bounce en
waarschuwingsberichten -> Selecteer Geheime adres toevoegen en u kunt kiezen om ISDN-
domeinadres te gebruiken.



] Mongor Mail Polioes Sacunty Servoes Pmbwnrs System Adminmirabon

Add Bounce Profile

Mude —Cluster: ESA_BETA_CLUSTER Chuarge Modn... =]

b Centralized Maragerant Optisea

Add Bownce Profile

[ T F———
Meximum Number of Retries: 106

feetwesn 0 amd 10006)

Maximism Time in Queue: 255300 seronds

(fwtmeen I and 30000060

Inftial Teme to Wart per Message: 313 sefonds

(between 60 and SE40G)

Maximum Time to Wait per Message: | 3600 setnnds
(betwean 60 and 85400)

Hard Beurece and Delay Warning Hessages:  Send Hard Baunce Messages:
Llme Dtk [Yox] £ s Mo
Lise DSN farmat o0 BesfD Messages:
Lise Detmult (ras) ) Yes 21
Mrszmace Composition
Message Subject: [Dethvery Status Hotfication (Failure)

Parse DSN "Status™ fickd Use Defaailk (Noj Yes ) Ne
from bounoe resmerses

Matification Termglabe: Bounce Natifcalion Termplare can be deiined af Ml Pabicles = Texl Mesources.

Memmage Langusge Template Pruview | Delete
Cefault B Systen Genersted B T =}
Audd Roe |

Send Delyy Waming Messages:
Uses Defadt (No) Yes O Mo

Message Composition
Mensage Subject; s

{Dualiry’}

Hotificstinon Tempiste:  fooecs Rntfication Tamplete carn be defioed st Mad Poficey > Test Resaurcer.

Message Language Terplabe Previem Delete
= =
el Row
Minimum Tnberval Betwoen Messages:  [1aq0n0 seconds

Maximum Muifber of Hesasses 0o Send.: 1

Rustipierd. for Boune and Wareng Mussge:

Mesage werder

O Atema I whenEdlie e
S —
Use Doanzin Key Signing for Bounce and Delay Messages:

O Usa Dafaudt [N} ik L1

There is Ao signing profile matohing bou
AppmArate ngning profiks

e from sddress MATLER-DAEMOME__NOTSET__. Bowoe messages will not be signad untd you create

U kunt nu vragen met IDN-domeinnamen als in de afbeelding aanvaarden/groeperen.




Incoming Mail Policies

O Any Sender If one or more conditions match VI
@® Following Senders (O Any Recipient
Q Following Senders are Not ® Following Recipients

Email Address: BRFe

.m@

(e.g. user@example.com, user@, @example.com, @.example.com)

(r:. g. user@example.com, user@, @example.com, @.example.com)
Cisco Security Awareness not configured.

LDAFP Group:
Query: | openLdapl.group “| LDAP Group:
Group: | Add Group || Remove | Query: | openldapl.group |

Group: | Add Group || Remove

Idap(CN=samlusergroup,CN=Users,DC=samladfs, DC=com,WinLDAP.group)

Idap{CN=4TTd,CN=Users,DC=samladfs, DC=com,WinLDAP.group)

4

|

Lokale Spam Quarantine

U ziet dat de lokale SPM Quarantine de IDN-domeinnamen in e-mailadres/domeinen/onderwerp
weergeeft



Note: For best performance your search should contain an envelope recipient.
Today
Messages Received: (@ Last 7 days
_)Date Range: | and
Where [From || Contains vl
Envelope Recipient(?) [Is w1 |
[ Clear Search ] 14 items found

Search Results Items per page

Displaying 1 — 14 of 14 items.

|_I|| From | Envelope Recipient To | Subject Date w» Size
O anvitha@doosralab.com [SUSPICIOUS MESSAGE] this is to test policy 10 Feb 2021 16:30 (GMT -06:00) | 3.6K
i * R medta.EE Please read as this is very eréirmy mubuEEmetr for both the countries. h 09 Feb 2021 21:49 (GMT -06:00) | 7.3K
_ * BUTRETT2@v 7 —.com this is japanese test S 2178385 T T 09 Feb 2021 21:37 (GMT -06:00) | 3.5K
I FESeER.E Please read as this is very eeiimy miuSEmstr for both the countries. 09 Feb 2021 21:18 (GMT -06:00) | 3.4K
’t * {FES2QIEEL.E Please read as this is very et mUSEEMEa for both the countries. 09 Feb 2021 17:13 (GMT -06:00) | 7.6K
[ anvitha@humaaralab.com Please read as this is very sy mibySEmetr for both the countries. 09 Feb 2021 17:11 (GMT -06:00) | 8.8K
O anvitha@humaaralab.com Please read as this is very ersny sy SEMe for both the countries 255 . 09 Feb 2021 17:02 (GMT -06:00) | 4.7K
— anvitha@humaaralab.com Please read as this is very eréir mbUSEEMET for both the countries, 09 Feb 2021 17:00 (GMT -06:00) | 5.1K
I anvitha@humaaralab.com Please read as this is very ZRESRID S0 @073 for both the countries. | 09 Feb 2021 16:54 (GMT -06:00) | 5.2K
n anvitha@doosralab.com this is a test 09 Feb 2021 16:01 (GMT -06:00) | 3.3K
— anvitha@humaaralab.com Please read as this is very eréir mUSBmer for both the countries 595 . 09 Feb 2021 15:49 (GMT -06:00) | 8.1K
I anvitha@humaaralab.com Please read as this is very ereiimy mibySEEmstr for both the countries. 09 Feb 2021 15:41 (GMT -06:00) | 8.8K
O anvitha@humaarzalab.com Please read as this is very 31 for both the countries. 08 Feb 2021 21:53 (GMT -06:00) | 5.0K
] anvitha@humaaralab.com Please read as this is very 3741 for both the countries. 08 Feb 2021 21:47 (GMT -06:00) | 3.9K

OPMERKING: Lokale PVO Quarantine laat hetzelfde gedrag zien als spamquarantaine.

Verificatie en probleemoplossing

1) De rapporten over ESA en SMA (Secure Email and Web Manager) ondersteunen nu IDN. We
kunnen gebruikersnamen/domein/e-mailadres in IDN-indeling zien op rapporten

Navigeren in om monitor te controleren -> Interne gebruikers
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2) In Message Tracking kunnen we de naam van het IDN-domein zien en ook filteren met de IDN-
domeinen/gebruikersnamen/e-mailadres

Available Time Range: 16 Jun 2020 18:00 to 12 Feh 2021 08: 19 (GMT -06:00) Data in time range: 87.98% complete

ﬁ Envelope Sender: (2) Contains I"‘w"‘:@ﬁQ e
Envelope Recipient: (7) Begins With v |

Subject: | | Begins With v ||

Message Received: ) Last Day @ Last Week O Custom Range

Start Date: Time: d End Date: Time:
|c|2ms;2c|21 IEID:EID and Tpa/12/2021 08:20 (GMT -06:00)

b Advanced | Search messages using advanced criteria

Generated: 12 Feb 2021 08:21 (GMT -06:00) Export All... | Export..
Results Items per page

Displaying 1 — 15 of 15 items.

1 11 Feb 2021 13:42:13 (GMT -06:00) MID: 23579661 HOST: ESA1-EFT (10.0.202.17) Show Details ¥
SENDER: 83:) F@OIREA.Ee3 —
RECIPIENT: anvitha@humaaralab.com
JBIECT:  Please read as this is very 496 ¢ 0009000000 000000000 000000000000 00000 000GV 0000..
LAST STATE: Message 23579661 to anvitha@humaaralab.com received remote SMTP respor
2 11 Feb 2021 10:13:55 (GMT -06:00) MID: 23579651 HOST: ESA1-EFT (10.0.202.17) Show Details I
SENDER: ) FoDRIREL. 503
RECIPIENT: anvitha@humaaralab.com
SUBJECT:  Please read as this is very 999 e¢ 0090990900000 009000000000000000000000000 000000000
LAST STATE: Message 23579651 to anvitha@humaaralab.com received remote SMTP respor
3 09 Feb 2021 17:09:49 (GMT -06:00) MID: 23570342 OST: ESA1-EFT (10.0.202.17) Show Details &=

o) Fe@oie®me. Bed
anvitha@humaaralab.com

Please read as this is very § 900640 009900000 9000900000000 000000000 0000000 000000000 ..

STATE: A new message 23570347 was generated to handle bounce of message 23570:
4 09 Feb 2021 16:59:11 (GMT -06:00) MID: 23570318 HOST: ESA1-EFT (10.0.202.17) Show Details I

3) Gebruik CLI-opdrachtregel grep of staart om "mail_logs" te bekijken en we zien de IDN-
domeinen in de logbestanden



Mon Feb 8 21:47:11 2021 Info: Start M D 23569633 | Cl D 148853
Mon Feb 8 21:47:11 2021 Info: M D 23569633 | Cl D 148853 From

<@.>

Mon Feb 8 21:47:19 2021 Info: MD 23569633 ICID 148853 RID O To: <test@ ab. conp

Mon Feb 8 21:47:52 2021 Info: M D 23569633 Subject 'Please read as this is very for both the
countries.'

Mon Feb 8 21:47:52 2021 Info: M D 23569633 SDR: Domai ns for which SDR is requested: reverse DNS
host: sampl e. host.com helo: |ab.com env-from ., header-from Not Present, reply-to: Not

Pr esent

Mon Feb 8 21:47:53 2021 Info: MD 23569633 SDR Consol i dated Sender Reputation: Tainted, Threat
Category: N A, Suspected Donmin(s) : |ab.com Youngest Domain Age: 3 nmonths 29 days for domain:

| ab. com

Mon Feb 8 21:47:53 2021 Info: MD 23569633 SDR Tracker Header

87dSxFf NYdSi Cahr xSUZFOr dpenKi F6J2uKi Pf +SFKCt j 52hNCpe6LDQ@BUFAI i GhUDA7FsuXLvHTcaATt 6 AKAAPW. pwEeo/ d
cl PBUCIxB48=

Mon Feb 8 21:47:53 2021 Info: MD 23569633 ready 605 bytes from

<@.>
Mon Feb 8 21:47:53 2021 Info: MD 23569633 matched all recipients for per-recipient policy
DEFAULT in the inbound table
Mon Feb 8 21:47:53 2021 Info: MD 23569633 interimverdict using engine: CASE spam positive
Mon Feb 8 21:47:53 2021 Info: M D 23569633 using engi ne: CASE spam positive
Mon Feb 8 21:47:53 2021 Info: 1SQ Tagging M D 23569633 for quarantine
Mon Feb 8 21:47:53 2021 Info: MD 23569633 interimAV verdi ct using MAfee CLEAN
Mon Feb 8 21:47:53 2021 Info: M D 23569633 interim AV verdict using Sophos CLEAN
Mon Feb 8 21:47:53 2021 Info: MD 23569633 antivirus negative

Mon Feb 8 21:47:53 2021 Info: MD 23569633 AMP file reputation verdict : SKIPPED (no attachnent
in message)
Mon Feb 8 21:47:53 2021 Info: M D 23569633 using engi ne: GRAYMAI L negative

Mon Feb 8 21:47:53 2021 Info: MD 23569633 Custom Log Entry: SDR Age is less than 1 Year
Mon Feb 8 21:47:53 2021 Info: MD 23569633 Qutbreak Filters: verdict negative

Mon Feb 8 21:47:53 2021 Info: M D 23569633 Message-1D ' <d35764%nf 971@sal. | ab. conp’

Mon Feb 8 21:47:53 2021 Info: M D 23569633 queued for delivery

Mon Feb 8 21:47:53 2021 Info: New SMIP DCI D 250225 interface 10.0.202.17 address 10.0.201.5
port 6025

Mon Feb 8 21:47:53 2021 Info: DCl D 250225 STARTTLS comrand not supported

Mon Feb 8 21:47:53 2021 Info: Delivery start DCl D 250225 M D 23569633 to RID [0] to offbox

I ronPort Spam Quarantine

Mon Feb 8 21:47:53 2021 Info: Message done DCI D 250225 M D 23569633 to RID [0] (external
guar ant i ne)

Mon Feb 8 21:47:53 2021 Info: MD 23569633 RID [0] Response 'ok: Message 27293054 accepted’
Mon Feb 8 21:47:53 2021 Info: Message finished MD 23569633 done

Mon Feb 8 21:47:58 2021 Info: DCI D 250225 cl ose

Gerelateerde informatie

- Cisco e-mail security applicatie — eindgebruikershandleiding
- Technische ondersteuning en documentatie — Cisco Systems



http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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