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ESA naar SMA
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Inleiding

De volgende quarantaine kan nu collectief worden gecentraliseerd op een Cisco Security
Management-applicatie (SMA):

- tegen het virus
- uitbarsting
- Beleidsquarantines die worden gebruikt voor berichten die worden ingesloten door:
BerichtfiltersContent FiltersBeleid ter voorkoming van gegevensverliezen
Het centraliseren van deze quarantaine biedt de volgende voordelen:

- Beheerders kunnen quarantaineberichten van meerdere e-mail security applicaties (ESA) op

€én locatie beheren.
- Gewoonde berichten worden achter de firewall in plaats van in de DMZ opgeslagen, wat het
beveiligingsrisico vermindert.
- Van gecentraliseerde quarantaine kan een back-up worden gemaakt als onderdeel van de
standaardback-upfunctie op de SMA.

Voorwaarden

- SMA met 8.1 (SMA-gebruikersgids, hoofdstuk 8, Gecentraliseerd beleid, virus en Outbreak-

wachtrijen)
- ESR van 8.0.1 (ESR-gebruikersgids, hoofdstuk 27, Garantines)

- Firewall - poort 7025 / TCP (in en uit) / Hostname: AsyncOS IPs / Description: Doorgeven van

beleid, virus en quarantainegegevens tussen e-mail security applicaties en het Security
Management-apparaat wanneer deze optie gecentraliseerd is

Configureren


/content/dam/en/us/td/docs/security/security_management/sma/sma8-1/SMA_8-1_User_Guide.pdf
/content/dam/en/us/td/docs/security/security_management/sma/sma8-1/SMA_8-1_User_Guide.pdf
/content/dam/en/us/td/docs/security/esa/esa8-0/user_guide/ESA_8-0-1_User_Guide.pdf

Om te beginnen met de ESA, zijn er in een bestaande Policy Quarantine actieve berichten in de
Policy Quarantine:
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Als u deze berichten wilt verplaatsen en er vervolgens op wilt vertrouwen dat het SMA het actieve
apparaat is dat eigenaar is van de Policy Quarantine, specificeert u de volgende aanwijzingen.

Ga in het SMA naar Management-applicatie > Gecentraliseerde services > Policy, Virus en
Outbreak Quarantines. Als deze nog niet is ingeschakeld, klik op Enable:

Policy, Virus and Outbreak Quarantines

Palicy, Virus and Outbraak Quarantines Sstting

The Palfcy, Virus and Outhreak Quarantines are nol enabied.

Selecteer de interface, indien van toepassing, die bedoeld is om het verkeer van de ESA naar de
SMA te verwerken.

Opmerking: De Quarantine-poort kan worden gewijzigd, maar deze moet worden geopend
als er een firewall/netwerk-ACL is geinstalleerd.

Policy, Virus and Outbreak Quarantines

Configure Cantralized Quarantines Service

g Enable Centralized Quarantines service [for Policy, Virus and Outbreak Quarantines)

Quarantine 1P Interface: e we (MEANAEMENT] &

Quarantne Port: | [7025 Specify any avaable pork

Configuring Centralized Policy, Virus, and Outbreak Quarantines requires the following additional steps:

1. Enable Centralized Palicy, Virus, and Outbreak Quarantines Ter each ESA by selecting Centralized Services > Security Appliances.
2. Configure migration of local quarantines to centralized quarantines by selecting Centralized Services > Policy, Virus, and Outbreak Quarantines.
3. [nitiate migraton w0 centralized quarantines by going to each ESA and selecting Sacurity Sarvices > Policy, Virus, and Dutbreak Quarantnes,

Klik op Inzenden. Het scherm zal verfrissen om de "service ingeschakeld" te tonen? bericht , zie
hieronder :



Policy, Virus and Outbreak Quarantines

Artention — i Servics enabled. You may proceed with next steps to enable the functionality cornpletely, as showr
below.

Palley, Virua and Outbraak (PVO) Quarant/na Settinga
Centralized Quarantines Service: | Enabled
Quarantine [P Interface: | o o o (Management)
= Qq.humntl_n: F'nr_l: '.'I:IEEH -

| Edit Global Settings...

Multiple steps are required to completely configure the Centralized Quarantine service and to migrake existing quarantines messages from the Email
appliances.

Sarvics Migration Steps and Status

Migraticn Sbeps Status
Seep 1. On this 5MA, select ESA applinnces to use the centralized 0 Email Appliances (ESAS) have the Centralized Quarantines service
Palicy, Wirus, and Dutbreak Quarantines selacted on tha SMA,

To sefect additional ES4 appliances, go to Management Appliance >
Centraiized Servces > Securty Appliances.

Step 2. Configure migration of any messages currently guarantined | Migration is not configured for any appliances.
an the ESAs .
Launch Migration Wizard... |
Step 3. Log inta mach ESA to starl migration and begin using Mo ESAs selected.

centralized quarantines.

Email Applisnce Stwtus

| Selected Emai Appliances (ESAs) | status ]

| Mo ERAS salactad,

Navigatie in naar Management-applicatie > Gecentraliseerde services > security applicaties en
voeg de ESA-communicatie toe aan SMA:

Security Appliances

Cantralized Servios Status

Spam Quarantine: | Service disaoled
Palicy, Wirus and Dutbreak Quarantines: | Enabled, wusing 0 licenses

Migrabion configurabion need m be compieted befare enabling Centralized Quarantings servce from
respechive ESAS,

Centralized Email Reparting: | Service disabled
Centralized Email Message Tracking: . Service disabled
Centralized Web Canfiguratian Manager:  Service disabled
Centralized Web Reporting: | Service disabhed

| Add Email Apgliance...

i apapiiances hawve been added.

Mo centralized services are cuwrrently svailathe.

Klik op E-mail toevoegen.

Opmerking: U hoeft alleen het IP-adres toe te voegen dat de SMA gebruikt om met de ESA
te communiceren. De naam van het apparaat wordt alleen gebruikt als administratieve
referentie.



Add Email Security Appliance

Email Becurity &pplisncs Sstlings
Applance Mo EGA

® dddress: (7

EEA Centraiized Farvicas Soam Quaranting: sersice Ssabied

H Pobiy, ¥irug and Cutbrsak Quaranbioegs
Ceniraliped leporting: sersice dsaboed
Canbradeed Message |racking: service Sisabled
Coenecien Sts: | Mot enalehed.

Esipbiteh an S5H commcctian for spnchvpndzaied of Me Spam Quarasime s SafeiseBiockist, Palcy, Vrus and Cuilvreak Quardaines,
Cenfrakired Repartng, Sod Hessepe Traoking
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Zorg ervoor dat u een verbinding en testverbinding instelt. Na de aansluiting van de SMA op de
ESA, zal de naam en het wachtwoord van de beheerder worden gevraagd. Dit is de
administratieve gebruiker en het wachtwoord van de ESA dat wordt toegevoegd. Op basis van wat
al actief is vs. wat wordt toegevoegd, kunnen de resultaten van de test verschillen, maar moeten
vergelijkbaar zijn met:

Add Email Security Appliance

Waming — Mot all services are correctly configured on the remote appliance:

+ Policy, Virus and Qutbreak Quarantines capability check: OK

* Policy, Virus and Outbreak Quarantines service check: Warning: Go to Centralized Services >
Policy, Virus and Outbreak Quarantine to configure migration once you submit/oommit the
changes.

Zorg ervoor dat u op dit moment wijzigingen op de SMA kunt indienen en doorgeven.

Als u nu het ESA opnieuw zou bekijken en zou proberen om het Sectie Gecentraliseerde Services
van de Beleidsquarantaine te configureren zou deze vergelijkbaar zijn met het volgende:
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Policy, Virus and Outbreak Quarantines

Spam Quarantine
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Policy, Virus and Outbreak Quarantines

Policy, ¥irus and Outhreak Quarantines Setting

The Policy, Virus and Quibreak (PO} Quarantines serace is not enabied.

There are muitiple steps ip centralizing Policy, Virus and Owuthreak (PY0) Quarantines, before you can enable service on this FSA. ..
« To configure migraton of PYO Quarantines, go bo SMA = Management Appliance > Centralized Services > Policy, Virus and Outhreak
Quarantines),
» After pou enabie servce and configure migration on the SMA, return here o enable Centralized Policy, Virus and Oublveak (PVO)
GQuarantines for this ESA.

Enable...

De migratiestappen moeten nog op de SMA worden uitgevoerd. Ga terug naar de SMA en ga
verder met het volgende gedeelte.



Policy, Virus and Outbreak Quarantines

Warning — Appliance ESA has been added. Not all services are correctly configured on the remote appliance;

= [Policy, Virus and Outbreak Quarantines capability check: O
= Policy, Virus and Qutbreak Quarantines service check: Waming: Go to Cenfralined Servioes =
Bolicy, Wrus and Outbreak Quarantine to configure migration once you submit/commit the

changes,

Palicy, Virue and Outbreak (PYO) Quarantine Settings

Centralized Quarantines Service: | Enabled

Quarantine [P |I1HI'1'-B-I‘.‘E=A4 Joemm s [ Managemant)

Quarantine Port: | 7025

| Edit Global Settings...

Multiple sbeps are required to cormpletely configure the Centralized Quaranting service and Lo migrate existing quarantines messages from the Email
sppliances.

Sarvica Migretion Staps and Status

Migration Steps Status
Step 1. On this 5MA, select ESA appliances to use the centralized 1 Ermnail Appliances (ESAs) have the Centralized Quarantines service
Palicy, Wirus, and Outbreak Quarantines selected on the SMA.

Ta salgct additional ESA appliances, go o Managemant Appllance >
Centralized Sarvces » Security Appliances.

Step 2. | Configure migration of any messages currently quarantined | b mMigration is not configured for Lout of 1 selected ESAs,

an thi ESAS
Citck on the Commil Changes o proceed wilh Lawnch Migration Wizard” for
recently added applisnces.
: Launch Migration Wizard... |
Step 3. | Log inta each ESA to start migraticn and begin using . Service is not active on 1 aut of 1 selected ESAs.

centralized quarantines.

Log inlo each E54 as required o enabie the service (soe siatus balow),

Email Applisnca Status
Selected Email Appliances [ESAs) Status
ESA 4 Action Reguired: Use Migration Wizard to define migration mapping.

Nadat de Commit Verandering is voltooid, de Wizard Start Migratie? van stap 2 wordt actief :

% Migration is not configured for 1 out of 1 selected ESAs.

LUse the Migration Wizard to configure how gquarantined messages will be
migrated.

Launch Migration Wizard...

Selecteer de wizard Migratie starten en ga als volgt verder:



Configure Migration

Configure migration of ESA Policy Quarantines to Centralized Policy Quarsntines

Please Note:
Migration of messages will start when you will enahle centralization of Policy Quarantines from respective ESAs. At the same tme, following things
will happen:

» "Wirus” and "Outbreak” Quarantines from selected ESAs, will be avtomatically migrated w respective Centralized Quarantines

= After completion of migration, all the local Palicy Quarantines from ESA'S (along with "Virus® and "Outbreak™) will be deleted

& MNew messages will begin using new destination Centralized Guarantine on SHA&

Canfigure migration of Policy Quarantines from ESAS associated with this SMA.

{*) Automatic

« All (1) local Policy Quarantines and their messages will be migrated from all (1) ESAs.
» Centralized Policy Quaranting names will be created from existing local Policy Quaranting names,

() Custem

#« You can select local Policy Quarantines from individual ESAs to migrate.
= You can specify a Centralized Policy Quarantine name far each local ESA Policy Quarantines to migrate.

Cancel et >

Als u slechts een bepaalde quarantaine wilt migreren, kiest u Aangepast. In dit voorbeeld gaan we
verder met Automatic, waardoor ELKE/ALLE beleidslijnen van het ESA naar SMA zullen worden
gemigreerd. Let op dat de gespecificeerde naam die tijdens het ESA werd gekozen, eerder
vermeld wordt, gevolgd door het IP-adres dat in de communicatie wordt gebruikt:

Configure Migration

Coanfigura migration of ESA Polley Quarmntines te Cantralized Polley Quarnntines

Centralized Quarantines

Quarantne names =il be avtomatically created on the SMA by replicating local Policy Quarantne names fram EShs,
IF the sama Policy Quaranting name exists on multiple ES&s, & single Cantralized Policy Quaranting with that name will be croated on the SMA,

Coniraizod Policy Quaranting Name Migrating from ES& el

(01) Local Wirus Quarartines {from selected 1 ESAs] will be autormatically migrated to Cenfralized "virus® Quarantine
(01} Local Dutbreak Quarantines (fram salectad 1 ESAG) will b autormatically migrated ta Captralized "Dutbreak® Quaranting

All (1) local Policy Quarantines and their messages will be migrated from all selected (1} ESAs (total OG )
Awadable frae spada at Cantralized Policy Quarantings is 366G

< Back =3

Klik op Volgende en ga verder:



Configure Migration

Configure migration of ESA Policy Quarantines to Centralized Policy Quarantines

Migration is configured

Please Note:
Migration of messages will start when you will enable centralization of Palicy Quarantines from respective ESAS. AL the same Lime, fallowing things
will happen:

= "Wirgs® and "Outbreak” Quarantnes from selected ESAs, will be avtomatically migrated to respective Centralized Quarantings

= After cormmpletion of migraton, all the lecal Policy Quarantines from ESA'S (along with "Virus® and "Outbreak™) will bae delated

® PMew messages will begin using new destination Centralized Quarantine on SM&

Klik tot slot op Inzenden en het bericht "Succes" wordt weergegeven:

Policy, Virus and Outbreak Quarantines

Success — Settings have been saved.

Policy, Virus and Outbreak (PVD) Quarsntine Settings
Centralized Quarantings Service: | Enabled
Quarantne IF [nterface: | "o e w (Management)

Quarantine Part: | 7025

| Edit GloDal Settings,..

Multiple steps are required to completely configure the Centralized Quarantine service and to migrate existing gquarantines messages from the Email
appliances.

Sarvica Migration Staps and Status

Migration Steps Status
Step 1. On thiz 5MA, salact ESA appliancas (o use the centralized 1 Email Appliances (ESAs) have the Centralized Quarantines servicae
Palicy, Wirus, and Outbreak Quarantines salected on the SMi.

To sefect addibional ESA applances, go to Management Appliance =
Confraizad Sendoes > Socurty Appiignces,

Step 2. Configure migration of any messages currently quarantined  Migration is configured for all appliances.
an the ESAs
tise the Migration Wisard to configure how quarantined messages will be
migrated,
Launch Migration Wizard... |
Step 3. Leg inta each ESA to start migration and begin using b Service is not active an 1 out of 1 selectod ESAS,

centralized quarantings.

Log it each ESA a2 required lo enalle the service (see stalus batow).

Email Applisnce Status
Selectad Email Appliances (ESAs) Status
ESA Ay Action Reguined: Log into ESA to enable Centralized Quaranting,

Doe je wijzigingen in de VS.

Terugkeren naar de ESA, navigeer naar Security Services > Policy, Virus en Outbreak
Quarantines. De noodzakelijke stappen op de SMA worden nu erkend:

Policy, Virus and Outbreak Quarantines

Policy, ¥Virus and Dutbreak Quarantines Setting

' The prereguisite for enabling Centralized Paficy, Wirus, and Outhreak Quarantings serwcg and canfiguring migration an the 5M4 are compiete,

You can enable this £54 to use Centralized PUYD Quarantines. This will begin migration of messages and guarantines to the Centralired Poiicy,
Virus, and Quibreak Quarantines an the SMA. All messages and quarantines wil be delehed from this ESA,
Enable...

Klik op Inschakelen? en ga verder:



Policy, Virus and Outbreak Quarantines

Configum Cantralized Quamntines Servica

E Enable Centralized Quarantines (for Policy, Virus and Outbreak Quarantines)
SMA in use: 17025

1P interface to accept messages releaﬁed;r;nﬁ: Management 3|
Note: Please make sure sefecied interface is reachable from SMA 14.2.30.115. Use ping from the SMA

to check for a working connection.

Port: |?l:|25

You may use any avaiable free part.

Send Motification When Migration is Complate
(Optianal) Separate multipie email addresses with commas.

s Migration o centralized quarantines will start as soon as wou submit and commit this page.
« Please confirm that the migration configuration shawn below is correct, Make any changes needed on the SMA before proceeding.
s Any Policy Quarantines not selected for migration will not be migrated and will be deleted fram the ESA.

Migration Configuration for Policy Quarantines (a8 Saved ot e ol ooa): (7

|_|J:|I:I| (ESA) Quarantine Target Centralized Quarantine at SMa
Policy Folicy {Default Policy Quarantine]

Filters and Actions to be Updated: (7)

Filtzrs and Actions ! Original Policy Quarantine Mew Centralized Policy
Requiring Updates Type ; (ESA) Quaranting

Ko updates are required,

Merk op dat hier opnieuw de juiste poort wordt gebruikt voor communicatie. Deze moeten
overeenkomen en indien ACL-firewall/netwerk in gebruik is, moeten deze worden geopend om
een goede migratie tussen ESA en SMA mogelijk te maken.

Opmerking: Als je beleid, virus en quarantaine-uitbraken hebt ingesteld op een ESA, begint
de migratie van quarantaine en al hun berichten zodra je deze verandering geéngageerd

hebt.

Opmerking: Op ieder moment kan slechts één migratieproces worden doorlopen. Laat geen
gecentraliseerde beleids-, virus- en uitbraakquarantaine op een ander e-mailsecurity
apparaat inschakelen totdat de vorige migratie is voltooid.

Klik op Inzenden en klik vervolgens op Commit. De informatie moet gelijkaardig zijn. Als er al een
groot aantal berichten in de plaatselijke quarantaine zijn, kan het tijd duren om deze te verwerken

van ESA tot SMA:



Policy, Virus and Outbreak Quarantines

Info —  Migration of Policy, Vinus and Outbreak Quarantines finished

| Migration of Palicy, Virus and Outbreak Quarantines is in progress: 100 % Complete |

Paolicy, ¥Virus and Outbreak Quarantines Batting

Status: | Enabled

SMA in use: = 2 h025
1P interface w0 accept messages released from | Managearment
SMA:
Port: | 7025

Edit Settings

Cantralized Policy Quarantines baing used by this ESA (s configured at SMA ™

Centralized Quarantines

Policy

Controleer de startvertraging en navigeer naar applicatie > Gecentraliseerde services >
Wachtwoord voor beleid, virus en uiteinde. De migratiestappen worden nu uitgevoerd:

Policy, Virus and Outbreak Quarantines

Policy, Virus and Outbresk [PV0) Quarantine Settings

Centralized Quarantines Service:  Enabled
Quarantine 1P Interface: w0 w@ = (Management)
Quarantine Port: 7025 #

| Egit Global Settings...

Muitiple steps are required to completely configure the Centralized Quarantine service and to migrate existing quarantines messages from the Email
appliances,

Sarvica Migration Steps and Status

Migration Steps Status
Step 1. On this SMA, select ESA appliancas o use the centralized 1 Email Appliances (ESAS) have the Centralized Quarantines sarvicd
Policy, Wirus, and Outbreak Quarantinas selacted on the SMA,

Ta sefect additonal ESA apptances, ga to Management Appllance =
Centralzed Services = Socurty Appliances.

Step 2. Canfigure migration of any messages currently guarantined = Migration is configured for all appliances.
on e ESAs
Use the Migratfon Wizard o configure how quarantined messages will be
rrigrated,
_Launch Migration Wizard... |
Step 3. Log inte each ESA bo start migration and begin using Service i active on all selected ESAs.
centralized guarantines.
Email Applianocs Status
Selected Email Appliances (ESAs) Status
ESA Centralized quarantines are active.

Verificatie

Op dat moment is de migratie van de Beleidsquarantaine van de ESA naar de SMA voltooid.
Controleer voor eindcontrole de Policy Quarantine op de SMA:
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CISCO Content Security Management Appliance

Management Appliance

Reporting Message Tracking Message Quarantine

Spam Quarantine

Policy, Virus and Outbreak Quarantines
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st Cisco M160

CIS5CO Content Security Management Appliance

Management Appliance

Reporting Message Tracking Message Quarantine

Policy, Virus and Outbreak Quarantines

| Add Policy Quarantine... || Search Acrass Quarantines |
E — — ——

Quarantne Mama Type Massages | Default Action Last Message Quarantined On Siza Dalate
Outbreak Retention Yaries

Outhraak a - o
[Manage by Rule Summary] Action: Release
Policy Centralized Palicy 3 | Retain 10 days then Dalabs == 1. 54K ﬁ
Unclassified Unclassified 0 | Retain 30 days then Release == o
Virus Antivirus 0 | Retain 30 days then Delata - o

Mmmmmnmm:mﬂ

U dient dezelfde berichten te zien als die welke oorspronkelijk in de ESA stonden. Selecteer de #
hyperlink in de berichtenkolom en controleer:

Messages in Quarantine: "Policy™

Olsanier | anciine Sahact Rrcabed = —— Sira | In Othar Quarantines | Originatng F54 4 for Basenn

_-.rumu P — sam | Pk busnass 05 Mar 2204 [2:35 [Gllﬂj. 15 Mar 3034 03030 (GMT] | 510 = | £2a [14.2.30.117] " ' pabcy_gin_'
'll'l'hllI"I g 3 .| - aam ."'I‘!l waan' fummy 05 Mar 2014 02:38 D:HT:I. 15 Mo 1012 02:28 (GMT] ISI‘ [ - .I!ﬁ [14.2.30.113} .l:iurhri Filer: '_pabey_g n_'

D) | rotiiherm_cteoByalie | robahrm@rion oom | FUNMY (g hoapesed,., | 08 Mar 2504 (2136 (GMT) | 15 Mer 2002 02156 (GMT) 518 | — | Es4 (230019 | Cane Fiter: *_patey g n*

Als je kijkt naar de mail_logs van de ESA, zal de migratie van de eigenlijke berichten worden
gepresenteerd:

Opmerking: Let op het gebruik van communicatie tussen de ESA (XX.X.XX.XXX) en SMA
(YY.Y.YY.YYY) via poort 7025.

Wed Mar 5 02:48:40 2014 Info: New SMIP DCID 2 interface XX X XX. XXX address
YY. Y. YY. YYY port 7025

Wed Mar 5 02:48:40 2014 Info: DCID 2 TLS success protocol TLSvl ci pher RC4- SHA
t he. cpg. host

Wed Mar 5 02:49:52 2014 Info: New SMIP DCID 3 interface XX X XX. XXX address

YY. Y. YY. YYY port 7025

Wed Mar 5 02:49:52 2014 Info: DCID 3 TLS success protocol TLSvl ci pher RC4- SHA
t he. cpg. host
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5 02:51:02 2014
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YYY port 7025
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host
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Wed Mar 5 02:51:02 2014
"Policy" (content filter
Wed Mar 5 02:51:02 2014
Wed Mar 5 02:51:02 2014
"Policy" (content filter
Wed Mar 5 02:51:02 2014
Wed Mar 5 02:51:02 2014
policy quarantine)

Wed Mar 5 02:51:02 2014
Wed Mar 5 02:51:02 2014
Wed Mar 5 02:51:02 2014
Wed Mar 5 02:51:02 2014
Pol i cy Quarantine

Wed Mar 5 02:51:02 2014
YY. Y. YY. YYY port 7025
Wed Mar 5 02:51:02 2014
t he. cpg. host

Wed Mar 5 02:51:02 2014
YY. Y. YY. YYY port 7025
Wed Mar 5 02:51:02 2014
t he. cpg. host

Wed Mar 5 02:51:02 2014

Info: New SMIP DCID 4 interface XX X XX. XXX address

Info: DCID 4 TLS success protocol TLSvl ci pher RC4- SHA
Info: New SMIP DCID 5 interface XX X XX. XXX address

Info: DCID 5 TLS success protocol TLSvl ci pher RC4- SHA
Info: New SMIP DCID 6 interface XX X XX. XXX address

Info: DCID 6 TLS success protocol TLSvl ci pher RC4- SHA
Info: New SMIP DCID 7 interface XX X XX. XXX address

Info: DCID 7 TLS success protocol TLSvl ci pher RC4- SHA
Info: New SMIP DCID 8 interface XX X XX. XXX address

Info: DCID 8 TLS success protocol TLSvl ci pher RC4- SHA
Info: New SMIP DCID 9 interface XX X XX. XXX address

Info: DCID 9 TLS success protocol TLSvl ci pher RC4- SHA
Info: CPQ listener cpqg_listener starting

Info: New SMIP DCID 10 interface XX X XX XXX address

Info: DCID 10 TLS success protocol TLSvl ci pher RC4- SHA
Info: New SMIP DCID 11 interface XX X XX XXX address

Info: DCID 11 TLS success protocol TLSvl ci pher RC4- SHA
Info: MD 1 enqueued for transfer to centralized quarantine
_policy_qg_in_)

Info: MD 1 queued for delivery

Info: New SMIP DCID 12 interface XX X XX XXX address

Info: DCID 12 TLS success protocol TLSvl ci pher RC4- SHA
Info: Delivery start DCID 12 MD 1 to RID [0] to Centralized
Info: MD 2 enqueued for transfer to centralized quarantine
_policy_qg_in_)

Info: MD 2 queued for delivery

Info: MD 3 enqueued for transfer to centralized quarantine
_policy_qg_in_)

Info: MD 3 queued for delivery

Info: Message done DCID 12 MD 1 to RID[0] (centralized
Info: MD 1 RID[0] Response 'ok: Message 1 accepted

Info: Message finished MD 1 done

Info: MD 1 migrated fromall quarantines

Info: Delivery start DCID 12 MD 2 to RID [0] to Centralized
Info: New SMIP DCID 13 interface XX X XX XXX address

Info: DCID 13 TLS success protocol TLSvl ci pher RC4- SHA
Info: New SMIP DCID 14 interface XX X XX XXX address

Info: DCID 14 TLS success protocol TLSvl ci pher RC4- SHA
Info: Message done DCID 12 MD 2 to RID [0] (centralized



policy quarantine)

Wed Mar 5 02:51:02 2014 Info:
Wed Mar 5 02:51:02 2014 Info:
Wed Mar 5 02:51:02 2014 Info:
Wed Mar 5 02:51:02 2014 Info:
Pol i cy Quarantine

Wed Mar 5 02:51:02 2014 Info:
policy quarantine)

Wed Mar 5 02:51:02 2014 Info:
Wed Mar 5 02:51:02 2014 Info:
Wed Mar 5 02:51:02 2014 Info:
Wed Mar 5 02:51:02 2014 Info:
YY. Y. YY. YYY port 7025

Wed Mar 5 02:51:02 2014 Info:
t he. cpg. host

Wed Mar 5 02:51:07 2014 Info:

MD 2 RID [0] Response 'ok:
Message finished MD 2 done
MD 2 mgrated fromall quarantines

Delivery start DCID 12 MD 3 to RID [0] to Centralized

Message 2 accepted'

Message done DCID 12 MD 3 to RID [0] (centralized
M D 3 RID [0] Response 'ok:
Message finished M D 3 done
MD 3 migrated fromall quarantines

New SMIP DCI D 15 interface XX X XX. XXX address

Message 3 accepted'

DCI D 15 TLS success protocol TLSv1l ci pher RC4- SHA

DCI D 12 cl ose

Reuvisit the ESA, en het volgende wordt nu getoond wanneer je het Policy, Virus, Outbreak
Quarantines bekijkt:

CISCO

Monitor

Cisco X1070
Emall Security Applance

Mail Policies

Security Services System Administration

Policy, Virus and Outbreak Quarantines

Palicy, Virus and Outbreak Quarantines

Policy; Wirus and Duthreak Quarantines are not visible as Centralized Quarantne service (for Policy, Virus and Outbreak Quarandnes) is anabled.
Pleace see details at Security Services > Centralized Services = Policy, VWirus and Outbreak Quarantines.

De volgende stap van controle is het sturen van een nieuw testbericht door de ESA dat zal worden
gevangen voor beleidsmatige quarantaine. Als je kijkt naar mail_logs op het ESA, merk dan de
gemarkeerde lijn op die aangeeft dat ESA via 7025 overhevelt naar SMA, met vermelding van de
Beleidsquarantaine:

Start MD 4 ICID 6

MD 4 ICID 6 From <robsherw. ci sco@nail.con>
MD 4 ICID 6 RID 0 To: <robsherw@i sco. conr
M D 4 Message-1D

' <7642E61C- 4BA2- 432E- A524- E1I63EA0B9753@nui | . con®’

M D 4 Subj ect ' NEW FUNNY'
M D 4 ready 525 bytes from
M D 4 matched all recipients for per-recipient

M D 4 enqueued for transfer to centralized

quarantine "Policy" (content filter _policy_qg_in))

M D 4 queued for delivery
New SMIP DCID 16 interface XX X. XX. XXX addr ess

DCI D 16 TLS success protocol TLSv1l ci pher RC4- SHA

Delivery start DCID 16 MD 4 to RID[0] to Centralized
Message done DCID 16 MD 4 to RID [0]

(centralized

MD 4 RID[0] Response 'ok: Message 4 accepted'

Wed Mar 5 02:57:47 2014 Info:
Wed Mar 5 02:57:47 2014 Info:
Wed Mar 5 02:57:47 2014 Info:
Wed Mar 5 02:57:47 2014 Info:
Wed Mar 5 02:57:47 2014 Info:
Wed Mar 5 02:57:47 2014 Info:
<r obsherw. ci sco@nui | . conr
Wed Mar 5 02:57:47 2014 Info:
policy DEFAULT in the inbound table
Wed Mar 5 02:57:47 2014 Info:
Wed Mar 5 02:57:47 2014 Info:
Wed Mar 5 02:57:47 2014 Info:
YY. Y. YY. YYY port 7025

Wed Mar 5 02:57:47 2014 Info:
t he. cpg. host

Wed Mar 5 02:57:47 2014 Info:
Pol i cy Quarantine

Wed Mar 5 02:57:47 2014 Info:
policy quarantine)

Wed Mar 5 02:57:47 2014 Info:
Wed Mar 5 02:57:47 2014 Info:

Message finished MD 4 done



Wed Mar 5 02:57:52 2014 Info: DCID 16 cl ose

Herzie de eerder genoemde Policy Quarantine op de SMA en het nieuwe testbericht is nu ook in
quarantaine geplaatst:

Messages in Quarantine: "Policy™

| Action on slecied Bams on page Mo A ¥ oLl Search Juararkise...

|| Sarder Hiageen Sk Misdzreid - Sitmdutid Exil 1 1 O G gilanves | O e i B8, Quarant ied M Rsasin

s DI (0 ODehErARBG ST (0 ME® FURKY 05 Mar 2004 0257 (EMTY 15 Mo 2014 0257 (OHT) = S [Ld2. 300135 | Cantent Akes gy g i
won s bt v SO R TR ¢ rabsheradcison com Fuliet Dusdress 05 Har 3004 02008 (5HT) 15 Har 2344 03038 (GHT) = B (14230147} | Camert Rlkes * policy g b '
o b re S EC iR pmsL T ratzherafcicco com Thiz waot't furny 05 Mar 2004 0238 (GMTY 15 Mar 30104 0E:38 (GHET) - ESA [14.2.I0.017) | Cantent Fiker: " _golicy q_in '

roizphara_cisca @rypshen rataharafcisce com FURKY shing hapzaned. .. 0% Mar 2004 O2:36 (GHT) 15 HMar 20204 [Q:38 (SHT) - ESA [14.2.30.117)  Cantank ke *_poliey g o "

Gerelateerde informatie

- ESA Centralizing Policy, Virus en Outbreak Quarantine (PVO) kunnen niet worden
ingeschakeld

- Cisco e-mail security applicatie - eindgebruikershandleidingen

- Technische ondersteuning en documentatie — Cisco Systems
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