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Inleiding

Dit document beschrijft de procedure voor de RADIUS-configuratie (Remote Verificatie) van Cisco
Wide Area Application Services (WAAS) en Windows 2008 R2 Network Policy Server (NPS).

Standaard WAAS-configuratie gebruikt lokale verificatie. Cisco WAAS ondersteunt RADIUS en
Terminal Access Control System (TACACS+) ook voor verificatie, autorisatie en accounting (AAA).
Dit document heeft alleen betrekking op de configuratie van één apparaat. Dit kan echter ook
onder de apparaatgroep gebeuren. Alle configuratie moet worden toegepast via WAAS CM GUI.

De algemene WAAS AAA-configuratie wordt geleverd in de Cisco Wide Area Application Services
Configuration onder het hoofdstuk Bestuurlijke Login-verificatie, autorisatie en accounting.

Bijgedragen door Hamilan Gnanabaskaran, Cisco TAC Engineer.

Bewerkt door Sanaz Tayyar, Cisco TAC Engineer.

Voorwaarden

Vereisten
Cisco raadt kennis van de volgende onderwerpen aan:
- WAAS 5.x of 6.x

- Windows NPS-server
. AAA - RADIUS

Gebruikte componenten


/content/en/us/td/docs/app_ntwk_services/waas/waas/v623/configuration/guide/cnfg/admin.html#15073
/content/en/us/td/docs/app_ntwk_services/waas/waas/v623/configuration/guide/cnfg/admin.html#15073

De informatie in dit document is gebaseerd op de volgende software- en hardware-versies:

- Cisco WAAS - Virtual Central Manager (vCM)
- WAAS 6.2.3.b
- Windows 2008 NPS

De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden gebruikt, begonnen met een
standaardconfiguratie. Als uw netwerk levend is, zorg er dan voor dat u de mogelijke impact van
om het even welke opdracht begrijpt.

Verwante producten
Dit document kan ook met deze hardware- en softwareversies worden toegepast:

- VWAAS, ISR-WAAS en alle WAAS-apparaten
- WAAS 5.x of WAAS 6.x
- WAAS als Central Manager, Application Accelerator

Opmerking: APPNAV-XE ondersteunt deze configuratie niet. De router AAA drukt de
configuratie aan APPNAV-XE.

Configuratiestappen

Deze configuratie moet worden toegepast:

1. WAAS Central Manager
1.1 AAA RADIUS-configuratie
1.2 AAA-verificatie-configuratie

2. Windows 2008 R2 - NPS serverconfiguratie
2.1 Configuratie van RADIUS-clients
2.2 Configuratie van netwerkbeleid

3. WAAS CM-configuratie voor RADIUS-gebruikersrekeningen

1. WAAS Central Manager

1.1 Maak in WAAS Central Manager de RADIUS-server onder
Configuration>Security>AAA>RADIUS.



Home Device Groups Devices AppMav Clusters Locations
VCM-POD4-Primary | v | Configure | v | Monitor | v Admin | v

o ong i
RADIUS Server Settings for Central Manager, vCM-POD4-Primary &5 Pint & AppiyDefaulls ] Remove Settings

Time to Wait™ 5 (seconds) (1-20)

Number of Retransmits: 2
|smraasnumimm | ........... |
|s«w 1 Name: [10.66.86.125 | Sorver 1 Port 1645

Server 4 Name: | Server & Port 1 ]
Server 5§ Name: l— Server 5 Port: I—

* To use RADIUS for Login or Configuration Authenticaticn, please go to the Authantication Metheds page.

Mote: " - Required Field

1.2 Het configureren van de verificatiemethode om RADIUS weer te geven onder
Configureren>Security>AAA>Verificatiemethoden.

De primaire verificatiemethode wordt gekozen als RADIUS en de secundaire verificatiemethode is
gekozen als lokale methode. Dus in het geval van een RADIUS-storing kan de klant zich
aanmelden via de plaatselijke account.

Home Device Groups Devices AppiNav Clusters  Locations
i CM-Secondary-WAVES94 | v  Configure | ¥ Monitor | v Admin | v
Devices > CM-Secondary-WAVES94 > Configure > Security > AMA > Authentication Methods

Authentication and Authorization Methods for Central Manager, CM-5Seco... 6 Print ;" Apply Detaults m Remave Setiings
e s e e
Failover 1o next avaiable authentication method:

Use enly local admin account to enable privilege exec level: (]

Authentication Login Methods: i Mtis highly recommended to set the authentication and authorization methods in the san
Primary Login Mathod: RADIUS |

Secondary Login Method: local

Tertiary Login Metnod: Do Not Set [

‘Quatemary Login Method: Do Mot Set B

Authorization Methods:

Primary Configuration Method: ™ RaDIUS [

Secondery Configuration Method: local

Tertiary Configuration Method: Do Mot Set B

Quatemary Configuration Method: Do Not Set
- 00000000000 endowerbew 0000

Refresh Authentication Status Show Windows Authentication Status

Mote: * - Requirad Fisld

2. Windows 2008 R2-NPS serverconfiguratie

2.1 Maak in de Windows 2008 R2 - NPS server het WAAS-apparaat IP als een RADIUS-client.



B MPs (Local)
1 ] RADIUS Clients and Servers
5 RADIUS Clents

&5 Remote RADIUS Server G
1 E| Policies
bl 5 Metwork Access Protection
B Accounting
7 l; Templates Management

RADIUS Clients

;‘ RADIUS clierts allow you to specify the network access servers, that provide access to your network.

AcarEEs =1n| &

1 1r-Le L
10.66.86.121 andard Mo

e > |
Settings | Advanced |
¥ Enable this RADIUS cliert
I~ Select an exisling template
| =l
~MName and Address

Friendly name:
fvCM

Address (IF or DNS):

|10.66.86.121 Verfy... |

— Shared Secret
Select an existing Shared Secrets template:

[ None =

To manually type a shared secret, click Manual. To sutomatically generste a shared
secret, click Generate. “You must configure the RADIUS client with the same shared

* Manual " Generate
Shared secret;

I.'i..ll.
Confirm shared secret:

ok | cancel | ey |

2.2 Voer in de Windows 2008 R2 - NPS server een netwerkbeleid in om de WAAS-apparaten aan
te passen en verificatie mogelijk te maken.



:__1". Network Policy Server

Fle  Action Vew Help

oo | %m H
& 5 o)
=[] RADILS Clents and Servers [ e ==

| Connection Riequest Polid
(. Network Pobdes
| Health Pobces
= & Network Access Protection
# = System Health Valdatars
35 Remediation Server Groug
B, Accounting
& Wy Templates Management

* Netwaork policies allow you to designate who is autharized to connect to the network and the circumstancas under which they can or cannot connect.

HName Status ing Ovder | Access T Source

:ﬁmwwuhﬂwcﬂsw Enabled 935359 Dery Access  Unspeciied

Conditions -  the following condlions are met:

Condtion | Vahse
Chert Friendly Mame  vCM
Windows Groupe  ANSDUWAAS

Sestings - Then the following sattings are applied:

Sefting | Value

Cisco-AN-Pair sheldl peiv-hd=15

Estendad State «Blank>

Access Pemmission Grant Access

Puthentication Methed Unencrypled suthertication (PAP, SPAF)

NAF Erforcement Alow full netwerk Bocess

Update Moncompliart Cherds  True

Servica-Type Adrmiristrative

BAP Percerfnge of Capacty Fladuce Mullink § server reaches S0% for 2 mirutes

In het LAB moeten deze parameters worden geselecteerd onder NPS >beleid>Netwerkbeleid.



Poutcy wanspropermes g |

Ovenview | Condtions | Constraints | Settings |

Policy name: POLICY WAAS

— Policy State
if enabled, MP5 evaluates this policy while peforming authorization. f disabled, NP5 does not evaluate this policy.

¥ Palicy enabled

— Access Pemission

If conditions and constraints of the network policy match the connection request, the policy can either grant access or deny
access. Wwhat is access permission?

%" Grant access. Grant access if the connection request matches this policy.
™ Deny access. Deny access ff the connection request matches this policy.

™ lgnore user account dialin properties.

ff the connection request matches the conditions and constraints of this netwark policy and the policy grants access, perfform
authorization with network policy only; do not evaluate the dialin properties of user accounts .

— Metwork connection method

Select the type of network access server that sends the connection request to MPS. You can select either the network access server type

or Vendor specific, but neither is required. I your network access server is an 802.1X authenticating switch or wireless access point,
select Unspecified.

i Type of network access server:
ILInspeu:'rfied j
™ Vendor speciic:

ok | Cancel | ippb |

De conditionering kan worden aangepast aan de naam van de klant Radius. Andere methoden
kunnen worden gebruikt zoals IP adres.



POLICY WAAS Properties | x|
(Overview Conditions |Cunst|airrts I Settings I
Configure the conditions for this network policy.

if conditions match the connection request, NP5 uses this policy to authorze the connection request. if conditions do not match the
connection request, NP5 skips this policy and evaluates other policies, if additional policies are configured.

| Condition | Walue
M Client Friendly Name vCM
%8 Windows Groups ANSONWAAS
Condition description:

The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.

ok | cencel | g |

Verificatiemethoden als niet-versleutelde verificatie (PAP, SPAP).



G'rema\r] Condtions Constraints |Se|1i'1gs I

Configure the constraints for this network palicy.
If all constraints are not matched by the connection request, network access is denied.

Constraints:

Constraints

Allow access only to those clierts that authenticate with the specified methods.

oy Idle Timeout EAP types are negatiated between NPS and the clent in the order in which they ame
listed.
% Session Timeout
Called Station ID il
| Called Station T
el ovelln |
= Dray and time restrictions
i MaS Poit Type
Add... Bl Eemmayve
Less secure authentication methods:

™ Microsoft Encrypted Authentication version 2 (MS-CHAP«2)
[T User can change password after it has expied
™ Microsoft Encrypted Authertication (MS-CHAP)
[T User can change password after it has expied
" Encrypted suthertication (CHAP)
¥ Unencrypted authentication (PAP, SPAP) |
™ Allow clients to connect without negotiating an authentication method
[T Pedomn machine heakh check anly

Service-type als administratief.



Gvemew] Conditions | Constraints  Seftings I

Configure the sattings for this network policy.
if conditions and constraints match the connection request and the policy grants access, settings are appliad.

Settings:

HADIUS Attributes To send additional attrbutes to RADIUS clierts, select a RADIUS standard attribute, and
then click Edit. ¥ you do not configure an attribute. it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

[/7] Vendor Specific

Hetwork Access Protechon
h MaP Erdorcement

Aftributes:
‘B Extended State Name | value |
Routing and A emote Access Service-Type Administrative
ity Multilivk and Bandwidth
Allocation Protocol [BAF)
T P Filters
L Encryplion
sty [P Seltings
Add... it Bemove

I OK I Cancel Snply

specifieke eigenschap van de verkoper als Cisco-AV-air (Shell:priv-lvl=15).



POLICY_WAAS Properties
‘Overview | Condtions | Constraints  Settings ]

Configure the seftings for this network policy.
if conditions and constraints match the connection request and the policy grants access, seltings are applied.

Seftings:

BRIk A To send additional attributes to RADIUS clients, select 3 Vendor Specific attibute, and
@. Standard then click Edit. i you do not configure an attibute, i is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Wendor Specific

Hetwork Access Protechon

&, MAP Enforcement i
1B Exended State Name [ Vendor [ Value
Routing and Remote Access Cizco-AV-Pair Cisco  shellprivdvl=15
gty Mulliink and Bandwidth
Alloeation Pratocol [(BAP)
¥ |PFilters
£} Enciyption
Udi |F Sattings
Add... Edit Hemeve

OK I Cancel

Apnly

Geef volledige netwerktoegang toe.




POLICY_WAAS Properties
G'vema\r] Cmd‘tinns] Constraints  Settings ]

Corfigure the settings for this network policy.
i condiions and constraints match the connection request and the policy grents access, settings are applied.
Settings:

RADIUS Attribubes
@- Standard

[ Yendor Specific

Specify whether you want to enforce Network Access Protection for this policy.

¥ Alow full network access

. Hlows unrestricted network access for clients when the connection request matches
Metwork Access Protechon the policy. Use this option for reporting mode,

l__"é. MAP Enforcement

" Mllow full network access for a limied time

Alows unrestricted network access until the specied date and time. After the specified
date and time, health policy is enforced and non-compliant computers can access only
the restricted netwark:,

B Extended State

R outing and A emote Access

cf"f‘.l Multilink. and Bandwidth
Allocation Protocol [BAP)

Date 7/726/2017 - Time
T IP Filters I —|
= . " Mllow limited access
AL Encryplion
& Mon-comphart chents are allowed access only to a resticted netwerk for updates.
w4y IP Settings

Remediation Server Group and Troubleshooting URL
To configure a Remediation Server Group. a Troubleshooting URL. or both, click

Configure.
[ConfaLre, |

Fusto remediation
I¥ Enable auto-remediation of client computers

Automatically remediate computers that do not meet health requirements defined
in this paolicy.

QK I Cancel Apaly

3. WAAS CM-configuratie voor RADIUS-gebruikersrekeningen

Het configureren van een gebruiker in RADIUS met voorkeursniveau 15 of 1 geeft niet de toegang
tot WAAS CM GUI. De CMS database behoudt een lijst met gebruikers, rollen en domeinen
gescheiden van de externe AAA-server.

Na het correct configureren van de externe AAA-server om een gebruiker te authentiseren moet
de CM GUI zijn ingesteld om die gebruiker de noodzakelijke rollen en domeinen te geven om
binnen de CM GUI te werken.

Als de RADIUS-gebruiker niet onder gebruiker in de CM staat, heeft de account van Uw account
geen rechten op toegang tot een van de pagina's van de Central Manager. Controleer met de
beheerder of de rollen en domeinen waarvoor u een provisioning hebt ingesteld. Deze massage
wordt weergegeven.



@-ﬁ,}& hitps://10,6685121:8443 Mome jspPeontext=Global (o] ll.(kgmrrh R -EE B -

Your account does not have privileges to access any of the Central Manager pages. Please check with your administrator about provisioned
roles and domains.

Configuratie van de lokale gebruikersnaam onder WAAS CM zonder wachtwoord.

Moedifying User Account, avalon i '. Deiete i ﬁ Print i
Il.ll-lml:' avalon I
WAL Curvic Manager User: 0 Denicn Manager Asooss: Read Oy
Local User: ] CLI Priviage Levet: 0 (normal user) ©
Passwon: [
Contem Passwore: [——
L e
First Mame: Liarst Marme:
Preng humber, Emai Azcress
dobs Tise: Departmant:
I‘a“ I Thesn ans no Domains assignod.
Thill e et of &l devited, Thih Lot = Aol lotiond Gul of Bfry denvich

Gebruikersnaam moet zich binden met de juiste rollen onder Rol Management voor elke
gebruiker.




>l M@ & 10.66.86.121 &

ome = Admin > AAR > FEFS
| Account Management | Role Management | Domain Management |
(@ Refresh Table E Assign all Roles @) Remove all Roles
Roles Ite
Filter: Mame % Matchif:  containg & Go Clear Filter
Role Comments
® L2
& 53 admin Admin role

Als de gebruiker alleen-lezen of een beperkte toegang nodig heeft, kan dit onder een rolverdeling
worden ingesteld.

0@ < [ # 10.66.86.121

Monitor | ¥ Admin | v

Home > Admin > AAA > Roles
Modifying Role, L2 [ Delete &g Print

Enabled Services:

Verificatie

In de WAAS-apparaten wordt deze configuratie geduwd.

Straalserver-toets ***

Straal-server host 10.66.86.125 poorten en 1645
!

Lokale inlognaam voor verificatie: secundair
authenticatie loginstraal mogelijk

authenticatie lokale configuratie mogelijk



authenticatieconversiegeleiding mogelijk maken primaire
authenticatie faalt-over server-onbereikbaar

De Cisco CLI Analyzer (alleen geregistreerde klanten) ondersteunt bepaalde show-opdrachten.
Gebruik de Cisco CLI Analyzer om een analyse van de opdrachtoutput te bekijken.

- Verificatie - Verificatie configureren

Problemen oplossen

Deze sectie bevat informatie waarmee u problemen met de configuratie kunt oplossen.

- Controleer de Windows-domeinlogs
- #debug aaa autorisatie van WAAS CM CLI

Gerelateerde informatie

. RADIUS-serververificatie configureren op WAAS
. Network Policy Server is van toepassing op Windows Server 2008



http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do
/content/en/us/td/docs/app_ntwk_services/waas/waas/v623/configuration/guide/cnfg/admin.html#15073
https://technet.microsoft.com/en-us/library/cc732912(v=ws.10).aspx
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