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Usamarme: dusti. hilton
IP Addresses 10.201.3.51 [~]
Assat Groups Catch All

Threats From: 2022-03-05 01:00:00 CET  To: 2022-05-31 06:14:58 CEST Duration: BT days

B Emotet (S0367) (3 @8 - Infection with exfitration capability that tangets banking credentiaks
Known malicious hosinameas
)
Communication with hostnames 201 213,32 .54 B and 77.55.211.77 || known 1o be incicative ol Emotet
. Wannalry [5:3355; :_?_, - - ik ancrypling Malware COMENg worm- ke features 1o Spread Rl using the SMBv1 exploit EtermalBhss

| Known malicious hostnames

Communication with hostnames www. ugersodpSifiaposdfihgosuryfaowraergwi com E and weww ivgertsodp Sifiaposdfhgosur faewrwer g
known 10 be indicathee of Wannalry

Known malicious hostnames from local passive DNS inference
v

Communication to IP addresses 104.16.173.80 |Z| with local pasaive DNS inference 1o hostneme www iugersodp Sifaposdifhgosur Taewnewerg
mnd 104.17.244 .81 with local passive DNS inlerence to hostnams www. iugerTsodp SHlaposdihposeijl sewnwergwea com @ Tha hostriam
o be indicative of WannaCry

B SMB service discowery (T101 E:I |,:l I’ - Discowery of external SMB servers, &.g. 1o exploit the ETERMNALBLUE vulnerability

SMB protocol commanication

Communication over SMB protocol with more than 5,000 IP addresses, hosted in more than 5,000 auvtonomows systems and 100 to 250 countr

Excessive communication (T1498) (L) (i - Uniform communication 1o many extemal nodes
Excessive external communication

Connections 1o more than 5,000 IP addresses, hosted in 2,000 to 5,000 autonomous systems and 100 1o 250 countries

» Contéxtusl events From: 2022-03-05 01:00:00 CET  To: 2022-05-31 06:14:58 CEST Duration: B7 cays
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Threats From: 2022-03-05 01:00:00 CET To: 2022-05-31 06:14:58 CEST  Duratior
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rerity: Critical

@ Emotet (S0367) (\) @ - Infection with exfiltration capability that targets ban

o T 713
AN/

Observation period
From: 2022-03-18 00:34:38 CET
To: 2022-05-1104:29:10 CEST

Duration

24 days

@ Emotet (S0367) @ @ - Infection with exfltration capability that targets ba

Confidence: High Confidence: Medium
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@ WannaCry (S0366) () @ - Disk encrypting malware contains worm-like features to spread itself using the SMBv1 exploit EtemalBlue

Known malicious hostnames
e e — 1]

Communication with hostnames wew iugerfsodpditaposdihgosurifaee e icgert ifmposdfitgosunfaswrwerng
known 1o be indicative of WannaCry
Known malicious hostnamos from local passive DNS inference
T e S ST
Communication o IP ;_“l.;jm-_,n.p; 104.16.173.8 l ]W|"' Iocal passive DNS inferencs 10 hostname weeaw iugertsodpBhaposdibgos urijf sewr
and 104.17.244.81 |~ m'h local passive DNS inference o hostname v ucperf Wifiaposdijhgosurijfeewrwergwea.com T] Thee hostng
to ba indicative of l,\a'.annaf'r,-
oWl E A o] &= T} Cisco Security Al 35 O 2 A 238kaL &z 715 ol tjgh F7F A1 2 Qldg]
PN — -
A28 A4S 5 9 EEhe 7t 257 E g
197
Pattarn shmilar to known malicious URLS
L]
HTTP requasts to URLs hitpc! fwsew legalbilg 3 8974 782 [« ] hitpc/ Moulppasys ogo.gif 1 0tas 1=778 'LQ‘WHIIIIDPII-"-EMFK
5583275 _T| wiith patterm similar to known ndicstons of Sality £ Mnbcious UREL - Tal
» There |s 1 Verdict It
Imestaate [0 lgam
Irvestigate i Threat Ry
Creaie Judgement
AMP for Endpoings
L% Search for this LRI
SecureX Jrchestratian
w Perimeter Block
Tk Iealiganc s
[ Ssarch for this LRI
> o =
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B Emotet (SO367) () @8 - Infection with exfiltration capability t

Known maliclous hostnames

Commaunication with hostnamas 201.213.32.59 [~] and 77 211713 f: knowmn 1o be indicative of Emotet

A 2 Contextual events(3 38 o] WIE) A1 4.3 S 5hel o W o] MlEE EAGo] pakel A
A gl thgk o) wekg Shela S sy
gy e

Conbexiual everds From: 2022-05-31 118558 CEST  To 2022-05-31 11:57:58 CEST lloi 3 b

Anomabous destination

LCommunication with a mrely contacied sutoncemous sysiem
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