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@ We're integrating with Cisco Securex! This replaces integration with Cisco Threat Response.

T take advantage of the new features and continue using the cagabdsok app, plesxse authorize Cisco SecureX iMegration in Application Seuings.

Alerts
Alerts pointing to risks on your network

High Risk Madium Risk
4 alerts 6 alerts

»{ SecureX Ribbon = Applications L My Account
>’ Securek | Launch | A4 demo
= ] S adrmin
Casebook Incicents Orbital Settings AMP far Endpaints [ Launet
m pel =27 | gy orod test integration

Logged in with Cisco Account

m Security Services Exchange | Lewnch
o e

E Threat Grid Lawnch

n Threat Response | Launch

© 2021 Cisco and/or its affiliates. ANl rights resansad,

=0é
ro,
>
un}
[
il

71k ol Al =T 5 gruieh = oS 9]
[e]

. 202131 59



| 2021359

219 2: of|: SecureX €] -5 AL-8-31o] Alo] & dA 2~

ciseo  Cognitive Intelligence Mlets | Threats | Asset Groups
Threats
Threats that we detected on your network
Critical Severity
Gamarue Confirmed Alers: 1 As

Infection thal can downlead additional mahwane siech as droppéers

SEEMN:

22 days ago

Category: Malware - dropper

Critical Severity o

Casas WA MewCass & B connecied ta Rttpy com/
O S A Overdew k-
* Oymad By Me (23) Datails

» Ownd By Cihars (988) B connected 1o hitpeld

May 19, 2021, 2:25:24 AM

Linked Incidents

= Lloud 104 Event
[ConnecionToSuspiciouaDemain ioc) (B

g

™ A}E-2}+= SecureX Al
Ak FofdoF g,

SecureX 2] 2 A9 .

QuasarRAT

Malicious softweane for remote confral of & system

HgsEls

Confrmed Alers: 1

Last seen: 22 days ago

Category

Malware - remote access trojan

Critical Sewverity -

i,

Imvestigaie in Thread Response Link to Incidan

~ Observables (25 3 + 64 @ a4« MO g

Hales

» B 1 AMP GUID

o+ 0@ oo 10
3 @3 56 Domains
1+ 6@ oo 30
w I 1 Hostname
o+ 0@ oo 1@
BAS-FTOZ ~
3 = 36 1P Addresses
0+ 148 oo 20
5 11 MAC Address
0¥ 0@ 0w 10
3 B 2 SHA256
2+ 0@ o0 0@
» O 135 URLs
0¥ 4@ = 70
S 81 3} L Application Settings(°) Z 2] 7 0] 4 A1 4)
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Cisco SecureX Integration g e
Application Sel

",
To enable Cisco SecureX integration, choose your Cisco SecureX account region, click the *Authorize” button and log into your Cisco SecureX ]
account. “Releasa Notes—

Choose region...
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Cisco Global Threat Alerts - Daily Report - Inbox

Message
i Meeti v EHZI W W
Il B SA&] T3 B e D}%%EJ@JDFU @3
Delete Archive Reply Reply Forward B aprachment ova Junk Rules Move to Read/Unread Categorise Follow Send to
to All Other Up Onehote
Cisco Global Threat Alerts - Daily Report
Today at

Global Threat Alerts

Today's alert status and count changes since the last email:

2 CRITICAL RISK (+ 1)
4 HIGH RISK (- 5)

& MEDIUM RISK

0 LOW RISK

Top three:

1) CRITICAL RISK
When: Thursday, June 5th
Duration: 5 days
Affected Assets: 2
Threats:
* WannaCry
* Emotet

Asset Groups:
* Catch All

More: https://cta.eu.amp cisco.com/ui/alents/2{6b3 1 af-ch90-46cT7-8293-dR2067d173 1 | Tsource=email

2) CRITICAL RISK
When: Toeedaw Anrl 7Tith

01'
_|_,
ru9
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f

g sleteld 1Y @7‘ Uﬂvoﬂ ] Email Notifications(°] M & &5H)E A €]
51 o
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