CCI= v}

2022'3 7¢

2022\ 7o) el 2%, Cisco FEH-= 7|9k W4l 2jd A 9 Lo gk o] E:
« CCIZ mfo] 18 o]/ ¥ SSO, 1 7| o] %]
« F7F | A, 1 7o) H]

o] 1| o] A ¥ SSO

A8 S 7N A38H7] 9138 SSO(Single Sign-On) 7} CCI(Cisco Customer Identity) 3 & = wlo] 12 o] A
Ut} Cisco SSOE &2 3}al id.cisco.comell oW L ¥} v H T E &3] 211t}

= H

Conti

Conti(S0575)+ -3 Trickbot(S0266)= ©]-8-3l -5 ¥ = RaaS(Ransomware as a Service) Y U t}. 7|
AL AR 7] Y E L A9 HokS A3t} Contiv= SMB(Server Message Block)(T1021.002)E
o] &3l F o2 o] FataL US 5 3L THT1486). Hlo]H & 5 3tat7] 913 Contit 34
B A U2 AES-256 5.3} 715 AHg-shm, IS AP 2 1R 3= 529 € RAS-4096 37 ¢F 535}
715 AHE AU s ste 9 o) At TR = A E W, B8 wak 8 WAIA ¢ o] &
"readme.txt" ] Y T}, Contit= 7+ & Tl U0l 2x(T1049)2] W E S A 73] 1| o] A(T1016) U ES A
AZAE AT+ AdSsUT

AREAF 7ol A Conti7} B A = 31=7] 2
sto] A A Lol M B A5 HRE Sk L.

o
rO
ol
o
v}
5%
Q
)
2
.%
=
a
=
)
a
=)
a
o
=
Ho
o
=
_1
2
z
o
i
J

20221 74 .


https://attack.mitre.org/software/S0575/
https://attack.mitre.org/software/S0266/
https://attack.mitre.org/techniques/T1021/002/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1049/
https://attack.mitre.org/techniques/T1016/
https://cta.eu.amp.cisco.com/ui/threats/178e6d04-b4b2-481f-a7fb-f4f75646b67d
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Infection with disk encrypting malware

note created is called “readme.txt”
connections of the infected device. (T1048).

Critical Severity w 2+ affected assets in 5+ companies

Conti (S0575) is a Ransomware as a Service (RaaS) and it is usually deployed with Trickbot (S026E). It is known for breachin
networks of businesses and government agencies. Conti moves laterally via SMB (Server Message Block) (T1021.002) and
encrypts files (T1486). To encrypt the data, Conti uses a different AES-256 encryption key per file with a hardcoded RAS-40
public encryption key that is unigue for each victim. The extension of the files encrypted are randomly generated and the ran:
. Canti has the capacity to discover the network configuration (T1016) and the network

Category: Malware - ransomware

REvil

REVil(S0496)-2 Sodinokib ¥ Sodin®] 2} 3. %= 3}+= RaaS(Ransomware as a Service) d U tF. 7492 =
v sf 27} 7 ¥ Al E(T1189) =+ 214 MS Word 3 - 3¢ (T1204)0] A= 97 oW L (T1566)
off HA 2 v A2k Ytk REvilS 3] 3f 2} ] ufo] 20| "1 S 5 3H(T1486)3) AL T}7](T1485)E

T AFU

AL} 8173 o] A REvile] B4 & 1 =4] 2215} ¥ REvil Threat Detail(REvil 918 Al F- A H)& =8
she] 49 919 ol A B Y AR E Tk L.
a9 2
REvil
Infection with disk encrypting malware
Critical Severity e 5+ affected assets in 5+ companies

REvil (S0496) is a Ransomware, also known as Sodinokibi and Sadin. It has been operated as Ransomware as a Service (Raa
The infection usually starts when the victim access to infected websites (T1189) or via phishing e-mails (T1566) with malicio
MS Word attachments (T1204). Revil has the capacity to encrypt {T1488) and destroy (T1485) the files in the victims device.

Category: Malware - ransomware
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https://attack.mitre.org/software/S0496/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1485/
https://cta.eu.amp.cisco.com/ui/threats/0f3b6100-0c48-4b12-a246-4e8c4acbc8f9
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