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“> Application Portal

Enterprise Settings

Welcome Jane User!

If you’re an admin for your company, click Get
Started to set up single sign-on for your enterprise

account.

The setup wizard will then guide you through completing the
following steps:

1. Claim and verify your email domain.

2. Create an enterprise account for your company.

3. Set up single sign-on for your enterprise account by integrating
your IdP.
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+> Enterprise Settings

Enterprise Account Name

1. Enter an account name for the enterprise, company, or organization associated with your domain. @

2. Click Save.

Example company Save
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6. Click Verify.

Record Name _cisco-sxso-verification.www.example.com Fg

Type TXT

Value 69dS +1d55 g
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Success! You've claimed and verified your email domain and enterprise account name. Click
) f Integrate IdP
Integrate IdP to sync up the single sign-on.
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Integrate ldentity Provider

0 Set Up 2 ) Download 3 ) Configure
Set Up
Identity Provider (IdP) Name Okta SSO
Single Sign-On Service URL (Assertion Consumer https://sso.example.com/saml

Service URL) @

Entity ID (Audience URI) @ http://www.okta.com/123456abcdefg

SAML Signing Certificate @ Add File

By default, SecureX Sign-On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly recommend MFA, with a session
timeout no greater than 2 hours, to help protect your sensitive data within Cisco Security products.

Do you wish to keep the Duo-based MFA enabled in ® Yes No

SecureX Sign-On?
If your organization has integrated MFA at your IdP, you may
wish to disable MFA at the SecureX Sign-On level.
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Integrate Identity Provider

\/‘ Setup ———— e Download 3 ) Configure 4 ) Activate

Download
Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.security.ci...
Entity ID (Audience URI) https://www.okta.com/saml2/servi...

B
B
SAML Signing Certificate B cisco-securex.pem

SecureX Sign-On SAML Metadata B cisco-securex-saml-metadata.xml Download
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Configure
1. Configure your IdP with the public certificate and SAML metadata you copied and downloaded from Cisco.

2. Test your IdP integration by opening this URL in a private (incognito) window.
https://sso.security.cisco.com/sso/saml2/00a... ]

3. Once you sign in and land in the SecureX application portal, the configuration test is successful.
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IdP Activation

Once the IdP integration is activated

e Users sign in using their enterprise |dP password
during setup)

» Users no longer manage their MFA settings (if you opted out of Duo MFA
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