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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****xkkxx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#

FXOS CLICIA A8 591 B d& A FUH
scope ssa

show app-instance

o A

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
Not Applicable
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **xkxkix

Confirm new password: ***x*xx*x

Your password was updated successfully.

[...1]

firepower#

& L E A FXOSol o423k 7 -$- threat defense CLI® 2 gt}
connect ftd

Example:

firepower# connect ftd
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. CLI= Threat Defense = 7] -4 ¢

A 4 threat defenseoﬂ A& 21018k 49 A= FA4 ko] A2 Al KEULA)| 52| 3FaL SSH A4S A&
7}

T A5 #eA R d s s WA WAA 7 EAE YT 2ol e CLIA Y 23 HE

FEAFE YT

Note o] x| 2| %] 5& &3l 219 1 o] & A 9-#] 2 2 CLI A A vPHARE wh 3k 5= gl5 Y]
= e A= h8 Y Eﬁ sk B E A2 configure network (WM E$] =L +4) W & & AF-8-3Fo] CLICIA]
U MAE U . Cisco Secure Firewall Threat Defense 8 & #F3=2] Y83 2314
Al Q.

7185k i o) ol 4 d gro] &E qhell EAH YT o] dell A H 3 ghS S Qlste W Enter &

gt
& ARS BEANA L

« Do you want to configure | Pv42(IPv4E -/ 314 254 71?) 2 /5= Do you want to configure
IPV6?(IPv6S T3 3tA ANF U 7F?) - o 2l 3k =4 7 & = st o] Bl y& &y

« Enter thelPv4 default gateway for the management interface(¥+2] <18 3l o] 2~ 2] |Pv4 7] Al o]
EgJo] 4=) 9/E = Enter the IPv6 gateway for the management interface(¥2] <1 E =] o] 2]
o 8k 1Pv6 7| o] E ¢l o] 018:1)—J4a HIES Tl #e] 1/10] gk Aol Ego] IP F45 A4 T
U ES A -5 Aol vhet ol oA 5 ool A U F- QIF Ho] 2= ] Alo] Efe] 9
= @Uth o] B Al Efo] IP FAE o =g U QlH H o] 2~ 1P FA R A sl oF T
ol management centerS AF-&-3to] W5 1P =45 A A 3l oF 3t} data-interfaces 4 4 &
%A management center Z+2] ol 7 & &-F Y},

If your networking information has changed, you will need to reconnect(W E9 % A X7}

A5 oAl A Ao FUTh) — SSHE F8 AdAs o] AT H 2 AP FAHE R
Ao BHYUTH AP T4 E HUH S & AFESto] ThA] Ad P & A Aol = off}
n 2 A 5T

Configurefirewall mode?(y 5} 4 EE% A%
ot Aol FEUnh 271 A ol

dﬁ ﬂE

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***xkxkkk*

Confirm new password: **kkkxkix

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l:n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

. Cisco Secure Firewall 4200 *] 2} 7} o] =
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CLIZ Threat Defense 7] 74 $+& .

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []:cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as ftd-l.cisco.com

Setting static IPv4: 10.10.10.15 netmask: 255.255.255.192 gateway: 10.10.10.1 on managementO
Updating routing tables, please wait...

All

configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For

HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

You

- add device configuration
- add network discovery
- add system policy

can register the sensor to a Firepower Management Center and use the

Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or

the

'configure manager add [hostname | ip address ] [registration key ]

IP address along with the registration key.

However, if the sensor and the Firepower Management Center are separated by a

NAT
key.

device, you must enter a unique NAT ID, along with the unique registration

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must

use

the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.

>

o] threat defense S ¥+2] & management centerE 2] 3t U},

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]

{hostname | IPv4_address | IPv6_address| DONTRESOLVE }—management center®] FQDN %=+
IP 725 *]4 @ Yt} management center®] T8 213 A A3 4= g1+ % -9 DONTRESOLVE
& AF8-31aL nat_id= #]7d fHYt}. 3t o] k2] Tl ulo] 2~ (management center H-+= threat defense)
o &= 7 tluto] 2~ 3+ aF SSL FE st B4l S HA S 9l A4 s P a7 o)
of gutt. o] W # oA DONTRESOLVES #| 3F= 49 threat defensec]] AZA & 4= = IP
A EE T2E o]Fo] QlojoF
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* reg_key — threat defense 5= A] management center®]|
571237145

e nat |d—6’]—§éo] Oﬂﬁb‘l—/‘ o] H) s
55 & v management centerl %] %

£ DONTRESOLVE=Z A A3}= 49 A
ot G2 AHAZ, a~z, 0~9)9} 3}0] ()& AHE- 3

ol T ulo] 2o A& 4 gl

& 71
=14

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

;q X]%l %%

EERE O

KN
=

Management Center = Threat Defense 7% |

management center®] (7}) NAT tJHlo] 2~ H ol Q1+ 4 9 55 7] ¢k
o] 2 tj 4] DONTRESOLVEE | A3t} 6|2 5w tho3} 2

Example:

> configure manager add DONTRESOLVE regk3y78 natid9
Manager successfully configured.

threat defense”} NAT T} BFo] 2~ FH ol 9= 49 ma
e NATIDE JE Ut o & 59 o33 254

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next

management center®l] W& & T =T}

Management Centero] = 1]

management centerS AF-8-3l] threat defense S /3

ZEZAA

AQEE D AE S T URLE g

https://fmc_ip_address

A1

A 2
A3 Log In(Z191)2
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Management Center 2} ©] 4 2~ 7]

£ 2}o] A 2= management centerS 5 3 Threat Defense ] A 3~ Ut} o} glo] A A5 o e =

« Essentials—(Z 5°) Essentials 2} 41 2,

o IPS—x.ot ¢l el g] & ~ 2 Next-Generation IPS

« Cisco Secure Client—Secure Client Advantage, Secure Client Premier 5=+ Secure Client VPN % -8

» Carrier—¥l &, GTP/GPRS, M3UA, SCTP

Al 2=3 gFo] A g of] b gk XA gk U] &2 cisco.com/go/licensingguide S 3314 8.

A 487 7o
* Smart Software Manager®ll ©]7}#E 7} 3l <5 Ut

of2] AFMEETF Gl E A AN 7 E AA A5 F2 ) Smart Software ManagerS A}
|3 24 & Y3 oIt ES AT 5 3 F

* Smart Software Licensing 7| 4 & A - 7] 's(WH W 7]-H Zefo] A~ S 15 AFE8lo] B4 3}
)& AHE-3hel W 732 e 9 S 81(3DES/AES) 2ol A2 A1 A& A ojof gt

S
=

L EZAA

WA 2k eho] 44 o} b Eol 4] W R d vt 127} ALS ZHs R4 Sl gt

Cisco T g A gl ol A Tjuto] 25 FHujj gk 7 §- 2fo] {‘ji\. = Smart Software License A 7 ol] <174 & o]
hofof ’%H/] o} 2ejv gtol d 2 E A3 F7hael oF 5h= 4 -§- Cisco Commerce Workspace©l 4] Search
All(EF A d=5 A8y ‘;}.

EEPENEEER

= v SearchAll..

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

Z 3}bof| A Products & Services(A]3E 2 A 0] 2)E A Bl g ),
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. Management Center 2}-0] X1~ 4 7]

a9 8 A}

e All Results

T Orders 6

[* Invoices 2

&, Software Subsc... 1

© Products & Ser... 1
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Threat Defense-S- Management Centercl] =31t} .

* L-FPR4200-FTD-CAR=

* Cisco Secure Client— Cisco Secure Client =1 7}o| =& 2354 A] 2.

WA 2 o}2 5534 &2 7-$- management center= A~UE 2o A A A w] ol 55 )

555121 ¥ Smart Software Managerol| A 55 E&-S A/ 8l oF gh o). &}A| gk %] 32 Cisco Secure

Firewall Management Center ¥2] 7}o] = &

Threat Defense>- Management Center¢l] 5 =31t}

tjulo] A [P 4 i E 22 E o] 53 A}-8-3} 9] threat defenseS management centerol] -5 .2 55

g,
A 2517] el
SZREAA

Al 1 management centerol] 4] Devices(t] H}-©] 2~) > Device Management(t] Blo] 2 #2]) & A &g T},

A2 Add(F7}H =5 tF2 w579l A Add Device(t] vfo] 2~ =7HE A el gty o),

SE 7] o] 7| E A o7 Me=E ),

fas
o
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Add Device &

Select the Provisioning Method:
®) Registration Key () Serial Number

CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None i |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier
Malware Defense

IPS

URL
Advanced
Unique NAT ID:t

I test

Transfer Packets

[ cancel

e WS 4o

* Host(& 2~ E)—F7}3} & <= threat defense®] IP T4 = S AE o] 53 Y F
%71 773 ol 4] management center IP =42} NAT IDE =7 X 4§+ 7% o]

Fu,

S U}, threat defense
deE v Y= T3
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e
Kl

HA 317 ol 4] management center -+ 7}4] 7} 25 NAT ol 9= 74-%- 7]+ management
center®]] &~ E [P 'L 0] & §19] threat defense 55 ©] 7} &1 o, 218 1} X3 management
center©]] threat defense 5 =2 3} ™ threat defensel] H3FHIP =4 EE= ST AE o| 53 A

&8l oF gt
« Display Name(3£ A] ©]5)—management center®l| A 3 A] 3} 2] = threat defense?] ©] &= Y& &Y
o}
* Registration key(s = 7|)—threat defense 7] 7-/d ol Al A A g A} 53 55 71 & J & T
o,

Domain(:=w[Ql) - HE] =HQl 74 o] ol 4§ 23 =] tute] 25 St

Group(L3#) - L= AH&8te 4§ Hufo] &~ ol Sty

Access Control Policy( Al 2= #lo] A A - 7] ZA S Aelghc) Abgafof = 25 A3
o olu] 9= 74-5-7} ofebd Createnew policy(*l % =] 2§ 4), Block all traffic(:= E 2= 2}
e AETUT Yol EdE S 5 &8s WA 7 G U ol o F-2 B S
518U, 36 #lo| A& FxaHAA L.

1% 10: New Policy

l

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

o Z2ulE glo] M4 —Fe ] = 7] Foll 2R3 AvtE o] d g gyt Al tulo] A&
F7Fgk 5 System(*] 2= 8) > Licenses(2}©] 21 2=) > Smart Licenses(Z=7}HE 2}o Vﬂi) o] A ol A
Secure Client 914 A2~ VPN 2o A A& 83k 4= &5 Yt

« Unique NAT ID(3L- NAT ID)—threat defense 7] -3 ol A =] A &t NAT IDE A 4 3+ T}

« Transfer Packets(Zl| %! A %) - t] ¥} 0] 227} management center®l| ¥} 7] & 53l = 5 3-8}
o] o] &/d 3+ o] IPS H= Snort #-2> o] I EZF EE] A ™ t]nfo] 2= HALE 93] o] HE
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HELH o] E G 1 2 %) b ©] E] & management centerol] A3 th o] Wl EE v] 24 3}l
management center®l] o] E A H1F 4 F38 31 g 7] v o] Bl = M F8HA] k5

ping system ip_address

Ping©| 2 3} 3}+= 74 - show network ™8 & & AF-8-3ll V[ E S F A8 &2t} threat defense
A P F42E WA of 3= 79 configure network {ipv4 | ipv6} manual ™ & S AF-&-3u ).

55 7], NAT ID ¥ management center IP =4 - - T]H}o] o A 5 U g 55 7] 9 NAT ID7}
AREE 31 9lEA) #Hel gty U configure manager add ™ %3 A& @l management centeroll A &
= 7] Y NATIDE 2788 4 lFHTh

AFA 8 A S| 2 A B = https://cisco.com/go/fme-reg-errors 3234 A] Q..

7]t Bk A A A
o] MMM & T AL A3 712 1ot A S s ol e AR

o A B QI Fl o] - W 5 Q1B Fl o] o]l AL 1P S 45 FdekaL, 9] 5 Q1E ¥ o] £ DHCP

& AU
* DHCP Server(DHCP 41 1) - 2 2}o] 1 E-§ W Q1] 7| o] 220 | DHCP A1 H] & AH8- 31t}
* Default route(7] % 4 &) - 2|5 JAIH F o] 25 &
* NAT - 9] QIE]#| o] 2ol A Q1E #] o] 2 PAT S AF&- Ut
E9

« Access control( 9 Al 2= A|o]) - U FLol] A 9] H-2 3fal=

7% wek A AL TS A g A

o
e,
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i
I

I__.fi--\; QIE]H o] 2~ 41, 25 H o] A].

(9 | DHCP A 1] -7, 29 5 o] #].

(3) |71 A2 371,31 o)A,

(4) |NAT 774,33 5| o] 4]
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Wi-oll A o F- 2 Edie S 518, 36 H o] A

(6) | 778 75,37 1A

Q1] o] = A
threat defense ¢1E] ¥ o] ~ & &4 3}a} a1, H.QF & oo o]
% Qe o) 2% AT
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Sl 1 Devices(t] v}-©] 22) > Device Management(t] Blo] 2 #+2)) & A elsla Wl of o3 AR (£HE =
gy
O 2 Interfaces(Q1E] 7 0] )& 223t}

19 11: 20 E o]

Device Routing Interfaces Inline Sets DHCP VTEP

e
Q Search by name " Sync Device | [ Add Interfaces
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitorine Virtual Router
® Management0/0 management Physical Disabled Global Q<
GigabitEthemet0/0 Physical Disabled d
GigabitEthernet/ 1 Physical Disabled Vi
GigabitEthemet0/2 Physical Disabled Vi
GigabitEtherneto/3 Physical Disabled 4
GigabitEthemet0/4 Physical Disabled Vi
GigabitEthemet0/s Physical Disabled rd
GigabitEthemet0/6 Physical Disabled 4
GigabitEthemet0/7 Physical Disabled rd

T 3 40Gb ©]4F2] QlE s o] 2o M BeolTole TES WA sl W dY o1 ¥ o] =9 Break ofo] £&
Ze2 g}
FA o A olu] A A QQE|H o] 2B ALE S A S S A A asly] Aol AL Al A oF P
oA 4 Yol ALg-3 QlE]F o] 20 Y (£H)E FY T}
General(¥\h slo] A Y
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Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) Name(°]F) Z=of o] 55 484} o] 2 & gt
d & 5o ¢olg # o] 29 indded} & o] 2&

b) Enable(@43s}) &elars Aelgc},

c) Mode(E=)E Noneg(fl2) AEl = d A5 Ut
of Al 7] &S] UIH- Bl 9 e 3 AL New(M = =
E7)E 285t Al Bt 49 & F7Hey Tk

d) Security Zone(H.QF 4 Y) =HUHE 5=

A4 e,

Management Center = Threat Defense 7% |

_IR

o= 9] inside zone®| 2hi= 9 A& F7FgU Tl 2 QlE H o] A~ E B ok o W/ = ol Ej o] &

el ddEolof Tt IE F o] 2= she] Bl %Qﬂ]‘&%ﬁgh? UA R, o] 2] 1 | ©]
27 FEFEdsHn 99 £L -8 Q‘%E‘r o & Oi 2
- Ig # o] 2= 7 G o], o7 QB Hl o] == o) -

U R ﬂﬂwﬂ 2 o) a 3 gl >
Lot A 0] 1S s G A 1T NAT A A ] 4 o8 A

oJolu} QlE| o) 2 TS AHE T S AT
IPv4 9/5E 1PV 51S 29 3t

* IPv4- S THE 5501 A4 Use StaticIP(31 1P ARE)E A1 B s}l
MBI vAE gyt

>

WA 7] = 1P 49k
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agsez 4 i

o = 5901 192.168.1.1/24 = 1 =& gt}

19 13: IPv4 ¥}

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

« IPv6 - AFE] B A& 245 A S 3k Autoconfiguration(AHs 1-A)) el @S A e g )

18 14:IPv6 =)

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) OK(ZFehH= gl
GA 5 9] oA ALt = Qe A o]0 HE] (HE FE T
General(¥®h sio] A H YT

Cisco Secure Firewall 4200 ~] 2} 7}o] = .



Management Center = Threat Defense 7% |

| JREE BB

AN [ R

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside
Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) Name(©]5) ol o] 55 487 ol 2 Y gt}
o5 o1, A A o] 20l outsdert= 155

b) Enable(Z243}) gl &S A et

¢) Mode( =) None(§lS

d) Security Zone(H.¢t &) =Fr}-& %Eoﬂﬂ 7]E0] R Kol g AS
E7)E 935t A Bl o

o| & £9°] outside_zoneo| 2}= 4 &S F7FsHU )
e) IPv49/E==1Pve S &8 gyt
* IPv4 - Use DHCP(DHCP AH-8) S A glsto] th &4 vz isS

B3 Y New(M 2 7+

* DHCPO| A 7] 2 714 9.7] - DHCP Aol A 7] & H 25 7} 54
*DHCP 7= W= - stetgl 2ol tha) 137} 255 Abel o] #e] A&

® ARl 712 A A= 19y h
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19 16: IPv4 &

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

* IPv6 - Al B A 25 -4 S &1 W Autoconfiguration(AHs -43) gl @S A el gyt

18 17:1Pv6 =)

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

e
Enable IPV6:
Enforce EUI 64:
Link-Local address:
Autoconfiguration:

Obtain Default Route:

DHCP A~ ¥ 44

Z¢}o] A E 7} DHCPE AF8-319] Threat Defense ol A IP 42 714 2.4 ] DHCP /¥ & &4
3}g o}

L 2AIA

)

S 1 Devices(t] v}-o] 2+) > Device Management(T] B} 0] 2= #+2]) 5 A B3} a1 t]nfo] 0] HF (#) S 22
Yt}
©h7] 2 DHCP > DHCP Server (DHCP A #)E A Bl gt}
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1% 18: DHCP | ¥

Device Routing Interfaces Inline Sets DHCP VTEP
—

Ping Timeout
50

DHCP Server

DHCP Relay

Lease Length
3600

DDNS

Auto-Configuration
Interface

[ v
Override Auto Configured Settings:
Domain Name

Primary DNS Server Primary WINS Server
v | + v |+
Secondary DNS Server Secondary WINS Server
v | + v |+
Server Advanced
+ Add
Interface Address Pool Enable DHCP Server

R

wt

g},

o

A 3 A8 FHo] Ao A Add(F7HE F Yot s A4

% 19: AW 7t
Add Server (2]

Interface™

inside v
Address Pool*

10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)
Enable DHCP Server

—
Cancel

¢ QlE|F 0] & - EF TS BEol A E H o] A2 e,

+ Address Pool (32 ) - DHCP A 8]0l A AM8-5 = 22 2 2o 1P 54 912 443, of
P52 W= Aed e o] 29 U3 Yo glojok 3l QI Hlo] 2 xpA o] 1P F+4
= EE 5 e

« Enable DHCP Server (DHCP A 243 3} - A €] gk Q1] 5| o] 20| A] DHCP A ¥ & 4 813+
c}.

A 4 OK(EHRN)E S8 F

@A 5 Save(A ) E ST
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B

oA 3

Nedzzrt i

7}

72 A2 duwrd oz 9o Qo] oA A 7he e dAEH B9-EE s YL 5 <l
B 7| o] 2ol DHCPE AF&-8t= 749 tuto] 27} ojm] 7] 2 B2 & FA S F dFUTL 5o =
ARE F7 8ok ks A9 o] A= SR T DHCP A W ol A 7] 2 2 5 524131 7%, Devices(T]
H}o] 22) > Device M anagement(t] v} o] 2~ #+2]) > Routing(2F-$-8) > Static Route(*3 & 7 &) 3] 0] #] €]
| Pv4 Routes(I Pv4 7 &) %1+= | Pv6 Routes(I Pv6 7 &) B o] £-o] A1 Ut}

EERE

Devices(t]H}o] 22) > Device Management (T Hho] 2= #2]) & Ad Bl ot ot tjnfo] 0] A F] () 28§

.

H [e) H = S
Routing(2}-%-8) > Static Route(d 2] 7 2)3 A g},
" 2087 A=
Device  Routing Interfaces Inline Sets DHCP  VTEP
Manage Virtual Routers
Network a Interface \Lf:::f‘r:;zgr Gateway Tunneled Metric Tracked

Virtual Router Properties ¥ IPv4 Routes
ECMP
BFD
¥ IPv6 Routes
OSPF
OSPFv3
EIGRP
RIP
Policy Based Routing
v BGP
P4
1Pv6

Static Route

¥ Multicast Routing

Add Route(% & %71 & 2853 b 44 g,
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a2 AR A g el Frt
Add Static Route Configuration (7]
|
Type: ® IPv4 IPv6
Interface*
outside v

A 4 OK(ER) =

(Interface starting with this icon [%signifies it is available for route leak)

Available Network C + Selected Network
Q, Search any-ipv4

IPv4-Benchmark-Tests

o)

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*

default-gateway v | +

Metric:
1

Tunneled: (Used only for default Route)

Route Tracking:

v |+

Cancel | OK

* Type(+ %) - 718t el = A4 A2 ol mhel IPva = IPv6 BtH & W &8 283
Ea

« Interface(S1E o] o] ) - o] 1| 2= QIE #o] 25 A &g}, Ak o2 9|3 Qe wo] 29y

o},

» Available Networ k(A& 715 3 Y| E 9] F)—IPv4 7] 7 2ol t) 3l any-ipv4=S A 813l AL} IPv6
718 A 2o T3] any-ipveS A EEta 271 FEete] AEE Y EY D 550 o] F gk

+ Gateway(7l ©] E ¢l ©]) 5= | Pv6 Gateway(IPv6 Alo] E ¢ 0]) - o] 22| t}2 &2 Alo]E o]
F$HE 9y m= AU P T4 EE UEYA/TAE NAE AT 55U

*Metric(MEE]) - I M EX A &
t}.

mlm

AH YT F-85E W= 1~2550] 3L 71 E e 199y

ol

S,

29
A7} 14 AR ol el F7hH .
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nat 4 [l

95 Save(A)E SH U

NAT 773

AP ) NAT 775 & - F28 93 Qe so) 2 [P F29) LEZ AP o 3 #3 <)
NAT 77 & 916 #o] 2 LE 72 W SH(PAT)o] 231 o,

A 1 Devices(t] Hlo] 22) > NATE A 815} a1, New Policy(A] @) > Threat Defense NATE 2 2] 3HU T
A2 QA o] 52 AA L, FHS AR Hnlo] 25 Y3 F Save(A ) E S TR

219 22: New Policy

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel | Save

4 A o] management center< 7} o Al A A Aol 2 & F7Fsf oF o

Cisco Secure Firewall 4200 A1 71o1 = [}
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B onares

1% 23: NAT A 3

inerface_PAT

Enter Description

NAT Exemptions Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule |
Original Packet Translated Packet
Source Destination = pi R s
4 Dirsction Type  Interface interface Original Original Original Translated Translated Translated Options
Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

v NAT Rules After

9713 Add Rule(i 3 F7h & 28 g,
Add NAT RUIE(NAT 7% F7}) 8} 4417k Ueh o,
974 7872 A e TR,

1 24: 703 53 F A

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

« NAT Rule(NAT 7F%)) - Auto NAT Rule(=}5 NAT 7F2)S A el gt}

* Type(++ &) - Dynamic('s %)< A8 g},

7] 5 Interface Objects($1 E] 3] o] 2~ 7 A]) 3] o] ] ol A Available I nterface Objects(A}-& 7} 3k 1 E] 7| o] ~
WA €] 9] o 95 Destination I nterface objects(th A+ Q1 E] o] 2 7] A]) & o] F7}gt v}
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ER |

19 25: A E] H| o] 2~ A A
Add NAT Rule .

NAT Rule:
3| | Auto NAT Rule v |

Type:
i Dynamic ¥ |

Enable

Interface Objects  Translation  PAT Pool  Advanced

Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q, Search by name o outside_zone

inside_zone ] Add to Source
P outside_zone »3 Add to Destination

wfxAutomationZone

L1}

A 6 Trandation(H ) Flo] Ao A TS 4 S A

19 26: A%+

ol
)

Y},

Add NAT Rule 7]

NAT Rule:
| Auto NAT Rule v |

Type:
I Dynamic v |

Enable

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

| all-ipva Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

* Original Source(g & A2 22)- B [Pv4 E#19(0.0.0.0/0)° gt MIEY A /A& F718tH ¢
Add(Z7hH (= 298y
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. WA B2 EgE S 583y

I 27 YIES A A

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

F3 AE NAT 71 F S 7hA Aol AR 2 NATE F718lar Al 28 A o] /A S =43k 4= gl
7] Wit ol Al =wlell A A o] | any-ipv4 N A S AHEE 4 I U T

* Trandated Source(*H 2+¥ A~ 2) - Destination Interface | P(th A S1E] # o] 2~ |P)E A &) gt}

A 7 Save(ATHE FY ko] 7S AN L.
72 o] Rules(7f2]) Hl o] &l A g T},

A 8 W AFEHE A7t W NAT | o] %] ol A Save(A )& S vt

Threat Defense & &
=

& w) 7] B A 2 AEE A Q) Block all traffic(E EF 23S B4 3
thd, Hufe] 2o 25 5857 918l Al 7t 2 S FIbelof F Tk b Aol A = Wi
ool A o] el ow Fat= EYH S 8 8ot h S TS v G ol Sl Aol = A
A ES Aol B3 Eef =S 8] &k 772 S FoheloF T
SR A A
711 Policy("d @) > Access Policy () Al 2~ 7 &) > Access Policy(2 Al 2~ 7 )& 1 1 3} 31 Threat Defense ©Jl

gy Al AEZ H A g AR (AHE F
@A 2 Add Rule(+F2 F7h = 88t v w75 A A Y}
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% 28: 712 F7}
(7]

. Create Rule
Action | @ Allow B Logging I Time Range | None
By File Policy | None

Name | inside-to-outside
@ Intrusion Policy | None

Rule Enabled @)

Insert | into Mandatory
Q Zones Networks Ports. Applications Users URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1

Collapse All Remove Al Collapse All Remove Al

ZONE | v 1 object

Search Security Zone Objects
ZONE | v 1 object

% inside_zone

<% outside_zone

* Name (°] ) - ol & 9] ©] 113 9] o] < insde-to-outside= =] 4 3

+ Selected Sources(X 8] 3+ 1 H)—Zoneg( &)l A W4 o9 A

oﬂ o_ﬂi 17})9‘ g-al ?5]—1/] \:}—
. Selected Destinationsand Applications(41 8 gt t] 4} & of] &2 A o] A)—Zones(d &)l A <] F-
S 4183} 3l Add Destination Zone(td 4 o F7h& 28y th

71e AL WA A gaU T
A3 Apply(4-8)E == ¢yt

T2 o] Rules(1+ ) Hl o] &l 7Yt
@A 4 Save(A7hE S FYTH

T T

A WA ANSS FEFUTH F55H7] doll = tlufo] 2o A WM AbgRo] €] A

Threat Defense ©ll 27
97} obyl ik

EERE
-5 “eol 4] Deploy(75)% ¢ it

9 29: 1%

M

Q ¢ # @ adminv Ul secUR|
= ZY AL, ZE tnlo] o] 5

92 W= TES W 5 Crke] 2 A3 b3 Deploy(T-5)F 2
&t 2] ¥l Deploy All(XL5F 7-5)& 2 ¥ Stk 1384 o F=7F 75 541 ol th 8l Advanced Deploy(3L

W) E U
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B

0

%30 2T 1
Q Advanced Deploy Deploy All
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment i)
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
Y 31y 7=
1 device selected
[ @ Search using device name, user name, type, group or status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM =8 I Ready for Deployment
> O 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> O 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM [ I Ready for Deployment
= Ry A [ = = - [e) = = = - 50 = =]
A3 5ol AEst=A SR vl 259 Deploy(-55) W& L% = ofol &5 S8t
= A = 3}0o]3
= O]_EH =2 T ‘61}14 T;]—

es Objects Integration Deploy Q m} @ adminv M sEcURE

Deployments Upgrades @ Health O Tasks ‘:) Show Notifications
0 running 5 success 0 warnings 0 failures | . Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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Threat Defense 2 FX0s cLl 141~ ]

Threat Defense 2! FX0S CLI 2! 4] ~

CLI(Command Line Interface) = AM-&-3lo] Al ~8]lS A A3t 7] 22 A A8 EHEGE S 533
Utk CLIMA S &3l BAs 74 7+ 35 ‘—4‘;} 2E X E] AZAste] CLIo| AM =T 5= Q5

Sh=3
A s 2-S 918 FXOS CLIO| Al ~& &= 95y Th

4

Y
=

o} U™ SSHE threat defense T] H}o] 2~ 9] #2] Q1| Ho] 2= & <= 9] %H‘q— £ A A3} 22 SSH

AL 7| 24 © & threat defense CLIZS AF-83}™, connect fxos ‘d S ALE 0}01 FXOS CLIol| 42 &t

T AF U o] - SSH A2 & IE o] 25 o] = 4% HlolH °1E1Jﬂ ojzo U= Fhol AA T

= 9l ol B QIE o] o) o7 SSH 4| 1= 7] gk o = A1-g 8] AEj LT o] Aol

e 7] EZko] FXOS CLIQ) 24 X E A 2o tfaf A g},

= 2 A4

4

A1 CLIO 2213t 8] HFEHE &£ L Eo AZ Yt} Secure Firewall 4200-0— ZNEXow &
SIS 80 1354 @O, o1 5ol A= kel USBR4s < 8 1ol & Folafok i
- A A Bag e USBAIYY oW & A&l of Ut F& EE9) 7]%%}%% FXOS CLI
ST e e P

* 9600 =

« 8 Hlo]E H|E
- 2 E gl
1 2FHE

FXOS CLIo| AZAZ Ut 27] A4 Al A5 #E] 2k ARg-2t o] & 9 [ 5(7] 2 72 Admin123)
& Abg3te] CLIol =913

o A:

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

A 2 threat defense CLIO| B A A3+ o}

connect ftd

o Az
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firepower# connect ftd
>

F 1% T CLIOI A ARS8 7 Sl = W&ol tigh G5 E15te] W hep 2 25 YA 2. A
& A X = Cisco Secure Firewall Threat Defense ™ & ZF=2ol| A ZZ3SHA A 2.
threat defenseCLIS & 23812 ¥ exit =+ logout ™ &S ¢ & &

71219 FXOS CLI ZE X E & Zol7tth FXOS CLIGN A AF8-8F 4= 9l= & o] s JuE 3¢l
St ™ 25 Y E3AA L.

o A

> exit
firepower#

CHEE] A9S BSAY AL 2AAE e
LR P RE
¥4 etk Aol frelah A2

nlo] 2 ] # o] X & AF-8-5} 4] management center U] H}o] 2~ 2] A& 1141} FXOS CLIE A&

Aowe guhas) Faahs Aol FaFY Besl A9 Beag A9 A94 2 Fak 4

—
3319 A 28lo] AZeA 48 + AFUth $4 WaBe oA Be TR s deH B
QL B 5L TR Wapo] A K om FRA etk Ao f95HA

L EAA

Devices(t] H} 0] %) > Device Management(t] Blo] = #a])E A gy},

ThA] A 2HEE Tinto] 2~ o) A () S )

Device(t]vtol ) 915 S =yt

System(*] 2= &) 4] A o] 4] Shut Down Device(t] HFo] 2~ & 2) (@) 28 3t}

WA A] 7F A | Tlate] 2~ FRE gl

Wil tig Z& Aol A= AF W o] FuE W ALY TEEZES RUHFFUT ohE

TETE7} gAPYT
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NMEEEEEREEEN |

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

ol AATA g 49 A 2go] FRD kA o3k Bk el AA L

GA T AAITE AT A 0B AR Foll Bk AFg- Al dee

o
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e
ik
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Y
et
-
30
)
-

CLIo| A H}3} ™