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User.Read Delegated(¥] 91 %) AHEAL R 2 oelstal A A TRl S el
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User.Read.All Application(e =2l Alo] | BE AREAFY] A A Zr ok S elFU T
A)
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Directory.Read All | Application(l] Z 2] 7l o] |t 2] dlo]E & ¢l51th
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1% 3: Microsoft Intunel| A -7 &l oF 3}+= API 2 3k

APl / Permissions name Type Description Admin consent requ... Status

v Azure Active Directory Graph (3)

Directory.Read.All Delegated  Read directory data Yes @ Granted

Directory.Read All Application Read directory data Yes @ Granted

User.Read.All Delegated  Read all users' full profiles Yes @ Granted
“ Intune (1)

get_device_compliance Application Get device state and compliance information from Micros... Yes @ Granted

“ Microsoft Graph (7)

Directory.Read All Delegated  Read directory data Yes @ Granted
Directory.Read All Application Read directory data Yes @ Granted
offline_access Delegated  Maintain access to data you have given it access to No @ Granted
openid Delegated  Sign users in No @ Granted
User.Read Delegated  Sign in and read user profile No @ Granted
User.Read.All Delegated  Read all users’ full profiles Yes @ Granted
User.Read.All Application Read all users’ full profiles Yes @ Granted

7 22 <tenant name(Hl | E o] F)>oll tj gt #2259 Fo & S8
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s o Z g Ao A(FeelAE)ID
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Al 9] Q15 A F]) Slde AE gy

2 g ASAE e

E[
Mo

4. Save(A)E FL P
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o]AE)ID) #t& A=

» Token Issuing URL (B2 25 URL) Z =0f Oauth 20 B2 =¥ E(V2) 7S g gych

« Token Audience( &2 t4}) Z =9 https://api.manage.microsoft.com/< ¢ & gt}
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cHjE N g gl

A 5 AL-8-2}7} Cisco ISE S0l E 2.3k APIS 3 %35 3]-83}2] ™ Assign Roles(& & &) o & ol A] Cisco I SE
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A 1 Mobilelron Cloud ™l 4ol 4] Configurations(-4)E 4 &g o},

9A 2 Add(F7HE 28381 Certificate(Q1 5 4) S A &gy,
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that
is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)
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