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AF&-2} o] 2 admin 2 B U H 5 Admin1230. 2 21913t}

& L E oA FXO0S CLIoﬂ AAsth FX0Sl A& 21218 v U H S 2 W\ A sk WA A 7}
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

4 ¥ E| A FX0So| 1238 4<% FTD CLIo| A3t
connect ftd

Example:

firepower# connect ftd
>

FTDOﬂ A5 21 A g, 2 E AFE AL gFo] A 2 A SKEULA) &2l 8kal SSH 12 & A8 521 4
A A T 5 WA skeks wA A7 FAE YU T e ke QlE] | o] 2 A A ol i gk CLI
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Note  om|x] A% 5& &3 Ay Lefo]lde A 9-A4 o CLI A vpiAS g 5= gl
Yt e o] g 3k A AL configurenetwork (V| E ) 2 7-4) % & & AF-&-3F] CLIo|
Ayl WA YT FTD ¥ & 3 xE Fxstyd Al L

e
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https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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U Al
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Enter the | Pv4 default gateway for the management interface(¥2] 21 €] # o] 2= 2] |Pv4 7] & A o]
Edo] 48) — Al ES o] & data-interfaces® A Gt} o] AL 7] E S WZ <l
= Sl A8t ® FMC YA 2 dlolE] QI Ho] 25 Fal eh-+H 2 5 dsFU T

If your networking information has changed, you will need to reconnect(W| E$ 7] 417} A7 #
35 oAl Ao Ut — SSHE S8l A2 5 o] = 45 dd o] vt #he] HFH 7t
A UEYHI A= AP FA L HEREE A AT 5 d5HT tlolE Qe H o]
25 TR AR Ao R AN AA UEA AANA A A2 5 lsyr Z& A=

e PAA FEH

Managethe devicelocally?(t] vlo] 25 27 2 #8] 34 5 U 7H2)—FMC2 (&) AH8-3& ¥ no
E 893t yes= 52 79 71 U4 Firepower Device ManagerE AH8-31] U T},

« Configurefirewall mode”(‘ﬂ ﬁ}tﬁa REg FASA AEF Y 7?)—routed(BH-B)E A AU
Q] 5-2] FMC Al 2= g sk B o qnk 2 u

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***kkkxxx

Confirm new password: **xkxkix

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...
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Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

FMC 941222 13 9] Qe sl o] 28 74 g o,

configure networ k management-data-interface
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manual '8 § & AH8-ate] A = sy Tk e A E o] & Al o] Ef) o] & o} 4] data-interfaces
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policy rollback ™8 & o] 32 & 1},

DDNS A H ¢ djo] E URLS A A 3}= 7 -9- FTDZFHTTPS 12 S 913 DDNS A H 154 & 7]
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o] W2 o]y A H o]~ DNS AHE DAY BA ~aHEZ A7 configure
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Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow FMC access from any network, if you wish to change

the FMC access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPvé6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow FMC access from any network, if you wish to change

the FMC access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.

-. FMC= A}-8-3t0] 17 % Atel] FID 5



| mMCE Abgsted 97 A Al FID %

A7

ERRE

Network settings changed.

>

(Optional) 57 U E<9] Fol A FMColl th3k t]o]E QQEjH o] 2~ AAAE A &g T,

configure networ k management-data-interface client ip_address netmask

Z18A o RE HES A &EH YT

o] FTDE #] & FMCS(E) A Y th.

configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}!—FMC<2] FQDN = IP 745 A4
U FMC 45 A A A A& 4 ¢l 49 DONTRESOLVEE AH-&-3Y D}. ShL} o] Ak
t]ulo] 2~(FMC ¥+ FTD)ol| &= 5 t]u}o Lé Zr OJHJSC} SSL &= 38} B4 A d S AAgetr] 9l A
A 7Fs3HIP 227k glojof §H . o] © ol - DONTRESOLVES A4 o}” 4% FTDl 442
& U= IP T4 EE S2E o|Fo] glojof Ftt

reg_key— FTD 554 FMCol A48 93§ 55 718 A4 Ttk o] 55 713742 23}
A1 ok FUh R AHAZ az, 0-9)9) 3ol E() & AHEE 5 A gHTh,

nat_id —FMColl A A7 & 178 A 314 TAD & A Gtk ol HolE e H o] =2 AL
L3l A 525 98 FTD 2 FMC B0l A NAT IDE A3 oF gt NAT IDE 374
73 %iQHE} A RAHAZ, a~z, 0~9) 2} 3ol E(-)S AHE-E < AF U T ©] IDE= FMCO|
&5 3h T2 tlufo] 2o AR&-3F = gl

HJ'
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Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

o,
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Mode(E =)+ None(u/\%) S E FAE Y
Security Zone(H.Qt ) EF Tk HFol A 7|9 o5 Bt o A8 A New(A | = 7t

o &
| Pv4
* IPv4 - Use DHCP(DHCP AF-&) & A 8lste] th5 54 w7l b5 744 ot

£ 2Ysto] A wok 49E F7Hg

£ outside zoneo| &} 9 95 3713t}

S/E=IPVE s 2 FY Tk
* DHCPo|A] 713 4 & 7}4 2.7] - DHCP A ¥ el A 7] A 25 714 31 th

- DHCP 42 W e - stobsl 7 2ol ths) 15} 255 Abol¢] The] 7] & sharghuc. sho
9 B ze) 718 gl Ael 194,
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DHCP A ¥ -4

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

« IPv6 - AHE] B A A5 A4S &Fel W Autoconfiguration(AHs T-43) EHelehs A el gt o)

f) OK(ZFehH= gl
@A 5 Save(AhHE SHFUTH

DHCP A 1] 4]
Zd}o] A EV} DHCPE AFE-31o] FTDOA] IP 45 714 S A 52l W DHCP A ¥ & &4 318 o},

LA A

T 1 Devices(t] H}o] 22) > Device Management(t] HFo] 2 #2])E A el 5} a1 t]upo] ~ 9] =4 (/H)S 223
Ytk

7] 2 DHCP > DHCP Server (DHCP A B])Z A el gtk

GA 3 A Fol x| oA Add(F7HE FY koL vhS 34

< AP,
Add Server ? X
Interface* inside 7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

0K Cancel

s A Fo] 2 EE TR 2o A Qe o] 48 e T,
°AddressPoo|( 22 E)-DHCP AW A A5 &= HA 2 o 1P 54 HYE AT o]
el QI A o] 2ok B A7k A E el glojof &k, JIE # o] 2 2] o] 1P

LAY
= x4 aet

+ Enable DHCP Server (DHCP A 8] g4 3}) - A4 &l &} 1 ] ¥ o] 2~ 0] 4] DHCP A ¥ & &4 315ty

=]
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Nedzzrt i

@A 5 Save(A 7 E SHFH L

7R AR GirA o g o R o] oA HE 7 92EH 2B E ZHe AU &5 <l
B 7| o] 220]] DHCPE AF&-3F= 45 tluto] 27t o]n] 7|2 A2 E FAl S + AFHTL F5 o8
ARE F 8ok 8= 7 §- o] AAHE ¢ T DHCP A W ol A 7] 3 7 2 2 =21 31 7 -, Devices(t]
H}-o] 22) > Device M anagement(t] vl o] 2= #+2]) > Routing(2H-9-¥) > Static Route(d 4 7 =) 7 0] 2] ]
| Pv4 Routes(I Pv4 7 &) %= | Pv6 Routes(I Pv6 7 &) Bl o] E-of] A1 Y},

T 1 Devices(t] ko] <) > Device Management(t] ko] 2= $h2]) & A Ea}ar tinbo] =0 4 (/) S 29
U,
w7l 2 Routing(2H-9-¥) > Static Route(d 2 74 )& 4 ® 3} Add Route(d = F+7hH & 223 o2& A A
oy,
|. Add Static Route Configuration ? X
Type: ® 1mva O Ipve
Interface™® outside w
Available Network (5 (%] Selected Network
, Search | = any-ipva &
~
5= IPv4-Benchmark-Tests
52 IPv4-Link-Local
=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8
== IPv4-Private-172.16.0.0
5= IPv4-Private-192.168.0.
= IPv4-Private-All-RFC191
52 IPve-to-IPv4-Relay-Any: b
Gateway* default-gateway v @
Metric: 1
Tunneled: O (Used only for default Route)
Route Tracking: v @
0K Cancel
* Type(+ %) - F7kskel = A4 B2 F3 ol meh IPvd = IPv6 Bt & W5 45
* Interface(Q1E] 5 0] =) - o] ZLgf 2= 1B} o o] 25 A Bt} duka] o 2 o Q1B 3| o] 2 U]

o},

* Available Network(A}-& 715 3F U E 9] Z1)—IPv4 7] 7 2o o3l any-ipvd=S A &5 A L} IPv6
714 7 2o t3f any-ipves A B st F7HE S8 ete] AEld YEY T 5502 o] 5 Th
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B onares
+ Gateway(7 ©] E ¢l ©]) B | Pv6 Gateway(IPv6 Alo] E ¢0]) - o] 4 29| t}& &2l Alo]Ego]
gh-EE Y B A8dUTG P T2 B U EAA/ZAEAE AT A5 H
* Metric(MI E8) - Y U EAN I F 75 d=8 3o FaES 19 = 1~2550] 3 7] 23S 194
ot
Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence Deploy s System Help v admin v
Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
1089 520 You have unsaved changes B Save Q Cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Interfaces Inline Sets DHCP
OSPF ) Add Route
OSPFv3 N
Network Interface Gateway Tunneled Metric Tracked
RIP
. ﬂ_:] BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j
s uj Multicast Routing
¥ IPV6 Routes
97 4 Save(A ) E S U
NAT -4
AEH 9l NAT 712 V)3 528 9|7 2lEj o] 2 P F40] TEZ WF ) olel @ #3e
NAT 7+ & ¢lE] o] 2= EE F4 W H(PAT)o] e} 1 ghh,
2 A A

A1 Devices(t] Hlo] 22) > NAT = A1 813} a2, New Policy(#] A ) > Threat Defense NAT S 28 $Hu o}
A2 A o] F& A A8, A S AFEE tulo] A5 A El e 7 Save(A )& = U TH

“. FMC= A}-8-3t0] 17 % Atel] FID 5
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New Policy ? X
Name: interface PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

4, Search by name or value | L} 162.168.0.16

| Add to Policy |

| Save | | Cancel |

43 o] FMCE F7HHU th A4 4] A 2ol 22 F7belof Fuh.
9713 Add Rule(it 3 %7 & 28 gt
Add NAT RUle(NAT 1 57}) o8k 4417} hebdct.

W7l 78 A S AS FATT

T

Add NAT Rule
MAT Rule: Auto NAT Rule i
Type: Dynamic i

Interface Objects m PAT Pool  Advanced
« NAT Rule(NAT 77%) - Auto NAT Rule(Z}5 NAT 7+ )5 A el g o),

« Type(+ &) - Dynamic(’s )< A &8l g o},

nat3 [l

A 5 Interface Objects(Q1 E 3 o] 2~ 7 A) 3] o] 2] o] 4] Available I nterface Objects(A}-& 715 3k S1E] | o] ~
HA) & o 2] 9] o &S Destination I nterface objects(th A+ 21 E] 3 o] = 7] A)) & & o] F=7}g ).
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FMCS A}-8-3te] 9124 4 A}ol] FID 7% |

. Add NAT Rule
MAT Rule: Auto NAT Rule b
Type: Dynamic hd Enabl
Translation PAT Pool  Advanced
Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &

o,i‘outside zone &

| -}, Search by name |

:— b, inside_zone

dmm
m outside_zone SAd.d to
ource
Addto |
Destination

0K || Cancel
A1 6 Trandation(*d<h) o] Aol A B2 A& A g
. Add NAT Rule ? X
NAT Rule: Auto MAT Rule v
Type: Dynamic v Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Original Source:* all-ipvd hd * Translated Source:

Original Port: TCP

Destination Interface IP

« Original Source(‘g ¥ 2 22) - BLE [Pv4 E 2 2](0.0.0.0/0)°] i3t WIEY T /A& F=7182d F

HHE2ggug

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel

B3 A NAT TFH e A o)) Q02 NATE F7hehn A2 4o AAE 54

S17] wiol Al =Rl ol A A o) any-ipvd 71 A& AR = sls U T
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SEXPEEEECEELES NEN |

« Translated Source(*1 ¥ 2 ) - Destination Interface |P(t 4 S1E] 3 o] 2 |P)E A &gk o},

BT Save(A ) E T kel 712 AFHAA L.

7F%10] Rules(#]) Bllo] ol A 451},

Overview Analysis Policies JBENILEE Objects AMP Intelligence Deploy y System Helpv adminv

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

cnanges [ [Elsave | ([ cancel

interface_PAT You have

Enter

[8] Policy Assignments (13

88 Fiter by Devica @  AddRule
Packet N T Transiated Packet \
# Direction Type ‘Source Destination Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations Services

¥ NAT Rules Before
|
|

¥ Auto NAT Rules
|

» Dynamic @ ny <& outsice_zone ) 2ipua @ Interface @ Dnsiralse P |

¥ NAT Rules After

A 8 WA AP A ekl NAT 3| o] %] ol A Save(A )& == Ut

oA 952 EgaS & 831t
FMCS AF8-8) FTDS 523 uj 7] 3 ol x] ~ A E 2 4 M9 Block all traffic(E E 23] 2}eh)S A
/Két;{g\]:}'?i, q‘d]' 1/\01] EH‘%%‘H 0]—7]—,40“ quﬂoﬂ ‘H’Z}%‘%‘7]’5—HO]:§}L]]:]_ E}-% Zé;'(]—oﬂlﬂl—“:],ﬁ
el A 9 F oz et EYH S & &5t 1A S S U thE g 9ol U= A5
—EZ—‘]I;S?}}H]E ]ﬂq]m}EEH%Qgi%a}%_ﬁLi]%% }‘éﬁ ]:613-]4]:]_

T HH A S P sk W PMCTA Tt BB FESH AL 2.

=

H

ZRAIA

A1 1 Policy(% A1) > Access Policy() Al 2~ 7 A1)
A2~ AEZ A M| e A (HE —gurgiai

@A 2 Add Rule(712] F7h& S 93kl th w75 A4 Foh

Add Rule ? X
MName | inside_to_outside Enabled Insert | ints Mandatary v
Action |« Allow il 803

m Networks  VLAN Tags (& Users Applications Ports URLs  SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| |, Search by name | e & inside_zone lu} e &, outside_zone o

sau/d inside_zone

&an/ ! outside_zone

s
Add to |
Destination
* Name (¢] ) - ol & £9°] o] 7+ 2] o] 5% insde to_outside® #] A 1 o},

FMC2 A}-&-8}o] £17 A x}ol] FID 7%
I
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FMCS A}-8-3te] 9124 4 A}ol] FID 7% |

IR

« Source Zones(Y ¥ 23 ) - Available Zones(AF-& 7153k & )l A Wi o & A el alal Add to
Source(d &oll F7hE &Y th

* Destination Zones(th ¢ < 1) - Available Zones(A}-8- 7He 3k & A)ell A 1% g o]& A ejsta
Add to Destination(t ol F7hH& &2 gt}

P)et 2174 & WA s 2

W73 Add(F:7HE 2 g
T+ o] Rules(iF3]) Hlo] 2o F7h5 ]},

System Help v

Overview Analysis IS8l Devices Objects | AMP Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel

ftd ac_policy

Enter Description

Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Mone
Tz nhentance Setungs | [F] poliey Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advanced
|| Show Rule Confiicts & (& Add Category © Add Rule | Search Rules

@8 Filter by Device:
v Mandatory - ftd_ac_policy (1-1)

o Alow

/A inside_to_outside s inside_zone 3, outside_zone Any
Lo e G|

T T
FTDol %4 7 A2 5 Gtk F5317] Aol tubo] 2ol 4 7 Aol &4 Fej7} o]

ZEAA

SA 1 93 Aehol A Deploy(7-%)2 28 gt

System Help »

1

EJ | e Cancel |

3}

A1 2 Deploy policy("d | 7-5) W3} Aol A Huto] 25 A1 83l B3 Deploy(7-5)& S8 94t

Deploy Policies Version:2019-03-05 03:17 PM

Mo FTD 2019-02-26 07:11 AM

=4197.168.0.16
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EBEREEREC REEEERES N |

Deploy || & || System Help v

Deployments § @ Health

1 total 1 running 0 success 0 warnings 0 failures Show History
* 192.168.0.16 Deployment - Collecting policies and objects. 10s
. 15%

tol g A d o] 2o A e AAA A |2
24 2 YJ—FTD
28 e AFH o] ~E AFE-3l= 4l FMC #2] € o] E A H o] A& ALE-3F= -9, FMColl A
FTDol| t3t A o]~ L WESY T HAS WA o AZo] Tus X FEF o8 oF ).

FMC) FTDE $7}e F h2] SlEisflo] 2= #3S dlo]Elol A thel 2 = el oA ol 87
Sh= A5, A o) 2 F U EA D B o] Sul=A AT A Qo el AZe] Fold 5 A

e

A2 B4 TAE Al ek o =wol HYth

FMC ] Devices(t] v}-o] 22) > Device M anagement(T] B} o] 2~ #+2]) > Device(t] v} o] ) >
M anagement(¥2]) > FM C Access Details(FMC <4 4] 2~ t] ¥] ¥) > Connection Status(¢? 2 AHH)
o] Ao A ] A4 e E AP TH

FTD CLICN A 2] 2 A e = 821 3} = sftunnel-status-brief & &S ¢ & g v}, sftunnel-status
HH| S AREete] AA ARE & X YT

s A Ado] M= o AE F8H S FRIAA L. e 22 Fof Ald oy stE
HE AR 7L A A 5] 2] g Fy T

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

sof A SENE AR HAEE AE F A0 U@ e AT 22 B2 0

> sftunnel-status-brief
PEER:10.10.17.202

FMCE 2183 47 =] Aol FID 5%
|
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Peer
via '10.10.17.222"
Peer channel Channel-B

via '10.10.17.222"

Registration:

Heartbeat Send Time:

Heartbeat Received Time:

FTIDUIEYZ K 17

FTD CLIOIA #&] 2 FMC A2 o] g SlEfHo] A~ HEY T AA

show networ k

> show network

Hostname

DNS Servers
Management port
IPv4 Default route

channel Channel-A is valid type (CONTROL), using 'ethO',

System Information ]

FMCE AHg-5ko] 917 A Atell FID 75 |

connected to '10.10.17.202"

is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'

Completed.
IPv4 Connection to peer
Mon Jun 15 09:02:08 2020 UTC

'10.10.17.202'" Start Time: Wed Jun 10 14:27:12 2020 UTC

Mon Jun 15 09:02:16 2020 UTC

[e)

s %

213t

5516X-4
208.67.220.220,208.67.222.222
8305

Gateway data-interfaces
IPv6 Default route

Gateway data-interfaces

[ brl ]

State : Enabled
Link Up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500
MAC Address : 28:0F:7F:D3:CB:8D
—————————————————————— [ IPv4 J-—————————————————————
Configuration : Manual
Address 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 ]-—————————————————————
Configuration : Disabled
===============[ Proxy Information ]
State Disabled
Authentication Disabled
======[ System Information - Data Interfaces ]======
DNS Servers :
Interfaces GigabitEthernetl/1
===============[ GigabitEthernetl/l ]|===============
State : Enabled
Link Up
Name outside
MTU 1500
MAC Address : 28:0F:7F:D3:CB:8F
—————————————————————— [ IPv4 J-—————————————————————
Configuration Manual
Address 10.89.5.29
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6 ]-———————————— = ————
Configuration : Disabled

Wl FvcE A183te] 97 A Akl FID -5
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EEEREERPC RESEEFERE RN

FTD7} FMCl 5= 5= gelg,

FTD CLIS| 4] FMC 55 0] 8934 Slghch. o] e wte] A4 9] @A)
a4 ekt

show managers

> show managers

Type : Manager

Host : 10.89.5.35

Registration : Completed

>

FMC ping

FTD CLICI A vt 8 & & AH&-aho] tlo] B Q1E ] o] 220 A FMCE ping® Ut
ping fmc_ip

FTD CLICIA v W& & AF&-3te] de] Qe #l o] 20l A FMCE pinggH th. o] I #lo] 2=

NEVEES FEBEEEE NI P E R S
ping system fmc _ip

FTD W3- QIE] | o] 2ol A 371 74 A

FTD CLISTA] )5 3 Z 291 16| 7 0] ~(nlp_int_tap)©] 21 A ahof 7] 57 o]
A el g},
capture nameinterface nlp_int_tap trace detail match ip any any
show capture name trace detail
W e Flo] 2= A, B A R A7l = 2l
FTD CLICIA] W} 9 &2 Q1 Q1E o o] 2, nlp_int_tapell )& 1.5 et A 2.

show inter ace detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported

MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

O O O O Ul oo o

FMC A-§-3ke] 917 4 <tol FID % [
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37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped
1 minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

(G2 O I i

2% % NAT 2<

FTD CLICN A 7] 7 = (S *)7} 7= L L 2] QTE] & o] Z~(nlp_int_tap)oll o & U] - NAT f %]
o] A=A A

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipv6 intf3 interface
ipvé service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int_tap) to (outside) source dynamic nlp client O _ipvé_intf3 interface ipvé
translate hits = 0, untranslate hits = 0
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EEEREERPC RESEEFERE RN

EEER

UHE BE AAo] A=A gelete W vha W H S R8sk Al 2. FMC2| Devices(H vlo] ) >
Device M anagement(t] v}o] 2~ ¥2]) > Devlce(ﬂ H}o] 22) > Management (3 2]) > FMC Access
Details(FMC 9 Al 2~ A5 A}&H) > CLI Output(CLI &%) Flo] x| ol A o] ] 3l & & wol & &
AsH T

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client
> show running-config ip-client
ip-client outside

show conn address fmc _ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO
TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,

bytes 1630834, flags UIO
>

Z1o] DDNS g U0l E
FTD CLI®| 4] DDNS ¢ to] Eof A& & =% gl dtt},
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

A dlo] E7} A9 & debug http 2 debug ssl & S A&t Q15 7Sl A o) 3 79
G ol 2 247} Eupo] 2o A 5o A He eI

show crypto ca certificates trustpoint_name

DDNS %] 3Helatel e vhg W9 & AgaHal Al 2

show ddns update interface fmc_access ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020

FMC A-§-3ke] 917 4 <tol FID % [



FMCE AHg-5ko] 917 A Atell FID 75 |

Status : Success
FODN : domain.example.org
IP addresses : 209.165.200.225

FMC 571 519 &9

https://cisco.com/go/fmc-reg-errors 328 Al L.
FMC7} A4S A S 45 A9 oS &1

FMC #2] & 913}l FTDoIA] tlolE Qe F|o] 25 A1-&3t 3 M| EY A Ao F&FS = FMColA]
T WA AGS FEE A HE A2 S 548 F AESFIDY] 7AS A SR 755
o Zust Utk 19 g U EY A AAo] A ES FMColA 74 A& 243haL
ThA] 758 5= Qls U th 12 o] B71A] ot =9 13%&&5"“ AFHT o] = o] Al &l 2
dRoz AFHA FEdt

e AR BEFAA L,

c o] TEWFIDANA 242 AHEE 5 gLk o] F5H02 $9% 5 gk

o

o

« A7HEA e S AEE T HAA = Elo] AdHA Gy

« ZWEFMCoA AT 5 A& T S U dF 59 %‘ﬂ. < FTD CLICl A jF
T d= g B JEHo) a9 BEE 24 FA ol ST A YT configure
network management-data-interface ¥ ¥ & AF-8-3}o] v} % FMC 75 5 dl o] E| QIE] o]

Y2 g g Aol 457 GHUh rh e pEY

« o] H = Fof ¢Julo] E¥ O0B(Out of Band) SCEP 2154 Ho]E]&= Zwa 5= gl5U
« EW o= A o]l AHA B R AAo] AHAlE YT

Al &F3E7] A el

5l X )—FTD

FTD CLI®I A o] % - o= Egtyt.

configure policy rollback
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> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:
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