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» VMware ESXi =~ E o= vCPU 2717} 2 2.3y},
« VMware ESXi &~ E ol = & 4 2GB2] wl 2] 7} F 2 gt}
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* VMware ESXioll &= Z 2 1] A A elo] wpe} 7k v 2l& A 4317] 918 64GBS] T~ &
Ztol A g

* docker IP3= SDC®] 1P ¥ 9] % tju}o] 2 [P 3 9] 9} th2 A Bllefl glofof ghtt.

« AAE AAEH] el v AR E AL
* SDCel A8 A 1P 2
X ZTR2A 2 F A BE roor D cdo AHERLS] MWW 5
« 22 ol A AL-&-31= DNS AW o] 1P 54
* SDC F227F 9l HIES =L8] Ao o] 1P 2
« AJXF A1) ©] FQDN = IP 4.

* SDC 7Hd M4l Bt s A& A4 o2 dAstes 7451, o] & 8= £E 80 oF3-H)
TES dojoF gyt

@GAl1 SDCE A CDO HIYUE 2123t}

@A2  CDO wly7oll A Tools & Services(E 2 A H] 2~) > Secure Connectors(X.¢F 7 Y E) & A 83t}
©A3  Secure Connector(X.9F # Y E]) #| o] x| of| A 1}k A Z2|

2l Z £S5 &8 3}a1 Secure Device Connector(H.¢F t] m}o]
2 AGE)E A8

é" © ~ tenant name _

user name

- B3

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

A4 1949 A Download the SDC VM image(SDC VM ©] 1] %] th-2- 2 =)5 8 gt} H o] sl A gy}
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A5

o7 6

oA 7
w7 8
w7 9
w71 10
A1

o712
oA 13
%7 14

CDO] VM o] 7] %] = A} §-3e] 15k T o]

Deploy an On-Premises Secure Device Connector p ¢

Step 1 |
Download the SDC VM Imagedand follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXIRPSBVOPSJ1eUpoYkdjalU9pS1INVekkxTmlJcOluljVjQBk2SNtwWFZDSjkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM

YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1 ¢
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j

dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN

BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK

QGRPXQRPTUFJTjainSdRLmRIZmVuEZchmNGZKNchFBh3IuY29llngRE9fVEVDQUSUPSJJaXNJhy

zip o) BE e 2EFUT. t}g 7} o] TAP U,
* CDO-SDC-VM-ddd50fa.ovf
* CDO-SDC-VM-ddd50fa.mf

* CDO-SDC-VM-ddd50fa-disk1.vmdk

vSphere §1 Z2}0]| A EE 28310 VMware AW ol #2222 2103 T},
Fan ESXi §] Eelo]AE S AL-&314] ml4 Al &

A Alol] whet OVF &l Z 3ol A EOP tuto] 2~ AYY 7Hd MAlS w2 o
d7do] S5 = SDC VM A& ALYt
wmmVMgﬁg%%Hﬂ.

Abg-2} o] & cdo® B 12yt 7] E 9k 5= adm123%) Yt
= dEdy

[cdo@localhost ~]$ sudo sdc-onboard setup
HUHTE 50 agni23s O]E’:‘?‘LHE}

A Aol whet oot AFEAFE] A HIEHE & A FUTH FEAEA] HEHE S
A Alell w2} cdo AFEAFS] A SFEE *ﬂ*“{ME‘r cdo AHEAHS] B T & 9 &

E%EEOH sudo sdc-onboard setup

ok
T
o

]Iggﬂlm
T o
'_QJE

Ade vz [
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. CDO2] VM o] 1] x| & A}-g-8fo] Bt tufo] 2 7 W E| uf =

&7 15

7] 16

oA 17
o7 18
A 19

7] 20
gA 2
o7 22

oA 23
o7 24

Please choose the CDO domain you connect to(31 2 & CDO =4 Q1S A e} Al &) WA 2] 7} 3 A] = A Cisco
Defense Orchestrator =1 Q1 A B E = sk}

| A1 2] 7} FA) S H SDC VME] ThS =W ¢l AR E ¢
a) IP 54~/CIDR

b) AlolEd] ]

c) DNSAH

d) NTP A¥ H+= FQDN

e) Docker B 2] A

= docker BE] X 7} 485 A &= - Enter 71 & T Y

J5
gt
°
2

Are these values valid(®] zto] 28U 71?) (y/n) WA A 7} e y 2 ALR-EFe] o 88 3Fel gt o)

des gy

"Would you like to setup the SDC now?(X & SDCE A 4 &4 A5 U 71?) (yin) WA A 7} YEb A 1S 483y
t}.

VM ol M A o 2 2ok gy,

SDCol| thek SSH A5 AUt cdo2 213t v HEE =g

E%E_E.Oﬂ sudo sdc-onboard bootstrap’é‘ ?.;J E—:‘,%“/] 1‘4—

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] MM H S5 &&= WA A 7} A = T A 14004 A3 cdo HHH T E 4 EFYTh

Please copy the bootstrap data form the Secure Connector Page of CDO(CDO<2] X ot AU E H o] X| o A F-E
Ef dolH & JAFH Al Q) WA A 7} A = A vt HAHE sy o

1. CDO° 2115t}

2. CDO "ol A Admin(¥2]) > Secure Connector(}X.oF AW EE A &gt o},

3. 2q) Fol A exelv] s nek tule] 2 AW 15 Fe 3o,

4. W3} ;2] 2¢kA ol A Copy the bootstrap data(F-E~E 3 Ho|E HANE 2835}l SSH ol Bolds

tt.

[l Cisco Defense Orchestrator2] 7] A}
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Deploy an On-Premises Secure Device Connector X

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDQ Bootstrap Data

(QBRPX1RPS@VOPSJleUpoYkdjaU9pSINVekkxTmlJc@luUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZ ibk1pT2xzaVNWUkVMH
VUpoYzJVaUxDSm91VBp5YVdRAE1pNHdJaXdpYm1kbWR5SmRMQBoxYz WeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWIPbHNpVWsSTVJW
OQUJSRTFKYG1KZExXDSnBjMB1pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY 1dGel
VWUmx1bUZ1ZENJNmJuVnNNiQ3dpYzNWaWF tVmpkR1I1Y8dVaU9pSjFjM1Z5SW13aWMzQkpaQak2SWt0
RVR5SXNJbUYxZEdodmNtbDBhYV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQok2SW
prMUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWWMLJcB1tTnNRY1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNuYnpkQ81zSWSKbF 1XUW1MQ8
k1T1RSbUBvSTRNOZzFoWW1NNUxUUTNPRGNOWW1Zek 1DMW1ZVBpaWldaaE16aGhOR110TENKM2NtbDBa
QBRPXBRPTUFJT j81id3d3LmR1ZmVuc2VvemNoZXNBcmFBb3TuY29tIgpDREIFVEVOQUSUPS jaXNjby
1hbWFsbG1vIgpDRE9FQk9PVFNUUKFQX1VSTDAiaHRAcHMELY93d3cuZGVmZW5zZWayY2hlc3RyYXRy
ci5jb2@vc2RjL2Jvb3RzdHIhcCIjaXNjby1hbWFsbGlvL2Npc2ZNvLWF tYWxsaW8tUBRDIgo=

#1 Copy bootstrap data

7] 25 Do you want to update these setting(©] 24 2 ¢ vl o] EA] A5 U 71?) (y/n) WA A 7F YEFYE 18 2 gy o)
@A 26 HoFtinpo]l = AVE o] X & Foltth A SDC2] AHEl 7} Active(BA4) 2 W7 E wj7bA] A& A 2 Y

.

T gH:
« Helk tjulo] 22 AVE A 3§12

+ SDCS}e] Tluto] 22 1A A 92

A7) WMol 1.2t T ufo] 2~ 7] g ) 2

trfo] 2 A FH & AHE-3ke] CDO & tlulo] 2ol AA ke A5, MIEY Aol A SDC(EO} t] o]
2> 7B Thi =k kel CDOSE T vte] 2= 3he] %@% ] ez 2ol W AR gy ok
gutA o = o] 2]t tlulo]| A= AAE 7|Hto 2 517 ko F& P FA7F YAY 9 QlE H o]
2ol gk 7 L E7} 95Ut ASA(Adaptive Security Appliance), FDM #2] Tu}o] 2~
FMC(Firepower Management Center) "2 Secure Firewall Cloud Native U] H}-0] 2~ = X5 t] n}o] 2~ 2} A4
TS AHESe] DOl 2P T 4 lF YT

SDC+= ¥ tfupo] 2ol A A s el of o= g & 3} ¥he] v nfo] = A8l of &= H| A %] o] th 3l CDO
£ EUH P Y SDCE CDOE HAlste] W& S A dstar, ¥ tuto] =& 4l skl CDOC vl
A A2 Agafar, Be] tiupo] 2o 4 CDORE S 5H-S whakahu o,

@ SDCOl A ] 8 4= 9l gupo] 2 9] 4= s tnpol 2o FEH V)T H G A Ao
7)ol wheh Sheb ok el W -2 A 23w 1] 2) SDC7F oF 50071 ko] 2 A9
2 gt AAE W8-S @ CDO HIW EcllA] o] 2] SDC AR, 22 7| o] A1 & F23H4 Al L.

o Aafell M= At 7 WAl oW A & Ag-ake] UIE S Aol SDCE A A 8= W

g
o
I~
OE I
it
i
v
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%

i SDCE AR 8k 7HE A A1 F S S 9 S CD02) SDC OVA o] 1 A & T} 7 =3lo] A 2] &}
= AYYth sl A -2 CDO2] VM o] v A & AF-g-5Fe] Bk tjufo] 2 AYE v, 9 7 o] %] &
FEA Al L.

Al 2st7] el
* CDO= AT 15 A Blo] F g st SDCSH QTEI Yl 3] /2= ZHA1 5 A AeHA] FF
B1=3
+ SDCE TCP ¥ E 4430 A SlEjdlof] th&F H Al| of-2-npL-= M2 AdES 7} of gt}
« U E 7 %] 2L Cisco Defense Orchestrator ¥2] T]v}o] 2ol A2 S AESAIA Q.
s vCenter 9] ET}o]AE = ESXi ¢ Eto]A E e} & A X ¥l VMware ESXi &~ E
A\
F3L vSphere Ul =235 SO AEE AME S A X &= A A¥ A 5T
« ESXi 5.1 a}o] 3 u}o] #],
* Cent OS 7 Al E G A Al
* SDCRF Q1= VMe] Al 8] 8. Abel:
« VMware ESXi &~ E o= CPU 2707} 2 2.3t}
« VMware ESXi &2~ E o)== & 4 2GB9] v =7 D 23},
« VMware ESXioll &= 2 H| A \d A elo] ula}l 714 w A8 %] D&H7] &l 64GBS] U] 2= &
Zrol ottt o] gt A Qo wpet o v) A3 7S S84 £ 2 e A g
A LVM(=E A 5§ B2 S AFS-stohar 7hg sy o
« VM 9] CPUS} Hl 28] & f o] EdF & VM| H U< # 3 Secure Connector(}.SF A Y E]) #| 0] %]
ol SDC7} "Active(Z/9)" FEI = A = =A] At}
. o] AAE Y5t AFEAFE Linux B4 ol A 2detar 34 A7 S $18) vi A1 2HA 7] E AL
&3 d o) sl oF gl
* CentOS 7} w4l =22 n| 2~ SDCE A A 'B}L 7% A7) 02 Yum B3 3 X & A A 5h=
Ao] LUt} Yum aw of Wl Yum QU0 EE 714 e e L E 80 U 4430 A o} Lup-g =

MNA| ~E Fojop & —’P AFYTE =S G O]wa of ok} ™ yum-cron B+ crontabS- 4] 3
oF Ut} ot $-< © 3 3 Yum Y ullo] EE iky] 98 A s of &= Bk A o] QLA
SR
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oA 4
A5

7 6
oA 7
w7 8
A9
7 10

AN

o712

2 wmel wok turol = A wiz [

7] Aol Aol RS FALete] Bjwd Aol o] g A HaL tf Al LAy
qmvv}umcq A 7] 2 2oy 7] T2 A 2ol A o]} 3t & 'moth A" 2 A g5 o] o

SDCE A4 e CDO HIY Eo] 21291t}
CDO 79l A Tools & Services(¥ 2 4 1] 2~) > Secure Connectors(X.¢F A Y E]) = A &l gt}

Secure Connector(=.¢F # A E]) 5| o] x| o] A] w}gh A Z2f 2~ W E-S 22 8}a Secure Device Connector (X9} t] H}o]
2 AYH)E dE gk

é e ~ tenant name

user name

-

Secure Device Connector®
Secure Event Connector
11/18/2020, 4:41:08 PM

11/18/2020, 4:41:08 PM

Zol 2g A Al FEAEFY HlolE & il HAFgHY
Z 2 SDCY S E TS RAM 2 t] A3 Z7HS AF&-3ko] CentOS 7 7HF M A1S A 2] gk o}
* 8GB RAM

* 10GB ¥ =4 &%t

AA7F R SDCE P 4, B Y w2 B Aol Edo] & XA st T4 72 UM EYA S 78U
DNS(Domain Name Server) A1 ¥ & -4 gt}

NTP(Network Time Protocol) A1 & -/ g1t}

SDC] CLI9}] 48 4% 2H8-S 913 CentOSOll SSH AW & A A gt

Yum ¢ t]o] EZ A 83 5 open-vm-tools, nettools 2 bind-utils 7 7] x| & A X g},

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI 9| 7] A & A ] 3+ t}. https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.htm1S- 338}
A

i

o
K

i --user =2 L& A& 3HA] mRA A 2.

Docker CE | 7] A & A %] 3+ U}, https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce & 332314
Al 2

s
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B o5 umen mor gutol - A wx

o713

oA 14

&7 15

7] 16

oA 17

o7 18

o719

B2 ARRE ARl NP S AL E T

Docker A H] =& A 23} a1 B8

)
>,
>,
L)
i
1
I
e
ox
b
%
T
i)

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

F AR A (edo” B "sde)E AT h cdo AL A el 75 @] 918) 21915 AL g o] (R
AgAE A7 A8 S B At §19), sde AHEAE SDC EA Aelo| 8 Aalel AL A .

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc —d /usr/local/cdo

cdo AH-§7be] W 58 4 e

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo AFEAFE "Wheel" 150l F7}51o] 2] (sudo) A 3+ H-of

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker7} A4 X & H A}-&-%} :’mE— o] A= Yt} CentOS/Docker B A ol whE} "docker" B+ "dockerroot"2F 1L H-=
T AF YT fetc/group LS Flste] oW 170 A E A=A ER1S ths sde AFEAE o] 1wl F7HgE

e

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json I} o] $li= 7 ¢ 3L & A kAL of g W8-S 4 E YT A B H docker Bl THA]

A Ag e

;‘é}_i ugroupvv 7] oﬂ (%:1]

JE
ot
u
ol
o,
il
o
o
o
&
g
[0}
=
g
o
&,
e
=2
)
rlo
I
il
i)
e
o
ol
rlr
X
det
ro
%t
i

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

& A vSphere =4 A A S AFE-3h= 9- SSHE A 2H&}FaL "edo" AFE AR 210 o}, 212138k $of = "sdc"”
AREAFR WA UL S5 = WA A 7F EA H W "edo" AFEAMS] S S = YT
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[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

o =¥ 2] £ Jusr/local/cdo® W74 U

bootstrapdataa‘t‘ A gdS A S 227 ]E] 2~ Botrdlo] A~ AYE = vl HALe] 2tk Ao A A & B E
2ER] tolH & o] 3de 25Utk 3Y S Save(H ) FH U vi 2 nanoE AHE ] 3 S A

o]l 2=

AFUHTH

HEAE N Ho]|H £ basebd = Sl FZGH LT o] & t)| 5381 extractedbootstrapdataa}{‘ g2 YRy

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]1$

cat § = A skl g d vlolEE SAdyth HE R vagdE HolH = vh53) o] FAE YT

[sdc@sdc-vm ~]S$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP_URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

s e 2dstol yadd FEAE dolg o] AdS 87 Mz iy

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

CDO°ﬂ 1 HE/\E =R E}_Oicsl.qq_

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:=--:=-= —=—:-—-:—— —--:-—:—-- 10654

[sdc@sdc-vm ~]$ 1ls -1 /usr/local/cdo/*SDC

-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC
SDC tarball-"/] %L%% = bootstrap sh ¥ }\] 63 0]'04 SDC -417] ] = j1 SLL]\:]'

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC

<snipped — extracted files>

[sdc@sdc-vm ~]1$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally
sha256:d98£f17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d30579b275458: Pulling from
ciscodefenseorchestrator/sdc prod

08d48e6flcff: Pull complete

ebbdl10b629b1l: Pull complete

dl14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped — downloads>
no crontab for sdc

o] Al SDC7} CDOCIA] "Active(Z7)" = A H Yt}
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okl A @ 2]

* Onboard Devices and Services(T]H}-0] 22 2 A H] 2~ 21 H]) & o] 53}o] CDOZ ]88 = tfn}
o2& 2R Y

Hektjuto]l = AVE 9 IP T4 W7

A #37] Aol
o] 24¢] & 552l v el Apef of v,

* SDC<= TCP £ E 443 Hoi= tyupo] & el & ff sl 74 8 2 E A QI Yol gk A A ob-2ufe-
= A2 A S 7hA of T

%

il SDCY IP 45 WA S & tnlo] ~E CDOC HHA| 55 Z a7 glsyth

A1 SDCol| thg SSH A& At AL 71 mAl o] £48 93l CDO AR AR 2191 Tk

GAl2 IPFAE HGE7] Ao SDC VML HE A Qg Ho] 2 74 AR E W irconfig B H S AFEFU T
[cdo@localhost ~]1$ ifconfig

dAI3 QEH o)A P FAE HAEH Y sudo sde-onboard setup HH S 94

[cdo@localhost ~]$ sudo sdc-onboard setup

o

e,

G4 ZEEEA NS E dHEFH
[sudo] password for cdo:

HA5 FEZCDOHENEE AU ZETE oS Qg Th

Would you like to reset the root and cdo passwords? (y/n):
dAe UEYI AT ZFEZE yE JEHFYH

Would you like to re-configure the network? (y/n):
GA 7 WA A 7} FA S SDCo) datE = A IP 429 SDC VM tF & =] AR E dE g}

a) IP Address(IP T24~)

b) Al E <]

c) DNSAH

d) NTP A¥ X+ FQDN

4= NTP A ¥ B3= FQDNo] 485 4] ¢k= 4 $- Enter 7] & FH Y .
e) Docker B 2] A

¥ += docker B8] A 7} A 85 A] &= 79 Enter 7| & 754 ¢}
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werutelz Ave A7 [

SA8 el e 2= vAATE ZAIE Y v 2
Are these values correct? (y/n):

i o] W& AashH o] IP T4l thek SSH A o] FolA B, vE Y str] Aol gho]l A&
sl gy .

o
1

Q1ght,

n&

T
A

]

A9 spCeo) e A 1

IP =
A0 AE H HAE

.
o

e
<o,

TAaE AESto] SSH 92 &
HS A sle] SDC7F A E 2l

[cdo@localhost ~]$ sudo sdc-onboard status

al
sk
sl

(o
]
>

391 G2 MO T [ ok 0]k A HofoF Tk,
43 VMe| 2&014 o] AAE FAshE A5 ghol SukEA FelsH A7 ol HAEA AFOE A9
}

5] 31 4o 7} EA P o,

A1 CDO AHEAF QIE]H o] 25 “&3f SDCO] A2 & 213 41 )5yt o] #A| st ™ CDO o =] Aol d & daL
Tools & Services(%=-T 2 4] H] ) > Secure Connectors 3| ©| X & o] &

A 12 Ho A& g AR AXILIP FAE WA W AYEHE A

A 13 Actions(2F$]) el A Request Heartbeat(3t EH| E 2 %) S ¢t}
SHERIE 23 A vA A 7} A ¥ AL, vhA 2 SFER| Eof] A A E Aol AlZFo] A o oF it
T8 WGP T4 GMT 2.7 34] o] $-o vk SDC ] Al - A 1. ol vked gt}

VMol SDCE M 3£5}= W o] & 2hA| @ W82 Ak VMol B.QF tfupo] 2 e w3, 13 9| o] A & =3}
AL

B QF tyuto] &~ A E A A
A

Warning o] 78 x}e] 4 3= SDC(LSF T who] 2= A MENE A A LTk o= 558 5 gtk o] 241 L 43
i ol 4] SDOE A1 tluho] & Thl 2 71 31 SDCo) A4 elufol 2
F gl

Ut gule] 22 gA) Adakelw thal A4 of a4t 7}t o] 2ol o) @ whel A A7

A=ER
ge Al dE s oF g = sy

ofN e

Hld B0l X SDCE A7 st ths dakE 8 du

AN AAE speol A E B HupolAE AAT YUY v F 7HA] BY
- A% vl A T2 SDCE o] B3k 7t SDCO) A $313] B LI A & A A & U &2 o} 2 FEstAl A

[©)
.

* Meraki MX 912 27 51 o] E, on page 21

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator2] 7] & A}3+ |
B socoeiasacs

« 2FA1 3 SDCO AAF BE tinto] 25 CDOO A Al A g Tk
a. SDCOA ARE-8hz E= Hufo] 25 At w & A3 SDCE AHE-3ke] CDOCl A d sk B tynfo] -~
3715 FxsA e

o},

@A 2 CDO 7ol 4 Tools & Services(E 2 4] H] 22) > Secure Connectors(X.¢F A 9 E])E A &l gk},
@7 3 Secure Connector(X:.QF 7 ¥ E]) ] o] %] of] A s} ghA) 22 2~ W £-5 5 2] 3} a1 Secure Device Connector (.St tj vjo] 2~
AYE)E AE

% Q = tenant name _

user name

ll ¢

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

th7] 4 Secure Connector(1.9F 7] ¥ E]) ] o] -6 4 | 71 & SDCE A & T}, o] 4] t]ufo] 2 =7} go] o of g},
B 5 29 ol 4 8 Remove(A ) E F2j gk the 2 a7 EAH UL
Warning  <sdc_name>< 21 A1 3L §FY T SDC AHAl = H &5 4= §l5 YT SDCE AHA|8HH tlulo] 25 21
FAY thAl 2R E7] Hell A SDCE A shaL 2R &) oF gt
A4 SR g tuto] 27t o B R SPCE A A s W A SDCE A A3 F a G vnto] 25 v A4sta 214
S thA] A T8l of Ptk
« AR} $-7 Aol = 7

| 58} <sde_name>S ¢ = gholl Y& 3ka OK(E)E S8 Y}

o
@)
o
=
8
W
o
o
il
)
ol
=
@
o)
@)
2
10
o
4
lo
-
>,
>
o

)

dpr

A6 =] 3} AApel A Al K ek
A7 OK(EHR)E Z83le] SDC A AE 3

SDC <1<l ASA ©| =

CDOE @ CDO HIF Eo A o 2 SDC A& th AAFE AF&-31] g SDCol| A U2 SDCE #8] 3
ASAE o] & = A F YT

mm

[l Cisco Defense Orchestrator2] 7] A}



I Cisco Defense Orchestrator2] 7] & A}3+

A1
A 2
@A 3
w7 4
oA 5
@A 6

Meraki MX 172 #}4 51 Qo] E .

A 1 S-of] 4| Devices & Services(t]Hlo] &~ 2 A H]| 2)E S8 YT

Devices(t] vlo] =) ¥1-& &3] 3k o} ASA ¥ 834t}

T2 SDCE ©] 535 = ASAE A8

Device Actions(t] B}o] 2~ #+¢]) ol A] Update Credentials(x}2 =9 ¢l dlo] E)S &gt}

wek tuke] 2 AVE B £ 25t tule] & o] §3}e = SDCE

CDO7Z} tluto] 2of 21818k H] A&l ¥he] A ARRAL o] &3 §F Update(F tlc| E)E =2

Utk A HA 42 45 A AR AL o] F 3 P S = ASA 2 E Y 9 *}%fﬂ A sde A4 TH YTt oy

gk W7 ALRS Huto] 2o vl S E 8 = lFUTH

=l EEASAT AR A S
wUth ASAC th& A4 5

o

O%A}%é = 73% 3} SDCO A T} SDCE ASAE o &2 o] =3} 4
AT 75 gk Aol shfe] SDCol| A B SR o] Fallof Yt

oEL
0
v
,
O
1;
%

Meraki MX 12 274 59 g0l E

71
A 2
oA 3
A 4
7 5

Meraki t A 5= 4 A} API 7] & A 3H= 34 CDOCI A A2 42 9 rlo] =8 of gt
A} 712 XA She] W Meraki APL 7] A4 2 7 Aol A A 8 ) 8-S &) oygq t}. CDOC A = T ulo]
A e Ad A S E el B P Gl A% A Merakd ALl ] APLY]
& Eom AR 13+ Azt A S8 S QeI £e 1 B A tha 248 ¥ CpO Ulel 4
API 715 % 0.2 qld|o] Ed]of i th

)

Note CDO7} tulo]~E 57131614 5311 CDO2l 12 Aol "Invalid Credentials(-+ & 3} 4] %2 A}

Z)7k EAE 5 AUk o] % AP ALg 5 3 A = 92 4 AU o 48 8 Meraki MX

o] APL 717} &vFEA] Sl ok

Meraki MX tlute] 2=l thek 44 532 ulol Eateld vhg dabE Ao

EFAl 1 2ol A Devices & Services(T] vlo] 2 2 A ] 2) 2 2l g},
Devices(t] Hlo] =) B-& 221 3 th5 Meraki #-& 22 @4t
A4 A4 TH-E Adl o] ES Meraki MXE A 8§},

Device Actions(t] v}o] 2 #+¢1) Zhell A Update Credentials(At2 5™ ¢ dlo] E)E &8 gt}
CDOZ} tuto] 2o 2 1R18}= vl AF-8-3F= API 7] & ¢ ¥ 8l L Update(Y Bl o] E) & S = th W3 a1A] e+ gt
o] API 7]+= Meraki MX & 2K F o} vl ARE-g 313 5L g A2 Syt o] 2] gk W74 AFEFS T nfo] 2of wj
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| IESEEREEEEREE

1.9k tuto] 22 A B e o] & WY

@A 1 CDO Hl7oll A Tools & Services(E % A1H] 22) > Secure Connectors(:.9+F A9 E)E A& g}
A 2 o] 55 vHE]= SDCE A E gt

WA 3 Al AR o) A SDC o] & ol gl AF o}o]
o7 4 SDCO] ©] 5 vk Yt

rH

2=y
= =

g
st

g},

Inventory(31 ¥ E.2]) 4 ¢] 2.¢k Tlufo] 2 A ¥ B B & E3kske] CDO 1 E| 3] o] 2] SDC o] Fo] 1}
Ehe wiuket o] 4] o] o] ey e,

Hettufo] 2~ AYE JH o] E
o] x5 A A ER AP YWk 0% SDCE AT O R YJHo]|EX B o] M5 ALE
et glssyth ey vMe] AIRE A o] ZE 79 SDCE YEle] EE AlEk7] ¢18l AWS
of AA e 5 glFHth o] xb=SDCo] Aol EE Al AFske Al E 7 s B AR Q1 @ F2 s

g,

A1 SDCOY| A3 T SSHE AF8-31o] A3 A L VMware sFo] Hufo] Aol A & KB 7| & AFEE = 9 HFU )
7 2 cdo AH&-ALE SDCOl| =191 gt
@73 SDC =7 AH oW E gd|o] Edte W SDC A& AH2 A3t

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

@A 4 SDC &% & dadlo] =3}

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

A 5 SDCE g o]l =3 ),

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~1$

©+9] €00 B Y E o] 4] o] SDC AR

HYE] 8] & o]42] SDCE 53 A5 As glo] ¢ B2 tulo] 25 #Ed 4 JF YT
@ SDCO A B & = 9= futo] 2 9] F= s tlulo] 2o W 7| H g A U] A
719l upet g Yok

HAE] SDCE FA ez A5t 4= lHF Ut 7 SDC+= 3t EY A MIHEE A2 e 4=
AHFYL o] SDCE= G UIES A Al E 9] tulo] 25 5 U3 CDO HIY Eo| 43
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513 SDCE AH8-alo] 000l Al mE tinol = 27] |

ol 2] SDC7} gl o™ A= t& CDO HIY E & ALg-sto] Ae]d U ES I Al T Eo| A tulo] ~&
sl oF gk

F A B 34 SDCE &5k Ak A WA SDCE 75T w9} 5L gtk CcDO2l VM o] 1]
A& AFE-sle] Bl tiuto] 22 A v 3 A AHA] VMol B tlulo] 2~ A WY v g 5= QF
Ytk HYEe] 27| SDCE HIUES] o] &3 524 1S T3y th 7t 371 SDC= oA U2 Hs 7}
u A g ot

&3 SDCE 214519 €DOC ¢
A

543 SDCE AFE-3le] CDOY

71 g4 280 A Inventory(A i E-5)

7] 2 Devices(t] Hlo] &) ¥1-& E€l3}o] t]nfo

@A 3 &l v npol & g %L‘%D}.

9Al 4 LE 7]Eo] o] A 739~ Inventory(#] 1L &= €] o] & A choll 3= clear(A]$-7]) I ES 8314 CDOZE &
23k BE tufo]l & B A H] A E 4"16”45}

mlm
o mw
©
o
A
oy

rU

|

>' oxl Ml
wE it Jm

75 WE| ME 1 o Zeste] W v FS e

A6 D E o] Bt rjule] 2 A E] Ao A 5k= SDCE o] 55 21U T Inventory(A] AL -5 B o] &0l = T H ]
A1 A%t SDCE &3l CDO A2 8hi= tinfo] 27k E AL T

WA 7 (A8 AFah BE wirel A F7) BE S Aesd Aae 6 TS,
oA 8 (¥ /\}ﬂ) 2k o] &= 5 W Inventory(H] 3L 55 B o] & A tol] 9= clear(A]$-7]) HES 834 CDOZ &
ol wE ujol s w28 TAF T

Bl Hnfo] 2 AYE @& Ak Bl A EE glo]d s 54

* amqplib *
amgplib copyright (c) 2013, 2014

Michael Bridgen <mikeb@squaremobius.net>

o] 9 7] 4] "amqplib™= MIT o] A o whe} gfo] 227} ol g th AHLE o] T E x| 9]
LICENSE-MIT s}l o] ] AL} T80 A th-g 2 =8 5= 9yt

http://opensource.org/licenses/MIT

*async *

Copyright (c) 2010-2016 Caolan McMahon
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. Hobrjufo]l 2~ AV ¢ & A4 W A=aE glo] x4

B aXES o] A FA A (0] AT E M) AbES F5T BE AR B A
Alg glol thz 4= glow, ofof] theh ] 82 FeohA] fF Ut o= AZE o] o ALE, Al %
E 3]

&3 AL A, BE9] gho] s o] Bl X Ego] o] ALR-S vfet AP e 2E A gl A
2 ATTUT. Bk X E 0} S AT ARl A o] 2l @k A F-of ol whef v} 24

of whefol g o,
S0 A4 EAI 9} o] B7h HA = BE £mEFo]o] AP m A F 2o £3hH o] of T

o},
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o
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[
o
2
rir
ol
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X
t
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X
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2
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ofN
u
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X
k1
bl
i
I
XN
52
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%
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N
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T

FE| A gk o] o] S E A = FHUTh oW g ol = A gAL i ALY HpAbs 2T EY o]
© aXEg o] o) AL E Ve H 3} ghaiste] Aok Alg), B A9 w7l s Sof 29,
e, i 71e Aol el A A g v

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov
waZEdoleh el FA FF(o]a " ZES OS] AFLS S5 RE A E &
A g glo] BhE S gow, ofol v g u] 8- Haal A U o) A E g o] o) ALg, B A, A,
S AL HIE, 89 ghold s ol gl AT E o] o AHES wvlel= A E 3T AF gl A
22 AT HUD B, 2T ES O S AT ALl A o] 2] 3 A S ol gt me the] 27
o upeol g},
9ol AZA FAI9} o] B7F EAE BE 2T ES 0] AR Ei= A H Q)RR £ ofof ]
o},

E AR Aw g T S 29hE A 2 FEH (s AW R R
AgAYh olols FA4, 54 2ol o) A5 1 eele] AE FehakA 2 5o nEol

}
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* cheerio *

Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

L X Eo]of 3 A vl (o] st E g o]) o] AL S F 59 HE AR X Ed oS
A7 glo] ThE 4= Qo ofol] 3 ¥ 8- el A et o] 2T E o] o) ALg, A, 4,
&5 AL R, Bh9] ol s Fol Bl AT E Qo] o] ALRS dvfjete A E XS AT = A
22 AT P £, 2T E Y| F A Abgell | o] 23t Wl 2 Fof Fol uhe} theo] 27
o whztof gt

Sle) A% FA 9} o] 87k FAE RE 2T EF 0] o] AR iz A A H Q] Fio] Lehwofof T

o},
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wokrjupol 2 AWE @& an g Auate ojds 5y ]

¥ REEGol A EE BAHQ) o0l 8 FHY WEE LFEA e FH(Crels T
AU ol = 34, 54 B0l o 474 2 erele] 9e)E ahsta g 5ol nFol %
51 ool DA A sr ol Aol A s s A e e slo) s
£ REEG0]O] ALg Ei v|ek 3 B ste] Aok P91, B B E vlE A9 SO FA9Y

ol i 71Eh A 9le] sl AL A4 ek o,

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>
IEF REAT S B AT EY

B aZEg ol o} #al A (] 5 AT E 0} ARS FE

ASE glo] thE 5 9lom, ool T g 1] &£ Fehd gtk ol AZE oo ALg, BA,
E, A, E, 39] ehol M2 Bol W Az Egojo] ALE-2 ol she el S EFE AT 9
2 AFFUCH B, 2TELO]E AFLE ALGel A o] e & Fe) T ol ol et the-e)
o uhefof gk,

Slo) AR EA 9 o] 8)7h HA = BE 2mES o] o] AR i AR A F 2o ¥ 5H ofof g
.

B AZEolE §AA B HAH ol EHY NI
AFHUh ool = 44, 54 B0 o 4G 2 ehole] Pel T AesA ehg Be) nFe] %
B olof @S A @ e ol Aol A i Ao n ke e o)
S s glols] Abg i 718 3 ot Bl shol Aok a9, W A9 i ek 99 Sl Fel9)
e EEEE DEEE R DES Rl

1,}4 rir ‘W i
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* Ip*

o] ZE90]3= MIT gho] Al o] uhe} gho] 4l 27} H-of o),

Copyright Fedor Indutny, 2012.

A2 Egofof e 8A) AA(] 3} "LLEH0f)e] LS A5 DE AT R LLEF )2
AgE Qo] v = Lo, ofof] th gk B &2 F-iehA] ks U th o] = AZ E o] o] ARG, A, A,
S AN, A, B gho] A o] Bl Az E o] o] AbLS wvlel= A S 23 AY gl :‘4
22 AT T B, 22 E 05 ATk ALetel A o) el @ e F F-ol ol e} ohgo) 27
o upefol gt
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Eal, = 71E Aol vhal A9l e A1 T

* json-buffer *
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Copyright (c) 2013 Dominic Tarr
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* json-stable-stringify *
o] AZ E o= MIT gho]d 2of upe} v L gt}
ELmEH oo 7 24 (0] "xEo])el A 2
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Copyright (c) Isaac Z. Schlueter and Contributors
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* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>
Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud 2! ZA} 2] 328 2 ¥ 3] X <http://underscorejs.org/>
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