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Deploy an On-Premises Secure Device Connector p ¢

Step 1 |
Download the SDC VM Imagedand follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXIRPSBVOPSJ1eUpoYkdjalU9pS1INVekkxTmlJcOluljVjQBk2SNtwWFZDSjkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM

YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1 ¢
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j

dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN

BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK

QGRPXQRPTUFJTjainSdRLmRIZmVuEZchmNGZKNchFBh3IuY29llngRE9fVEVDQUSUPSJJaXNJhy

zip o) BE e 2EFUT. t}g 7} o] TAP U,
* CDO-SDC-VM-ddd50fa.ovf
* CDO-SDC-VM-ddd50fa.mf

* CDO-SDC-VM-ddd50fa-disk1.vmdk

vSphere §1 Z2}0]| A EE 28310 VMware AW ol #2222 2103 T},
Fan ESXi §] Eelo]AE S AL-&314] ml4 Al &

A Alol] whet OVF &l Z 3ol A EOP tuto] 2~ AYY 7Hd MAlS w2 o
d7do] S5 = SDC VM A& ALYt
wmmVMgﬁg%%Hﬂ.

Abg-2} o] & cdo® B 12yt 7] E 9k 5= adm123%) Yt
= dEdy

[cdo@localhost ~]$ sudo sdc-onboard setup
HUHTE 50 agni23s O]E’:‘?‘LHE}

A Aol whet oot AFEAFE] A HIEHE & A FUTH FEAEA] HEHE S
A Alell w2} cdo AFEAFS] A SFEE *ﬂ*“{ME‘r cdo AHEAHS] B T & 9 &

E%EEOH sudo sdc-onboard setup

ok
T
o

]Iggﬂlm
T o
'_QJE

Ade vz [
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. CDO2] VM o] 1] x| & A}-g-8fo] Bt tufo] 2 7 W E| uf =

&7 15

7] 16

oA 17
o7 18
A 19

7] 20
gA 2
o7 22

oA 23
o7 24

Please choose the CDO domain you connect to(31 2 & CDO =4 Q1S A e} Al &) WA 2] 7} 3 A] = A Cisco
Defense Orchestrator =1 Q1 A B E = sk}

| A1 2] 7} FA) S H SDC VME] ThS =W ¢l AR E ¢
a) IP 54~/CIDR

b) AlolEd] ]

c) DNSAH

d) NTP A¥ H+= FQDN

e) Docker B 2] A

= docker BE] X 7} 485 A &= - Enter 71 & T Y

J5
gt
°
2

Are these values valid(®] zto] 28U 71?) (y/n) WA A 7} e y 2 ALR-EFe] o 88 3Fel gt o)

des gy

"Would you like to setup the SDC now?(X & SDCE A 4 &4 A5 U 71?) (yin) WA A 7} YEb A 1S 483y
t}.

VM ol M A o 2 2ok gy,

SDCol| thek SSH A5 AUt cdo2 213t v HEE =g

E%E_E.Oﬂ sudo sdc-onboard bootstrap’é‘ ?.;J E—:‘,%“/] 1‘4—

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] MM H S5 &&= WA A 7} A = T A 14004 A3 cdo HHH T E 4 EFYTh

Please copy the bootstrap data form the Secure Connector Page of CDO(CDO<2] X ot AU E H o] X| o A F-E
Ef dolH & JAFH Al Q) WA A 7} A = A vt HAHE sy o

1. CDO° 2115t}

2. CDO "ol A Admin(¥2]) > Secure Connector(}X.oF AW EE A &gt o},

3. 2q) Fol A exelv] s nek tule] 2 AW 15 Fe 3o,

4. W3} ;2] 2¢kA ol A Copy the bootstrap data(F-E~E 3 Ho|E HANE 2835}l SSH ol Bolds

tt.

[l Cisco Defense Orchestrator= A& Meraki ¥ 2]
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Deploy an On-Premises Secure Device Connector X

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDQ Bootstrap Data

(QBRPX1RPS@VOPSJleUpoYkdjaU9pSINVekkxTmlJc@luUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZ ibk1pT2xzaVNWUkVMH
VUpoYzJVaUxDSm91VBp5YVdRAE1pNHdJaXdpYm1kbWR5SmRMQBoxYz WeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWIPbHNpVWsSTVJW
OQUJSRTFKYG1KZExXDSnBjMB1pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY 1dGel
VWUmx1bUZ1ZENJNmJuVnNNiQ3dpYzNWaWF tVmpkR1I1Y8dVaU9pSjFjM1Z5SW13aWMzQkpaQak2SWt0
RVR5SXNJbUYxZEdodmNtbDBhYV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQok2SW
prMUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWWMLJcB1tTnNRY1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNuYnpkQ81zSWSKbF 1XUW1MQ8
k1T1RSbUBvSTRNOZzFoWW1NNUxUUTNPRGNOWW1Zek 1DMW1ZVBpaWldaaE16aGhOR110TENKM2NtbDBa
QBRPXBRPTUFJT j81id3d3LmR1ZmVuc2VvemNoZXNBcmFBb3TuY29tIgpDREIFVEVOQUSUPS jaXNjby
1hbWFsbG1vIgpDRE9FQk9PVFNUUKFQX1VSTDAiaHRAcHMELY93d3cuZGVmZW5zZWayY2hlc3RyYXRy
ci5jb2@vc2RjL2Jvb3RzdHIhcCIjaXNjby1hbWFsbGlvL2Npc2ZNvLWF tYWxsaW8tUBRDIgo=

#1 Copy bootstrap data

7] 25 Do you want to update these setting(©] 24 2 ¢ vl o] EA] A5 U 71?) (y/n) WA A 7F YEFYE 18 2 gy o)
@A 26 HoFtinpo]l = AVE o] X & Foltth A SDC2] AHEl 7} Active(BA4) 2 W7 E wj7bA] A& A 2 Y

.

T AR
« Holk tfulo] 2~ AVE A &2, 171 #H 0] A
« SDC2}E] tlnfo] 2~ A4 F7) a2, 172 # o] A

A7) WMol 1.2t T ufo] 2~ 7] g ) 2

trfo] 2 A FH & AHE-3ke] CDO & tlulo] 2ol AA ke A5, MIEY Aol A SDC(EO} t] o]
2> 7B Thi =k kel CDOSE T vte] 2= 3he] %@% ] ez 2ol W AR gy ok
gutA o = o] 2]t tlulo]| A= AAE 7|Hto 2 517 ko F& P FA7F YAY 9 QlE H o]
2ol gk 7 L E7} 95Ut ASA(Adaptive Security Appliance), FDM #2] Tu}o] 2~
FMC(Firepower Management Center) "2 Secure Firewall Cloud Native U] H}-0] 2~ = X5 t] n}o] 2~ 2} A4
TS AHESe] DOl 2P T 4 lF YT

SDC+= ¥ tfupo] 2ol A A s el of o= g & 3} ¥he] v nfo] = A8l of &= H| A %] o] th 3l CDO
£ EUH P Y SDCE CDOE HAlste] W& S A dstar, ¥ tuto] =& 4l skl CDOC vl
A A2 Agafar, Be] tiupo] 2o 4 CDORE S 5H-S whakahu o,

@ SDCOl A ] 8 4= 9l gupo] 2 9] 4= s tnpol 2o FEH V)T H G A Ao
7)ol wheh Sheb ok el W -2 A 23w 1] 2) SDC7F oF 50071 ko] 2 A9
2 gt AAE W8-S @ CDO HIW EcllA] o] 2] SDC AR, 22 7| o] A1 & F23H4 Al L.

o Aafell M= At 7 WAl oW A & Ag-ake] UIE S Aol SDCE A A 8= W

g
o
I~
OE I
it
i
v
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A UMel| B2t Tiufo] 2 AE w2

%

i SDCE AR 8k 7HE A A1 F S S 9 S CD02) SDC OVA o] 1 A & T} 7 =3lo] A 2] &}
= AYYth sl A -2 CDO2] VM o] v A & AF-g-5Fe] Bk tjufo] 2 AYE v, 9 7 o] %] &
FEA Al L.

Al 2st7] el
* CDO= AT 15 A Blo] F g st SDCSH QTEI Yl 3] /2= ZHA1 5 A AeHA] FF
B1=3
+ SDCE TCP ¥ E 4430 A SlEjdlof] th&F H Al| of-2-npL-= M2 AdES 7} of gt}
« U E 7 %] 2L Cisco Defense Orchestrator ¥2] T]v}o] 2ol A2 S AESAIA Q.
s vCenter 9] ET}o]AE = ESXi ¢ Eto]A E e} & A X ¥l VMware ESXi &~ E
A\
F3L vSphere Ul =235 SO AEE AME S A X &= A A¥ A 5T
« ESXi 5.1 a}o] 3 u}o] #],
* Cent OS 7 Al E G A Al
* SDCRF Q1= VMe] Al 8] 8. Abel:
« VMware ESXi &~ E o= CPU 2707} 2 2.3t}
« VMware ESXi &2~ E o)== & 4 2GB9] v =7 D 23},
« VMware ESXioll &= 2 H| A \d A elo] ula}l 714 w A8 %] D&H7] &l 64GBS] U] 2= &
Zrol ottt o] gt A Qo wpet o v) A3 7S S84 £ 2 e A g
A LVM(=E A 5§ B2 S AFS-stohar 7hg sy o
« VM 9] CPUS} Hl 28] & f o] EdF & VM| H U< # 3 Secure Connector(}.SF A Y E]) #| 0] %]
ol SDC7} "Active(Z/9)" FEI = A = =A] At}
. o] AAE Y5t AFEAFE Linux B4 ol A 2detar 34 A7 S $18) vi A1 2HA 7] E AL
&3 d o) sl oF gl
* CentOS 7} w4l =22 n| 2~ SDCE A A 'B}L 7% A7) 02 Yum B3 3 X & A A 5h=
Ao] LUt} Yum aw of Wl Yum QU0 EE 714 e e L E 80 U 4430 A o} Lup-g =

MNA| ~E Fojop & —’P AFYTE =S G O]wa of ok} ™ yum-cron B+ crontabS- 4] 3
of gtk ®ot &9 ¥ 3 &7 Yum Qulo] EE W] §)8l] WA s of sh= Het A o] 9l=A]
gl

[l Cisco Defense Orchestrator= A& Meraki ¥ 2]
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A1
oA 2
oA 3

oA 4
A5

7 6
oA 7
w7 8
A9
7 10

AN

o712

2 wmel wok turol = A wiz [

7] Aol Aol RS FALete] Bjwd Aol o] g A HaL tf Al LAy
qmvv}umcq A 7] 2 2oy 7] T2 A 2ol A o]} 3t & 'moth A" 2 A g5 o] o

SDCE A4 e CDO HIY Eo] 21291t}
CDO 79l A Tools & Services(¥ 2 4 1] 2~) > Secure Connectors(X.¢F A Y E]) = A &l gt}

Secure Connector(=.¢F # A E]) 5| o] x| o] A] w}gh A Z2f 2~ W E-S 22 8}a Secure Device Connector (X9} t] H}o]
2 AYH)E dE gk

é e ~ tenant name

user name

-

Secure Device Connector®
Secure Event Connector
11/18/2020, 4:41:08 PM

11/18/2020, 4:41:08 PM

Zol 2g A Al FEAEFY HlolE & il HAFgHY
Z 2 SDCY S E TS RAM 2 t] A3 Z7HS AF&-3ko] CentOS 7 7HF M A1S A 2] gk o}
* 8GB RAM

* 10GB ¥ =4 &%t

AA7F R SDCE P 4, B Y w2 B Aol Edo] & XA st T4 72 UM EYA S 78U
DNS(Domain Name Server) A1 ¥ & -4 gt}

NTP(Network Time Protocol) A1 & -/ g1t}

SDC] CLI9}] 48 4% 2H8-S 913 CentOSOll SSH AW & A A gt

Yum ¢ t]o] EZ A 83 5 open-vm-tools, nettools 2 bind-utils 7 7] x| & A X g},

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CLI 9| 7] A & A ] 3+ t}. https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.htm1S- 338}
A

i

o
K

i --user =2 L& A& 3HA] mRA A 2.

Docker CE | 7] A & A %] 3+ U}, https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce & 332314
Al 2

s

Cisco Defense OrchestratorS A}-8-31 Meraki 2] ]
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Cisco Defense Orchestrator2] 7] - A} 3} |

B o5 umen mor gutol - A wx

o713

oA 14

&7 15

7] 16

oA 17

o7 18

o719

B2 ARRE ARl NP S AL E T

Docker A H] =& A 23} a1 B8

)
>,
>,
L)
i
1
I
e
ox
b
%
T
i)

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

F AR A (edo” B "sde)E AT h cdo AL A el 75 @] 918) 21915 AL g o] (R
AgAE A7 A8 S B At §19), sde AHEAE SDC EA Aelo| 8 Aalel AL A .

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc —d /usr/local/cdo

cdo AH-§7be] W 58 4 e

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo AFEAFE "Wheel" 150l F7}51o] 2] (sudo) A 3+ H-of

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker7} A4 X & H A}-&-%} :’mE— o] A= Yt} CentOS/Docker B A ol whE} "docker" B+ "dockerroot"2F 1L H-=
T AF YT fetc/group LS Flste] oW 170 A E A=A ER1S ths sde AFEAE o] 1wl F7HgE

e

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json I} o] $li= 7 ¢ 3L & A kAL of g W8-S 4 E YT A B H docker Bl THA]

A Ag e

B3 group' 7]0] R 1 F o] Fo] o] 1 A9 Jetcgroup Tl A F-& LI AAGHEA SHR1F
t}.
[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

& A vSphere & Al A S AFE3H= 49 SSHE A 3H6}a1 "edo" AFE AR 2103 T 2 7191 8F F-o &= "sdc”
A&} & E‘iﬁo?}” th 4S5 == wAI A7 BAE R "edo" AFEALS] FEE e gy T
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o7 20
oA 21

A 22

A 23

o7 24

7 25
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[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

o =¥ 2] £ Jusr/local/cdo® W74 U

bootstrapdataa‘t‘ A gdS A S 227 ]E] 2~ Botrdlo] A~ AYE = vl HALe] 2tk Ao A A & B E
2ER] tolH & o] 3de 25Utk 3Y S Save(H ) FH U vi 2 nanoE AHE ] 3 S A

o]l 2=

AFUHTH

HEAE N Ho]|H £ basebd = Sl FZGH LT o] & t)| 5381 extractedbootstrapdataa}{‘ g2 YRy

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]1$

cat § = A skl g d vlolEE SAdyth HE R vagdE HolH = vh53) o] FAE YT

[sdc@sdc-vm ~]S$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP_URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

s e 2dstol yadd FEAE dolg o] AdS 87 Mz iy

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

CDO°ﬂ 1 HE/\E =R E}_Oicsl.qq_

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:=--:=-= —=—:-—-:—— —--:-—:—-- 10654

[sdc@sdc-vm ~]$ 1ls -1 /usr/local/cdo/*SDC

-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC
SDC tarball-"/] %L%% = bootstrap sh ¥ }\] 63 0]'04 SDC -417] ] = j1 SLL]\:]'

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC

<snipped — extracted files>

[sdc@sdc-vm ~]1$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally
sha256:d98£f17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d30579b275458: Pulling from
ciscodefenseorchestrator/sdc prod

08d48e6flcff: Pull complete

ebbdl10b629b1l: Pull complete

dl14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped — downloads>
no crontab for sdc

o] Al SDC7} CDOCIA] "Active(Z7)" = A H Yt}

Cisco Defense Orchestrator= A}-8-3+ Meraki 3] .
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| EESEE R RN ENEE

okl A @ 2]

e Tjnfo] A~ 2 AMH| A &1 Y 2 o] E35te] CDOE #E]ste = tlvlo]| AE WYt}

Hektjuto]l = AVE 9 IP 4 W7

A 737 Aol
o] 2} Fashel W 2] Aol of Gk,

« SDCE TCP L E 443 1= T]ufo] 2~ 7] 2 93] T4 oF LE o A] Q1€ o] ] &t A ] o} u}-&
= AA 2~ A3S ThA o gtk

Fil SDCO IP =45 WA T fulo] 2~ & CDOol| thA] 55 & F a7} gl

A1 SDCO| Wit SSH A2 & At AY 7 M4l £45& 931 CDO AFEALE 210 o)
GA2 IPFAE WAAEY]) Aol SDC VMY U EYF elgHo] A T4 ARE H el ifconfig B H S AR o)

[cdo@localhost ~]$ ifconfig

11:__]'74] 3 ?lﬂ -‘Tﬂ O] i-‘ﬂ 1P ‘Zl‘_}ig 1H 761—3]’34125 sudo sdc-onboard setup US‘ Eé]% %J %31

[cdo@localhost ~]$ sudo sdc-onboard setup

e,

n

1;/_}74]4 _LE_LEoﬂ H]‘jhﬂie o]e_:]y-{}sﬂqu_.

[sudo] password for cdo:

@A5  FE D CDOHIANTE AN YT TELE oS QP
Would you like to reset the root and cdo passwords? (y/n):
dAe UED AT LEEEL B Qg
Would you like to re-configure the network? (y/n):
GA 7 HAIA 7 EAIE A SDCO| 3dEhE = AL IP 74291 SDC VM| ThE EvQl AR E 1 E 3t
a) IP Address(IP 54)
b) Ale]ES]]
c) DNSAH
d) NTP A1 E+= FQDN

W= NTP AW 3= FQDNo| #4851 %] &5+= 7% Enter 7] & 5 Y-
e) Docker B 2] A

T+ docker B8] A 7} A -85 A] &= 79 Enter 7] & 754 ¢}

SAI8 @kl AR e == vAATE BAIEY v 2 S 9

[l Cisco Defense Orchestrator= A& Meraki ¥ 2]
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werutelz Ave A7 [

Are these values correct? (y/n):

Fa o] S AgstH o] A [P F4ol h3 SSH ¢ 2 o] Xz, = d&al7] Aol gho] AF3HA
se1ge.
@A9  SDCol| &S Al IP FA4E AFESEe] SSH 912 S vhEar 2 11§t
GA10 1A E HAE B E S A skl SDC7F A FRIA SIS 4 sy T
[cdo@localhost ~]$ sudo sdc-onboard status
REgRI IR 5408 o) o] 2kal A E ofof Tt
43 VMe| 24014 o] AAE FAshE A5 gl 2ukEA FelsE A7l HAEN 4FOE A9
w3 e 7h EA R U

GA11 CDO AHE-AL QIE Fl o] 2~ & 53] SDCO] A4S 8 & F UL o] Z A slef ¥ CDO o Z&] Aol S E1
Tools & Services(=7- % 4 H] ) > Secure Connectors | o] X & o] &gt t},

G112 Ao XS HAZ AP F4E AT B AE S Ay}

WA 13 Actions(%+4]) el A Request Heartbeat(3tEHIE & )= &gt}
STERIE 8% A wA A 7} A ¥ a1, vk 2 StER| Eo] @A) Eatef A|ZFo] A o] oF gt
=8 W3 IP 45 GMT &3 34] o] ol 7k SDC 2] A5 A K. ol vhed g1},

VMOl SDCE I 3h ol T ek A4S 1§ A VMel 22k tute] 2 A e I, 13 o] 4 & F25
AL

HQFynto] 2 AdE A A
A

Warning

Aapel A= SDC(H.GF tlubo] 2= A F BN E AHAl gyt o] = H =4  flsdth o] 2ds 3
%51 o= A} SDCE A~ o}"’ tulo] 25 thA] A4 T w714 &g SDCO| 14 H tiufo] =& J&\ﬂ
P gl U th tutol 228 vha] Adsted oAl 2 s) oF afi= 2 tjufo] 2ol th gk whe] &} 2H4
<y

2 v Qeslor & 5 A5,

ofN ot ok O

Ll
4
o2,
¥
W
O

Hld Eel A SDCE Al A ete] W thg dat

A1 2pA R SDCO A H BE vnbo] 25 AAG Y v 7 2
« 4 Huto] 2 E ThE SDCE o] Fak71H SDCel| A 41 3] Hof U Al 9. ZA g U
Q.

* Meraki MX 9172 24 57 ¢ dl o] E, on page 21

* 2HA| 2 SDCe| A2 % 2= Hulo] 2E CDOON A Al A g v
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B socoeiasacs

a. sDCoIA A}%—s}% WE tjuto] 2 48k ¥l 5 U3 SDCE ALE-3ko] CDOo| A shE 2E Tinko] ~
S A] o

b. Inventory(A 1L ==) 7| o] x| el A} A 3k R E t]nfo] ~E M e g},

c. Device Actions(t1HFo] 2= #F4) ol A Remove(A| A)E S5 8kl OK(FS)E S8 8t 219 lddy

.

9 1] 2~) > Secure Connectors(2.F A9 E) S A &g}

@A 2 CDO 57l A Tools & Services(Z
£& 43} 3 Secure Device Connector(}.9F tjHjo] =~

7] 3 Secure Connector(X.2F 71 W E}) 3 o] x| o] A w} kA Z2) ~
A E)E e g

tenant name

user name

-

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

e o~

11/18/2020, 4:41:08 PM

A 4 Secure Connector(H.QF A E]) H o] E-of| A | A& SDCE A &gt} o] 4] t]nlo] 2 =7} go]of oF gt}
GA 5 2] o A @ Remove(H A)E 23t ok A a7b TAH YT
Wamning  <sdc_name>2 2HA|ste] il @hHth SDC AHAl = H =9 4= §l5H T SDCE AHA| 8k Huto] 25 £ 1.
DAY A 1G] dell A SDCE A sFaL = B & of gt
A% 5 G vufo] 25 thA| AASkaL A4

ofN el

A7) LR Y HE dulo] A7t 9o B2 SDCE A ASHH A] SDCE A A 3
=182 tA] AlF-sloF gt

ol -1 Alglo] ¢l 7§ Cancel(F )& 838kl CDO A Yol Foat A <.

i

| &3k <sde name>S ¢ & &l Y H 3l OK(E)E &8 Fy .

X

76 =l s} Axpell A A% Kt G A A A ol et 9= SDCO] o5& E Tk
@7 7 OK(2H3)E F23ke] SDC A1 71 & 2l g

SDC 7ol ASA ©] 5
CDO+= ¥ CDO HFAE | A o] 2] SDC A&t A2k AF8-31e] g SDCol| A thE SDCE e 3
ASAE o] &% g JJHFY
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W43 A Cnbol s f1 W T 5w sh o] abe] Tintol 2 e
@A 4 > Command Line Interface(8 8 2 QB o] ~) = Z¢l gt}
GA5 B el M kg g
9A6  HE HdeA CLIM A2 E At
WAT o T b E s Waes Aa g
c v 2o Go]gd wi/ AT $l= A F- Send(HW ) E Y AT HE ol digt §Fo] S el YEREY
o} o Feuich
. 0}1’414 Configure DNS o I 2 ¢} 72 wlj 7§ =7} v F 2 o)) =3+ 7 -$- > View Parameters(w} 7] ¥ <= 1.7])
& 29,
% Using Macro: Configure DNS
> dns domain-lookup
dns server-group DefaultDNS
name-server
Al 8 Parameters("| 7 ¥ 57) 2] Parameters(" 7] ¥ 57) =0l w4 ghS A H UG
Parameters b4
IF_NAME )
dns domain-lookup outside
outside dns server-group DefaultDNS
P ADDR name-server 208.67.220.220
208.67.220.220
Review m
9719 Send(Eul7])E S AU CDO7F &4 o0& B S A&t tute] 29 45 ol Bt ehagyth
B0 WRe A e T AR wale] A £ FAL WANS & Anthres A% B F ) 2w
A 5 Qg
£ Some commands may have made changes to the running config Write to Disk  Dismiss

« Write to Disk(F] 2= 2ol 7])& 2 5hwl o] Wai o] w7 Alaka 4 29l 740 th 5E WA Algre]
upo] o] A2k Aol A e,
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ARE A2 o) a2 AR 5 gls ok CLI A2

vl =s Ay 5 ARt
HARUY A 2= 54 tnpo] e g H A 54

CL
= A7 s wE t)ulo] 29| EHSH

A1 B4 B804 Devices & Services(t] HFo] 2~ W A H] 2)E FEl gt}
7] 2 Devices(t] Hlo] &) ¥1-& El gk}
A 3 S Tinfol A~ ®S ST
@A 4 Huto] A5 e g
@71 5 Command Line Interface(™8 8 & Sl € Hlo] ~)E &8 gt}
WA 6 AP AL B AR E ey
GA 7 v AR ol B A A ofo]l S =T
@7 8 Edit Macro("] A2 HF]) t) 8} 2ol A CLI vl A2 & H ] Y o}
@A 9 Save(A ) E EH T
CLI Wi A2 E A gst= o] ek A& CLI v A2 23S Z23H40 4 2.

CLI T 7. = AHA)

*}*‘1?4 o] CLIviaL 2= AP Al S 4= QA RE A |28 o) v a2 A4S 4= gl Utk CLI v =L 2
£ AAIsHE BE ynfo] 2ol A A Ayt vl A 2= 54 Hufo] 2o A H 4] k5

Al 1 g % 5-o]l A Devices & Services(tlHlo] 2 B A 2) & 22 g
7] 2 Devices(t]ulo] ) 18- €l g},

oA 3 F| % ) Hfo] A~ WS Zed )

A 4 tnfol ~E dE g

7 5 > Command Line Interface(™d & = Q1 E o] »)E 8 gt}

WAl 6 AFAI S ARE-2} 78 €] CLI HHEEE Aeghyh

A 7 CLIW A2 o] BoA EXE olo]|Z e =
A 8 CLI W A2 E A A& &3t}

[l Cisco Defense Orchestrator= A& Meraki ¥ 2]



I Cisco Defense Orchestrator2] 7] & A}3+

7N A

ZEN |

AR sk olake] mak A A o)A AL % 5 Q= ue] Aol U Tk AAE ALgetE 49 o
S 17 54 5 AT Ed AAE Y

2 5w e S A AAE AT 5 DO
W g M A AAE AL gahe mE a6 AvbaUT A7t gk A9 FQe WAl 2
8% BE AL L 02 Aok Gk

tulo] 25 LB Y5, CDOT &l tluto] 2ol A Abg-abe= B A& Q14 ebaL, A 43k v
Objects(7] A1) = o] #] o] L} §H v} Objects(7h A) #| o] A ol A 7]E 7R A & A 8L Bt A A o] A}
LA NAE AT T AdFHTL
CDO< of & t]ufo] 2o A AF&-5] = 7] A & shared object(3 - 71 A) 2}l F- 231 Objects(71 A) I
o] AJof| A o] i %] W At}
o] 2 & A= G EAE B A 7] AL T o] of 2] A A = T]ubo] o A SEE Al &
H A gFH
« Duplicate objects(Z 3 7| #)= o] F-2 TFEARE k-2 -2 53 tnlo] 2o Q= 7 7Y o]
O JRAI YU T} o] gk JH A= d¥HA o ' H| =gk & e ' ARG T thE A Aol A ARE-H Y T
S8 WA= ok A ofo] & BE AE g Ut

Inconsistent objects(¥ ¥4 91 71A) & ol 52 EA T kol o2 F ) o] 4Fe] tlufo] e 9]
A GY T 2= b 5 DS o] E 3 ZHIEE TE TR JNAIE A AR A
Zro] Aol wpef o] 2] &k /A 2] gho] GEbA BELX 7 AT YT A3 glE A= v &
A o}o] = Wz AW}

AFR- 5 %] eFi= J) A= Yulo] A A o) A & A R TFE A A, A 2 B= TR NAT 2] o] A
A xR g A QYT AR H A &= A= o A ofo] & LU g AEE YT

FH mE QAN ZA ALT AAE ART FE ALY T2 B A A AR ke )
AE WA % AT Ao Aol A AAE A F& ARAE A&t 4%, CDOE a2 )

Alo] BALES AT T BALE S LS T

Objects(7H Al) ¥l 7 = o] EsA Y U ES AL A o] A5 QR A Flsto] CDOON ofalf ¥ ¥ =
MAE & dFHT

CDOE & §1 7oA A A5 = tlupo] 2 AR A ME L AH] 2 AAE B T 5 A5
CDOYI A = Th-} 2 W 0. 2 A4 2 ghel & 5 Qe o)

s g 7ol whet 2= JRAE A ek A 2 E Sy v

+ Euto] ol 4] FHE AL ALgE 4] QAL A o] §lE A R o] el @ A EAE B
&, A e A A 2

L QAN A B AANE Rob A B B AT,

S AL AR Aol QA G A R cubol ol thek A WA A BT B7HEHY
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o ThFR A A B Tnpol e JRA] 8L ARA 9] A A gHe vl o
* CDOCY =R P 5 ynfo] 2ol M Abg 51l A S A T o

engel Orhol ol A A AE A4, U EE A o BAE A4S AAD 8L T 62
Cisco Defense Orchestrator, on page 1765 32314 A] Q..

CDO(Cisco Defense Orchestrator)© ©] &3 SHl =7} 5L 3k of 2] tfufo]2~o] 7fA|Q 3F /A& &
=JUth &1 JHAl= o] ofo] Zo® A EH Y

)

Objects(ZHA) # o] A o A &+ WA & AF&-FA gk Lol A 7HAIE AYE 4 dom WA AL &
B AAE ARSI e BE Q) e A2 GA G §4 12l QLT 36
MAZE = A9 sdst wigo] dast e ZAAS MHEA o= AgsoF yrt,
S NAIE & W CDOE= ZH A Hlol £l 2= WA S W&& BAIF YT & A= e
8= %%Ht‘r CDOE Al AR ol A /A a4e] A%e By e "dH e By 5 BoF
Utk Al AR e EY A a4h=3tdet 50w Wit g /iAo A5 A2 ¥ A %
2~
Fu,
Objects Displaying 100 of 163 objects E‘ o ATL'TMG"NT
Object Type Network Group
Al L=oF=VWrc U NF NELWOIE aroup rs (]
ATL-SS-BUDC 2] @ Network Group ® SHARED
ATL-TMG-INT (3] & Network Group Nanworn
OBJECT REFERENCE TYPE L3 30.14
7 1 30.
ATLFTMGPO1 Network Obiect/
ATLFTMGPO2 Network Object Relationships
ATLADDSPO1 [3) & Network Object & lockseol )
ATLADDSPO2 e © Network Object I hgeena ®
& locksco_1_1 T3]
ATLADDSPO3 (3] © Network Object
ATLADDSPO4 3] & Network Object
ATLARCHPO1 (3] & Network Object

@ Heto| =

A LW Eto] =5 ALg-8HH 54 tlufo] oA T U ES A 7Hiﬂﬂ He ool =g 5
Yt} CDO= LW Elo| =5 FA g “H 274 & tlufo] o df Fate ahS AU o] &
Zko] th2 5 7) o]4ke] tlulo] 2ol 9li= AN Aol thEte] CDOYE o] 2 3k gho] @ Hlglo] = & 7]
Inconsistent objects(Q ¥4 {1+ 74 Xﬂ)i A4 5T
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Slshe 1A Ageha e gelvh B s A cfel <o
emetol © 8 AHSE 4 %I th B E tupo] 2o oM e}

Ie) =
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cE=993% 4%
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ol AH Abgol 7Hsd e T A A AT AYFES P
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AR @0 2ko] = B AVESh3L 714 "L RUE] A B A AR RE 91200 4] A A F7F 0.2 o]
918 FAT 5 Az

Editing Shared Network Object X
Object Name * Devices Usage

print-server &= 2 Devices = @ 0 Rule Sets =
Description

printer server object

Default Value v~
eq 126.0.1.0 = ASAv-99-18 = +
Override Values v

Enter a value to add it

Value Devices

126.0.2.4 & Pasadena-ftd-730-516-... = P S
126.0.1.6 & BGL_FTD_7.3 r 2 M|
126.0.1.9 & connected_fmc A S

Note ol 7}=]x] ok-o JiA7} Q= A evgto]l =8 T3 /MAE Y Ff MA= Age 4= A5y
ApA g U8 B DX WA A 34, on page 1815 FH23Al L.

= AN SA AL NS AT 5 AS

At = dFYth g oy A o A AAE A e NAE AFEE u, CDO= S A 2] AL
2o A kAL s AFE S ARSI T A AR A -2 A A= ok 4] ] 2]l 9§ A
A E AU AFE A7} 2A S W) 74| AL 7hE 3 N A EEol] ol 95U Tth

A AAE F2] T A o] AFR 2AE A BE Ao EAEA] FEE AAR A ok
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R EETEE RO

U
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T
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= Filter by Device
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@ Issues (36 }%
(J Unused [ 18 ]
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(C) Duplicate
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(O) Default Values
D Override Values
D Additional Values

@ Jobs
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%€ Tools & Services >

{CE% Settings >

Object Type v

&
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(C) Protocol

~ .
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=
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ARG D A AAE A Fadked B B A& AR E FghTh
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tjulo] 29l AAH 7§ tuto] 2~ o] 58 2 3 t}S View Configuration(7-4 2.7])& 28 3}o] tjnlo]~ A4
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Sh=
tuto] =~ G /A& AH P E o A &ol & Aedste] B 7HA A A A dehs A skl A

Ang 28 5 ey
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Show System-Defined Objects

a Unused

Duplicate
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LE

Default Values
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Application Filter
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FA3 ™ D E A Z0] A4 Show System Objects(A 2~ 7] A EANS A &gy o} 7] A €] o] E-o]
A A28l HA S 7] E W DE A Z0l A Show System Objects(A 228 7] A TA)ZS A elal#] oF
& AH 2 FUh
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b. R tiutol s H A7 tuto]l 2 BlS F ¥ ste] 54 T vlufo]ant g o

Ge| 712 L§E tnto] 8 ATy

ks

o

d. OK(EeNHE FYFYh
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Ae s dE5Uth
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Y 7]zl tuto]~E Frbst Aol vutol o) A 7F A AW S 7 A o} o2 vt
o] 9] #A = BAIE A FHF YT o & 50] ObjectA7} ASA1Z} ASA2 boll F-F-Hthar 7Hd §u
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7] 3 Object(7l 4) Bl o] B0l A] A & 2 43t A=
A 4 A5 A B Foll A4 Unignore(F-A) 2 28 3t
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Objects(7I A1) > FTD Network Objects(FTD HIE$ = 7 A]) #l o] 2| 2] Y| EL] 7 7l A 2 15l of st
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<l ol &

Meraki IPv4 o o o o

Table 4 VIE9 7 15 9] 3] & 5= ZRl=

tjuto] 2~ 3 IP 3k U ES] A 7] A HES T 18

Meraki o o o

Al P E A IHA] QAR

Z2}-9-= A8 Firewall Management Center”} 91i= Cisco Defense Orchestrator tenant & X.+-3}3L )=

[e)
hy
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AR AdgHoz AEHU=A ARE HAF
sdc-onboard 4 A& thA] A g}

e

#k

to |k

A2 2OE @Ea’i’. sudo sdc-onboard setup"\% 2] 8 5l ——‘?“Oﬂ = CD07]' Oq 3] SDC7]’ ACtiVE(ﬁe‘}‘é) )E;'EH ?:]:% L}EPHX]
& © ™ Cisco Defense Orchestrator A< & o] 2.

SDC2] W7 % IP =47} CDO9Y| v w %] &
WA

SDC2] IP 45 3k 7 9- GMT 2.4 34] o] 3714 = CDOell Wk 5] %] eF51U T},

.ﬁ

SDCe}o] Tiulo] = o1 4 ¥4 4 A

o] %8 AL§5te] CDOY A SDC(HLGE ko] 2 A MBS B3] t]vho] 229 AAS B ~EFY]
o, gute] 27} Lol Asfel AL £1% Mol DO} Elrfo] 0] AT A=A 15

711 CDO ™79l A Admin(ZH2]) > Secure Connector(E.¢F 71 Y E)E A &gt o},
@72 SDCE A8 g},

A 3 2 2% 9] Troubleshooting(#l| 3l 4) “-oll A Device Connectivity(tlvlo] 2= A Z2)E S8 3t
WA 4 A S AS Al ES A A S A1 3= tulo] 2] F A I IP T4 i FQDN 2 ¥ E H3S 2 931l Go(©]
)= %Q%HD} CDO= th 21S gt
a) DNS el -1P 24 th4l FQDNS Al &5k= 749~ SDC7} HlQl o] 58 SIS IP F4 5 744 & & oA
ey D‘r.
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b) 94 HZAE -tulo] o] A4
c) TLS A€l - tnfo] 29} SDC7} B

« AL H A &= 4T - Tupo] 29} SDCel A B A 8= TLS ¥ H o] §l&= 4% CDO= Hufe] 2o A #|
Aeh=TLS M A 2 945 = B A ESHA 7 SDCE HAESA] g5t

o) _t.y\] o3k o}

ﬂw
N,y

d) SSL Q154 - &4 s Aol A AA5A BEE AlgH

A 5 tinfo] 2of el X Y = A FA| 7 AlS DA SE= 7 -$- Cisco Defense Orchestrator A Bl of] 2] s} A] 2.

8 F o 7 = SDeol| AA A FE
Al T EFAL 22 Y12 SDC(HE.SE tlufo] 2 A v E ol vk g 1t}

TP A 0 R Bz SDCl| AAHA B

Zek: o] FAI= T =23 F 7o) Aol S w(80% ©]/d) TAT 4= lF Ut

2 T A S GRlsteH vy dAlE TPt

1. SDC(X.SF tjufe] 2 AME]) VME Z&S Gt

2. A8} ol cdoz Z1elg )

3. Hx EZaJ A AT LIRS E JH P

4. VA df -bE Q] ALG TH T T2 FLo] QA Blse] U ad o] f B BAR
Yt

Dockerol| Al ] 22 F-7FS 40| 8k 218 Skl ek 4= Q)5 Utk 234 Q1 o 23 A8 52 2GB v T
o Ao oA

5. Docker ZU] 9] U]~ AL 8-S H e W,
sudo du -h /var/lib/docker | sort -hE A3}

Docker Z1] 9] t] A3 Z7FHAFESS B 4= gl&U )

R

Docker & 9] Y= & 3F ARE-RFo] A ] 75 3k 74-5- docker 178 ol A b5 A ol Syt
« ) A7) AA gdo] A A7) mEehd 21

Ho o Hoff Heol] RS W 29 3 2 9l S A A o

U Tt Al S

1. sudo vi /etc/docker/daemon.jsonE A gc}
ol o =S Y U Th

{

N
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B oo oo = Avge gae v 2= Aeoly A3 44 2 °H4: cisco-sa-20190215-runc
"log-driver": "json-file",
"log-opts": {"max-size": "100m", "max-file": "5" }

}
3. ESC7]& F& U wq!

i

912

t

e} w7 Al

23

o

o
e,
o
i
o
v
o

4

%3l sudo cat /etc/docker/daemon.jsonS 23 3le] o] Mg ALEHS- Eel

i)

2= 0]
T o/

4. sudo systemctl restart dockerE 2 33}o] doker IS ThA] A 2HEHH T}

W7 Abglo] Ay 2 B Ax AYYT} sudo du -h /var/lib/docker | sort -h
5 A 33to] docker T ¢] YJulo|ER T~ AMEFS HU T

5. df -hE Adsto] AL 7he s v~ A717F ST EA gl

o

H et tnfo] 2 AU o 3k v X]= 7 H|
cisco-sa-20190215-runc

|

A

A 4% F o4

Cisco PSIRT(A| % H.¢F ALl t]-§ §)i= Docker?] A 227} =2 3 ool tfsl] A sl Kok A
Cisco-sa-20190215-runcE AlA A FU T FH kAol vl gt A A A -2 2 A PSIRT & A= F23514
Al L.

o] 3 epA-& ®E CDO W 2ol Al F L v H o)

* CDO?| Eeh5-= ¥l 3 SDC(H.F Tl Hbo] 2= 7 ¥ B)) & AFE-8h= 31712 CDO = "ol A 14
GAE olv] FRFP o ofF Ad e T el syt

o 23 g 2o Bl EF SDCE A3 2242 H Al Docker | A& A1 881 =E SDCEA~EE
adglol=afoF Ut ths X H e whet o] S e = QlF U T

« CDO-% 5 SDC T ~E {Jdo] E, 174 ¥ o] 4]
« AFEAF A A SDC T2AE Qo] E, 175 # o] A

e B 71 33 175 o] X

CDO-3i= SDC T~ E HH|o|E

CDO2| VM o] v A 5 Ak-g-ato] Hot vyufo] s AME wj £33 7 5- o] X3 & A T

Tl 1 SSH 1= o] wjulo] A 248 A}-4-35}o] SDC
A 2 v 48 S 2 8 8ke] Docker A H] 2~ W S Sl Tl

docker version

A3 HA VMEEE WA T stuE 28 9 B v 22 F3 ] :AE Y
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EREE

A 4

A5

) 6

AH8A A A SDC & AE o] E

> docker version
Client:

Version: 18.06.1-ce

API version: 1.38

Go version: gol.10.3

Git commit: e68fc7a

Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amd64
Experimental: false

7)o A o] M-S & 5 AFYTH
o3 8% S A 33ke] Dockerg Y HlO| ESIL AU 25 ThA] Al &S Al L.

> sudo yum update docker-ce
> sudo service docker restart

2l Docker A1 H] 227} T}A] Al 2L = 5-¢F CDO<} Tl ulo] & Fhol| -2 2 Feto] WAyt o,

docker version T 8 & ThA] 2 & 314 A

> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
0S/Arch: linux/amd64
Experimental: false

nkx F U T o Al 2] 7F 488 H 4l B3 9] Docker® ¢ 18| o] =5 A T

}-o
O
dlo
il
)
)
e
>
i
2
9
%t
i
i

AF&AF A4 SDC 2~ E Ho] E

2} A SDC S AEE YAT 9 Docker A X v o] whe) G oo E A XS ufg}of gy th CentOS,

yum % Docker-ce(1 7 HE o ] )& AH&-g+ 4 - o] A A7} 253y E]'.

Docker-ee(NE] ko] = ¥ )& A A 7 of
a7 Mol th& 5 AF YT Docker Hl o] A &
9 Aoy wot B Ald) S AAH T 4= 5y

Ciscoi= ©] F & A< 3 }5‘}44 Jom F7EAR7E Al S E = 2 Fals dHolES

:

A7t HF o2 FAIEA 74 Cisco W 1ol A A 8-S 2T 4 dHy

CSCvo033929-CVE-2019-5736: runc container breakout

E "W S AL-8-5}9] DockerE 4 X] 3F 7 $- Docker2]
glste] A X3 SulE ¥ H (Docker HF FH|o] E

e},

Cisco Defense OrchestratorS A}-8-31 Meraki 2] ]


https://blog.docker.com/2019/02/docker-security-update-cve-2018-5736-and-container-security-best-practices/
https://blog.docker.com/2019/02/docker-security-update-cve-2018-5736-and-container-security-best-practices/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo33929

RN

. -7 3] 2 Cisco Defense Orchestrator

< Al 3f

=l A

ool Zre o] A

&

.

A Cisco Defense Orchestrator

A2 ZEE CDO A ol 21913 7] wlioll = 1glo] A u)gt

e A Qg e = 9l 3‘4 ‘jr CDOE} AS 29 0}04 defenceorchestrator comoﬂ oM Af| A~ 0}7% L}
CDO(EU)E =9 3}9] defenceorchestrator.euc]] A 2~3 T},

2Rl A A a2

PR AR} o) F Ei= e R 218 CDOC| ®118HA] 25

48 DO EuAofol 2 o 44874 o1 L W D} e ol 2l Hohor: A

LA, AN S S8R A Sl A8 s R LN EE R 4 8

Secure Sign-On A 4 < /\F‘l 3l ™ Al Cisco Secure Sign-On & 7} g =5

61 Zl o] =] o] x| el ut2} Al Cisco Secure Sign-On Al g ol 553l oF fF T},
- 8l

Cisco Secure Sign-On thA| B.= 2 1910 A &3 %2k CDOE A 8 & 4
312 W CDO Al A ¥ thE AFR- A} 0] B 2 F Cisco Secure Sign-On Al & WHEA & 5 AF YT CDO
9} Cisco Secure Sign-On 7Fe] AF-8-2} A BE 3% 73}35l2 W Cisco TAC(Technical Assistance Center)©]|
ol st Al S

A Bt s AR S =l Aol

sl A g Hekg-A o] A%g o] d HutaE Abg et 200 A= AlS 5 AFHH Hrtas
https://cdo.onelogin.coms 7+ = AF U T

Mo &

a2 W https://sign-on.security.cisco.com®l] 2113 T},

* 32 W o} =] Cisco Secure Sign-On Al A & A A8} A] &2 7% A Cisco Secure Sign-On & 715
E AA 9 Duo theHA] ol 1A

o A W Al Al S THE - Ul A B =l A Cisco Defense Orchestrator(US), CISCO Defense
Orchestrator(EU) 5= Cisco Defense Orchestrator(APJC)®ll 3l 93} CDO B} = &3 3t}

« 32 %9 https://sign-on.security.cisco.com= 7}2] 7| =5 HrlAE o] EFY

NA| 2 B ASA A &4

A EHA B

-

| A Devices & Services(t]HFo] 2~ @ A B] 2)E S g}
@7 2 Devices(T]vlo] ) 815 S8 &Y T},
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A1
oA 2
A3

oA 4

A 5
A 6

oA 7

EEEREERNEEEEREEN

f
r (e}
g
M
X
b
N
O

Sl iutel 2 W2 2 gyt
A AR 71 B e el A Tleho] 28 A e T
A A% AR Gl AR AES ST

b. Aol WEE T Accept(4-2)E T 1A 9L A9 Cancel(F ) E T,
A AT EAZ AR F o] 20] A7 el el FAE T T e} g 5hE A g B
s A g o e BAE 5 Qe T4 5 A4S A Eeke] DO} lulol = ke A AolE AES L &4
.

WA 27 o MES AHgtel Y=Y 2A 2
E ol g Abgstol MEA D BAE Eel Breshs U A8 T 5 Qi 7R T
e Qo A MEN D 2 Yol A ALS AT HEA Y el azeo] A2 5 glrke 1

AT, A i A A FAE ez, AR 9 HE
Ag

Wyahe o] gzl thek o Aojsh=A & el A o2 vporght),

rE T
>}L
[o
=

Note =3k o] AJite] 2 o A= FDM ¥+g] t]ufo ] ZFHES F EH S A et ek ol g al 7h 7y
U}, Security Analytics and Logging( 2.9t 4] ¥ 27])2 t}& tufo] 2 F oA 27 AR E 533}
A ey,
Sl 4> ol ME 248 AdFn
% e FeE.
AIZE RS E 70 & oMl E HE 7 & A AU T 7] 24 © 2 Historical(7] %) ol = o] Wl E o] w}x]u} A ZFo] 1
AT SuhE A7 W99

21 739 @A) R} A1 7S End(F ) AZbo = 918 T Ske A9l 7} ol
A wae BA) AHS TP A T FE AGE Pk
Sensor ID(A1 ID) B=o] AL§A9] O 25 Ao sHe A 02 o)A Wape o] P F28 A ek Wby
o 7 ol 49l 75 714 ol A &4k S ALg kel O MIES WY FULh T FES WELORFOE A

el T} o] sensorIp:192.168.10.2 OR SensorID:192.168.20.2.

Events(¢| W1 E) ZE] ¥ A =9] Source IP(A22 IP) =of AFE2L9] [P FAE JH g
ARAF7) ] Zn2mol] A 228 = gl 4 5- Destination IP(tH7 IP) Aol 8w 2] 2220] IP F45 98] 2414
o

Ao A ol ES F43lal AlF HRE AT of & 2 7HA] Al F- ALy T
« AC_RuleAction - 712 o] E&| A E ] =¥l 214 (3] &, 4l =], 2heh).

* FirewallPolicy - | HIEE E| A g 112 o] 253}= 4 At}
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* FirewallRule - | I E S Eg] A3k 517 ¢] o] &Yt} Zko] Default Action(?] % 2+¢})Ql A A o] 17 =
sttt ofuel oM EE e AT AL QA o] 77 2]y}

t}.
A 8 A 2] o] MM AE Asli= 4 - FirewallRule 2 FirewallPolicy B =& 3218t A A5 2petaliz A o 5
2E AE gy

AN G5 35 0] Beh Ao A 2 ESHA  Wol A 2E5HA i 1) Abo] = A (SSLIEE 9
3 7% 94

’\u]'EEm 7] e} Blufo] =8 o - 92 SSL(H= Q15 7|3 ¥ o] 2h= 7] =& A& T SSL ¥
Q7 A AW 54 2] A E § ARA A3 T whEkA] $] o] Firepower Threat Defense

‘qﬂ}o]ioﬂ"i AT E A5/ E o A ASel Aujetar Ado] gyt

ojuf 7] LA Q1 F-& AFE AT AL E & AR A = ) Alo] Eoll 1A 4= AR 4] Hakg-A
EAHESHH A2 doke AYUTh i o2 A- ol Aafgh vluto] oA Hehg-A & A8 o

= AZ 713). d & 59 AF-&A}= Facebook i0S B+ Android ¢S A& 4= §1A| 7t Safari £+

Chrome<- https://www.facebook.com & = X A 3}aL g4 o2 A4 4= Q5 1T).

iz '1—51—

SSL ¥4 & 51 3] W A]#] 7} 2 )] 7] (man-in-the-middle) 32 & 2}et8}= d] AFS-H 22 o] gt A4
o A L T e &4 Foll 4] A8 slof g,

71 e Al F-7 H

574 Apol E7b Hakg- Aol A= 28

Q12’22 A whof Funh S AWk 4124 0 2 et A2 o] MEE AL&-3 B a ER
=9} v 2o] SSL 7Y & #e1e & AU

oﬂO 5 714 H]—/\]OEOH/\] A= ]—o].] x}g]al—/\ 01/\1/]1;]_

* Facebook 52 L& 1 42 A1 o] A SH, CERT, SHD WA A& W= 5 A] SSL ALERT WA A &
Byt Alerts E% SSL ¥ 'd S YEFY = "Unknown CA (48)(2 5= $1E CA®48))" & itk
o5 WA A] F-of] = TCP Reset(TCP A A)o] AEH T o| I E M| FALE o &= T 5740 3
Ay

* SSL Flow Flag(SSL &&9% Z#1)ol¥ ALERT SEEN©| X o] SIFYTt.

* SSL Flow Flag(SSL Z &% Z¥| 1)l APP DATA C2S Ei APP DATA s2c7} E&Ho A &<

=N

* SSL Flow Message (SSL 2% WIAlA])¥ HE%& CLIENT HELLO, SERVER HELLO,
SERVER_CERTIFICATE, SERVER KEY EXCHANGE, SERVER HELLO DONEYUt}.

* Dropbox 59 713 2 1> ¢H S Hu|A] gF5Hth diAl dl=Ao] A7t 59 wj7hA] 7| g3t
S

N O
HTY &2 =
7} TCP Reset(TCP A2 )& AEF Yot o]l Eof &= th& 7ol A H YT
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* SSL Flow Flag(SSL Z2$ Z 1)l ALERT SEEN, APP DATA C2S Hi APP DATA s2c’/} X%

Ho] 94 @t}

* SSL Flow Message (SSL 2% WIAIA|)¥E EF CLIENT HELLO, SERVER HELLO,
SERVER CERTIFICATE, SERVER KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,
CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER _FINISHED$IUYT}.

5 A8 o] B i kB Q18] CDOS) =8l £
Z=lel

W CDOA 22915ke] 3 & u) ALE 4 o] B R W /F SHLE HE 2o1ele] s A
& 9131 G, I B 61 G AL ko] AL 7bs o o 5 5 418 4 914 4, A Ciseo
Secure Sign-On 7|7 & AF-8-3F21 ¥ Al Cisco Secure Sign-On ©] 7F-E A4 "4 “ Duo ‘:]"\;_]’741 s T,
61 o o] =] 2] x| 3o IL}E]- Al Cisco Secure Sign-On A g ol 553l oF 3H t}.

Cisco Secure Sign-On A B.& & 180 AT A% CDOE A& & &+ §l&

a2 W CDO Al A 3} v} 2 AR} o] 5 2 & Cisco Secure Sign-On 7] & THE %S 4 5 Y th CDO
9} Cisco Secure Sign-On 7F] AF8-2F A B E % 73}5F# ™ Cisco TAC(Technical Assistance Center)©ll
o8t Al S

A% Bupa g ARE-gk =1l A o)

S g ek Ao A o HukdE Abgse] 2L ARYS 5 ATk kA
https://cdo.onelogin.coms 7+ = AFH T

&2 W https://sign-on.security.cisco.com®l] =113t}

s 32 U 0}]‘ Cisco Secure Sign-On 7| & A 34| 282 7 9- Al Cisco Secure Sign-On ©] 7}
E A4 9 Duo thHA| 915 4

o A g A A S THE 5 A =90l 4] Cisco Defense Orchestrator(US), CISCO Defense
Orchestrator(EU) %= Cisco Defense Orchestrator(APJC)ol| 3l &3l CDO B} & =834t}

« 32 %9 https://sign-on.security.cisco.com= 7}2] 7| =5 HrlAE o] EFFY

A=A el 2

= ZNA A sl A
AR B o) gL AT e AR Ejshel o sl A Ll A D <1 )
]_

=1
5/
A il AT2 A H I FASE 52 AL U2 A J o A A8 AUt 5 /A A& &l
A T CDOE FAE A o] 5 o2 JFS e EE A F2E JuolEg Y]
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A a2 |
W 0594 e A0 w2 82

A1 922 CDO T4 vloll A Objects(7HA) S &8 8FaL 348 AEgtych

@A 2 19 o5 A E A DE S T8 A A E 2y

GA 3 A F shE ATk JRA Al R s d o] &S
@ DUPLICATE @ Resalve | Ignore

"l 24 271 % 3y DUPLICATE ¥ =7} T AUt}

) 4 Resolve(3l 2)S Z8 Ut} CDOE v e T3 fA S AU
A5 Bl alE = A E A g o
GA 6 o)A Tha T 2 A o] Al YT

=
=
o

< MA T S T2 NAIR wAl ek FA 2 A A o el Pick(4d Bl)& & ¥ 8Fal Resolve(2<l)E & 8 5t
g s HH}O]* RUEA A G S &AT v, W4 Aol vhEell 59 Confirm(2Q)E =334
th CDO= A HAE WA 2 A etal T8 52 AT

o HEo FA1 S A 7F 9l 9 Ignore(FA)E S8 @Y T IAIE F-AI8HE CDOCl FA1H = 5 A

ol AAG U

« AAE FA A CDO7F F 5 AAE A w) 21 ek = skl Ignore All(EF FA)E S8 3y

SAT 2 A EA AAHAE A WG AL LE ubo] 2ol o g T W7 AL vl ns] L E, 7k vt
ole] w7 A B el o g e

ARG E A = WA A s A2

ARG E A] @b AL Tlalo] 2 A o) EABHA| 7 T2 JRA), A A B NAT 2] ol A 3+
Z3HA] gk WAyt
Td AR

e gufo] s g A 2 HE Y H ] 7], 77 F o] 4]
* CDO° tjulo] 2 v & tha] A4, 81 o] A

ARE-H A 9= A A S

W1 9% CDO B4 uhol A Objects(71 M) 2 5ha S4S Aeigc),
WA 2 1A g8 AAE A D ele] AL s A A Ry
WA 3 st ol ae] AFgE A ek AR A e
@74 o)A The 3t e S Ao AT H U
« 23] ol A Remove(#] 7)) 8 & S alo] CDO A AF&-H ] 9= /A2 Al AT T,

« Issues(=A) ol A Ignore(F-A)E 28 FHTH 7HAIE A8 CDOE AH&-H A %+ 7R A o] A 3tol] &l
MAE FAI8HA] 55U
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Note

AEE A S JNA EAE E AR s A sk tike] iA A s A S A L.

AHE-E] 2] 2= AN A o= Al A

GA1 2%
a9 v

w7 2
oA 3

A 4

oA 5
) 6

B
=

°] CDO B4 Hloll A Objects(7NA) =S &8 &taL 34AS Aelgty o)
NAE NA BE et AF-8kA] = A A& 25U T
st shel = A EA) e A E e g,

o JNA Elo]E

« 7N A "ol &

&y o] SAeE FY ko] dox] o] BE JhAE A

ol A AHE-sHA] &= A AAE A gy

L2 8% 24 Aol A Remove(Al 71) @& F 8 5Fo] CDOOI A Ad 8 gk AL8-5 4] eF = /Al & 25 AAd Y gk i
o 9971 ¢ A E AA L 4+ AFH T
OK(1)S 22 aho] ALgahA ki AAAE A S 217 Sl gheh.
o)z ek WA AVEg WE 7] S % 71A) A8 Aol gl
CAFWAR LS BE Cujol 2ol gk T4 WA AV v 2l wo) 2 W a7 kgl eho) ol el WA Apa
& 2 wlo] M E g
- Inventory(21AI = 2]) 0] 4 & Q31 W7 6] FFE W Tirho] s St W7e] YFE W BE o)
o] 22 N ehsla v Foll A Deploy AT Bl ) 2 S Ut s el 443 232 HFY
] 7N A A & A
%(“J_:] ‘] 7Hx‘] B INCONSISTENT (2 Resolve | Ignore = = 7H ])\1—4 E]H]— ]/\Oﬂ /\1
ZARE gho] T2 A DY T AFE AL 5D e o] F H FRIEE AR ste] A& ThE A ol A 7H7<ﬂ
£ A sHA R A gho] Aol whet o] 218k 7h A o] gho] EEtA B EUd X 7L HA sk ATt AF
SIES
WL AP A e ANA FAE AAZ S ASAY ve) A Al 1AL BRAAA L.
AA|3HA] eF= Al sl thas FAE 7 AFYTH

+ Ignore(#-41): CDO7F 744 7h9] A¥H4 §1& A5 s b A G Tk AA7L e o] % %
A2 Wl s A g4,

* Merge(*d §): CDOZF A1 8l 3 B= JRA o ol F gl e 7HAl 25 o= Ay

+ Rename(°] & 1H7)): CDOE AHE- 3P A2 347 9= A 5 shube] ol 53 b1 4 o] 52
A3 % 5 AU
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« Convert Shared Network Objects to Overrides(3-f U E S 3 7/ A E oW 2fo] == ¥ 3}H): CDO
E A& A o] e T AW o] =7 AV fle)E e etol = e v &

o)

AR
T2 A 5 AFUTh dAsHA] = vHA o] 7 kA Q1 7] 2 gk A= G4 TN A
o] 71Egte = gy

)

Note 3% 7] 2 gko] o 2] /1) 49 1 % shuioh 7| ghow degy o) U
A 718 2 evletol = ghe sl A ] emetol = BgHY T,

« Convert Shared Network Group to Additional Values(&-+ W E$ 3 15 & F7F gho.= W 3l):
-CDOE AHE8HH AA8HA] o o VIER A 252 77 atel e gl T/ ilEY = 1
FOR AFE F AdFUY o] 759 V> ST dAEHA FSUEN T 17 5w @k
= 7 &F WA 7E sk o] A lofof @tk AU o] 7 Al ek BE Vg V)
2gke] Hm, A VA= AR YA E UEN D 159 F7F g2 gy
A5 5o dAGHA F= F Y TR UEAD 152 LHFHAN . A A VEY A 1w
'shared_network_group'< 'object 1'(192.0.2.x) 2 'object 2'(192.0.2.y)Z AR YL} o 7| = F
7} 2k 'object 3'(192.0.2.2)% EgH Ut} 7 A A U/ ESY A 15 'shared network group'-
'object_1'(192.0.2.x) & =7} %k 'object 4'(192.02.b)% FAH YL TH+ UMEY T 152 F71 %
o2 W3S ) A 2 P 15 'shared network group'ell = 'object 1'(192.0.2.x) 2
object 2'(192.0.2.y)7} F3HE] 1, ‘object_3'(192.0. 2.2) 2 ‘object 4'(192.0.2.b)5 7} 7O 5 AFE
P

)

Note ) JEQ = A= A5
71 B U ES DA e eko] = SR ch o] = A) Tivke] 227}
Do S E Al 48

0
jw)
@)
i
>
off
o
tt
:Oug‘,
oft
=
o
offt
(17
e
L
il
o

A1 %] CDO B4 vkoll A Objects(ZHA)E & & akal A& A8yt

9A2 - Y5 NAE WA ZE et A4 fle 1A £A1E sy

GA3 dAEHA = WAE A U A Al B s dell QS W= JRA S| 7 7F 323 INCONSISTENT 2 =
7F EAE Y.
L)
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| #1414

) 4 Resolve(3l 2)Z &8 U tl CDOE e U A &14] e /WA S FA Yok
o] AlFFH Yt

A5 oAl thE I 2 &
« B AL
a. FAE WA E v askar A 5 sktell A Ignore(tADNE
All(EF FANE 2934 T

SEERL 8]

off

Ut = 2 E A S FAskHE Ignore

oo
2

b. OK(&= &4

A E W] sl A gL
Falel sld)e 2 g

A= Hsks

a. Resolve by Merging X Objects(X71] 7§ 4| & W &

b. OK(3e)E Zel gt}

* Rename(¢] & v 7]):
WS 2L
irm(&<HE == gy

a. Rename(°]&
b. J&S W= UEYT A L tynfo] 2o W AFSFS A EkaL C
NA el A5): & NAE L eto] =9} vl
A4

« Convert to Overrides( H% o= W i‘r)(o‘ X] st ]

o uf, M
a. Convertto Overrides(A] 4 2] 2 M 3h &
T WA = sy

oK(QOLl)g =3t} Edit Shared Object(j— fr 7 A H %
£ AH&-ste] 7] gk

= Yt A= I AL AF- HEE
3 erjtol = 3hol] ghg ol e e o AF U

b.
AFHTh 9% L o} % s}k
- Convert to Additional Values(F7} 2.2 HEL X314 = WEHT 172 4%
a. Convert to Additional Values(5=7} #t 2.2 W 3hE Z 3t} X514 gk e M= 71 3ol A=
9 FF NA R Hsg YT
nfirm(&<)E =2 yth

b B W MEN A D o] o] WA

, on page 181 i-A| 7} 9=
o] A7k 5]
ARG A =

A RA A o2

Adutt. 7H2ﬂ°ﬂ 7N

a1

=] AN A A A
ARG HA ek A FA A T2 A FA A
S S5 g ] B o] el AAE A
b ofel A Aslehn A £ g ol o] A AAe
9 vlol shuhe) ®Al 3w T AE 5 gt
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Important  L}5of] JHA| 7} UF 2 T4 H-8 2 A2 A AUG FA| A2 G Al el A8 ﬂoﬂa 05350%
S FYUL G2 So] A7 FEE 7] v A EA P QA7 sl U XA &=
© & RAEE AT, TEHNAZ FA G A YA A = JNA R FAE = AL o gyt

SA1 9% 2] cDO B4 ol A Objects( A& F2tal 34 S A g},
SAl 2 AA HE F3)7] g8 A A E A 2HE F dEFY T
S 3 Object(7RAN) Hl o] Boll A F-A1 & 28 7153 e AAS Aa gt Issues(EA) 2 FA4 FEHE 2 MAS 2
w3ty
Issues
@ Duplicate Ignore (4)
| Inconsistent |
Unused lgnore (
GA 4 FREE EAE A Y Ignore(FANE SR YT 24 A4 H @S JE A o2 Al of
715 OK(EN)E S8 8te] ald /A FAE A S gy
>~ oA A
tlufo] 2~ 4 4
CDO Bl Eo] £uE tule] o] 17 AElE B 4 Agirh o] FEL ke A e of

a5l o] =20 Ut} Inventory(S1 ¥l E 2]) | 0] 2] ol A Connectivity(1 2) G- tinjo]x~ A4

S A Y

tuto] 2~ A4 AFEj7b 2 ebelo] ™ tuto] 2~ o] o] A LAl CDOl AAH o 55 v FY
o} obgff 3xol A E thE el YubA o2 of g 7HH] o] {f- & tlufo] o A 7} ﬁ% ] g
Fut} o] F= o EAlA Hsts S AlsdUh A2 A9 E o= EAVEF A
ol A& F AFUTL A A= ’\]¢0}%,CDO A AA S Fgst7] de ‘:‘”1 ol 2] &

FAE AR st wAIAE & ]5“4‘:}.

tjulo] 2 A4 ) 7}k ol a4 %

22kl tuto] o] o] AA i | gl
CDO°l AZ 5] FH

Lz egel tuto] 2o o] A A Y| | Huto] 27} @ szl e 91 4]
Efa dde] BRSUTH gl

EZwggfold A tjulo] 2ol Fat gk gho] A7} | gho)ad 2 B A 3 4, onpage
AEH 185
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tupe] 2= g1 ) TFs kol f L
FraSA e A4 F1 tuto) ol A4 3}7] 9181 CDO | 78k e A4 Z 1 74 4

[e]
Py
ol 1 Ab-g-3k= A4 o] &3} 9| 2, on page 185
& 23] enpex) g,

A Q1A B tupe] 9] QIS 7F AL | A JISAM Al EX =479, on
{51/]1:} ] dlo] 27} 2} A A= = | page 186
AFA & AE3HE 74§ Tt

29 LS BT AA o] A7}

TS 5 A5

CDOE=UHlo| A2 2u g st | 21y O F &4 3124, on page
tuto] ko] Aol Foj S | 195
T AFHh

rlo
f
ol,
to
Sl

o] M 2 ¥-3 BA] 14

tjuto] 2 A4 el 7} "Insufficient License(2Fo] A 2~ F-55)" &2 A & ™ T3-S T FH T

s fufo] 27t efol A A& & 5T uj 7b4] A 71tk g Y o Y WA S 2 Cisco Smart Software Manager
7} eluto] 2of A 2ol d A& A -&-3h+= d] Algto] A Pt

e Hnfo] & AFEi7E W 4] @ o CDO A ZILokskal thA] 2714169 CDO XH S A =
38 5 ghol M A ¢} tiutol A 21 Y EY T BA HA S A g T}

« XES N2 1A% vufo] 2 Abe)y) WA E %] ko g Sa ),

HU

Al 1 Cisco Smart Software Managerol| A Al £33 A4 st HALE YT AFA|§F 8- vl E glo] A A vt o5
FEEA A L.
WAl 2 CDO BHA] 5.-8-ol A Devices & Services(T]Hlo] 2= 2 A H] &) o] x| & Z-€l gt}
7] 3 Devices(t] Hlo] &) ¥1-& El gk}
A 4 A3 tulo]l 2~ §-3 ¥12 2935} Insufficient License(2}o] A 22 F-55) A e o] t]ulo] ~ 5 A e gt}
7] 5 Device Details(t] vlo] 2~ Al - 7 1) 7ol A Insufficient Licenses(& 5 ¢t 2Fo] A 22)of| 3% A] =] &= Manage Licenses(2}
o] 2 #e])E =93 Y vl Manage Licenses(2to] A 2~ #+e]) o] YERE Yt
GA 6 st Buo A ESZS Eo¥a fulo]l A~ 55 93y
Edo] tulo]xo Ao w A&ud A4 FE 7t el o2 vy Yt
faa e AA 5
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https://software.cisco.com/#SmartLicensing-Inventory
https://www.youtube.com/watch?v=8nSyUDEAJEE

wAl A |

A 1 Devices & Services(t]HFo] 2~ L A 0] ) # o] x| & Gt}

@7 2 Devices(tl ko] ) B8 S8 g},

A3 A3 tlnto] 2 8 ¥ 2513 Invalid Credentials(H- & 317 93 442 %) e o] tnto] ~= A e g},

] 4 Device Details(t] vlo] 2~ Al 5 7 1) Zell A Invalid Credentials(Z-5-% 214 Z-7)oll YEl= Reconnect(#] 1 2) S
283t} cDO7} t]nfo] 2~9ke] A AL Al =dh T},

04§ T2 E 7} UEYE Linux AFEAF o] 2 2 v i 52 d g}

@A 6 Continue(Al14)E 284t

oA 7 Tlupo] 27} 22kl el 7 5 3 AFR 8 F0) 7} 5 Close(B7))E £ 3

B8 CDO7E 25 A4 S8 & ALg-ahe] tlupo] 2ol A48 3 A= §7] W&o CDO7} Flupe] 2o A sH= v A}
Gl ok sl= AR AL o] & R Bl T £ o] vrfo] ol A 25 A H S = hF U o] Al WﬂM *7}"Online(%
ghQly o] A gt -4 el 7} "Conflict Detected(Z = B4 8)"A /ﬂ% groldt 4= 9l &t A 2= 3 A2 A8 5}
CDO¢%} tlufo] 2 7he] -4 2ol S A ES|ar &) 2 3 ).

=gl 3t
=

SES

A ASM LA EYawE

CDO2 Q154 A&
CDO+= tulo] o] AAE v el FaAdS gelgtt} 53] CDOE &S &7yt
1. tlufo] ol A 1.0 o]AFe] TLS B A& A& g T},

2. tiupe] 2ol A A A @ Q1 FA b whEE A e¥gkon] v WA} 3 A YU THE, o] 1] frEshe b
Fol FadA g0l ohd),

3. AZA & SHA256 154 olof F T SHA-1 A5 A1 &= 8185 %) ),

4, 5 =1 F shur ZFd Y
e gufo] 271 2pA| A QISA & AFE-5H, Q1S53 A8 A7 Al F = FH Al 1S A9} U g
[Bh=3
e gulo] 2= 212 3 4= 9l = CA(Certificate Authority)ol| A A $F Q14 & AF&-31H, A -&-¢
2 X AFAE #IH CAd AAT = AFA AAS AFE U

+ CDOE o} 4 ¥ CAS A A5k ruieh A1 U3 CAZF A B @ AFAE FAF 5 Qi

A ER1E n 28k = 9lF Ut CDOCIl A ASA9)
| B3 Q1SA HALE v 2 5 sy o
| e Q5 A Bl g n @A shale] i Al A R o] 48] Tlulo] 2B L RP T 4 gl
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PEEREREEETTN |

i—% E: *éﬁ‘r‘%fr alt HW% Sl YTt v ASAHH} 1i°ﬂ gk Q154 Bl e v gy

g deye sy

oo ti gt Q1A F1S n 2y :@ré}ﬂd CDO= TLSE AFE-3}o] t]nfo] 2ol A 3}#] 7k

d4As =2 A gEHEULh &, 5540 A T AR A S

Jek 4= QA vk, 24 e o S 54 } CDOY vgo}x] Oro ol Z A2 | Fate] AA
N

i
QN
_r,

ASA Al A

CDO7} tulo] 25 2R Y34 L& =9+ 4 7]'7<] o7} 15 Y T}, Ul "CDO cannot connect to
the device using the certificate presented(CDO7]- AFH ASAE AF&3Fo] gufo] 2o AA S 4= ¢l
*)"F/]r‘* HAIA 7 A=A QI ATl A 7F b= At ulel] o] WA A 7F EA = A 5o A
A A (T upo] 2o AAE F (1) e 7| e M ES A L FeF #Ho] & 7hs Aol 5T

CDO7} A A H Q15 E AR o] f-5 F2lsle SDC & 2E & & tjnfo] 2o A A 4=
AE T2 T AE M openssl §HE 52 AFEE 4= Ut U W #H S AFE351o] tnpo] o) A
Agsts AT E B F= dS A EY Y.

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt
o] WH L A AL B AHS AGFER P & Foll Frskel W Curle AHEsok G,
ojAl tha 3t B2 E¥ o] EehE vhdo] A

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2
verify return:1
depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED (00000003)
Certificate chain
0 s:/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MIIHODCCBrigAwIBAgIIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALIUE
.lots of base64...
tzw9TylimhJIpZcldgihFVTgFM7rMU2VHUlpJgA59gdbal/Bf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALIVT
.lots of base64...
tzw9TylimhJIpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/Bf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
.lots of base64...
b8ravHNIkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

Server certificate
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=TT ©

subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHAS512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4AF5A25BI5C37EF7C6870F8C5DD3755A9A7B4CCE4A535190B793DEFF53F94203AB0A62F9F70B9099FBFEBABLIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.C
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

o] FHA 7HE WA HAF AGE 1F ;e Helo] BAHE AT FAV T AFA A
Q1= 7§ uhek 3= 00] ohuin] 2 Frol Ujg Aol EAH T

0X509 V_OK 2ol A-g3l5utt
2X509  V_ERR_UNABLE TO GET ISSUER _CERT A1 # & 4= Q1= 54 o] wF# Q15 = 3HS
T 54U

3 X509 V_ERR_UNABLE TO GET CRL ¢1%4 9] CRLS &5 <= Q15U Th

4 X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE ¢15A A S 3
oli= A A A ghol ol gtk A A|3HA 2= Blo] of et ElE 4§l oY)
7]l 9k o] 7} 9l F T

5X509 V_ERR_UNABLE_TO DECRYPT CRL_SIGNATURE CRL 4™ <
AA A kol el gkt A 8HA 2= Aol ofy et gl 5 gl 9

N

fsi3
=

F s
Y}, ol Rsa

tlo
%

o5 8 4= gl ol
v

FU T AFEH A L.
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6 X509 V_ERR UNABLE TO DECODE ISSUER PUBLIC KEY ¢!%4] SubjectPublicKeyInfo2] &
N71E 9 T syt

7X509 V_ERR_CERT SIGNATURE FAILURE 154 9] M o] faahA] &HuTh

8 X509 V_ERR CRL SIGNATURE FAILURE ¢15A 2] At o] & 3}#] 51t

9 X509_V_ERR_CERT_NOT_YET_VALID {154 7} o} 4] 5844 255 H U} notBefore E4+7}F & )

AlZE ol F i ok A A g U] 82 of 2 o] WkEk S = 8l 9(1IF A 7} ob Al - EsHA| ) E FEEHY
Al L.

10 X509_V_ERR_CERT_HAS_EXPIRED %1547} ®F 5 ¥ 15U th =, notAfter B %= @A A17L o]
AUt AA g U8 ofef o] whsl T = 21: 10(AFA 7 R EAFUTHS A L.

11 X509 V_ERR_CRL NOT YET VALID CRL®] o}4] f &3} &5yt

12 X509 V_ERR_CRL HAS EXPIRED CRL©] 7+ ¥ 1554t}

13 X509 V_ERR_ERROR_IN_CERT NOT BEFORE FIELD ¢154] notBefore & =0l 235 A] 7o)
E3HE o] dFU T

14 X509 V_ERR_ERROR_IN_CERT NOT AFTER_FIELD ¢1% 4] notAfter I =0l f&3HA] -2 A
Zro] LgHE o] hFUH

15X509 V_ERR_ERROR IN CRL LAST UPDATE FIELD CRL lastUpdate & =0 235 A|7bo]
grejo] AdFYTh

16 X509 V_ERR_ERROR_IN CRL NEXT UPDATE_FIELD CRL nextUpdate & =l i &3} %] &F-&
Al Zko] Z3tE o] QlGF Ut

17X509 V_ERR OUT OF MEM "|2.g| & &F3}= 5t 2
A= <t Hy

18 X509 V_ERR DEPTH ZERO SELF SIGNED CERT A &% 91547} 24 A8 5 ) om Al =gt
T AERJTA FFAAM 5L JAFAE S F glsynh

19 X509 V_ERR_SELF SIGNED CERT IN CHAIN Al &8 5= Q1= Q15 S AF&-3lo] 9154 A<l
Suj s = AA N FES 240 2SS G UTh

20 X509 V_ERR_UNABLE TO GET ISSUER CERT LOCALLY Z7Z 2 23| % Q154 2] w5} <1
SAE S T olEUT o] &= AR 0 &2 2 F e e A5 FFo] dshA S onEY
=3

21 X509 V_ERR_UNABLE TO VERIFY LEAF SIGNATURE #|¢1¢]] &}1}¢] o1&/ ut X 35 o

o AA| A HA FRhomE A S Eled 4 glFUth A W82 ofefj o] "Rkgl = gl
213 AA ASME IS = gl s FEsh Al 2. AFAIRE 82 ol o whelk 1= 242l 21(3]
HA ASAE AT F flo)s FERA AL

}_,

ro

flo

bR o] 23 g Al

1

[-'E

22 X509 V_ERR_CERT_CHAIN_TOO LONG 1541 A1 A o] 7} Al &-¥ FH o zlo] B} FYTh AL
|57 &
23 X509 V_ERR_CERT REVOKED ¢4 7} 8l #] 5] 91 35Ut}

24 X509_V_ERR_INVALID_CA CA 215X 7} fr &34 5tk CA7}F of AL 7 o] Al &4
43 AR 8HA] FE T
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25X509 V_ERR PATH LENGTH EXCEEDED basicConstraints pathlength | 7]} ¥ <=7} % 2} ¥ 9l &
t}.

26 X509 V_ERR_INVALID PURPOSE A &% S15AE XA &7 A

o
]
+r
%
oy
v
o

27 X509 V_ERR_CERT UNTRUSTED FE CA7} A A H & 52 2128 5 Q)& A0 2 FA|HA] &
oF<s1th
A H .

28 X509 V_ERR_CERT REJECTED FE CA7} AAH £ AFs == FAH A5

29X509 V_ERR SUBJECT ISSUER MISMATCH 3| @& =] o] &©] & Q541 2] &4} o] Ex ¢
A 8pA] ot AA FE B A 1A 7F A RS A5 U T -issuer_checks 541 0] A7 ® 73 -l vF 32

AU,

30 X509 V_ERR_AKID SKID MISMATCH @A &1 232} Q1& 4 7} AR = Q&1 ) 33 524
7] 227 Qa1 Q15 713 7] A AR A A A5 A 9F DX 8HHA] 287] w9 Y T -issuer_checks &
Aol Ay ZS-ol v FAH U

31 X509 V_ERR_AKID ISSUER SERIAL MISMATCH %%} o] & 2 A HF 7} & 41313 A
QASA ] 713 7] A Ak} A x| 5l A] o vz & A W2} 154 7F AR5 Yl HF Y . -issuer_checks
wA o] A e Aol vk A H YT

32 X509 V_ERR_KEYUSAGE NO CERTSIGN keyUsage gH°go] Q154 A& 583514 o=
A LT S AR AT U

50 X509 V_ERR_APPLICATION VERIFICATION ol Z&]Alo] A #&d @ F Aol AL-85 A &

A Q%A gA

LA AT 1A 7F Q= HHtol 25 faglo]l =8taL o] = Z g A Fofl A QISA 7F A

%= 7 -9- CDO+= Configuration Status(7-4d &) 2 Connectivity(1 2 4J) 4 El 2 "New Certificate

Detected(A] Q154 BA1 )" WA A& A E = A5 H T CDOM A Al hejste]d o] £AE 5
o gelatal e A s of Ut QISA 7F 573t AL vlulo] 27F QA A E)7E H W Hulel 2 &
#e F dFHTH

\}

Note = 7 o] Fo] #e] tiuo] 25 FA o CDO thA] CDOCI| Tlulo] 2= B thA] 2 8= 7Z-§- CDO
Eupol 2ol A A 1EAE Aoz HE 9 setata AL v A

tha AAE ARGt A QISA & Sl Th
1. Device & Services(t]u}o] 2 2 A H] x) | o] x| & o] &3 T},

2. ZEE AF&3}o] New Certificate Detected(M] 2154 &4 ) 12 == 74 JH 9] tufo]| ~E
FEASFAL ks Hubo] 25 A e g

3. Action(2F9d) %ol A Review Certificate($1 54 HE)S Z8 Ul CDONAM &= AEES ¢8I
SHAE e RESIL A JISAE T A5

4. Device Sync(Tlv}o] 2 5713} ol A Accept(5~

21 E &3 3} 1 Reconnecting to Device(T] HI-©]
220 Al A F) ol A Continue(7l145)E 2 g4t
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Az e edzay i

CDO== tupo] 25 A 24l ™ Q154 oF Abs o= 5718ty o}, Hlufo] 27} & 7] 8k = o w}
V\—E‘ kel Devices & Services(Hl HFo] 2= B A H| %) H| o] A & G5 0.2 A = LA oF &
'F AKH L1E+

£

%_
W3l = 8491: 0 (ok) 34 9F CDOO A Q154 @ FE wkekghy]

CDO® ¢15-A 7] 21 2. "https://<device ip>:<port>"°l] GET . &< 5}¢] URLY| A A& A =3}
T e A7 A E A g 2 CDOCl Q1A -J—‘IT7]' FAEYT IS4 7F F-a g % $-(openssll

A0 ok W) A5 E ZEC A thE Au| 27} 4 iyl BAY 5 Aruieh o WS
A8 5 A5 e,

curl -k -u <username>:<password> https://<device id>:<device port>/admin/exec/show%20version
ASA®} EA4lEaL Q=4 E13F3L HTTPS AW 7F ASA 9] S1l2 L Eof| A A8 F217] gl

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*

SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*

TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:%*

HhgE S5 21 915 M 7 ok FEEHA| )

o] 9. fE AT FA ) WF WAL vjeol m 2 Feto] BT o] & f AT AT A etA 2
g oMt ol B PR AT Z Q3 WA S glom, A A ASA ) A A%
NE AR w2 eto) 2 A7ke] 4 4 Azyn.

Q1541 9] notBefore GAE X33t SFoll 0] A H oo Y.

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT

o] &5 Tl ASAFFAET S FAE = A5 H T

2154 9] notBefore EA-= A oJoF gt} o] d G2 IS E AdFE = AdF U o] A=
FEFO]AE F= w5y tfufo] 2o A AJ7Fo] SulE A DA FH X e o= T
3}

Hksl I = 82l 10(Q15A1 7 TR E A HF Y

TH AT F L o] o] MR E U SS on Yt Q154 2] notBefore EAE LS
ol Zo] FA ¥ o] of it
error 10 at 0 depth lookup:certificate has expired
gk g Qe A Bio] A5t

A8
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gl \J 2~
L A= L

A a2 |

AFM7F AAZ wrsg A4S Fdd ag e geds 1% 7}X43% ﬁ%l ok 1A
2547} o} vl 2 o] 4] 7 opensslo] T 8 G
o ol & Sof 9154 7F 2020 of) WHEH 5 A o] QA 4%134 ”WP 20214
g dsAS utnd Aow A

H
el 21(A AA ISAM S &0 T = 8l5)

Hisl 3= 9
o] Q7= A5A Al FA7F o2 YEFH T, openssl t]H}o] 20| A A F-8h= JASAE 21 F
P de=A e = syt A5A] A Qo] 2 sk WAl S gl W 99 ool A 15 A]

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7 rMU2VHuUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAjgSMAOGCSqGSIb3DQEBCWUAMEIXCZAJBGNVBAYTALVT
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7 rMU2VHuUlpJgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALVT
.lots of base64...
b8ravHN]kOR/ez41yz0H7V84dJzjA1BOoa+Y7mHyhD8S

ZA A e AEo A AFeE AFA B2 o2 A o] A AFA R Aol 44 F EE
ol S ATAR Aidstel Aol ATAE A 109 A9 ASA% Ad A A
S FACR ARk 2) 2 SRR A s )b tdgyn

£ AFAE 45 E AL E AU o)/l 24 ol Fo] LI F5o] uek 15471
A AEE o] F§ o) Fo] £HUT

WF A= Q1A S gk A E E] Y Y T o] 7] ol i= Organization(Z24]) E =% 3= ™, 7 9-¢f u}et

Common Name(¥d ¥t o] 5) & X sHg Y th

Aol AlE ek = Q= Q1S 71 el A A4 daEe A F UE BT AT Aol & ASHE
sh

913474
EHE st Aotk B 2L AFAE AT,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0O=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE
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o] 1547} A8 =] ™H openssl<> *.example.come]l tl] g+ ExampleCo 5417} A1 2| & 4= Q1= 713 <
Aol o] &l EulE A AT = A=A FAF YT o] 15 A openssle] 7] AlF 2= A A 9l
FU T gl - opensslo] Trfo] 2o A o2 AAH T

gy o] Aol = A F e 5= 9= CA A FH M3 Q157 QlFU T thal

o A o} Zro] A 9] Q15 7} st o] 4] T3k QIS Aol o3 A= a1, 9] T3 1S A
3t 4= A= CAZF A3 Q1547 25U TE OpenSSL- 7] 4 0 2 o] 23t F3F CAE Al
Fom A e 4= 9= CAR B & E Q5 Al o] Al g5 &= AFg-out o] 5 1
[Sh=3

S 7o) QIFA o AW e A= BE S ASAE 23
St BE ASAE Aok st o] A A AL Al F3HA] &= 4 - openssle] &2 2 T}

24U,

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

o Sbrlr 2
N
oy = > £

N i 2

1,
QE
o
i
>
i
]
-
%o
o
@)
>
2
re
il

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987F64AESF603AAF8E65999BD21B06B116FE9968FB7C62EF7C
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Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

o] 2o A B 7} ahite] o= uk Al Bl on A FBH A=A} AFE 5 9lE ZE T} ol Z71 7]
ol &3] A EHA S HomUth 9ol 54 &9 7% 2AEY

..

o] FA= tlulo] 2ol A A g8l QA F A7} A F Al E o] AU th CDO B U E L2 13 o]
tjuto] 2o RbASHA AZA T F U EF o] FAE At FAT HHS SHE AT A
Hio] 2o R Esto] AAst= FgfolAE e 1A A QS A&t == sk AYH T

EY2E IQE FIFCAE E£3atd ™ ot ¥ T ohbE WE A A 2 (CSRO| ASAC A A/ ]
A=A o ol whet.

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-1.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-1.html#anc15

A A A

AHA A Q1SA7E A= Huto]l 25 gl adle]l =akal o] = TR A2 o] A QI5A 7 A
&&= 7 §- CDO+= Configuration Status(7-%d 4 Hl) 2 Connectivity($1 2 4]) *J € & "New Certificate
Detected(A] Q154 B4 )" WA A& A E 4= A5 H T CDOON A Al #ejsteH o] £A1E 5
o gelatal e A s oF U QISA 7F 573t AL vlufo] 27} AL e 7E H W Hute]l A&
g = dFy

\)

Far T ) o)Ake] #E] gulo] 2 E CDOC 5 Al CDO®Y tlulo] 2~ & thA] A A s -9, CDO:
Hpo] 2ol A A QIFA & Abs o2 HE Bl Fghetal Al&al A tha] A4 3t

& AAE AESe] A AFAE FAT T

SA 1 B4 280 A Devices & Services(t]vlo] 22 2 A n] )2 F8 g )

7 2 Devices(t] vlo] ) B1& F& g},

@A 3 s tlulo] A~ S s,

@7 4 ¥ S AFE-319] New Certificate Detected(M] Q154 B4 8) A4 T 74 2 9] tnfo] 2~ &5 F A8 s}
trpol =5 A8y ok

A 5 Action(2HS]) ol A Review Certificate($1 54 AE)E 283U th CDOYA = AEES 9 & AFA E 2 =8}
I A RJAFAE T AFUT

rr
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7] 6 Device Sync(t] BFo] 2~ -5 7] 3} ol A Accept(=2H)E = ¥ 314 U Reconnecting to Device(T] BFo] 2~of] THA] A4 F)
ol A Continue(Zl1£5) & 2934t}

CDOE tlulo] A~ E A 2HA] A1 Q15 A 9F A5 o7 5 7]3kgh o). tlule] 27} 5 7] 815 W t]njo)
25 &<15t2 ¥ Devices & Services(TlHFo] 2~ B A H] ) Flo] X & 5 082 A & L oF & QF

g},

S Inventory(31#LE 21) 5 o] %] o] 4] Devices(4
9A 2 AAs ol A~ 3 HE F .
o] EAFYTE el e o 2XE AN L.

;3

rr

@A 3 CDOCNA HHfeo] 2 )IA| 25 A 7 8haL Hupo] 2 2 WY S thA] A

b
ol
o,
binad
>,
to

n_= - n =)
> = BAE" A s 2
CDOE ARg-ahH 7t gho] B Hnlo| 2o A S5 EA & DA stel 7 | &/d 518
B4, on page 149°] &4 315 o] )31 CDOE AHE-3HA] FaL Tinfe]2=0] A& W
2~9] 4 = Conflict Detected(5- = H7 )= A FYth

"HE A E S S dskeE e AAke SR

A1 EA BE-of A Devices & Services(Tlvke] 22 B A H] )& S )
A 2 Devices(H Hlo] ) §S E 8 6te] Hinfo] 25 FE Ut
W7 3 &5 tufo] & BS Zeldh ),
97 4 FES B asts tulo] 22 Helsta @ B2 AH A K Fol A Review Conflict(ZE 7 E)S & gt}
©H7] 5 Device Sync(t]Blo] 2 E713}) H o] x| ol A %% FAE Ho] He AEs o] T AL v}
* "Last Known Device Configuration("} %] 9} 0. & ¢F&] 7 t]ufo] 2~ A1) o 98 DOl A 34+
U,

* "Found on Device(t] H}o] 2= ol A] Wk &) 9fj d 2 ASAl A A& F<1 Aol A3H 44 Ayt

il

A6 The F ShE AeEete] 25 AT
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« Accept Device changes(t] Hlo] 2= ¥ 7 A}a} S=2}): 4 2 DOl A ZH B 5<1 W7 AFaS t]ufo] ~¢]
A F PR JojF

Note CDO= W = Qe g o] 2 £ 5o A Cisco 10S tnfo] 2ol ¥ A& i F3h= 218 A 3k~
Rovg FES &4 uf Cisco IOS tlHfo] 2o th3l f-d &k A 8l-& Accept Without Review(7
E glo] e & dEst= AY Ut
* Reject Device Changes(t] Hlo] 2~ ¥ 74 AH): tnfo] 2o A5 548 CDOd A% 744 0.2 Yot}

Note A7 reE wE P WG AE B o6 7S50

“57) 851 4] 2t el o2

AHE AREste] 4 BEI7E S 718k A ) Hrke] 25 Sl Tk

O
dlo
i)

A1 A BS-oll A Devices & Services(t] Hlo] 22 2 AH| ) E 2§ th
7 2 Devices(Hl ko] =) )& S &l 5ho] tfulo]l 25 37 L Templates(5) = 3) §15 S 9 5to] &l tnfo] 25 FEU
A3 &g ute] = §S F ey
WA 4 F7]8E A @2 A0 R Bl Hufo] 25 A
GA5 2 8% FU|3tH A G HEolA v F shuE A E Ryt
«H B 7] 2 uiE. . - CDOON A Hrfol 2® 54 WA
o] zof thgk 44 WA AMRk Wl g B7] B A g Ho
« W7 AL F & - CDOON A Huto] 2= 524 WA & FAISHA] o el 41, e il
S "H A = A o] 4 CDOCl AR T3S tubo] o) A A FQl Ao ® dojuTh

SecureX = A 3l 2

SecureX ¢} 371 CDOE 433}34 LA EShE et @5, 4 AL B A7 A E = glF U th SecureX
St
H

al %
Y}, 2FA e W82 SecureX A4S Fx=

Uloll A 5= 419 7% SecureX A A S A3l of

SHA Al &
CDO W] SecureX 8] & 7]%5 H+ SecureX 2] o) th3t HHE A~ 715A o ik Ald S A
Cisco Defense Orchestrator A| 1 & o] F-2] ol A 2}A)| 3+ N8-S5 234 A L. Bl E IDE A &5let=

QXS We 2= o)z}

SecureX Ul =4 3] 2

SecureX THA] B =0 5% CDO 50| A Yt}
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| &2

SecureX &7 32 .

Securexoﬂ A AEFe A8 2 E o] 2] CDO HIY E7}

2 4B0R T 5 YFUT A8 5
£ A5 HUET shtel DO mE S AT 5 Gt F4 2 FAE DO HEA A

T 7H4 M APLEZo] 9l&5 o m YT o] e 52 EehE op7|shal tiA| =g 3t

e g sy

SecureX°| A CDO 25 45 0.2 4 3 t}3 CDO2| UuF A7 | o] %] o] A SecureX 14 & 41 €]
&7 o] 2 Q& atuhe] Bl d E7F SecureXoll o2 ES 7HE 5 dssUHh

o] i A& sl Aste ¥ SecureXol| Al Y CDO &S A AL 55 B85 CDO HsS AlE &

B & o= Al o] 5T o] BE2 v Qb Sl SecureX 2] 7 &3y = 1 7 E $ AP EF O R

AdE Yy

CDO Ul &4 312

SecureX W 9] CDO EEof tf 3t Ald & &E & ™ SecureX &F, 711 AW H o APl XY A Aol A

AFA S U85 F2SHA A Q.

OAuth 2 7

oS w A1 A ¢k 3] oAuth S F7F A S 5= QG Ut AL AL B s BE

< 7HA AL A @2 A AFYTh o] A7 B A v Ve & L E s Al Q.
e A7 o] &ASEA] US4 A5 YT https://visibility.test.iroh.site/l] 1 SEF olud FA2E
AL-g-slo] Al A o] &4 sl Q=R ER1EY T Al o] &4 31 5] A] &2 73 -F- CDO Al A ©] SecureX
o} W{IE A &S 5 AFYH o] FAE A3t A Cisco TAC] *4 gl oF &Yt} zFA S U
|2 (Cisco Defense Orchestrator A48 o] #2o]& Z-Z3sF4 A 2.

o

A

pul

rr

H
A=s
A

o

A

A

m

I
o~

e

%A A7 57 0 2 SecureXoll £191 51t

ARk A Ho]x]2] HHE A7 A Mol 9l Connect SecureX A& AHE-314] C
SecureX® B 7| 2 A0k 235 24 Z=m S A5} SecureXol| 2 ?l
AE 9] o] Ml EV} SecureX A B =0 TAJE <= %A‘/l‘:]r

o] A& sl A3l ™ CDO9 it A A Ho] R ol A SecureX A4 E7]1E S FYL o] 2 A sH
SecureX =23 A H & F£11 9= o] AR5 += 917] A8 API A}£X}7} Z 553 A4 o 2 SecureX
YA RE7FEE YTk

717 v Connect Tenant to SecureXE thA| /8 313}l SecureXoll &= 191 8F 2= WA A 7} 32 A ¥
H 2nE 2% 29 A4 =9 & A& oF gt}

HEE Ao el =l

olu AEw AA AR g Eo 210l g R Zorolesk 4= gsUth Bl E 2108 E
o 2 27338} Support Case Managerol| A AL & & o oF &t}

SecureX ] ¥ A8 4= gl5 )

Ak Hele gig AA 2~ @to] §ls 5 AF U o] Al E 32 s ¥ Cisco TACO =2 3l oF
St} Z}A 3 W -8-& Cisco Defense Orchestrator A< 8ol Fo] S H =3 A

SecureX & & ZF HHA o tf gk A M| gk 8- SecureX 2] & A A E 24 A L.
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o) ol thg AHo] TgEol Ygin
* Cisco Defense Orchestrator, on page 199
* Cisco Defense Orchestrator®l] ©]vfo] 2 21 o & FAQ, 200 3] o] #|
e O ulo] 2~ -3, on page 200
* X.9F, on page 202
« -4 @4, on page 203

» =9 B X|(Low-Touch) 2= Z H| A Jol] A}-&-5] = 8] 2 % 2], on page 203

« 44 243}, on page 204

« A4 A, on page 204

« tlo] ¥ 1B o] A K, 205 # o] #]

« Cisco Defense Orchestrator A1 & oIl 1-2], on page 205

Cisco Defense Orchestrator

Cisco Defense Orchestrator &t -3l 1 Y 712

Cisco CDO(Defense Orchestrator)™= W E 9] = ]| 27} th &g 1ot T fo] o A o b5 1.k 7 =)
= WAL A g RS o SEke-= VIR v Huke] 2 B U T

CDOE AHg3te] the tuto] 28 whel @ 5 vk,
* Cisco Secure Firewall ASA
* Cisco Secure Firewall Threat Defense
* Cisco Secure Firewall Cloud Native
* Cisco Umbrella
* Meraki
* Cisco 10S T]H}o] 2~

 ObuLE 9 A ] 2(AWS) Q1 22 2
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. Cisco Defense Orchestratorol] Tju}o] 2~ &1 Y 72 FAQ

* SSH 914 & AFE-8he] #he] = tinfo]

CDO A A= v Qg H o] A= &3] o] 2|3t L& t]nlo] A 73
[BR=4

o
td
v
Ay
ot
ol
=
Ho
N
]
-
32
o))

Cisco Defense Orchestratorol| t]v}o] ~ 21 o 74 FAQ

CDO0<l] Secure Firewall ASA 2% 9 ¥ FAQ

TS AHEEte] o WA ASAE £ K Y 37

o i o 2 v ASA tHlo] A5 218 Y e 5= Utk kg4 Ao UEQl ASAS
HYahe 49 4o 7|5 t]ulo] Aut & B W3 B ASA T]Hbo] 2 2 WY 2 A&t} Bl A4
G Aes LR galE S U2 ASAS 21 Y= Iy Fd gyt

CSV 35 AFE-3to] of 2] ASAS o2 2ud e = 5y th e ASA SR Yol o3k A3 &
e ASA SR =S A Q.

ASAE =R e 5 53l sloF 4 71?

ASA & © & A ASF= Cisco Defense Orchestrator= ASA T & ZZ 51 A 9.

= 2}-9-= A& FirewallManagementCenter©l SecureFirewall ThreatDefense
=19 ¥ FAQ

FIDE o9 =29 712

CLISS 7], 29 8% Z2u 4y £ A8 WS ALgsto] FID tne] 28 2093 5 5

o},

FIDE 2 H Q3 o= Fol & sfof 712
2. O 5
EJrho] 2 5
ASA(Adaptive Security Appliance) &+ 731 U 7}?
Cisco ASAC A= 313 2 E| o] EE Wsle 2 VPN {4 tjuto] 2~ 7] 58 shute] tlnfo] 2ol A A&
3l o =& 53 B AR A2 ATyt ASAY = v Hok A ek 3§}, 2
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of tf st 4F & A gko] A5 712
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A Thg 7S P Vo R B8 A4 e AehE RekS 98] 413 Ei 7] ISR 2 ASR
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