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LU= A SDCE FEIE = B9 b W F S AL g etel A8 5 A

A H
* CDO2] FH]H VM o] 1| X & AF-8-3}o] SDCE A %] 8} ¥ Deploy a secure device connector

using CDO's VM image(CDO2] VM o] 1] A & A}-§-3o] HQF Tjulo] 2 AYE 5)& ALS
FUT} o= SDCE TFot= 7HE A W AU

* AR VM oW A& ARE-ake] Bk tiufo] & AME 55 AR T
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. ASA t]u}o] 20| )% SaaS(Secure Logging Analytics) - 31

« Hol oMl E AUE MdX|glom BE ASAo A HHEY 2R YH SECE o|HEE AFe 4
A5YT
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« O 7FEE ARG ALl Hidk o] 5 1SS AA s
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Cisco SaaS(Security Analytics and Logging)= - & 3} 32 ¥ ¢t o]l E A Y E] = %3} Cisco Cloud = ©] 1l
ES A= HAEES

1 1ol Alely] delng AEstel $7e] SuleA AR AEA FISA L,
2. AHEAL o] E W H AW EE AL§SHE ASA Tliko] 2 L1

el E Qe H o] 25 AFE-319] Cisco Cloudol] ASA A ~EBl 271 oWl E A&

A W

CDO " 2 2 & AF-&3}o] ASA T]u}o] ~-& NSEL 1-4.

5. o|HEZ}CDOO %A ¥ =A] &1 o} &4 ubt] o] 4] Monitoring(=-Y E] %) > Event L ogging(®]
HIE 27])& A8yt gfo] B oI EE B elH Live(2hol B) §1& & o)

6. Firewall Analyticsand Monitoring(*-3}¥ 4] 2 1] ¥ %) B+ Total Network Analytics and

0
Monitoring(F W EH I w4 2 U H ) o] 27} 9l= 7 -§- th5 A4 <1 Cisco SecureCloud
AnalyticsZ AF-&31o] o] HlE A48 A& 2 g,

Cisco Secure Cloud Analytics = A} &-3}o] o]l E -4

Firewall Analyticsand Monitoring(*d s &4 2 21U E ") 5 ‘—E otal Network Analyticsand
Monitoring(1 2l MIEY A 4 4 RUH ) gto]d 27t ol 45 ol d Ao 37 vha-& +3 %
ISh=

1. Cisco Secure Cloud Analytics 329 ~ 2 H] 4, 67 5| o] A].

2. Total Network Analyticsand Monitoring 2}0] 4 22 7w} 31 73 9- 3} 1} 0] A4+] Secure Cloud Analytics
AAE WF NEY 2| F5FYTE A U EYZ 4 2 B 315 9]¢ Cisco Secure Cloud
Analytics A4 75, 69 = o] ] o] &S = '3}” Al

3. Cisco SSO(Single Sign-On) A2 5ol 914 % Secure Cloud Analytics AF-8-2F o] 7} E & A /d 3}
E5 AREAE 201t CDOOY A Cisco Secure Cloud Analytics 2§ 1.7], 70 | o] ] 9] U] &5

ECRRES

4. FTD o| W E A A% Secure Cloud Analytics &3-S 2 U E ¥ & ™ CDO 4] Secure Cloud

Analytlcsi Lz} A 8t} CDO°I A Cisco Secure Cloud Analytics &5 X.7], 70 o o] 2] 2] W]
L AZEAA L

CDOY A nix} 2l 8§ 5}o] Cisco Secure Cloud Analytics &3 &

Firewall Analytics and Monitoring(*3-3}= 4] 9 ® Y& &) = Total Network Analyticsand
Monitoring(Z Y E9 2 ¥4 4 RYE ) glo] A5 ALE-31H CDOoI A Secure Cloud Analytics =
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HE A&
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CDO 1| 7 2 & A}-£-3} <] Cisco Cloud = ASA A| =Bl 271 o]l E

« CDO® Z1%1
* CDO®°N| A Cisco Secure Cloud Analytics & ®.7], 70 #| o] A
* Cisco Secure Cloud Analytics 2 &% Sl1E|E] =2

05l o] W E 7]uk ok 2k
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o]
b

Holdl B 27] o] EE AL&3 &
HEE ARESte] AFS A HIEA A 2ol A 2T 5= gl o]
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A
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OTHE )i A A FEHAA L.
5}o] Cisco Cloud = ASA A ~H] 2 71 9]

2" 277 o|HE %
ASAIA #F w225 2 @ 3le] Cise

AFo B e 2E

>

W E Qe o] 225 A}F8-3}4] Cisco Cloudol] AS
AH&-3H= CDO M A2 5 A 8har Em%hmﬂo
o oM ES HF3 =S BE ASAS 4T
CDO®| A2 &5 AHE-3H CLI 8 % &5
23 g, 7 o] ARS 7S sl
o] 4o tnjo] 2o A A 5 dH T
AZE v g 22 A}g5E tnlo] & 7he] Ax o] A A A o] BA Y 11
A3 ) A S 5= 9l syntax(H ) Q{7 A E YT

A W8S 7] Aol o]2] g 8-S HES o] v A& AR MIAUSE ol sfist A Al 2. o] A<
Me FHES AR o Ee] defArt Ay

s Oufo]l 2~ #E = QI3 CLI W a2

Lo

4>

=2

s A h—

syntax(™d = ) <] ) 7] ¥
Utk v 3 He &

« CLI W] =2 A4
« CLI "2 23]
sCLIM|Z = HH
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. ASA SaaS(Security Analytics and Logging) ™| = = A A

o CLI " =& 2}A)

ASA SaaS(Security Analytics and Logging) " = = A A

o ﬂi}ow B 7 s Aol = ASACLI B3 ¥ v A2 g2 o] F 7FA] f3 o] lHF YT ASA
CLI 32 ASA 7 113 S W25 A H A FUT a2 4F 22 CLI v A2 Aol A =
o] AHFYT

Al Ze)7] Aol HE 9] Aol A B e = Q1 H o] 225 AF-8-3}9] Cisco Cloudol] ASA A 2~8l & 771 o]yl
EXAFE da o] e} FAl ¢ OJE"]’\] . mMazE AT o g S oS 53

&y,
~

Note 7] SLxJo] o]n] ASAC) Q&= A CDOYA WA ZE A e 7|&E 27 FA o] % A9 A A=
kUt thal, CDO w2 Fol® A o] oln] = Ay ¥

A1 G EaE A3V E da oo A H S0 wel g R 2 WEE ] 555 A FH T CDOE A
2ol 7|58 SANE HE S AGFunt 5 HH = A2 E AT off 9} ¥t {{parameters}} #ko] AF
=3

GA2 ASATFAIAE 21 ARl A SECY] WA A E Bl =5 g Tt

55l syslog A ¥ 2 SECE A A5l W logging host B & 2 A&t TtH HU Eo] &R YSSEC 5 &
Lo o]l EE B 4= 9l T

logging host M & & o]l EE Bl TCP == UDP £ EE A A3t} ojHl L EZ AL&-gjof =] st

~

EREERES

p A

logging hostinterface_ nameSEC _|P_address{tcp/port | udp/port }

Azidl 21 o ME S SECE Abalt dl Al el mar o nje) o] g e e A de A F 5
Gz a4 g,

logging host {{interface name}} {{SEC ip address}} tcp/{{port number}}
logging host {{interface name}} {{SEC ip address}} udp/{{port) number} }

(8 AL TCPE AHE3hE 5 wh29) B Bl o] Wed e F7be 5 A5 th wilaZsk B ashA) o

Ut
logging per mit-hostdown

@73 o]u sysog Ml A A S syslog A H ol A EH=] 2] A gk
logging trap 8 & = AF8-31¢] syslog Al ¥ &= B.U]of 3} syslog WA A & A A &Y T
logging trap { severity_level | message list}
H7hE SEWR SECE A% = o MES Jolste v BH e g a2 Asgh,
logging trap {{severity level}}
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oA 4

A5

) 6

ASA SaaS(Security Analytics and Logging) "l =L = A 4] .

W A %] B-520] 912-9) SECS] o] WENE Hifel W WS b AR R Wagh e,
logging trap {{message list name} }

o] 2 Aol A logging trap message list 8 & S 4 81 gk 7 9- v A] 2] E-Fo A syslogE 2] 3l oF Yt} v 2=
AT Y G S S ARS A A o WE B5 44 AUtk o BY o2 APt
logging listname{ levellevel [ classmessage class] | messagestart_id[-end_id] }

ol2 &} o] BRI

logging list {{message list name}} level {{security level}}

logging list {{message list name}} level {{security level}} class {{message class}}

logging list {{message list name}} message {{syslog range or number}}

u2] vk ¥ & o] A = v A| %] 9}2} 0] ] {{syslog range or number}}E T syslog ID(106023) 5=+ W 91(302013-302018)
iﬁﬁ%#ﬁ%ﬂﬁ%ﬂ&ﬂ%i%%éﬁ%ﬂ&t%%AEﬂH441”4mﬁ%@§ﬁﬁﬂﬂqﬁ%

Q wlZ 2ol A FAG o] B ) HE AR E G QAT A3 FAS ghS A ATk Fol Frol sl

2. CDO= w7 =7} vl o] Ql= UHELEE A 8sHA FHHTh

Important  |ogging list ™ & -2 v 2l A loggingtrap ™ & <kel efok Fyt} WA 558 7 2|31 logging trap
7 o A ’\}%%L T AFHTh olgo] ME AR E FEIAAIL

FEU Th ASASI A A G Al 228 21w A Ao kst ARk Fbeke

(A8 AL syslog BRI 2R 25 27
12 242 SyslogTimestamp 8 =ofl A Yt o] B H & B8 F5o F7HY
Yt

BN X
ol & F/HgU T B~
okl A S D Rk o
logging timestamp

Note B 9.10(1)5-E] ASAE oMl E A] ¥ 2 10| 4] RFC 54249 w}} €} 2B L = 314 513) = &4
AEFUTE o] 5 AES 273 34HH syslog HIA A o] L= BRI 2RI SL 7} RFC 5424 & 2 of] whe} A 7F
FA G Th 32 RFC 5424 G4 o] A Z Z2 )

5 I 14

A}

<166>2018-06-27T12:17:46Z asa : $ASA-6-110002: Failed to locate egress interface for protocol from
src interface :src IP/src port to dest IP/dest port

(4% ) EMBLEM % 2/0] o} syslog v A1) HJulo] = 1D £ @G oL vl 222 S48 o) 98 4792
815 o I =5 tHlo] 2 IDE EMBLEM ©] 9] &4 Syslog ™ 1 Aol 2GS AUt o] = v R 7|Rko] ¥ =
CLI ¥ # %‘ Ut

logging device-id { cluster-id | context-name| hostname| ipaddress interface_name [system] | stringtext}

ol t&3 ol EFFH T

logging device-id cluster-id

logging device-id context-name

logging device-id hosthame

logging device-id ipaddress {{interface name}} system

logging device-id string {{text 16 char or less}}
245 23U ol WHS 2= viA = Frh k. v zEE7E flsy
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. ASA SaaS(Security Analytics and Logging) ™| = = A A

A7

o7 8

A9

logging enable

u) 3.2 o] wpA] ut Zof] 22 7] writememory & 5 71FA] vk Al 2. dl 4] show running-config logging ™8 & & 5713}
o] ASAS] A2 el ABle7] el j# e 27 ¥R e A34E AEFY

show running-config logging

Lo WAz E A ALY cDOoY Ul W

Aol MA A kaL Sl akE 29 writememory & ol o 3k
B Yupol o] s Ay dFUH

= IEH ol & 7 e & AFEste] Wi AR S ARgste] AR
write memory
(A8 AR A A 2= Alo] 5F 2 "permit” ©]

il
3}¢] Cisco Cloud®l] ASA A|2~Hl 271 o] E H
t}. th 4l CDO GUIC A =35 Yt}

FYBEU T o WAL FYF AE A ] 22 AL
ﬂ%ﬂﬁﬂﬂiiﬂ%z Felof 914 ek

wGA10 w2 =E AT

Example
e U vaRE A%E 93 B2 EYu
logging host {{interface name}} {{SEC_ip address}} {{tcp or udp}}/{{port number}}
logging permit-hostdown
logging list {{message list name}} level {{security level}}
logging list {{message list name}} message {{syslog range or number 1}}
logging list {{message list name}} message {{syslog range or number 2}}

logging trap {{message list name}}
logging device-id cluster-id
logging enable

show running-config logging

\}

Note X2 t}E =54 syslogID == HY= 17]—6]— 9 7}4] logging list 8 7 O] AFHT
{{syslog_range or number X}} v} 7| ¥ 5=ol = X} = Ve FEAF a3 1E R
ol =z} 917 a0 el B Felal HU e E ol gkl 445
A @235 CDOE= MiAmE AdYshA or e Aaste = W ygrt v 2o £3sof gt
= doll 28t Al L. B E syslog ID7} 5 U 3F &S0 35 2 & event list name®] Z}

ZoA LA FAg Y

What to do next
nf A2 A e

ASA Security Analytics and Logging Macro(}X.¢F 4 2 27 v A 2)& WA stal A%t T a2 &
2l st ASA Al2~8) 271 o]l EE Cisco Cloud= &34t}
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W2 2 9B o] 2~ & A}-8-3} <] Cisco Cloudol] ASA A| =8 &2 7 o] ¥l E

=
A 2SS ?H a4 T 01 e HPtﬂ oﬂ qq—csl x}xﬂ 3} qq ASDMI CISCO ASA NEIES
o ASDM T4 7}o]= = CLI 19: CISCO ASA A 8] = duk £ CLI 74 7lol =9 RUH

2] = = ASA T F o o g Al gk AL
CDOT= o} th Syslog % == WA A @415 A dahA s
* Syslog®] EMBLEM & 4]

* H.2F Syslog

ASA-& cnoné%% fﬂE ¥ o] 2~

Jr —S—ASA c D02 W #H = e o] ~oA] st HUth WH = Qe d o]~

A1 W] A o] A ulell A Inventory(A] 3L B5)E Fel )
7 2 Devices(t] ulo] ) B1& Z2 g},
S 3 A ulo] s 489S Feta 27e A3 ASAS Al gy

0.

Al 4 Q2% 2] Device Actions(t] HFo] 2~ 2F9]) ol A > Command Line Interface(™d ¥ & Q1 E o] ~) & &gt}
©7] 5 Command LinelInterface(™ &= Q1B # o] 2) -5 S = Ut o] A ZFZEO|A offjo] Aid WHS =

Ful7k H 9

£ 9ee 9e & Snd(14)E 25T cpos| CLI AE o]
ol 5] 210 91 Ao A 1%t ASAS) A% 70 17
F7hs A aaok g

ASA°] A4 Ad ¥ ez W2 Hut

2 <
S 7158l ™ write memory HH S

Kol o] HlE AU E ol ASA Syslog ©|HI E A
ASA A 2~Hl 271 o]l E & & K o 3 SEC(Secure Event Connector) % 8L} 2 AEst o3 27 & &

Zdatstel ™ v Aol M 2 E kR of gyt

A ASATF A28 2 A Q1 A A | SECe] MAAE Bl =S 7 Tk
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B ocus ssiolAsA a8 2ol E S Cisco ZelE A

A2 SECO] AE T wE 2o A7 ol s Al2E 20 o] E 558 AT
A3 27 st h
A4 W7 ALE ASAS] A T ol AR T

CLIE A} &3}o] ASA A ~Hl 2 7 o|HIE £ (Cisco S} -2 AE
A1 ASA7F A 2B 2 71 A8 Q) AXHE SECe] WA A S B =2 AT}
ASA°N A Cisco Cloud= A 2=8] 271 oWl EE 53 uff o F A~ =7 Al AX ¢ SECE &3t SEC

2] Cisco CloudZ WA A& A&t}
syslog M| A| A & SECOl| EW ™ v &A1& 3 g ok
a. TCP %= UDPE A-8-3Fo] ASAZF Al =8l 2 1 A1 Q) A2 & SECO WA A S AEe = ASAS
SECE IPv4 = IPV6 FAaE e 5 UT TCP 5 UDP £EZ oW ES d%é@M t}. o
&3l oF 3F=7] <135} SaaS(Secure Logging Analytics)ol] AF-&5] &= t]nfo] =] T
715 FEEA A2
£ logging host & 42 o Yyt
logging host interface name SEC _|P_address [ [ tcp/port ] | [ udp/port 1]
o

> logging host mgmt 192.168.1.5 tcp/10125

> logging host mgmt 192.168.1.5 udp/10025

> logging host mgmt 2002::1:1 tcp/10125

> logging host mgmt 2002::1:1 udp/10025
« interface_name $15-= WA A 7} Al 28 2 71 A 2 A 55 = ASA A E H o] ~E X g3t} SDC2}9]
Sl o] n] AL-E 1 5 U g ASA QIE H 0] 225 F3f SDCOl| A= 21 WA A & Bl 3lo] "R A}
gyt

* SEC_|IP_address 9154~ SEC7F A X H VM| IP =45 E g3l oF gt}

« tcp/port B2 udp/port 71 ) =-Q1 5 -2 Al A8 2 WA X7} TCP 22 EF YW I Y E = UDP 2 &2
Ex 3 3 LES AMESt] S5 =5 X g T UDP B TCPE AHE-3F syslog A1 l] Hl o B =
AEe e ASAE 74E F AN E G A S T gleUT Z2ESFS A A A oW 7| 22
EZ& upPYytt

TCPE AT 45 ASAE A28 21 A8 9] el & A 3kaL BG4
< AU TE TCP syslog AlH ol ti gk A2 o] A glo] A A4S 3] 83t & :
UDPE A F 45 ASAE A28 221 A o] 2 o ol #AQle] A A4S A% gAY Fad
gk

Note F 7€) 70 syslog A1 B & ASA WA A & AEate] = -9, THE syslog A1 €] 24 gk 21 E] 7
o] IP T4, ZREZ B L E S AME-5o] F WA logging host 8 &= A3 & = 55U
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oA 2

oA 3

oA 4

A5

CLIZ A}-8-5t0] ASA A 8] 21 o] M ES Cisco 22t =2 15 ]

b. (A= A TCPE F3f o]l EE SECE W &8k 4 9- SEC7F T 2711 AsAC] 271 th7] o] 2 2 A
A o] 2t YTt syslog *1317} ﬂﬂ%ﬂﬂi Za 7] e] A A 28 o] thA] §]-8-g Yt TCP Al =~
B 27 Aol gk el BAIglo] A A& 388k o] ¥R & AHESke] TCP A4 Al ~H) =71 A H 7}
o w A A S Ak 7 s vl sy Tk

logging per mit-hostdown
o :

> logging permit-hostdown

T B oE o'l A AE 2 WA S Al AF 2 A o dE ] A g gt
logging trap { severity level | message list }
o :

> logging trap 3
> logging trap asa syslogs_to cloud

A A A7) B ol B AR 7 AF U A E Sl RS 302 AAT 5 ASAE A7
3,2, 19 i3l syslog “ﬂ’\] A& E‘ﬁ‘%‘ﬂr
message_list 17= AFE2F A A oI E 555 A3 49 el F 552 o] 5 o= wAlFH YT AREAF A o[ E

555 A48 w= s 5500 e A 2F 2w A X RF B o] M E AYE 2 AEFFHTE 919 ool A
asa_syslogs_to_cloud= ©|HIE &-5-9] o] &Yt}

message listS A3t AFE A} 2| A oWl E &=
A g diolg 2B R 2545 254 /\] °.

=

| E

(A1 & AHR) syslog BF Y 2~ B 32 =7}

logging timestamp "8 ¥ & AF-8-3}] syslog Ml Al A 7F ASAO A A E @t B A ZES WA A o] F7Fgh T EFQ) &~
Bl SE 7k SyslogTimestamp 2 =0 A Yt}

o
> logging timestamp
Note H 71 9.10(1) 78] ASAE= o Wl E A 8 2 710 A RFC 542400 whe} Bpd AR 2 5 S slaf= 3438 A

THYG o F4 = 23Sk syslog WA A o] B2 BRI 2RI 227} RFC 5424 2ol whet AJ7hs 32
AU Th B3 RFC 5424 32 9] W& EE YU th

<166>2018-06-27T12:17:46Z asa : $ASA-6-110002: Failed to locate egress interface for protocol from src
interface :src IP/src port to dest IP/dest port.

(A8 A3 EMBLEM & 2} o] o} syslog #l A A o] T Hfo] 2~ ID 3

=k V\ ID= 54 ASAOA HAF ¥ B E syslog A A& FA -8k Hl Z3 0] == syslog WA Aol A&
F A= IDOME} A2 t]ulo] 2~ IDE EMBLEM ©] 9] & 4] Syslog W A| A] of] 28-S 234 A L.

(A& AR A2 Ao gF =] " permit” o] Wl Eof v gk =7 &5}

oA 2= Ao} 3 H o] 2] duel vl § A A% AN o] MET AF O R 2 HY
] e oAl o 88 T A E ol MIEE 2 St ol Alo] 3ol oh gt 2% A N2 9

2
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| IR E IR

A 6

A7

AL A A oI E =%

T/l ok Ut E VI ER] AL A Alo] gt H o] ek =S A A k= W ofl thE #4132 Log Rule Activity(TF
#H gF 22)E Fxs A L.

Note M A 2~ A o] 7] "permit" o] Wl Eof tf 3k
Tujg dloly FWE o wol ALE-5H

T ZFZE A logging enables ¥ Tt ASACN A 27J L 7N tFH o] ofuEh A A vute] 2o th e g4

o:

> logging enable

Note @A CDO= Wt 27 &4 3k A lehA] o
A Aol WA AL A

W& ZEE oA write memory s Y H @ U Th ASAC A 272 A 12 o] ol g} A A t]ulo] 2o i) &
sk Y,
o

> write memory

T R
* SDC 7} M 419)| SEC(Secure Event Connector) A %], on page 46

* CDO ©] "] A & A}-§-3}o] SEC A %]

A=
| A] A ID
54 27 )73l syslog A1 ¥ H== Secure Event Connector) 2.2 X1 A}-8-2} 2| 4] o] W E 555 )

ASE e BB FAEAIA L
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AR A A o HIE B

it

o

ox

A1 Inventory(A 3L &) # o] X ol A Devices(t]Hlo] =) & &8 .

WA 2 S S 2L SEE oM E S5 X3S A|2E 2 v AR 7} Q)= ASAE A E Y Th
o7 3 Device Actions(t] vlo] 2~ 2Fd) el A > Command Line Interface(8 3 = 1 g o] )& g gt}
Al 4 ASAC] logging list &= A &steH o] WE = AR UL

logging list name { level level [ class message class ] | message start_id [ -end_id ]}

name

AF= S5 ol 55 AL T level level 7] 9] = B 1 482 41 7+ &= & -5- %] 4 911 T}, classmessage_class

71 =R -2 54 A A] 25 X A3t message start_id [-end_id] 7] 9 =-91 4 -2 A E A ~E] 271

WAIA S i S MAE A E
Note AZEE B o] 55 syslog HI A A] H-5-9] o] 50 2 ALE-SLA] wi A 0. 54 o] o= g, B, F
8,0 o, An 9w o] LR LIL i 2 oM 2% o] o] l sto] o] ] gro]o
A2 37} 3R ALEEHA PHAIA S, B Bl verr = A A5HE o] WIE B2 o] 52 AL§3HA) PHA
(o]
+ A7} 0] mheh o MIE B2 o] syslog WA A& FAHEU T o & Eol AAES 302 AAH AS ASAE A7
T 3,2, 19 i3l syslog WA A& ¥t}
o
> logging list asa syslogs_to cloud level 3
« OHE 7)ol whe Al g 2 AR S oWl E HEo F7EE U U
o] WA FAF FAL Gl 71 WA A B9 o]} F7} /) FL AFU B2 F42 7
7ol A 28 B AH AU dE 50 a3} o] 550l e syslog WA A ol tgh 7]E& A

4 dsynh

* 302013~302018 H ¢l ol d| F3}= A 2=8 21 WA A] ID

« A7 o] T8 o] Sl B syslog WA X(X1 5, A3 e 58)
s AL o] a1 o] gl B2 HA S AR 2 wIAA R, &, Al o4 B A
of:

> logging list asa syslogs to cloud message 302013-302018
> logging list asa syslogs to cloud level critical
> logging list asa syslogs to cloud level warning class ha

Note

e 20E O}Ur'j)r—‘i 5314 syslog HIAI A 7F 27 Ut} syslog #IAI A 7F 2705 & o]
FTHohe A5 HAIA = g AT 278y
A5 A1 ZF Aol WM ALEE A
8 X2 E o writememory= ¢} 2 ot
o :

> write memory

Cisco Security Analytics and Logging .



Cisco Security Analytics and Logging |

. tjulo] 2~ IDE EMBLEM ©] ] & 2] Syslog ™| A] A o] 3}

t]ulo] 2~ IDE EMBLEM ©] £] & 2] Syslog ™| A =] o] 3%}

EMBLEM & 4] o] opid A] 28] 271 WA A of] tjuko] 2 IDE E8HeS ASAS 74 3
syslog WAl A ol thall 17h4] Tjulo] 2 ID fr &R A1 A3 = Sl th th A abel| A o] AApE 3
g,

« W= Qg ¥ o] AE AF-E3}9] Cisco Cloudol] ASA A| ~El 271 o|HE %

*+ CDO " = =2 A}-83}9] Cisco Cloud 2 ASA A 28] 71 o] HE A%
o] Hute] = = Event Logging(e| ¥l E 2.7) 3 o] x| of] A ¥] 3= A] 2251 271 o] ¥l E ©] SensorlD
5|
(e

2] 2
= of whd Yo

A1 o] A IDE @k = Al 22 WA A 7F 9l ASAE A B U T
7] 2 Device Actions(t] HFo] 2= 2F4]) #oll 4] > Command Line Interface(™ & = <1E o] ~)E &g},
7] 3 t]njo] 20| logging device-id ¥ ¥ -S 4 5] ©] W ] syntax(H H ) E AHE YT

logging device-id { cluster-id | context-name| hosthame| ipaddressinterface_name[system] | stringtext}

o :

> logging device-id hostname

> logging device-id context-name

> logging device-id string Cambridge

context-name 7| $] == A A HEAE Q] o] 55 THto] A~ IDE AME-SHEF A QY t(thE A Y AE REo gt

AE). U DHAE R Azt Y AE RES 98 tnlo] 2D 2743 &4 3ste -5 Al2" A9 ¥
Zhol A LA S o Al 2] = A 25l e) Eluol 2 IDE AL el ah AE s ol A W Alsh e vA A= g
82 9] o] &2 tuto] 2 IDE AHEFL ek,

Note ASA S 2E oA = &2 el s g Fo] 2~of tisl] 7] & FH 1P F4AE AU T
cluster-id 71 99 == Se] 2~E oA 7 ASA FH 9 HE 74 11F o] S tjulo] A~ IDE X A Y}
hostname 7] §] == ASA Y] & A E o] &5 t]ulo] A~ IDE ARSI =2 XAk}

N
N

ipaddressinterface_name 7] 9 =-21= %2 interface name® = % A ¥ ¢l E o] ~ IP TAE fulo]| A~ IDE ALE-E}
L2 A AT ipaddress 7] 9 =& AF&-ahE -9 Al 2 21 WA A 7 A E = E1 #l o] 2~of FA gle] tlut

o] 2~ ID7} A| 4 ¥l ASA S1E #| o] 2~ IP F=47} %143} 2o 2~ 87 ol A system 7] 9] == Huto] 2~ D7} Q1E H| 0]
2O A 28] P FA47t H =5 whg Uyt o] 719 == Hupo] 2ol A A FE = B syslog WA Aol tial shube] A
¥ gupol A~ IDE ATtk

sring text 7] 91 =-915 -2 40| Huo] 2 IDE AHEH w2 A G T BALE Ad) 1648 23T 5 9)

U EE O BAE A S 5
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> write memory

ASA t]n}o] -8 NSEL(Network Security Event Logging) .

ASA t]u}o| ~-8 NSEL(Network Security Event Logging)

ASAS] 7] B A] ¥l 211 A A o] =

ASAN A Hargk o] E7E 913 & WER=4] o] F-& Secure

Cloud Analyticsol| A ¥tets}= H] E 8.3k v o] 7} wo] F-=3} 1 t}. NSEL(Netflow Secure Event
Logging)< 319 t o] E 2} § 7] Secure Cloud AnalyticsE A 334t}

"FRS-EUESY A Hute] 28 FHEHE

% /b B8 S0] sl A2 e Ald e Aol

Uttt o] ZE A =¥ Z 25+ 9 tuto] 222 NetFlow A B 2 EYWHYTHL M EL I Z2 9
UH“I‘ Asbgdynh oS 50 225 A== 1P 54, 7 B Hko] E 5, BFY 2/ 3Z, ToS(A Hl
2 F9), hEeAeld £E, 49 3 9 Aol A SO A% Aot ZahE

Cisco ASAT= NetFlow H 7 9 AJH] 2~ 5 A 3tk NSEL9] ASA 782 E2 54 T8 ?f_
4amﬁuﬁcﬂmﬁmbkm1 EPERS R PUS ATHUL 20l E
Aolq 48 F2 o Avle) A WL AR,

o] Ao A= CDO ") I 2= A&} ASA0] thal NetFlowS 74 8= 7hehek b &
Cisco ASA NetFlow 78 7}o] =+= ASA° A NetFlowS -4 3} Wi ol EH 1o 2}A
o, o] FRl=e} A {F&3 Bl anE S T AFUTH

F5- A

m] S 2 5 AHE-3Fo] ASA T HFo] =& NSEL 74 2. & o] 5t}

A

* CDO "] A Z & A}-&3}o] ASA t]Hlo] =& NSEL 14

HE
Efh

NIL o

2 5

1% of
o o

o T

oo
%

g
e o
r-{n

« ASA°l 4] NSEL(NetFlow Secure Event Logging) 7-d 2}
* ASA 9 QA9 o] F <]

R

1. ("Cisco Systems NetFlow A H] 2= ] U] 7] 7 9." QIF Y A Yo & B~ X2 HES A 7]
%, ZHE & 3:3954,20041 102, B. Claise, Ed. https://www.ietf.org/rfc/rfc3954. txt)
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B coo == Agael asacinlo) 8 NSEL 4

CDO " =1 & = A}-&-3}o] ASA tjr}o] -8 NSEL 4

ASA+= NSEL(NetFlow Secure Event Logging) < AF-8-3}] Al 14 o] E Ho|HE Bty t} ¢
Wk £ 29 S A S E 85} Secure Cloud AnalyticsE ©] 174 o] Wl E dlo] g of] 483 4= 151Ut}
o] Mol A= ASA HHfo] 2ol A NSELS 7/ 8tal o] 2] 3F NSEL o/ HIES =5 A9 = A%
St WS A3y o] A-$- Z2-¢ A E &= SEC(Secure Event Connector)$d U t.

o] Ax}= NSEL 4 Wl A2 & =Ptk

flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC NetFlow port}}
flow-export template timeout-rate {{timeout rate in mins}}
flow-export delay flow-create {{delay flow create rate in secs}}
flow-export active refresh-interval {{refresh interval in mins}}
class-map {{flow export class name}}
match {{add this traffic to class map}}
{

policy-map {{global policy map name}}
class {{flow_export class name}}
flow-export event-type {{event type}} destination {{SEC_IPv4 address}}
service-policy {{global policy map name}} global

logging flow-export-syslogs disable

show run flow-export

show run policy-map {{global policy map name}}
show run class-map {{flow export class name}}

T2 BE 72 S e At o] & Y2 global policyell 71 Z 8l 2x W o] 3% Configure
NSEL v A2 9] o Yt} o] 2] gk a5 ¢hmshd w3 == ohg3t FARH o

flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC_NetFlow port}}

flow-export template timeout-rate 60
flow-export delay flow-create 55
flow-export active refresh-interval 1
class-map flow_export class_map

match any
policy-map global policy

class flow_export_class_map

flow-export event-type all destination {{SEC IPv4 address}}

logging flow-export-syslogs disable
show run flow-export
show run policy-map global policy
show run class-map flow_export_class_map

A28 Aol

b AHE SR H
- o519 CDO L2 2 2413 4 o] 81

rlr
o
o
O,
o
o
Bj
o
o,
2
f
fivad
>,
to

«HZ g Ho] AR
sCLIW|Z=Z HF

* CLI v == 23}

+ ASA°l A tlo]EH & 4=41& SEC2] IPv4
1B

« SECO] HlolE & B asa2] Q1E| H o]~
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NIEEEER RN

* NetFlow ©|Hl E # $-ol] AF8-% &= UDP X E 3 SaaS(Secure Logging Analytics)ol AF-8%] = t]
Hlo] 9] TCP, UDP 2 NSEL ¥ E 2t7], on page 1302] W88 2314 A 2.

« ASA 9 A 9] o] F £Ql, on page 33

aE=

o] A==l wte} CDO " A 25 AH8-3Fo] ASA HHbo] 2ol gk NSELS 74 hy . 2} @A
£ g afoF gt

1. NSEL "i=2 4 €7], on page 27.

2. NSEL #lA|#] 9] t)/d & SECE A %5 += 4 A 2], on page 28.

3. SECZ %= NSEL o|MIEE A o5t =2 ¥ A4, on page 29.
4. NSEL oWl Eof th3t A2 = 74 9] on page 29.

5 T&HE A2~¥ 21 WA A] ¥] 2] 8], on page 30.

6. "= HE 2 HF, on page 32.

Fe 24

NSEL "l A2 54 € 7], on page 272 ©| &3l 99 JAZZE A &3 Th
NSEL " =& -4 | 7]

Before you begin

ol=d A AAER A WA F-Z AU Al #s7] el CDO v AL 25 ARE-8Fo] ASA Hubo] 28
NSEL -4, on page 269] W85 =314 Al Q..

7 1 Inventory(21 ¥l E 2]) ] o] %] o] ] Devices(d#] ) & Zel gt}

A 2 -3 tlulo] 2~ 73 B8 53 3l NSEL(NetFlow Secure Event Logging)= -3 & ASAE A 83t}
4] 3 Device Actions(t] vFo] 2~ #+]]) ol 4] Command Line Interface(™d & = Q1€ H o] 2) = S gt}
A 4 Macro(Wi =1 2) ¥ v o Zelgle] AL Abs AR B2 S gA G

@A 5 v = == A Configuring NSEL(NSEL 71-4)S A el gty o,

A 6 Macro(Tl] A 2) A&}l A View Parameters(vl 7 ¥ <= B 7)) E S8 gt

What to do next
NSEL HAI A o] th/d 2 SECE A== 7+ A 9], on page 285 X 3 T}
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B nseLoia 7o) o 2 sece A H s A Ao

NSEL #] A %] o] ]/ B! SECE & 5] += 1+ 4 9
NSEL W44 = Bl E o] £ 598 SEC % shhz 453 dgvith o A48 wjaze) thg 4
A o
flow-export destination {{interface}} {{SEC IPv4 address}} {{SEC NetFlow port}}
flow-export template timeout-rate {{timeout rate in_mins}}
flow-export delay flow-create {{delay flow create rate in secs}}

flow-export active refresh-interval {{refresh interval in_mins}}

Before you begin

ol=t E HIAZEFY dFAUh A Fst7] Al CDO v A= & AFE-5to] ASA T HfFo] -8 NSEL
T/, on page 262] W8S F23}A A Q.

711 flow-export destination ™3 %‘—8— NetFlow 3|7 o] &%= AHE & Z o FHth o] 49 SECE HAFH YT th3 v

Aol e 2=g g Fuh
« {{interface}} - NetFlow ]l E7} A4 5= ASAS] Q1E]H o]~ o] 52 & gt}
[e=]

« {{SEC_IPv4_address}} - SEC?] IPv4 F4 = &g Uth SECE Z &

i

2| Eﬁ

st
o
=&
v
=

o]
T =1
* {{SEC_NetFlow_port}} - NetFlow 3 %l o] &%= SEC®] UDP X E ¥& & } =3},
4] 2 flow-export templatetimeout-rate 8-> B8 P77 FAE RE S8 AR AS5HE 74 S A4 g
t}.

« {{timeout_rate_in_ming}} - Bl &3 & A A Ee w7h=] o] Al ZHE)S 4 E
FUth SECE Bl 238 A 234 %%‘4 th &2 7F A SEC] gk E

)

) 608 @< AL8 ek Aol
g o] Zof Huitt.

o

7] 3 flow-export delay flow-create ™ & 2 flow-create ©] W1 E 2] M55 XA A A|7HZ)THEF A AA YL} o] ke A%
Active Timeout(Z4d A7 Z23}) k3t A28} ASAC A Y E W Z 29 o]HlE =2 2]t} o] &0 4 NSEL
°1HﬂEt A2 TR A e A4 B F 552 T O ME Al ol CDOl A& AR U o] o] A A &
S A5 Ado] glom Z29-7F A == SA flow-create o] I E 7} Y H U Y T}

« {{delay flow _create rate in_secs}} - =2 A4 oJHIE A% 71o] A A 7HF)S YU 55% kS A

gk glo] EHUh

[‘

A 4 flow-export activerefresh-interval 32 =1 o] 71 Z2 9 )3+ A e] JHo]ETF ASAC A AFH=HEE A
ot} F &3 S 135~60% ) Y T} Flow Update Interval(Z 2-$- Y o] E 7+2) & = A flow-export active
refresh-interval=- flow-export delay flow-create 7+2 B .t} 5% o] Z A 44 5} flow-update ©] ¥l E 7} flow-creation
oMl EX T} A A HA| gHEH T

« {{refresh_interval_in_mins}}-13& #k-& AH&-3t= 3lo] EH5UTH fash

g.ﬁ\l_{
rlo

Py

S

13~60
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SECE 7142 NSEL | EE A o5}

rlr

ltl

&

[

=)

ox

ox
|

What to do next

SECZ #$4-= NSEL o|HEE A olsl= =l W A4, on page 295 X}

SECE Hd5E NSELo|HIE S A Y st= S~ A4

A1

oA 2

A2 thF HH-S S 29 XENSEL oM EE T1&73}3H v 3l & | 22 & SEC(Secure Event
Connector) = WX Wttt o] A& vl =9 b5 A& g

class-map {{flow_export class name}}

match {{add this traffic to class map}}

Before you begin
ol YA ZE o AdR-Juth A Z38}7] Mol CDO vl AL 25 AF-g-3Fo] ASA T]Hlo] -8 NSEL
774, on page 269] W-&-& 2ok A Q..

classmap % %S SECE W2 A NSEL E ¥ & A Hale= &

>

RO

2= o o] F& A A I

* {{flow-export-class-name}}- Sl 2= W2l o] 5 JHF Yt} o] 59 dol= H U 402 Y t}. "class-default" =}
ol 283" internal" T " default"2 Al 2}l B o] F-2 dofH o] JlH UL BE F39 S
< T aHo|2E ARt R R, & S Y TR A AFEE o] F5 AR glsu T

_4

o

o 2} ?i (A 5te) EY S 2E Yt {{add_this traffic_to_class map}} 2] #koll thal oh2 54 5
pERe!

—~
f-“-t
Q.

add_this traffic to class map}} Z=of anyE Y = gtk NSEL EZj o )3k L& EF
%‘5“43}. "any" @t AHEShE Aol FHEUTh

8

$8e vy

)

« {{add_this traffic_to_class map}} & =l access-list name-of-access-list= ¥ & gt} o] 2 A & A3k A
M2 553 AA4E e Ey o] A2 Yt} AFAI$H W82 Cisco ASA NetFlow 7-& 7}o] = oAl BEe] A4
A ZYJYAE S 2 R S FEsHA L.

What to do next

NSEL o] ¥l Eof vt gk 42 5§ & 9], on page 295 A& FH T

NSEL o]l Eof tfj g+ 7 =] = 7] <

O

n@ 2

]

=
=

& o] ol A A4 & 28 2=0] NetFlow 1) 7] 24918 ahe-aha A 43 glo] Zo)2
U o] AL Az the A4S BRI

policy-map {{global policy map name}}

b
9

class {{flow_export_class name}}

flow-export event-type {{event type}} destination {{SEC IPv4 address}}
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FTHE A2 21w AR v 2 5}

Before you begin

o=t YA EZE Lo ARt A ZHEL7] Aol CDO w A2 2 AF-8-3Fo] ASA THFo] A~ NSEL
T4, on page 262 W8S FZ3IA A Q.

711 policy-map ™8 &2 policy-map2 A4 FUTE th5 Aol A= o] A S A A A4 FU

WA 2 class 32 SECE A 4= NSEL | EE A 2] 5}

rU1

H
* {olobal_policy_map_name} - 2 ) o] o] & el LI ch. wav ol 7] A A4 ol (ol A )&
3 Zo] EH UL A9 F A o] 7] E o] &L global_policyd Uth ASA A9 A 2 o] o] & 8¢S x5}
2. Cisco ASA NetFlow -3 7}°] = 2] Configure Flow-Export Actions Through Modular Policy Framework (.
QA Q)9 A8 Ba F2 g Unu)7] 4] Tl weh ) 4R P Agem AelHow A ga
Vel A AL A A e ) 84 S o,

s

S22~ W A4, on page 29914 AT S 2= o] o] B&

g,

7] 3 flow-export event-type {{event-type}} destination {{IPv4 address}} ™ ®-& Z 25 A& E (0] % SEC)Z HEafoF

sk oM E 73S Aol
« {{event-type}} - event type 7] ¥ == LEIH 5

rr

A oIl ES] o] F Ytk "all" #hE& AF8-3h= Ao

ot

4

oZi

<],

« {{SEC_IPv4 _address}} -SEC] IPv4 T2 ] th. al & k-5 NSEL WA %] 2] t) 4 @ SECE A 4 5] = 7+2]
on page 289l & gk ghol| A A& YT

What to do next

T EE A28 2 v AL A 1] A B, on page 308 Al S

T I Al 20 | A A H] %‘“*éﬂ

o
mﬂ

SEEEE EEERRUIEE S8

£

Y-S 57

127} gleet.
logging flow-export-syslogs disable

NetFlow S &/ 3}sto] Z29 AR E WR WA v 9] Al&H 22 WAA7 S 59U 5
J B2 NetFlows S8l WEWER s 9] T35 A0 20 wA[ A& v &g 8feh= o] £

Y.

]

f

ofy o

o

~
Note NSEL @ A48l 27 WA X7} 2F A3 A F 27 538 kol Aoz A5 A &5
o}
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AP EEENEREYEN |

&+

Syslog ™| A] %] A NSEL o] ¥l E ID NSEL &4 oWl E ID
106100 ACL(H A 2= Ao 72 |1 —Z2297F A48 |0—ACLe] 2295 3]
o] WAy & wjuit} A |(ACLONA S 2923 |83 4%
=) a8 79
= o T 1001 — 91712~ ACL
3—ZRYIIANE (A ERSE AR
NERSE 7
@gﬁLﬂaiT 11002 — o] 2e 2 AcL
A oA Fz4E AR
106015 A HAA 7o) SYN 3 |3 —ZZ9-7FARE 1004 — A HA 37 0]
o) ol B & TCPZ 2 TCPSYN | Zl o] of =
$7F A% 2 ER 97 ANY
106023 3—E297bAFE | 1001 —Q11E 2~ ACL

AN E29E 5T

1002 — o] 282~ ACL
ANA ZFZ2-E AKX

302013, 302015, 302017,
302020

TCP, UDP, GRE, ICMP
A4 YA

3

1 — 22971 844

0— A

302014, 302016, 302018,
302021

TCP, UDP, GRE, ICMP
A4 A

2— EZS7L A

0—FAIg
>2000— =257} & A
%)

=

tJupo] 2= €]
e A Aok A
=]

313001 tlupo] 2o FHICMP |3 — ZE$7F AR (1003 — T4 2 3]
g7l o] AR To-the-box == -$-7} 7

B %)

T |
313008 tlutol o] B ICMP |3 — Z 297} ARE 1003 — T4 o2 913
v6 | Zl o] AF-H To-the-box = Z-F-7} A

H )

T =
710003 Hlo] 2 Qg Hlo] 2o |3 — Z 297} AXE 1003 — T4 0.2 2l

To-the-box =297} A

i=]
g

T A 2~E 270 WA A E 1] 2] 5151

o},

logging flow-export-syslogs disable

NetFlow & A28 2 71 v Al <] v] &
HA A & & shsl A v &4 813t 5=

AEUH

oy o) AR g WAL o] 0k 2HA

i

& Ay

sk 2 v 2 ste] Aafel whet vl ) Al 2
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oby

LEERLR RS

Before you begin

ol T £ 4AFE 3] AIh AI2EE7] Ao CDO P L2 F AF§-5he] ASA Flvhe] -8 NSEL

T4, on page 262] W85 FZ3}IA A Q.

A1 A2 I=5 Y3 T Review(HE)E Z8510] ASAR A5 7] Aol S AESY

Al 2 el gk &iho] W22 -1 Send (X %) E 2 FTh

A3 HES A Frd R wyeo] A3 Fol A HMANE = dsUth el vAX 9} A F el H ATt FA
2 sy

£ Some commands may have made changes to the running config Write to Disk  Dismiss

* Writeto Disk(F] =210l 27])E S8 ebd o] g o= 33 WA ARt & 29l 749 o

Abako] Tuo] o] A2k Ao A o,
« Dismiss(a Al)E 223k v A1 7} AFeb o

CDO " A 22 AF&3}o] ASA tlHlo] ~-& NSEL -4, on page 269 AHE YA Z 24

g},

ASA°]| 4| NSEL(NetFlow Secure Event Logging) 7 2}~

ru

a3 1 o
= ola F
= <o El:l

o] A z}ol] A = SEC(Secure Event Connector) & NSEL =29 A9 E 2 %] 5}= ASA] A NSEL(NetFlow
Secure Event Logging) 7-/3 & 21 Al 8h= W & A Ut} o] A x}ol A= CDO v A2 & A3l

ASA tju}o] 28 NSEL -4l A ¥ unag_ who] 2 =) 3 o}
o] A x}+= DELETE NSEL "jA =& Fxgr}.

policy-map {{flow export policy name}}

no class {{flow export class name}}

no class-map {{flow export class name}}

no flow-export destination {{interface}} {{IPv4 address}} {{NetFlow port}}
no flow-export template timeout-rate {{timeout rate in mins}}

no flow-export delay flow-create {{delay flow create rate in secs}}
no flow-export active refresh-interval {{refresh interval in mins}}
logging flow-export-syslogs enable

show run flow-export

show run policy-map {{flow export policy name}}

show run class-map {{flow export class name}}

DELETE-NSEL v =1 2 & 7]

A 1 Inventory(21 ¥ E ]) 5| o] %] of| A Devices(%d#] ) ©1& =&l 3t}
A 2 A A3 oufo] 2 38 98 &8 513l NSEL(NetFlow Secure Event Logging) 74 2 M4 &k ASAE A €Y
7] 3 Device Actions(t] HFo] 2 2F4]) o)l 5] Command Line Interface(™ & = <1 E o] 2)E Zl gt}
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WA Az gEN g FYstel Ag bs B AR S5 BT
G715 v A= H=o] A DELETE-NSELS A &gt}
@7 6 Macro(] =L 2) A}l 4] View Parameter (7}l 71 ¥ 5= 1.71)2 223

<
o

Az gh= kel No W E &
ASA CLIE W29 mo" 34% ALg-5e] A4 gt vz ol A=8 g1 she] B9l 'no” B4 &
S gt

A1 policy-map { {flow_export_policy name}}

* {flow_export_policy name}} - 42 W o] 59| 3k-& 4=}

@Al 2 no class {{flow export_class name}}

« {{flow_export_class name}} - Z 2|2 W o] 9] 7t

tio
iR
8
r
i
vl

@7 3 no class-map { {flow_export_class_name}}

« {{flow_export_class name}} - =2 = 9 o] 59 kol 9o DAl A &gyt

@7 4 no flow-export destination {{interface}} {{IPv4 address}} {{NetFlow port}}
« {{interface}} - NetFlow o] E7} A 55 ASAS] Q1 F o]~ o] & I &H g}

—

<,

* {{IPv4_address}} - SEC2] IPv4 45 98Ut} SEC= A9y 98-S

=5 .
* {{NetFlow_port}} - NetFlow 2} 7l o] %% ¥ = SEC®] UDP X E W35 & ¢ 93t}

I

7] 5 no flow-export template timeout-rate {{timeout_rate_in_mins} }

« {{timeout_rate in_mins}} - flow-export B =31 | 3k A 7S ¢ & gk o},

7 6 no flow-export delay flow-create {{delay flow create rate in secs}}

« {{delay_flow_create rate in_secs}} - flow-export A1 &5 A =& A&

A 7 no flow-export active refresh-interval {{refresh_interval in_mins}

h
« {{refresh_interval_in_mins}} - flow-export &4 A 2 113 7+24S 48 g},

ASA S A A 9] o] & &2l

ASA®] M A ]2 L

J \
[-40
_O|L
it
0+
o
dlo

N
2

ﬂ.]
>
o
ot
v
o
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B nseLviors 225 2a a2

W71 Inventory(A 31 B=) slo] Kol 4 12} G o] o] §L 3 tiupo] 28 Mgt
A 2 Device Actions(T] HFo] 2~ #}]]) ol A > Command Reference(™d & #%)E A 83t
7] 3 Command Line Interface(™8 & & S1E{ #H| o] ) Fo] L F T E o t}3S 4 H g

show running-config service-policy

olef] o] o] &2 oA global policy:™= HS 2] o] &It}

o :

> show running-config service-policy

service-policy global_policy global

Y @) =]
NSEL tjo|H &==2-% A sl 2
CDO W I 2 & A}-8-3}o] ASA t]ufo ] 28 NSEL 74 o o2 da}= AFE-3519]
7} AF&2F ASA9N A Cisco Cloud® <& 11 Cisco Cloud”} ©] & 541
ASA7} NSEL o]l EE SEC(H.¢F o]l E A9 E)Z Hl t}-2 Cisco Cloud= K1
= HolEl 7} ZA] 32X ek Th NEToﬂ/\i A4 == NSEL ¥4 E g o] 9lt}al 7}
A NSEL #| Z1 o] ASA| =&al= dl E # A% 28 4 5y Th

)

Note o] a3 Z29+ "ﬂow -export counters" 4 % 2 "capture" T ¥ S A}-8-5}o] NSEL H]o] ] &= A
= e dstE HE S HolFy ) o] 23 W AFg-of thak 2HA g W 8-SCLI Book 1: Cisco ASA 4]
= il &4 CLI T4 7rol =2 " 7l 4 A" 2 Cisco ASA NetFlow 73 7}o] =2] "NSEL ® U E]

[ =]
SR E RS

S Al 7HA 2 S Y
* NetFlow 3} % o] SECE A% 5 11 Q) =% el

» Cisco Cloud®l]| A NetFlow ¥} 7]l & $=413}aL 9l =%] 39l

NSEL o] H1 E7} SECE &5 il Q=4 &<l
¥ & s AF8-3ho] NSEL 77l o] SECE A5 a1 9l=A] el
* flow-export counters
* capture
" flow-export counters’ " &S AF-8-3Fo] % 5] = flow-export 3§ %! 2 NSEL 2.+ €21

* NSEL o|HIE & SECE AF3 =% ASAE T A=A 13 Yth CDO vl 4 =& AF-8-3Fof ASA
t]nlo] 228 NSEL 74 & FZsHI A1 &
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A1
oA 2
A3
A 4
A 5

) 6

NSEL oWl =7} sEc= 158 7 =7 29 [

« SECIP 7/ NSEL o[l E ] 29 e 49U th BldEo] 5 o] 4o] SECE £ 1Y &
A9 Sule P 742 AHEe T 9l BelF ).

* NetFlow O | HIEE A Esl+= Y A EH =UDPXE HIE
o] AFg-F =t }01*4 TCP, UDP % NSEL ¥ E 27| & Ub%sw Al Q.

* NSEL ¢|HIE & AE3t= ASACI A A= B Flo] == ] B #lo] =]t} 1E 7 o]
27 e AFU T
CDO?®| W& F e | o] ~ & AFg-3}o] NSELC th 3l 743 &k ASAl o] ¥ &k H & & W53

Ao A Inventory(A 3L =5-5)E S8 F Yt

Devices(t| vlo] =) 515 S th

A3k tupo] £ g5 53 8Ll NSEL o| Wl ES SECE A Fst =5 74 3 ASAS A8ttt

Device Actions(*d =] #+}]) “oll /] Command Line Interface(™d & = 1€ o] ~) & 28] g},

clear flow-export counters ”3 He Adste] T2 HEWY] 7HEEE A A G o] H A sH A o] HIET}
FAE =2 AA FAE = A =F clear export flow 7F-E] 7} 002 A A A Yt}

o A

> clear flow-export counters

Done !

NSEL 3{ 7 o] th, d&H 7 4+ 2 O7FE 2213t#] ¥ show flow-export counters ™8 7S A 3§ §H o},

o Al

>show flow-export counters

4: management 209.165.200.225 10425
Statistics:

packets sent 25000

il

L
block allocation errors 0
invalid interface 0
template send failure 0
no route to collector 0

source port allocation 0

19 %Eﬂ of| A A %] & NSEL o| Il E7} A 45 ASA ] 218 H o] 2~ SECY] IP 24, SECS] L E 104255 Hol &
Yt} 23250002 AEH AR = A HU ok

LF7F glar o] A== A9 ol 9] Cisco Cloudoll A NetFlow 3| %! & 4135} a1 9l=4] &l o2 AU H A A
(o]

.
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B capturen el 2 xpclo) ASAC) 4] SECE 1% NSEL 771 41 A

=
o AAH:

* block allocation errors(55 &9 0. 7) -55

w22 ddshA] e AP
55 2} Cisco TAC(Technical Assistance Center)°l| 12| 1 T}

]

F Q{7 A EH W ASATE ZE$- A A FE O

« invalid interface( 252 Q1 E] 3 0] 2) - NSEL o| Wl EE SECE A 538 2L A 7k Z 2 Y 1)
71l i3l Aol gk e o] 27} A FF == ?—*éﬂ%l %}a&%e— LFER U o}

o 55 2 NSELS 7S w At AQHHl o] =& HEYT} #e] e o] 25 AFE-3)
= Aol EHFYTH AFEALS] I H o] 2= vE 4 JHFY T
« template send failure(81 =3 A4 A 3) - NSELS A ol of al+= Bl Z8lo] Sul= A & 24
H A kst
o B 293 Defense Orchestrator A of] 9] 3140 A S

* norouteto collector (A # & o] 3+ 74 2 915)-ASAo A SECE | HEY A 427} 1SS YE
Wyt

k]

* NSEL= 74 & wj SECell AH&-3HIP 427} SHFEA] Eldhy .

o Bk tyupol 2 A E] o e 7} Active(Z7d)0]aL H+ SHEHIES IS H=A FAS

ISh=
« sourceport allocation(42~ £ E ahd) - ASAY] Z3d ¥ EV} 1SS el = 5y

"capture” ™ 7 S A}-8-5}o] ASAS A SECZ 5% NSEL 3 % 74 4]

« NSEL o|HIE & SECE A 43l == AS A~%W§ﬁ =] g1 8t} CDO " A =& AFE-3Fe] ASA
AITAl @

tlnfe] 2§ NSEL 74 & 334

A

* SECIP 4= NSEL ol E Q] Z 29 AHE F=4JUt U EC] & o] 2] SECE =X Y3
A SHFE P T4 E ALt LA 1

* NetFlow |l EE A &3} d] AL-8-5| = UDP X E ¥ & & 2F5 1 Ut} SaaS(Secure Logging Analytics)
o AFE-% = tjulo] 2~ 2] TCP, UDP 2 NSEL N E 2|2 ZHZEAAA Q.

* NSEL o]l E-2 71431 ASAe] A 27452 Qe wo] 2= 7he] Q] wo] 2¢ Ltk SlE] o o]
2} 02 5 Az

CDO9] ¥ &= ¢lE]H o] ~& Al-8-3lo] NSELO thall -4l &+ ASA0] o] 23 M &S d5s}.

WA F el A Inventory(A L %) & F et
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w7 2
A3
7 4
A 5

) 6

oA 7

Cisco

Devices(] ko] ) 91 2 gt

A3 utol 2~ 9 §& 328kl NSEL o[l E& SECE d%é}
Device Actions(T] H}-o] = X_}OQ,) ol 4] Command Line Interface(™d
B ol A o] capture @S A PGt

>capturecapture_namei nterfac nterface_name match udp any host IP_of__

of T of] A]
« capture_name> 3 71 71 A 9] o] &Yt}

Cloudol ] NetFlow 712 5=415h 31 9=+ kel [

SECeqNetFlow_port

« interface_nameS NSEL ¥ 71 o] ASAS U7} SlE Ho] 4~ 9] o] 1Yt}

+ IP_of SEC= SEC VM| IP 44Ut}

* NetFlow_port= NSEL o]l E7} A%5 = FE Yt}
ol A sk 3|7 A4 A 7} Al 2 U o

2@ 371 S ¥ A show capture ™8 8 S A & g o},
> show capturecapture_name

o] 71 4 capture_name o] TA ol A G o] g F 71 4 A €] o] F P T}

o WA AR HFle] AFE P T4, 1P T4 W Zlo] AFH XES B8k 99 A JuTh o] oA
192.168.25.4= SECY] IP 40| 3L ¥ E 10425+= NSEL o| ¥l EE =413} SECY X EQJ YT

A 671 2] =7

1: 14:23:51.706308 192.168.0.169.16431 > 192.168.25.4.10425: udp
2: 14:23:53.923017 192.168.0.169.16431 > 192.168.25.4.10425: udp
3: 14:24:07.411904 192.168.0.169.16431 > 192.168.25.4.10425: udp
4: 14:24:07.411920 192.168.0.169.16431 > 192.168.25.4.10425: udp
5: 14:24:21.021208 192.168.0.169.16431 > 192.168.25.4.10425: udp
6: 14:24:27.444755 192.168.0.169.16431 > 192.168.25.4.10425: udp
HZ WA E 7502 FA 5t capturestop ¥ H S Ay T

> capture capture_namestop

o] 7] 4] capture_name> o] wHA|ol| A A 2] gt 5fj 7] 71 A

lo

oJEYUTh

Cisco Cloud©l| 4] NetFlow 3} 7! & 4=l 5} 11 9] =X] &0l

Al ZFst7] 7l
NSEL o]|HIE 7} ASAA A A 45 31 9)=x] &eldht},

248
1436
1276
112

196
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B ooz nseLorae sl

=

=
o] Ax}e] A= Cisco Cloud”7} A 1A 7F Ul el 741 ¢k NSEL o|HIEE L H

o

Al

A1 CDO "l 5ol Al 4] > o HE 27 & A8 gt

@A 2 Live(ghe] B) 915 &8st}

GA3 oWIE FHE 14 o= Pt

7 4 ASA Events(©] ¥l E) A A o] A NetFlow”7} A1 8] = o] 1 E=4] g<elg ),

WA 5 NSEL o|HlEE A3l =5 143 ASAS] IP 4 E Sensor ID(A1A] ID) Z=of ¢ &gt}
Al 6 ZE 2] Wl o}l A "Include NetFlow Events(NetFlow ©] ¥l E ¥ gh"7} A el ] o] 9l =] &2l gt}

©] % NSEL o] ¥l E &}<l

1

o] AA}:= Cisco 2H-E7F A4 8 713 Yol =413 NSEL |l ES

i)
Ay
o
s
v
v

A1 CDO w57

9A2 715 RS 2EY
@A 3 oWl E BHE Jﬂég?_ AUt
H7] 4 ASA Events(o] ¥l E

E) 4 =

w75 CDO7}F NSEL o]l EE —’F 218k 2 o] O‘*?] FRIZE F A EF A2} AIIHS F73] o] d oz AAF YT

@A 6 NSEL °|HIEE W E3l =5 -4 3k ASAS] IP =4 & Sensor ID(A1A] ID) E =of 9= g},

A7 ZE 2] W o} ol A "Include NetFlow Events(NetFlow ©] ¥l E ¥ gh"7} A el 5] o] 9l =%] g2lgt}

L= A

T A ASA A ~El =T oW E
T A E A A 2 O]‘%*_E g2 A ~E 2 oHERT U B o] HE £4& e,
T B 54 oo e 4= 5t SECE A A 3 LS ASA ¥l E = Cisco Cloud =
st vk, o} g} Hlo] & 2] A]2~8] = A A RE R o d P g Ayt A E B A S 2
T oM EE AHES 7] 918 olHY AR TAIH YT
Al 28l 2 770]) o 3k 2FA 8F A -2 Cisco ASA Series A 2Bl 271 HA| X S FZ3HAH A L.

|25l 211D New 2 F A2l 2o | A A 9]
106015 e )7k A H TCP AR Ve
Ut
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T raasar g z1oiE [

Al~El 271D

P EEEPEEEE

106023

21 A 1P 3} 7] o] ACL®] ¢ af A%
A5 Y T} o] H A %] = ACLe]
el 2 AL A 3el A &

7450l = YEPE Y o

106100

o 2 %241 g A A

7o) ACLe| ] &l &]-8- % At

F-E sy

X

113019

AFgA ol

N

%2 AnyConnect

302013, 302015, 302017, 302020

A A

TCP,UDP,GRE % ICMP &1 4 4
A e AA Az e FH

Syslog.

302014, 302016, 302018, 302021

A AR

TCP, UDP, GRE % ICMP <14 4
AL st AAd AN E T8

Syslog.

302020 - 302021

AR} A

ICMP Al A7 2 3 A].

305006

AFE- 2} A A/NAT 2 PAT

NAT 14 2 5

305011-305014

A8 2} A A /NAT 2 PAT

NAT W =/ A &

313001, 313008 Ip 2~ H Ak AF-H A4S HERE Y
t}.

414004 A 2~ €l %2 AnyConnect

609001 - 609002 i J o] AZA Y T ~E ip-address

of thaf UIES) = AHe] A o]y
7} ol 2F A A E A F YT

710002,710004 710005

A AR

R EEE

710003

A} AL

AApel A% A4 ey
.

746012, 746013

ALg A A A

%8 AnyConnect

« HE = Q1] H o] A Z A}8-5}9] Cisco Cloudoll ASA A| =8l 271 oWl E #
E

oy
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& Firewall Management Center 72| T n}-o] 2~ tj] ¢+ SAL(Saa$) 3

Z2}-9-= #|-F Firewall Management Center 22 T] v} o]

o] tf g+ SAL(SaaS) &

o] EﬁLO :[L:;O}E:]Uﬂ /\]AEﬂ 271
A& Aok gk,

£ A

e A 2Bl 212 AF8510] SAL(SaaS)dl| ©

o z]x% 48

A4S AFE-3lo] SAL(SaaS)ol A o] M E do]E] ~E g

S A}-8-5Fo] SAL(SaaS)dll , 43 # o] #]

SAL(SaaS) =3¢ Q FA}3), %] = 4l A 3k

- =
T4

a4

Cisco Secure Firewall Threat Defense

CDO #e] 5Hd 919 Wof vnfe] =, W 7.2 o4

Aodl 28 AL gahe] o MES Abaield 93
o 1 6.4 o] o] A1 ¥]o] glojof gk,

18 A1 stelw 919 o) v 72 0140 A

Cisco SecureX %=+ Cisco SecureX 91 3 Wol 2} & &35}H7]

g8l Seh9-2oll o MEZ AE 4ﬂﬁﬂ&éﬁ§%
APEEE A5 o]l Bl el LR Fehem A9
Arg-al ok g Th

OHIEE A AL sl= A CDOY A A A= A9

2219271 CDO B E 9] %9} & x| sl of g v,

dlol8 254

Cisco Cloud”} v & $1§ "o D]H}OV\ETH W= o]
HIE &5 dhed 3t o8 Al g S F sl oF fhu ). o]

299 54 Suetn g,

8T MG A5 27 2
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A28 2212 AFgskol sALSaas)el o= A5 [

7 EE
o7 E o] BFE A3k kol 2T TulahE B AN A

o
i
3
=
(e o
[
Yy

140] Al ZH .

A 2~" 2 15 AL-8-31o] SAL(SaaS)ol o] E &

o] Aatol A<= CDOCI A el 8f= tiupo] 2ol A Bk o]l E(Ad, Bk lalejd 2z, A9l vd o
o oHE)e] tht Ala®l 2 AN E dEety] A7k Aol tha AR

A #3}7] ol

R SIS YT L

ANa' 2 M P F4, £E 9 T2 ES(UDP 5 TCP)I #HE AR 4% U

o TH}o] A7F A28 2 7 Aol A& 4= 9l =x] Foldt}

A1 CcDOoll Z1elgy o)
@A 2 CDO W7ol A Tools & Services(E 2 A H] 2=) > Firewall Management Center & 2 5} Services(* 1] 22) 5] ] A]
£ 94
@7 3 Cloud-Delivered FMC(Z2}$-= A1 FMC)E &9 8laL A
7 4 93 Wro] tlulo] o) )3k Al A8 71 AL A S U
a) Devices(T]H}-o] =) > Platform Settings(Z & A 4)S el star 9] wol tjufo] ~9} gl dw ZANE M4 A
AL AYFU

813l oS- Configuration(7-4)S ¢ g o}

b) 4% T Fo A Sydog(Al 2=H R1)E SRS U o] Al ~E 20 A S A TR
Ul 245 934t e o ZE U
27 AR 275 &3S FTP AW AH 2 Z YA AL S
A3k
2 g4

ofvd 44 of AR AF = A 2F] R HAA O] A FAR
AR oWl TS AT

oJHIE &5 oJHIE S, A7t w8l o HIE IDE E ek
AHEAE A o WIE 55 ot
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B -9 =02 A gstol saUsaas)el oM E A%

Ul 845 22894t W v ZE Uyt
AR TAE RE gl dE i WA A o) FS A
ELASS @ WA A A E 98-S A o 3t
Syslog &4 27 NS ARG L YA E 2712 D4 5},
e AAS Bsst AHE A ST R g o R
A7t
Syslog A1H 27 R oE AQE A A" 27 A8 9] P A, A}
¥ TREZ P H Wk JASs AT
c) Save(AhE FHFUTL
GAS A Ao FA (T H A RE 2 EFhel of gk dvk 24 A S AP
a) Policies(d 2) > Access Control (N Al 2= A o)) & &2 3 th5 913 o] tlufo] 2~} QA N2~ Alo] A4S

,521—61—1/]1;]_
b) More(t] B.7))E =838t t}S Logging(Z 7)< A e g ) A2~ Ao} A (gt 9 ot m e 27 E3hd
fal At 271 A8 o3 o] LA

U 842s 2934t R L EAa s

EQ AN 2E 20 DY S AN A v Jolg 7E A B2 A A8 21 HuE
AestAL o5, 27 E2E YE 7T E A4S
AQste] 4as F7HEU T

tupo] 2o -5 FTD =5 24 A Ao 72439 Al | Platform Settings(Z 3% A ol A -4 81o] A] 2~E]

28 20 44 AR T RIS T ek Al Alo] A oA A S A
AR T A8 A EE e A4 3 I Y owﬂ
Eo Agd Yt 7 A4 == ALERT(¢H)d Yt

IPS o]l E ¢l tj gt Syslog | A] A] K.} 7] OMEZ A A8 7 v A X 2 ALt 4G es
A = g7 A28 2o A A o] AR YT

ol Bl op g s o E] thek Sydog WA A AE | mtd Dot mE oM ES A A8 2 WA X 2 A

ST Aol al A e 7 78 A2 20 Aol

AT,

¢) Save(AA)E Y FU
A 6 A A2 Alo] A gk Bk Qlellg s o] E ek =S S ST
a) S U3 A Ao} A=l A Security Intelligence( .0+ Q1 &l 2] 1 ) gl
b) Logging(Z7d)& E8ste] v 7S vtd o nekldad s =7

« =1 ¢] o] 2 7] - DNSPolicy(DNS A ) = Ft}e 2= oo J= 245 FH Y
«IP 24 7] - Networks(M| E 9] =) Qo) = 2245 F= g

* URL 7] - URLs ¥l 9= 245 S84
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A4 A< Aatol sausaas)l [l

c) Save(AhE SHIHL
AT QA Ao A Al A ZF gt = o] t 2l syslog =7 & DA s T

a) & AT A2 Ao A A Rules(iF ) H1S ST

b) 1S S8y

) T2l Logging(27d) H& FH AU

d) Log at beginning of connection(d 4 A1 2k A] 7)) % Log at end of connection(1 2 &5 A 27) A2 W ~&
ey

e) YU oHEZS 2732l Log Files(2 1 3<) A 7 ¥ 22 Aegtyc),

f) Syslog Server (A =8 21 Au)) A vt E Aty

g) Tt 3 ©] Using default syslog configuration in Access Control Logging(2) Al 2~ A|o] 7] Fol| A 7] & A| =8 &1 -
8 AH) A gy

h) Save(Xi x})% =g},

i) Aol Z;gtH el el 7.a~7hdAE vy T

=1 8 ol
N N, m

el A5 U A = o) 2ol WA AL FEF L,

214 A4S AL-g-51o] SAL(SaaS)e]
SAL(SaaS)ol oM EE A4 AFsl =5 Z}-9-= A8 Firewall Management CenterS - 31 U},
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7] 4 Configure Cisco Cloud Events(Cisco Z2}-$-= oWl E 4]) 9] Aol A t}2- 2
1. Send Eventstothe Cisco Cloud(Cisco Z&}-%-==2 oMl E %) Ea HES S35l dA +44S A8k

=3
2. Y52 HY oW EZS 43t Send Intrusion Eventstothecloud(Z2H9-=2 Q) oWl E A%) &<l
&S Aot
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oMl E& SAL(SaaS)°ll 2174 AEFUTt. o]t tfnfo] 2~ # il Alo] & ALE-3tH e 8 o= 54
FTD t]ufo] =& oMl E 2 71& Cisco Cloud= H Fol| A #l| @] slo] Egfj¥] S Fo]| A1} SAL 2 2222
o HE 273 ~EA 9] 23HS §A A 7 dFH T

NN
o IE?&

E)

i‘l

55}

£

4

H &g shah el Hl F 2k A8 Firewall
2 33yt Cisco 275 oI E
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Zhal * FTD t]1}o] 2~ o) A Cisco CloudZ | EZE AL A
Management Center®l] 4] Cisco Cloud | ¥ E <] A 7(3 =
A AA S st tigh A &S A A4
= Z¢-9-& A ¥ Firewall Management Center -3
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SDC 7}/ # Al o|| SEC(Secure Event Connector) 2 ]| .

« SDC7} CDO%} E418F=X] &l ),
1. CDO Wl¥rol A =7 2 Aqu] 2 > 1ot A e S Helg),
2. SDCe| mpA| ¥t SHEM]E7F SEC A | A1 10+ W] ho] 2121 SDC] A8l 7k &/ 14] 2Hel gt

Ytk
A28 @78 AL - SDCE A sk 7Hd mAledl F7FCpU 3 M 22 & Syt
2
[€]

* CPU: & 671 9] CPUE TH&57] 93l SECE
=

« W] 2g]: F 10GBY] W2 g S W= W SEC 8GB] W 2 & F71E s}

SECE 8352 = VM2 CPUS W B8 E o] Ed & VMO A Y-S 7 11 Secure
Connector(}.¢F 7] 9 E]) 5] o] X o] SDC7} "Active(ZHA)" AE] 2 F A ¥ =% el

A1 CDOoll 21913 T}
WA 2 CDO 3ol A = 2 AH] A > Bot AU E 2 Jelsh )
oA 3 dh&kA Bl el7] B ES 283} al Secure Event Connector (K.¢F o] Wl E # W E])E Z-2] 3t}
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. SDC 7} ™ 41 o] SEC(Secure Event Connector) 2 %]

S 4 vhEALe] 1A AU 1 20 A 2 ol B Tk ob AL 28k Aol A Y8 2 ko) SEC REAER HojE & &
Deploy an On-Premises Secure Event Connector X

dRaU9pSmhNM1UXWTJVMFppMDNNakZ rTFRSaFpUVXRPVA13TkMweU5UZG1OVESoTWpnMU9HVW1MQBpq
YkdsbGJuUmZhV1FpT21KaGNHa3RZMnhwWlcTMELuMC5tTzh@bTZMZ1N6cjI4b1ZGZERqY j JNRzVQUE
ZmYTZQYzVsRjRITT1teVVEVZzh2Qk 5SFWW44c3VOZ3NTQUoBTH15NOxzVGsydEx4NB5nbSOBSTB6SMZ6
aWdQTkRiV1RsRW1tcjI5SkFVZ2NBWEhySkdzck tMREszUnJUMBhZU3 JkZ21Hd1dGb3FwiWUdZNk JHRU
VacmIOYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3¢c1Q8p1Sn1JMnFZbGpNUZzBXeVg3Nm9KeTQ2
ZX1MTO9qgcjRicENBUNhYaEVNMUFzV19qQW1PNXM3TmO2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxMBc5T2FJWExCQB93T3NESGdNeH16UU13ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwWZ2Y2V0gzUzBNT2ciCkNET19ETO1BSU49InNGYWdpbmcuZGV2LmxvY2toYXJOLm
1vIgpDRE9FVEVOQUSUPSJDRESTY212Y28tYW1hbGxpbyIKQBRPXOJPT1RTVFJBUF9VUkwIImhedHBz
018ve3RhZ21uZy5kZXYubG9ja2hhcnQuaW8ve2RjL2Jvb3RzdHJhcCIDREITY21zY28tYW1hbGxpby
IKTOSMWVIFVkVOVEL1ORZzOidHJ1ZSIK

€21 Copy CDO Bootstrap Data

Gep 2 \

Read the instructions about deploying the Secure Event Connector on vSphere.
Copy the bootstrap data below and paste it when prompted for " SEC bootstrap Data" .

& The SEC bootstrap data is valid until 10/13/2021, 10:44:14 AM

U1TNFXORFVk1DRV9JRDOiZTBhZTJkNmMtMDdhYy@B8Y2 JJkLWEZNWQtOGYZzZDJkMig1ZmU3IapTUBVTRE
UBVFTT1RQPSI5Y2IzNTI4ZWZ1MzgB0TQ2N;jViMDFKZmEYY jUyMGUXNSIKVEVOQU5SUXB5BTUUSTKNET1

9jaXNjby1hbWFsbGlvIg==
2] Copy SEC Bootstrap Data «—————

. J

Step 3

Verify the connection status of the new SEC by exiting this dialog and checking the " Last
Heartbeat" information.

. Cancel
Ao

9A 5 Brld S 31 SDCY| "edo" AF AR 21l g T}
A 6 =113k Fof = "sde" AFE AR YT dEE F
2ol WH o d gyt

[cdo@sdc-vm ~]1$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

o)

GA T ZEIEA secsh A ~AHES APt
[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup
A 8 LEZE Fof attA A HALS FEXAE HolEHE oYl Enter 715 T YT

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVjhkOuihIuyftyXtfcghvjbkhB=
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SEC7} 21 9 & ™ sec.shi= SECS
ol L o|HE & 10| AZ oW E

A, -

Events Plugin is:

UDP syslog server is:
TCP syslog server is:

97 9 SDC 2 SEC7F A 8 5921 VMo F=7} A o] H 8.38k=] gkel gt}
« 2L 714 W Alell SDCE A X3 74-9- A4 8 vMell A x5 SDC 2 CDO A4 E o] th3k 7} 74, 61 | o] A]

o A% AR,

- CDO o " 4 & A -8k SDCE A & 45 "The 441" A A .

tholl e e A4l
ASA t]u}o] 2o t) & SaaS(Secure Logging Analytics) -3, 13 #| o] %] & 2 Zo}ztt}.
HE AR

« Bt tjuto] 2~ AVE A A

c Hel o|HE AYE EBEFH

* SEC =19 Gl &4 34

L B o] E AME 55 A5 &4 512

= = =

CDO ©| 7] X & A}-&-5}of SEC A A]
SEC(Secure Event Connector)i= ASA 2 FTDO| A] Cisco Cloud= ol E & A &3l =2 gfo] Ao u}
2} Event Logging(¢| M1 E 2 7]) 5| o] X o] A] 3| G o] Wl EE K 31 Secure Cloud Analytics = Z=AFE = 9l
Syt
Bl Eof T 7l ©]/d2] SEC(Secure Event Connector)E A X] 5} 1L ASA % FDM vl L X| = t] v} o] 2 9]
oM EE A X SECE Bl QlF U o 2] SECE AF&-sHH A= th& 91 Ao SECE A X|5}aL
Cisco Cloud®l] o |HIEE AFet= A& vl E 5= ds5UTh
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SEC A X = 2 A &= A3yt

1. CDO VM o] 1] x| & A}g-3}o] Kot o]Hl E AUE = X U3}17] €3 CDO A4 E A ], 50 #H o] A
A A sh= EE SECO W& shuhe] cDO A9 E] 7} E 2. Yt} CDO A Y E &= SDC(XH.SF t]n}o]
2 AV H)e} 5t

2. CDO M E] 7} M Alo] Hel o[l E A Ve Ad A, 62 o] A

4

#2 HE VME A skel CDO AW E A4 she W 4 @ VMl €l SDC 3 CDO 7] S el ol th 3t
FhTHE FRHA L

ohe A4

CDO VM o] ] %] & AFg-3to] ek ol Wl A 9el & X 1517] $18 CDO A e} A2, 50 0] 4 &

A% A,

CDO VM o] 1| %] & A}-&-3}o] Bt o|HE AYEHE % Y3l7] 93 eD0 AW E A

Al ZF8E7] Aol

* Cisco Security and Analytics Logging, L ogging and Troubleshooting(Z7d % A 3] 4) gho] A~
= v }a, Logging Analytics and Detection(= 7 %41 4! ©-X]), Total Network Analytics and
Monitoring(H Al YIES A #4 9 ZUE ) gho] A& 314 Secure Cloud AnalyticsE ©|
HEo| #-g3t =% 9HFY )

Y3t A5 CDOCl 2191547 Security Analytics and Logging(H.¢F &4 2 27]) F 73S o
gskal 7] wujAlo] A uloll A 24 > o] jlE =4S A8 sk RequeSITnaI(Jﬂﬂ—‘& s
=9yt

- CDOE 97 3 Q154 F2lo] B ashn CDO A W E o} QLB 7he] U/mHl = T FA LS A
Aek7) 2T X2 A A &AM 2% CDO 7 W E 9 CDO 7he] B2l 7ALE vl g
g,

o] % 4]0 A 415 CDO A ¥E| = TCP % 4439 A4 Q1E] Yol vl & 1 4] o}l g = o)
Az AE FhA ok g,

Connect to Cisco Defense Orchestrator using Secure Device Connector(}.QF tlH}o] 2~ AW EH & A&

3} Cisco Defense Orchestratorel] &1 Z2)E F1 E&lo] CDO A4 EH o tfgt A3t YE A N A
22 golgh )

CDO<= vSphere §] S 2Fo] A E H= ESXi ¢ Egfo]AEE AFE-3HCDO A 49 E] VM OVF o] 1]~
A5 A Dyt

CDO= VM vSphere Bl 235 SElo] A EE ALE-8 CDO A 9 E VM OVF o] 1] #] X & =] ¢
a4 FE YT

« ESXi 5.1 8}o] 5 ujo] A,

« CDO A4 E W SECH & AH 3= VM2 Al 4~Hl @ 4 AL
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CDO VM o] v x| & AF-&-3o] Het oMl E AME S X A5}7] 913 €D0 7§ 4] .

» VMware ESXi &~ E o= vCPU 4717} S 8.3t}
» VMware ESXi & A~ E o+ A 8GBY #H =2 &7} D ashy},
» VMware ESXiol =

s A Aelo] nheh 7 v A8 2 18] 9149 64GBe] T 2 F
7ro] W g},

« DA E A ZH7] Ao v A RE Al
« CDO AYE VMol A& 1A P F4
R

Fa

» 17k A ¥ ©] FQDN = IP 5
- CDO A B 7P 1S e AN E A7) 4 0% AN et s T, o] 9]
o}l =g dojof gtk

A= L E 80

9A1 CDO AYEE AAHE CDO HWEo| 2123t}
A2 CDO W FolA = 2 AH] A > Hol AUEE
@A3 A 3]

- @

Secure Event Connector@

= Hegc}
E& &9 3}aL Secure Event Connector (1.QF o] W1 E A 9 )

il
iy
)
i
T
v

oAl 4 1579 A Download the CDO Connector VM image(CDO # 9 E] VM o] 1] x| t} 2 =)5 Z&] gt} o] &=
& AAsts 55 ol APy th HAl o u A & AHE- S W &4 CDO AV E] VM-S T Z =814 Al

Deploy an On-Premises Secure Event Connector

X

‘ €) SEC will be deployed on a new VM

Step 1

Doy e CDO Connector YM find follow the documentation to deploy the CDO VM on
vSphere. You will be prompted for *CDO Bootstrap Data” . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

CDO Bootsirap Data

QBRFXTRPSAYOPSJ LeUpoYkdjal9pEliVekkaTmLdcBluljVOBKZEWtWWFZDS | kuZ K1Kc2FXNXJaV 1
JyWlctaGlulnpdanBiNENIaNRTVNL. amepTUNJcALUT JFZ0KS0Y2 1 Sd2RHDHT Lk 1 pT2xzaViUk VM

GA5  zip ] RE FAS

YU G ol

Al Y.
* CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf

* CDO-SDC-VM-ddd50fa-disk1.vmdk
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. CDO VM ©] 1] %] & Ap&-3o] Bl oWl E AYE & x| 317] 918 CD0 AU H A

A1 6 vSphere ¢ o] A EE A}L-8-31o] VMware AW ol #E| A2 2 11§ o)

Zhar VM vSphere Bl 25135 Ze}o] A1 E S AL-&3}14] np4] Al Q.

@A 7 A A el OVF |1 E8 ol A 2328 m] 2 CDO AV E] 7Hd wAls 53Ut (RE38S 7535 ¥ ovf, mf
2 vdk Fd o] H gttt

A8 Aol guEE vMe FYS Hu

9A9 A CDO AYH VM 245 gyt

GA10 cdo AFEXE 2y 7|2 4 EE agmi2zY Y Tl

GA1 TEZTE| sudo sde-onboard setup= Y &3 Th,

[cdo@localhost ~]$ sudo sdc-onboard setup

GANM2 ZEFZETF EAEW cdo AHEAFY] 713 MM S adn123S Y o
A 13 A Aol w2} root AFEAF] A e E A F U TR

A 14 A Aol whet cdo AFE-AEO] A FEE A R T

@A 15 X Aol w2} Cisco Defense Orchestrator =] Q1 A XS &3},

@416 CDO AYE VMol A48 14 IP F+45 JH Y

SA17 CDO A E VMo] A X H U E 434 AolEg ol IP F4E 48Ut

A1 18 CDO A MY E 2] NTP AW =4 = FQDNS o 8 U th

T A 19 Docker B A AHE &+ 2%257} FAHHA ARE QHEFAY DB H A = A9 v Y F Il <Enter> 7| =
ey

GA20 S ERIF
GAl 21 "Al& SDCE AN AsH7M e 25 ZEVZF YERYE ns g Y T
A 22 cdo AFEAFR 21915} 0] CDO AW E o )k SSH o1 A2 A A gt

9_’74] 23 i%iEoﬂ sudo sdc-onboard bootstrapg ?:1 E_:]' t_f:l 1/]1:]'

cdo@localhost ~]1$ sudo sdc-onboard bootstrap

A 24
7| 25

I

=3
=]

(&

E7} EAH Y edo AHEAe] MW B E 9123
EJ} A5 W CDOZE &9}7} CDO FEX~E ]0]E1 5 HAS o SSH Al A o] Eof €54t CDO F-
% vlol B & BAbshel W b ST o,

CDO9Y 213t}
CDO "l yroll Al =7 2 A 8|2~ > 1ot AYE & A9y},
2R S A A HeF o HE AYH & A B Y T} A El 7} "Onboarding(=> 1.9 )" ©. & 3E A ¥ o] oF gt}

=13
=]
/\

lm (e
lm (e

npoP

4. Actions(%F'%]) %ol A Deploy an On-Premises Secure Event Connector (<X 2| 7] 2~ . QF tjufo] 2~ AU -
H)E FH I
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CDO VM o] A & AL-g-slo] WSk o]l E AV E & A 13}17] 913 CD0 719 & A4 .

5. vl AAk o] 1870] 4] CDO - E 2= o o] B & Al

Deploy an On-Premises Secure Event Connector X

0 SEC will be deployed on a new VM

Step 1

Download the CDO Connector VM and follow the documentation to deploy the CDO VM on
vSphere. You will be prompted for " CDO Bootstrap Data" . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pS1NVekkxTmlJcO1luUjVjQek2SWtwWFZDSjkuZX1KM1pYSW1PaU
13SW13aWMyTnZjR1VpT2xzaWRISjFjM1FpTENKeVpXRmtJaXdpZDNKcGRHVW1MQBpoTTJVMVkyVTBa
aTAzTWpGa@xUUmhaVFV@T1dNd@5DMH10VGRpT1R0aE1qZzFPR1VpWFN3aV1XMX1Jam9pYzJGdGJDSX
NJbkp2YkdWek1qcGJJbEpQVEVWZ1UxV1FSVkpmUVVSTINVNG1YU3dpYVhOek1lgb21hWFJrSW13aVky
eDFjM1JsY2tsa@lgb21NUB1zSW1saBlgb21abVF3TBdReVpHVXRNM1ZpT1MwMFpEYZRMVBkwW1dNdF
pUWXhOVBUyWmp jNFkyUmlJaXdpYzNWaWFtVmpkR1I1Y0dVaU9pSjFjM1Z5SW13aWFuUnBJam9pTURB
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3c1Q0p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MT@9qcjRicENBUNhYaEVNMUFzV19gQW1PNXM3TmB2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaWW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxM@c5T2FJWExCQB93T3NESGdNeH16UU13ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2VegzUzBNT2ciCkNET19ETB1BSU49InNOYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9fVEVOQUSUPSJDRESTY21zY28tYW1hbGxpbyIKQBRPXBJPT1RTVFJBUF9VUkw9ImhedHBz
0i8vc3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vc2RjL2Jvb3RzdHJhcCIDREITY21zY28tYW1hbGxpby
IKTO5MWVIFVkVOVELORzOidHJ1ZSIK

€] Copy CDO Bootstrap Data  «f—

Cancel
t}.

G126 ©] AL o] EFA AL U2 =W A A 7F EAIH W ne FE g

A1 27 CDO<2| Deploy an On-Premises Secure Event Connector(=> & 7] 2~ K. ot o]l E AUE %) U3} AAE Eol7}
OK (Z<1)Z &8 gt} Secure Connector(H.SF 7 9 E]) 3] o] ] o] A Secure Event Connector(X.¢F o] ¥l E # 4] €])
7} %= &4 Onboarding(-=%.9) A el & F A g Ut}

chgel e 2l

CDO A4 E VMol Bel oWl E AYE] A X, 54 70| %] & W &t}
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B cooAuE vmel mat o A uE %

CDO A Y E] VMol H.oF o] Hl E A Y E] A X

REEMEL

CDO VM ©| 1| A & AL-&-3}o] Hol o]l E AUEE 2] ¥U3}7] 9$ CDO A4 H A ], 50 7| o] %] o]
ArE g2 CDO AYE VM A A& of gt

9A1 CDO°l Z1A3 Y

@A2  CDO 7ol A =7 B A H 2~ > Bl AVE & dE gyt

GA3 HoA K3 CDO A E S A8 gt} Secure Connector(H.0F # Y H]) H o] E-of| A = o] & HQF o] HIE A Y]
E(HQF o] E AMH)Etal 3 o] 2 3] "Onboading(<> 1.9 )" 7 el of oF 3H T

aGA 4 Q9 EZ0] 2] Aol A Deploy an On-Premises Secure Event Connector (32 @l 1] 2~ B ot t]ulo] =~ AW E %)
=YY

SAs AL 2@ Al A | A S S5kl SEC FEAER HoJH S HAME U

Deploy an On-Premises Secure Event Connector x

VLXTWYREEK LSMHNJOWX TSWPYAY DTUROFR THIWKQY DRy VIEFUZ AWWKK ] NEXKS | BEVETEW LHZ8E3KH1
JaamMANTJSallpd2 1hb 1 wSWpwal1ESKpNVFEWTkdVdFpgWmhNGz AwT 1 RZMkx KETFZak 18 TURNMVDE
VidNe LkwhipaaELuMCSY b1 hr RNVKOVEANGZ feGLseFFINBppSOM2 Y ThANKEWCWNTR3NY e kFMOUSDZN
Z2¥WZPeCl4anFSZChveHdPRETZCUNIX2ZGYVpLLYF pbmF JWVIUTTR taYREDUTS5AGI2Y1 10dnAITINT
VMFWNGT § bAXOUHIUULJHTG JNNI FTEY JdDh X U2 0AMBRGMAVIMXOHZ 251 YNxJd JVTZFRKSDdann 451
JGHWZ vV INBNT Iy SOhXRzZROWLsZ2prZEnPa2pTaGNS58pFbmiaN jYELFUBSNBSRGT 1bKNNY 1h2Y Uz
bmSKYUSFOTNNONI0SHI 63 pMek gZbHVATWRDTASUV KAYDXCWMFUARIBAUNZ 1d17 1cxhul XewSUFueF
BEWcFRpc@YadmphelB2ZWhY dik SkUTVENRHZ TeUYzbmt hbGS60KZVZUNQU DK wi 1 FMUGA0cWZ HUK VR YTLX
S2aPeVELCKNET19ETA1BSU4ITnNBYWcdpbmeuZ GYZ LaxvYZ ToYXJBLAL Y IgpDRESITVEVOQUSURS.Ihbm
RSEWFsbG1vL WNpc2NvIgpDRES FOKSPYFNUUKFQX1 VETDB1aHREcHM6 Ly 9zdGFnaWSnlmR1di55b2Nr
aGFydC3pbyIzZGMVYIG Y dHNACMPWL2FUZHI TYWe SaNBLYZ 12Y28vYWSkeW 1 hbGxpby 1 1aXn by 1ITRE
MiCkROTFLFRVZFTIRJThe9InRydWUiCg==

£ Copy CDO Bootstrap Data

Step 2
Follow the documentation to install the Secure Event Connector.
Copy the data below and paste it when prompted for " SEC bootstrap Data".

SEC Bootstrap Data & valid until 11/24/2020. 3:34:51 PM

UINFXBRFVK1DRVSIRDA10GZhM] ImMzethmAi Y SBAYROSLWIhZ Te tHDNNY mYwYzJjOTY 11gp TUBVIRE
VWSUNFXB5BTULGTINDSUBQREVNSUNFIQp TUBY TRLFET JA103RNZ2 1uTy 1202 Y2 12YBUY29C10pT
UeVFT1RQPSIAMjg2YzIwNzA4M ] gxMDM2YmA J0TUZHZEXOWG2YWIzY 1 IKVEVOQUSUXBSBTULIImF uZH
1TYWx2aWBTY212YZ81

I £¥] Copy SEC Bootstrap Data I <

@716 CDO AYE] ] Ul st SSH A& A/d3hal cdo AHE§ A= 210§}
AT 2 Foll = sde AFE AR AT bEE E WAIAI7F EAIH W "edo" AHEAFY] S E P H P T
geolea Wael gy
[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

G 8 TEIEO|A secsh A AIAHEES AP o)

[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup

GA9  EFIE Fof 4iAol A AL FEXAES] do|H & oYl Enter 7] & FEYTL
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Ubuntu 714 v 210 1t ojwie A e w5 [

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVijhkOuihIuyftyXtfcghvjbkhB=

SEC7} £ 5/ seoshi= SECS] Aol I2lohts ~REE APt RE 48] 3le] 54191 493
B Sl o|HE 10 AZ o|HEE A&t} AE o]HIE = oWl E = 710 "sec-health-check"E}+= & 2] ©
2 FAH Y

Runn

SEC cloud URL

SEC Connector statu

SEC Events Plugin i

SEC UDP sysleg server
SEC TCP sysleg server is

5ol AP A SEC = B ol Ao Frh= WA A 7F FAHE SEC 219 Al A4 s A= o] F Al L.

& WA %] 7} A H CDOE =0} 7} a1 Deploy on-Premise Secure Event Connector (< 2| 1] 2~ B ¢t o] Hl E
e 7-5) th 3t & ALoll A Done($H8)E == @t

©7110 "What to do next(tF& 2Fd) = A& o

M oox
T

5ol =3 A+l
ASA t]ufo] o] o gk SaaS(Secure Logging Analytics) 7@, 13 #|o] A &2 Eo}3t T,
v g

- B3k tulo] 2 AE] 4 512

« Hol oW E AUE A o2

* SEC 219 A &4 |2

Ubuntu 7} # 210 Het oWl E AYH G5

A #e7) el

Ubuntu 7} ¥ Aol A BH.oF vjnfo] 2 AME Bl Kl oWl E AME 5o ™ ¥ o) = Ubuntu VM
off Bk tjufo] 2 A E & Al of 9Tt

A1 CDOoll 21217 T}
) 2 Tools& Services(:=7 & A H] ) > Secure Connector (X.¢F 7 W E]) S A &l gk o},

A 3 Services(A] H] 2~) #] o] %] o] A Secure Connectors(}.¢F 7 9 E]) g1-& A el 3} a1
Connector (K.¢F o]l E AW E]) S A gl gy},
G 4 o] 2Gk Ao A SEC FEAE A Hlo] B S v Aol BALg

= £33 & Secure Event
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B vworxs Aaaiol sec 24

SA 5 e BE e AR
[sdc@vm] : ~$sudo su sdc
sdc@vm: /home/user$ ed /usr/local/cdo/toolkit
H AR 7} FA S A SEC FE2EF dlo]H E 9l &gy

sdc@vm:~/toolkit$ ./sec.sh setup
Please input the bootstrap data from Setup Secure Event Connector page of CDO:
Successfully on-boarded SEC

19 o W= AU E| 7L CDOS M "4 el 8wk R R A A 5 9

¥

U,

VM o] 1| %] & Ab-g-3}o] SEC A A

SEC(Secure Event Connector)i= ASA % FTD®l| 4] Cisco Cloud® oMl EE A g3l 2 glo] Xk
2} Event Logging(¢| W1 E 2 7]) 5 o] 2| o] 4| &l F o] ¥l E & H 31 Secure Cloud Analytics 2 Z=A}

Fu,

Bl Eof 5 7} ©]/d2] SEC(Secure Event Connector)E A X] 5} 1L ASA % FDM vl L X| = t] v} o] 2 9]

olHlEE A A3 SECE B = gl Ut o] 8] SECE AF8-3h M = t& $] Ao SECE

Cisco Cloud®] o|MIEE A &8t A S w2 4= 54t

LA VM o] 1] X & A}&-31o] o] 2] SECE A X3k 2H] & 3uhA| = 1 g Yt
i of ekt

1. VM oW A & A}&-3}o] SECE A A3t e CDO A E A ], 56 50| A

2. A3 vMell A A ¥ SDC 2 CDO A4 ol th3k 571 -4, 61 3| 0] X

CDO 719 E] 7} m4lell Bt o]l E 71 ¥ g A 4]

w

%

o 7t A S 5

X X & a

73 o]

PN
1)

F3 CDO AYE & CDO VM ]| A & AHg-3h= 3lo] 7Hg 4 2 A 8habm] A 553 DO A Y E] 44|
HAY ) o] W& AL8-3F2I ¥ CDO ©] 1| A & AF8-81¢] SEC A #], 49 # o] #] o] U] &8 3234
9.
oo A4l:

VM o] 1] A & A}-&-35}o] SECE A Y3t=2 CDO A E] A X, 56 F|o]| A & A

VM o] 1| A & AL-§-3}o] SECE A 43} =5 DO | I H A ]

CDO AYE] VM2 SECE A A3t 7Hd WAl Yot CDO A Y €] £-%]-2 Cisco SaaS(Security

Analytics and Logging) 7. 745 13t SECE Al Hsh= AP U

o] @7 &= SEC(Secure Event Connector)E A X 3131 -/ 517 913l ekxdlof ah= 307 5 3 WA

GAd Y o] A} Fof th3 AAE gndloF gt
« A3 vMel A X% SDC 2 CDO A4 E ol tfst F7F 14, 61 #l o]
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VM o] 7] %) & A}g-5}o] SECE A et = cno A el 4% [

* CDO AME] 71wl Bl ol E AME 4|

Al &FsE7] A el

* Cisco Security and Analytics Logging, L ogging and Troubleshooting(Z7] % A 3] 4) gho] A~
£ Fuj&}aL, Logging Analytics and Detection(= 7 w21 4! ©-X]), Total Network Analyticsand
Monitoring(d A MIEL 3 4 2 w UJE &) 2fo] A A2 F-u &} Secure Cloud Analytics= ©]
HEo] 288 = dFUTh
Y3l= % CDOO Z1913}] Security Analytics and Logging(H.QF ¥4 9 27]) H 7} @
Aetal 7] A Bgol A A > oWl E 275 A ¥ stal Request Trial (B 7HE £34) 5 29
P

* CDO= AT ASA gele] FastH CDO AV E o QIE Yl 7Ho] §)/Zdl = I HA]E | e}

A 54

+ CDO 7B = TCP & 44390 4] Q16 Wlo] Tl & A A) ob k&= o4 2 A2 A of S
=

o X ot t]nlo] = AMWE] S AF8-5}9] Cisco Defense Orchestratorol] 172 -8 7 E 3] CDO # 4 E 9]
et 4As EY A QM= AT

Ol

e vCenter §] FE}o]AE == ESXi ¢ Ffo)|AE Q) 4 A 2] ¥ VMware ESXi 3~ E

%

F3 ySphere H 2T ZEO A EE AHEF A= AT A Tk

* ESXi 5.1 s}o] Hujo] A,
* Cent OS 7 AIZ=E G A A
« CDO AYE % SECYF & ~® k= VM| Al 28] @5 AFg:
* CPU: SECE &% 7 A =5 4719 CPUE Tt
- #] 22]: SECell 3l 8GB2| | 22l & gt

« U]~ 7 64GB

%
)

il

« o] AA}E 8 ob= AFE-AF= Linux 373 ol A 2 obar 3k A7 S 9180 vi A1 2HA 7] E AL
&35k ol ol sl of P
* CentOS 7}Hg ™Al ¢ll CDO ConnectorE A %] 3}= 74-%- A 7] 4 0 2 Yum H.QF g X & A x| 5}+= A
o] =HFUT Yum 739 e} Yum S HIO|EE 7HA Q8 EE 80 B 4439 4] of--uhg-= o
A& dojoF & 4= JHF Ut 3k JH o] EE o 2F3l# ™ yum-cron B+ crontabS 773 3l oF
k. Bt & © 3 3 Yum U] EE W] 98 WA S| oF k= Kt G Ho] 9l=A] g
A
AR E A Zet7] doll b3 AR E 5
=

* CDO 79 Efol] ARg-< a1 1P

EERRES

B
A
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B vmoln 1= A gstel sECE A 951w S cD0 A 9 H A

A1

7| 2

oA 3

oA 4

oA 5
A 6
A7
oA 8

oA 9

w710

AN

- AX ZRA 2 F A EHE root L cdo AHEALS] M S
« 220 A] AL-8-3}= DNS A H o] TP 4

* CDO AMYE F27} 9= vlES] 2] Ao E9o] IP T4

« A|7F 4B €] FQDN %= [P 4.

£ CDO A 714 P4 & 1ok A & A7) A 0w BASHES P, o] 2 9184 = LE 80
o} guhe =% dofof gt

L AZFEE] Aol o] ko] el Babste] Y Fof ol A war vhAl JSHAIA . AR
w0l = et A7k G v, el 7] 2 ol 9] ER A ol A ol 8 B e rmer Al

2§50 ggol A3l d 5 AFUh

Hol rjulo] 2~ AWE # o] X o] A Tk Ze] s B

£ 298y

A& © 3 E AF8-314] "Deploy an On-Premises H.QF o] 1 E A Y E| (= Z g v 2~ Kot o] Hl E AU E vl 3£)" 9]
29 A | A SEC F-E=EF] vlolEl & HALG Ut

o] Axpeo] AbA QT AFgte] 19} 9l W =], CPU 2 U] 223 F7F 0] 9 2 CentOS 7 7H W 41
(http://isoredirect.centos.org/centos/7/isos/x86_64/CentOS-7-x86_64-Minimal-1804.is0)< A 2| 3+ T},

AA7F R HE CDO A & IP 54, A Bl mp2 T gl Al o] E Qo] & XA ste 5o 7| R UEYA S AT
Yt

DNS(Domain Name Server) A1 ¥ & -4 3t}

NTP(Network Time Protocol) A1 & -/ g1t}

CDO 7198 9] CLI9HE] £+ && 2H-8-& 913l CentOSell SSH A B2 A A gt

Yum ¢} o] EZ 4 83l % open-vm-tools, nettools 2 bind-utils 21 7] 4] S A 2] gt}

fm
tlo

Zeatal Bek oWl E A E (B oW E Y H)

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWS CL| package(AWS CLI| 3 7] A]) (https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html) &
AA gyt

al --user %EH:L% A}%é}xl u]'}?:} }\]9—

i

Docker CE packages(Docker CE 2§ 7] A]) (https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce) &
AR g,

Bw APRE AESe] AX S ARG

Docker 44 228 A &8k %6 4] A 2] =% 24 53 o,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker
Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

. Cisco Security Analytics and Logging
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A 12

A 13

oA 14

&7 15

w7 16

oA 17

o7 18

oA 19
7 20

VM o] 1] %] £ A} &-alo] SECE <) 9t % cno A 44

T AH8-AH(cdo 2 sdo)E A U T CDO AR A= #E] 7558 A 8lEh7] 98l 21918k AR&AF ol W (FE A}
§AE 47 AT 087} 18), SDC AL A CDO 7 HE] 5 ALlo] 1% A Feh ALE AT
[root@sdc-vm ~]# useradd cdo

[root@sdc-vm ~]# useradd sdc —d /usr/local/cdo

crontabS A}83 =& SDC AF8-AE LA & o)

[root@sdc-vm ~]# touch /etc/cron.allow
[root@sdc-vm ~]# echo "sde" >> /etc/cron.allow

cdo A8 9] M B8 A4 Tk,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo AF&AHS "Wheel" ZL5-0ll S7}8F] ¥ (sudo) A 32 H-o]

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

e,

ot

Docker”} A4 X] & AF8-2} 15-¢] A4 E Yt} CentOS/Docker ¥ A of] w2} "docker" H=+= "dockerroot"2} 1L H-=
T AF YT fetc/group 3D S ER1ske] oW T1F-o] A H I =A] 1S thg sde AFEAE o] w9l F7FgE
(=5

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

oX,
ol
o
£y
]
=

/etc/docker/daemon. json -‘7—]’0;3]0] %i%f 73—01‘ -‘7—]’%% ’%‘ ?/H LH‘%“% %} 331%“4 U} /‘E*é E]Ed_ docker H]%T% ]jr

A A AR o,

a "group" 710l A& 15 ol F ol TA 163 DA 5=A] Qg ot

o

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{

"live-restore": true,

"group": "docker"

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

& A vSphere 2= Al A E AF-83F= -9 SSHE W 3H6}al cdo AFEALE 2191 g th, 271913 Fofl = sde AH&
AL W73y ‘:]'. Y55 = WA A 7F A EH cdo AHEAY] B E JEFY

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

v 9 ¢ = Jusr/local/cdo® W 73 U T}

bootstrapdataﬁ‘r“ A AL AAIEE I B E mpHAA} 1S 0] REAE
S Save(A N FYTh vi == nanog AH&35He] A S A S

Blo] ) 2 o] sl o U ), e

A i
%0,
i)Y
wh)
)
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B vmoln 1= A gstel sECE A 951w S cD0 A 9 H A

Deploy an On-Premises Secure Event Connector D

0 SEC will be deployed on a new VM

Step 1

Download the CDO Connector VM and follow the documentation to deploy the CDO VM on
vSphere. You will be prompted for " CDO Bootstrap Data" . Copy the data below and paste it into
the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPXT1RPS@QVOPSJleUpoYkdjaU9pS1NVekkxTmldcOluUjVjQek2SWtwWFZDSjkuZX1KM1pYSW1PauU
13SW13aWMyTnZjR1VpT2xzaWRIS]FjM1FpTENKeVpXRmtJaXdpZDNKcGRHVWIMQ@poTTJVMVKyVTBa
aTAzTWpGa®xUUmhaVFVOT1dNdBe5DMH10VGRpT1R0aE1qZzFPR1VpWFN3aV1XMX1Jam9pYzJGdGJDSX
NJbkp2YkdWek1qcGJJbEpQVEVWZ1UXVIFSVkpmUVVSTINVNG1YU3dpYVhOek1gb2 1hWFJrSWl3avky
eDFjM1JsY2tsaBlgb21NUB1zSW1saBlgb21labVF3TAdReVpHVXRNM1ZpT1MWMFpEYZzRMVOkwW1dNdF
pUWXhOVBUyWmp jNFkyUmlJaXdpYzNWaWFtVmpkR1I1Y@dVaU9pSjFjM1Z5SW13aWFuUnBJam9pTURB
VacmIBYVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3¢1Q8p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1MTB@9qcjRicENBUNhYaEVNMUFzV19gQW1PNXM3TmB2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxMBc5T2FJWExXCQB93T3NESGdNeH16UU13ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNwZ2V2V0BgzUzBNT2ciCKNETT19ETO1BSU49InNOYWdpbmcuZGV2LmxvY2toYXJBLm
1vIgpDRE9fVEVOQU5SUPSJDREOTY21zY28tYW1hbGxpbyIKQORPXOJPT1RTVFJBUF9VUkw9ImhAdHBZ
018vc3RhZ21uZy5kZXYubG9ja2hhcnQuaW8vec2RjL2Jvb3RzdHJhcCODREITY21zY28tYW1hbGxpby
IKTO5MWVOFVKVOVE1O0Rz@1idHJ1ZSIK

€] Copy CDO Bootstrap Data  «—

Cancel

421 FEXEF o] = base64 = 91 TG H LT} o] = t] 79 3} L extractedbootstrapdatazh = v 2 W) B U o)

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]$

cat 8-S APste] t]ZEE vlolH & FRIFth HE 2 v zd ¥ dolH = vh53 3Feo] ;AT

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata

CDO_TOKEN="<token string>"

CDO_DOMAIN="www.defenseorchestrator.com"

CDO_TENANT="<tenant-name>"
<CDO_URL>/sdc/bootstrap/CDO_acm="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

ONLY EVENTING="true"
GA22 S HES sty fadE FEAEH go]EH o] A S 37 |42 Yy

[sdc@sdc-vm ~]$ sed -e 's/"/export /g' extractedbootstrapdata > secenv && source secenv
[sdc@sdc-vm ~]1$

@723 CDOOIAM FEAEH HES 2=y
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[sdc@sdc-vm ~]$ curl -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP URL" -o $CDO_TENANT.tar.gz

100 10314 100 10314 0 0 10656 0 —--:-—:=-= ——:-—:-- —--:--:-- 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/CDO <tenant name>

CDO A4 tarballS 523} 3L bootstrap_sec_only.sh 3} 2 2 8 5le] CDO AYH | 7] %] & A 2] gt}

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC

<snipped — extracted files>

[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap_sec_only.sh
[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh

common. sh

es_toolkit.sh

sec.sh

healthcheck.sh

troubleshoot.sh

no crontab for sdc

-bash-4.2$% crontab -1

*/5 * * * *x /usr/local/cdo/toolkit/es toolkit.sh upgradeEventing 2>&l >>
/usr/local/cdo/toolkit/toolkit.log

0 2 * * * sleep 30 && /usr/local/cdo/toolkit/es toolkit.sh es maintenance 2>&l >>
/usr/local/cdo/toolkit/toolkit.log

You have new mail in /var/spool/mail/sdc

ohgol e A
#3733 vMell A4 SDC % CDO 7 E o] gk 37} 74, 61 A o] A& A& .

Ay 74 gk VMol A =] ¥ SDC % €DO 7 4] Ef of] ofj gk 7} 44

ZHA| CentOS 7 7Hd M 210l CDO AV H & A X3+ 7§, o| W E7} SECO| =235 &8sl H o
= 573 AAF T g FeEloF T
* CentOS 7 VMOl A firewalld 4] H] 2~ & W] &4 8} gt} o] = Cisco A3 SDC VM| 4 3} & %]
Eash=3
firewalld A B] 227} A 8 ¥ = = 3] -85} a1 W8l 4 2 -& F7}sko] oWl E Egjd o] SEC| =
St 3-8 YT}, 62 H o] A]. o] = QIul&-= o|H E EH & 5835t Kl Al -4 H
WA iy o

A ZFaE7] Aol

o]+ SECE A A 3taL
ko ol st A S
56 Hol A & 7 g
o] 7)o Ay 7 A A F S 953 3 CDO AYE 7 wAlo] Bel oW E AYE A
22 g}

T/3sk7] 18 s of ah= 3l T - A DAY ob A R kA &
W7 3517] Aol VM o] B A & AL§-3lod SECE A 3= 5 CDO A E A=A,
t}.
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1%
i
i

)

Cent0S 7 VM<l| A firewalld A ¥] 2~ & 1] &4 8} 3t}
1. SDC VME] CLI®l "cdo" AF &A= Z 1l gk t},

2. firewalld A H] =& FX| gt th5, o] o] VM-S A F-9 3t uff v &}
LT o A1 7F A 9 cdo AR k] W HW E S e

[cdo@SDC-VM ~]1$ sudo systemctl stop firewalld
cdo@SDC-VM ~1$ sudo systemctl disable firewalld

3. Docker A 0] =& TFA] A 2}3lo] Docker #& 355 27 Wl o thA] 4491 g o)
[cdo@SDC-VM ~]1$ sudo systemctl restart docker

4. CDO 7 H9E| 7} mAlo] Bk ol E A Y HA & AL

firewalld 0] 27} A FH & 2 3] 85} WFspH 73S

8-}
1. SDC VM2 CLI9| "cdo" Ab-& A& = 1218t}

7hate] oWl E E = o] SECe] =55

i

2. 774 ¢ TCP, UDP H:1= NSEL X E | 4] SECE A5 = Ef I & 5] &3l 5 274 Wt 1 2]
S F71g Yt SECol A A}-8-3l= EZ E o U3} A = SaaS(Secure Logging Analytics)oll AF-8-5| =
t]ujo] 9] TCP, UDP @ NSEL ¥ E 27| 2 # %54 A & v A A 7} T A5 W cdo AF-&#}<] B
S E U 52 ol @ W o] AdUrh b & T E g AR s oF & 5 AU
[cdo@SDC-VM ~]1$ sudo firewall-cmd --zone=public --permanent --add-port=10125/tcp

cdo@SDC-VM ~1$ sudo firewall-cmd --zone=public --permanent --add-port=10025/udp
[cdo@SDC-VM ~]1$ sudo firewall-cmd --zone=public --permanent --add-port=10425/udp

—_—

3. firewalld A 1] 228 ThA] Al2tske] ) 270 Wb 12 24 2 o of = o2 A
[cdo@SDC-VM ~]1$ sudo systemctl restart firewalld

4. CDO AMYE] 7} m Ao BololHlE AYE AXE ALy

CDO 9 E 7} Aol Bt o] HIE #HHE dX]

A1
A 2
oA 3

Al Zst7] el

o] ©7| = SEC(Secure Event Connector)E A %] 5} 31 -4 81 7] 913l ek5 3l oF 3= 37| 5 Al | A

GA YU oA FaEhA] 2 A - o] AAFE AESY] ol vy T 7HA] 2 S sy
* VM o| 1] A & AH&-31o] SECE A1 €8t =5 CDO 719 H 4 A], 56 | o] 4]

« A3 g vMell A€ SDC B CDO A E ol o g F7F -3, 61 7] o] 4]

CDOol & 1213t}
CDO "l y7oll Al = B A H] 2~ > H ol AUE & A8
S

o] Abd e ARkl Q= A AkE AFE-ske] AA7E CDO A Y E & A € ¢t Secure Connector(H.QF 7] 9 H)

e,
C
Bl o] o M= o & mok o] W= A B (.9t o] Wl = A ¥ )zt G o,
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oA 7
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A9

o
SSHE AF-83}9] Secure Connectorol] 443} cdo AF&AFE = 1013 o}
29138 Fof| = sdc AFE AL Z A3 UL o5 F WAIA 7 A EH W "edo" A& AFe] oF

[d

CDO 7] Y E] 7} v 2l

wato

|
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S 2% 0] 2] Aol A Deploy an On-Premises Secure Event Connector (<= 2 1] 2~ H ¢} t]nfo] A~ AYE F-%)

23y,

mhg A 26 Aol A ® 2 el SEC FEAED Hol 8 BAFY

{l

Deploy an On-Premises Secure Event Connector

dRaU9pSmhNM1UxWTJVMFppMDNNakZ r TFRSaFpUVXRPV@13TkMweU5UZG10VES50TWpnMU9HVW1MQBpq
YkdsbGJuUmZhV1FpT21KaGNHa3RZMnhwW1lc1MELuMC5tTzhe@bTZMZ1N6cjI4b1ZGZERqY jUNRzVQUE
ZmYTZQYzVsRjRITT1teVVEVZzh2Qk5FWW44c3VOZ3NTQUoBTH15NBxzVGsydEx4NB5nbSBBSTB6SMZ6
aWdQTkRiV1RsRW1tcjI5SkFVZ2NBWEhySkdzck tMREszUnJUMBhZU3JkZ21Hd1dGb3FwWUdZNk JHRU
VacmI@YVFLSjFTdnJ5RjVFZ2FqajZFZkNVaERNMUE3Q3¢c1Q0p1Sn1JMnFZbGpNUzBXeVg3Nm9KeTQ2
ZX1IMTB9qc jRicENBUNhYaEVNMUFzV19gQW1PNXM3TmB2Sn1rMXR1QTFsYmE3VkxNOUp4bk9RS1pgaW
1rdDNsYnRRbDNrTHMxeWduaXdVU1RuWkQxMec5T2F JWExCQB93T3NESGdNeH16UU13ZWJVNUAGT2RS
NFN6c2ZBb1VXRDNWZ2V2VOgzUzBNT2ciCkNET19ETO1BSU49InNOYWdpbmcuZGV2LmxvY2toYXJOLm
1vIgpDRE9TVEVOQU5S5UPSJDRESTY212zY28tYW1hbGxpbyIKQBRPXOJPT1RTVFJBUF9VUkw9ImhedHBz
0i8vc3RhZ21uZy5kZXYubG9ja2hhenQuaW8ve2RjL2Jvb3RzdHJhcCIDREITY21zY28tYW1hbGxpby
IKTO5MWV9FVKVOVELORzBidHJ1ZSIK

€4 Copy CDO Bootstrap Data

Read the instructions about deploying the Secure Event Connector on vSphere.
Copy the bootstrap data below and paste it when prompted for " SEC bootstrap Data".

A The SEC bootstrap data is valid until 10/13/2021, 10:44:14 AM

UTNFXBRFVK1DRV9JRDOiZTBhZTJKNmMtMDdhYy@8Y2 JKLWEZzNWQtOGYzZDJkMia1ZmU3IagpTUBY fRE
UBVFTT1RQPSISY2IzZNTI4ZWZ1Mzg0O0TQ2NjViMDFKZmEYY jUyMGUXNSIKVEVOQU5SUX@5BTUUSTIKNET1

9jaXNjbyThbWFshGlvIg==

€] Copy SEC Bootstrap Data

Gep 2 \

he /

Step 3

Verify the connection status of the new SEC by exiting this dialog and checking the " Last
Heartbeat" information.

2o ol e g W ae] o gu]r.

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

IEITE| X secsh A 2THEES Ao}

[sdc@sdc-vm ~]$ /usr/local/cdo/toolkit/sec.sh setup

g5t e 2ol 497 o) A HALE FEXE S Hlo]E % o] ¥ 3 Enter 7] % FHIT

X

Cancel

<
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S
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. Terraform =5 2 A}-8-3}] AWS VPCo]l 1.9 o]l E A

Please copy the bootstrap data from Setup Secure Event Connector page of CDO:
KJHYFuYTFuIGhiJK1KnJHvHfgxTewrtwE
RtyFUiyIOHKNkJbKhvhgyRStwterTyufGUihoJpojP9UO0iUY8VHHGFXREWRtygfhVijhkOuihIuyftyXtfcghvjbkhB=

SEC7} & H. Y 5™ sec.shi= SEC] HHE &lsl= 2T HEE At BE Ag &elo] Al 794
B 2HQl2 o]l E =0 & oJMEES HF ‘4‘:]‘ AME oMl E = oWl E & 1] "sec-health-check"2}+= A & o

SEC Events Plugin is:
SEC UDP sysleg serve
SEC TCP sysleg server i

SEC send sample even

ZEAHY T

5ol AP A SEC = Bgoll Ao Frh= wAIAZF A EE Bk ol Hl E AVE 2RY ol A s A=
ol E AL

A& WA A 7} A 5] Deploy an ON-Premise Secure Event Connector (<2 2| 1] 2~ H.9F o] Wl E AUE %)
o) 3} 2 2koll A Done(5)E & gLl VM o] x| of] SEC Z X & a5t

w9A10 "t 2SS AlS R T

cheol AT 2]

SAL SaaS®] -8 & Al3le] ™ o] Aa 2 Eol7FA] Al 2. ASA t]Hlo] 2o th & SaaS(Secure Logging
Analytics) 7-¢, 13 # o] #]

A AR
« Bel tufo] 2 AVY FA &4
« Bl o|HE AVE EYEFH
* SEC =H.Y ol &4 312

* SEC 55 A9 &4 sl 4

Terraform =52 A} -8-3}o] AWS VPCol| H oF o]l E A E] A X]

A28 o]
o] 245 G332 CDO HI U E A SAL% &3 sl oF FHTh o] Aol A= SAL 2ol Al
227F ek ar 7EA Y ) gho] A 227 §liE 7 - Cisco Bo L 4 2 7] 27 9 -4 | 4 2fo]
Hg ol
« A} SEC7F A 2] 5 of 9l=%
Connector) A %], 46 ¥ o] X

Ut A SECE A A 8 SDC 71 ™ Al of] SEC(Secure Event

el
o ES FEFUAL

_:—'

* SECE A A& ] CDO F-EXEF dio]E] 5L SEC F-EAER] Ho[HE 4o T4 2.
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A1

oA 2
@A 3

A 4

oA 5
o7 6

oA 7

w78

A9
710

Terraform .55 A1-8-5}¢] AWS VPCol B¢t o] Ml E # Wl E] A %] .

Terraform @ A] 2~E ¥ 2] Secure Event Connector Terraform =5 2 ©] %3} 12 %] 2l o] u}2} SEC Terraform =& &

Terraform =0l =7} o},

Terraform =5 4 &3},

instance id ¥ sec fqdn & -2 Uz ol Ao A st 2 Q133 oF .

Eil SEC Al & 3l 2 3} ¥ AWS Systems Manager Session Manager(SSM)& AF-8-31¢] SEC Q1 =¥l 2~of A
Al of T SSMe AF&-aho] IZ~E 2o AZAsH= Wi ol o g XA gk &> AWS Systems
Manager Session Manager A " X & %3314 Al Q..

SSHE AHg-3k0] SDC Q1228 220] @175k EEE Hebde] o] f2 %54 edgLuh,
ASA9| X SECE 215 &3t A s
atod P22 ASME AAG

rm -f /tmp/cert chain.pem && openssl s client -showcerts -verify 5 -connect <FQDN>:10125 < /dev/null

| awk '/BEGIN CERTIFICATE/,/END CERTIFICATE/{ if (/BEGIN CERTIFICATE/) {at+}; out="/tmp/cert chain.pem";
if(a > 1) print >>out}’

_ﬁ
w
o
@)
1o
ro
olN
>
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o
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/tmp/certichain.pemg} WES FYR o Batahyr)
S WHE AFE-Ele] SECY] IP F4 S 7] &8 FuUth

nslookup <FQDN>

CDOOl| 21818t A Ee]~E ZRIE JRA| F7FE A2 ok A gF &2 A28 5= 9l CA I5A1 7h Al
F7He F2A Al 2. Add(F7HE 28 817] 2ol Other Options(7] El %)l 4] Enable CA flagin basic constraints
extens'on(7] H xﬂ ok 27-] §]—X]—Oﬂ }\-] CA = F,Hj_ 3l A] §}-) 3} o] E}‘/] }\-] Eﬂ _14 /\-5H O]: 6]—]/] Ijl.

Add(F7hE 2= 38kaL Ingtall Certificate(1 541 A2 A]) 3 o] #] ©] CDOCI| A A/ g CLI 8 % & H-AFgF Th5- Cancel (5]
)& 93k

enrollment terminal(%%
SSHE ASA t]H}o] 20

DataCenterFW-1> en

PaSSWOrd: Kk ok ok ok ok ok ok ok ok ok ok k ok kk ok ke

DataCenterFW-1# conf t

DataCenterFW-1(config) # <paste your modified ASA CLIs here and press Enter>
DataCenterFW-1 (config) # wr mem

Building configuration...

Cryptochecksum: 6634f35f 4c5137f1 abOc5cdc 9784bdb6

= guy) ol HAE S HH E9 no ca-checks F7FFH T}
A A3 7t CDOI A ASA CLI 545 AH&-3f ]

fd
O
oo
o

Ul =3 2
SEC7} AWS SSM& AF8-3fof 3|71 & =4l skal 9l=x] 2
O AR 207 AU T

time="2023-05-10T17:13:46.135018214z" level=info msg="[ip-10-100-5-19.ec2.internal] [util.go:67
plugin.createTickers:funcl] Events - Processed - 6/s, Dropped - 0/s, Queue size - 0"

gk

Q1% 4 gl e,
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2. SDCol| A SEC 3} A A.

%24 291:.CDO°N A SEC Al A Al

CDO<]| ~] SEC #| A

A 78t 7) Aol

Bt ol E A HE] A7, 66 7 o] 4] &] &S FEsH A L.

2A1 CDOl 21218 o},
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THA 3 t)Hfo] 2 5391 Hot oWl E AW} Qe AL 4
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socel 4 sec 512 A7 ]

SDCo| 4] SEC 3}-<] A A

©]:= SDCel A Kot o] Wl E AU & Al A= 20 A Aake] 7 HA] Uk Al &bst7] el 1
Qb oWl E AYE A7, 66 3| o] A& FFEHAH A 2

SA 71 WAl shel o nte]l 4 & d a1 SDCo) tl g E& Al A& Al =y T
@72 SDC A AR A&k o
[cdo@tenant toolkit]$sudo su sdc
U3 TELEA the e F shiE PPk
« A A E T g sk 7S
[sdc@tenant toolkit]$ /usr/local/cdo/toolkit/sec.sh remove

P E o] BUEE B sk A% HUE o] §9] A% Fo] CDO_E F ML) o & 5 vhet 2

£

[sdc@tenant toolkit]$ /usr/local/cdo/toolkit/sec.sh remove CDO_|[tenant name]

W7 4 SEC UL A AT Q1% ol ),
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Analytics & ol A2 M A ~35FA A] 22 81-S Secure Cloud Analytics X H S 2 A & 4= = H o] A &2

oG o] UL 2AsHE g Aol Al EWel A The] A 7 Fho] Fol gyt

o

i 4
B

(E T =Wl

al

=

r2
(hYed

A1 CDO H|roll A #4] > Secure Cloud AnalyticsE A1 B 5} Al ol 4] Secure Cloud Analytics UIE ¢34 T}

A 2 Start Free Trial(F & H 718 A2 S 28 319 Secure Cloud Analytics ¥ €S X 2H] A4d3}3 CDO X H 3} A%
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1. CDO "ol A &4 > Secure Cloud AnalyticsE A 813} Al Zol| A Secure Cloud Analytis UIE
AUt
H .

* Secure Cloud Analytics 85 @ F = Al =R A THS 2B Ast= Folghal &
A= H 715 T Yol ol A 23] HAA L.

« Secure Cloud Analytics 8 ©] X Z 1] 2 d ¥ 7 $- Username(AH-&4} o] &) 2 P ord(]
W3)S gEsta Signin(229)S FY gyt -

\}

Note 31|z} A}-82b= U2 A& AHS 2819 Secure Cloud Analytis =& ol A Al A S A S 4= ol <5
Yt} ZA$F Ul-8-2 CDO®Y A Cisco Secure Cloud Analytics &% 1.7, on page 70~ A2 AL

What to do next

* Logging Analytics and Detection(=7) 4] 2 ©A4]) gfo] d~5 o gk 45 74 o] &=d A
1Y t}. Secure Cloud Analytics >4 UIl 4] CDO &3 =+ i]/ﬂ Al B2 Secure Cloud
Analyticsol| 4 A1 4] ZE] 2 CDO 53t el 7 &, on page 681 A Z}A 8 &2 &34 A
Secure Cloud Analytics €| A &3 o 2 2435} = 4 9 AHA| 8F W82 CDO°Y| A Cisco Secure
Cloud Analytics %% H.7], on page 70 % 3} oWl E 7|k k5] 24§15 F23H4 Al Q.

» Total Network Analyticsand Monitoring 2Fo] X 2~Z -ujl 3k 73 9- W - Y| E 9] Fof] 3}t o] A9
Secure Cloud Analytics A& 53] W EY T S22 dlo]HE F+9-=0 dE3tyt. &
TE=7IWHHEY A E2 9 HolHE XY Y5t W & 25 Hl©] Bl £ Secure Cloud Analytics
2 st s S 70 55 74 '3“/] kARG 82 AA U EQ A 24 2 Bas
%] 8} Cisco Secure Cloud Analytics 414 -5, on page 695 223} Al &
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Al 2 Sensor List(AlA] 55)E A8 3o}
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109001 AAA Begin
109002 AAA Failed
109003 AAA Server Failed
109005 Authentication Success
109006 Authentication Failed
109007 Authorization Success
109008 Authorization Failed
109010 AAA Pending
109011 AAA Session Started
109012 AAA Session Ended
109013 AAA
109014 AAA Failed
109016 AAA ACL not found
109017 AAA Limit Reach
109018 AAA ACL Empty
109019 AAA ACL error
109020 AAA ACL error
109021 AAA error
109022 AAA HTTP limit reached
109023 AAA auth required
109024 Authorization Failed
109025 Authorization Failed
109026 AAA error
109027 AAA Server error
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113003 AAA overridden

113004 AAA Successful

113005 Authorization Rejected
113006 AAA user locked
113007 AAA User unlocked
113008 AAA successful

113009 AAA retrieved

113010 AAA Challenge received
113011 AAA retrieved

113012 Authentication Successful
113013 AAA error

113014 AAA error

113015 Authentication Rejected
113016 AAA Rejected

113017 AAA Rejected

113018 AAA ACL error

113019 AAA Disconnected
113020 AAA error

113021 AAA Logging Fail
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113022 AAA Failed

113023 AAA reactivated

113024 AAA Client certification
113025 AAA Authentication fail
113026 AAA error
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338001 Botnet Source Block List
338002 Botnet Destination Block List
338003 Botnet Source Block List
338004 Botnet Destination Block List
338101 Botnet Source Allow List
338102 Botnet destination Allow List
338202 Botnet destination Grey
338203 Botnet Source Grey

338204 Botnet Destination Grey
338301 Botnet DNS Intercepted
338302 Botnet DNS

338303 Botnet DNS

338304 Botnet Download successful
338305 Botnet Download failed
338306 Botnet Authentication failed
338307 Botnet Decrypt failed
338308 Botnet Client

338309 Botnet Client

338310 Botnet dyn filter failed
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101001 Failover Cable OK
101002 Failover Cable BAD
101003 Failover Cable not connected
101004 Failover Cable not connected
101005 Failover Cable reading error
102001 Failover Power failure
103001 No response from failover mate
103002 Failover mate interface OK
103003 Failover mate interface BAD
103004 Failover mate reports failure
103005 Failover mate reports self failure
103006 Failover version incompatible
103007 Failover version difference
104001 Failover role switch
104002 Failover role switch
104003 Failover unit failed
104004 Failover unit OK
106100 Permit/Denied by ACL
210001 Stateful Failover error
210002 Stateful Failover error
210003 Stateful Failover error
210005 Stateful Failover error
210006 Stateful Failover error
210007 Stateful Failover error
210008 Stateful Failover error
210010 Stateful Failover error
210020 Stateful Failover error

. Cisco Security Analytics and Logging



| Cisco Security Analytics and Logging

4
ox
|

Syslog | E o] t gl o|HIE ] F

ol E ID oMl E o] &

210021 Stateful Failover error

210022 Stateful Failover error

311001 Stateful Failover update
311002 Stateful Failover update
311003 Stateful Failover update
311004 Stateful Failover update
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709003 Failover replication start
709004 Failover replication complete
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709006 Failover receive replication complete
709007 Failover replication failure
710003 Denied access to Device
MPEE AN A 28 2 o] WE 1D H o] lE o] B

o]l E ID oWl E o] &

106001 Denied by Security Policy
106002 Outbound Deny

106006 Denied by Security Policy
106007 Denied Inbound UDP

106008 Denied by Security Policy
106010 Denied by Security Policy
106011 Denied Inbound

106012 Denied due to Bad IP option
106013 Dropped Ping to PAT IP
106014 Denied Inbound ICMP
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106015 Denied by Security Policy

106016 Denied IP Spoof

106017 Denied due to Land Attack

106018 Denied outbound ICMP

106020 Denied IP Packet

106021 Denied TCP

106022 Denied Spoof packet

106023 Denied IP Packet

106025 Dropped Packet failed to Detect context
106026 Dropped Packet failed to Detect context
106027 Dropped Packet failed to Detect context
106100 Permit/Denied by ACL

418001 Denied Packet to Management

710003 Denied access to Device

Wt Egig AJ2E 27 oW E ID B o]HIE o] &

o|HIE ID O|HIE o] &

108001 Inspect SMTP

108002 Inspect SMTP

108003 Inspect ESMTP Dropped
108004 Inspect ESMTP

108005 Inspect ESMTP

108006 Inspect ESMTP Violation
108007 Inspect ESMTP

110002 No Router found

110003 Failed to Find Next hop
209003 Fragment Limit Reach
209004 Fragment invalid Length
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209005 Fragment IP discard
302003 H245 Connection Start
302004 H323 Connection start
302009 Restart TCP

302010 Connection USAGE
302012 H225 CALL SIGNAL CONN
302013 Built TCP

302014 Teardown TCP

302015 Built UDP

302016 Teardown UDP

302017 Built GRE

302018 Teardown GRE

302019 H323 Failed

302020 Built ICMP

302021 Teardown ICMP
302022 Built TCP Stub

302023 Teardown TCP Stub
302024 Built UDP Stub

302025 Teardown UDP Stub
302026 Built ICMP Stub
302027 Teardown ICMP Stub
302033 Connection H323
302034 H323 Connection Failed
302035 Built SCTP

302036 Teardown SCTP

303002 FTP file download/upload
303003 Inspect FTP Dropped
303004 Inspect FTP Dropped
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303005 Inspect FTP reset

313001 ICMP Denied

313004 ICMP Drop

313005 ICMP Error Msg Drop

313008 ICMP ipv6 Denied

324000 GTP Pkt Drop

324001 GTP Pkt Error

324002 Memory Error

324003 GTP Pkt Drop

324004 GTP Version A| 314 &5

324005 GTP Tunnel Failed

324006 GTP Tunnel Failed

324007 GTP Tunnel Failed

337001 Phone Proxy SRTP Failed

337002 Phone Proxy SRTP Failed

337003 Phone Proxy SRTP Auth Fail

337004 Phone Proxy SRTP Auth Fail

337005 Phone Proxy SRTP no Media Session
337006 Phone Proxy TFTP Unable to Create File
337007 Phone Proxy TFTP Unable to Find File
337008 Phone Proxy Call Failed

337009 Phone Proxy Unable to Create Phone Entry
400000 IPS IP options-Bad Option List

400001 IPS IP options-Record Packet Route
400002 IPS IP options-Timestamp

400003 IPS IP options-Security

400004 IPS IP options-Loose Source Route
400005 IPS IP options-SATNET ID
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400006 IPS IP options-Strict Source Route
400007 IPS IP Fragment Attack

400008 IPS IP Impossible Packet

400009 IPS IP Fragments Overlap

400010 IPS ICMP Echo Reply

400011 IPS ICMP Host Unreachable
400012 IPS ICMP Source Quench

400013 IPS ICMP Redirect

400014 IPS ICMP Echo Request

400015 IPS ICMP Time Exceeded for a Datagram
400017 IPS ICMP Timestamp Request
400018 IPS ICMP Timestamp Reply
400019 ICMP Information Request
400020 IPS ICMP Information Reply
400021 ICMP Address Mask Request
400022 ICMP Address Mask Request
400023 IPS Fragmented ICMP Traffic
400024 IPS Large ICMP Traffic

400025 IPS Ping of Death Attack

400026 IPS TCP NULL flags

400027 IPS TCP SYN+FIN flags

400028 IPS TCP FIN only flags

400029 IPS FTP Improper Address Specified
400030 IPS FTP Improper Port Specified
400031 IPS UDP Bomb attack

400032 IPS UDP Snork attack

400033 IPS UDP Chargen DoS attack
400034 IPS DNS HINFO Request
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400035 IPS DNS Zone Transfer

400036 IPS DNS Zone Transfer from High Port
400037 IPS DNS Request for All Records
400038 IPS RPC Port Registration

400039 IPS RPC Port Unregistration
400040 IPS RPC Dump

400041 IPS Proxied RPC Request

400042 IPS YP server Portmap Request
400043 IPS YP bind Portmap Request
400044 IPS YP password Portmap Request
400045 IPS YP update Portmap Request
400046 IPS YP transfer Portmap Request
400047 IPS Mount Portmap Request
400048 IPS Remote execution Portmap Request
400049 IPS Remote execution Attempt
400050 IPS Statd Buffer Overflow

406001 Inspect FTP Dropped

406002 Inspect FTP Dropped

407001 Host Limit Reach

407002 Embryonic limit Reached

407003 Established limit Reached

415001 Inspect Http Header Field Count
415002 Inspect Http Header Field Length
415003 Inspect Http body Length

415004 Inspect Http content-type

415005 Inspect Http URL length

415006 Inspect Http URL Match

415007 Inspect Http Body Match
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415008 Inspect Http Header match
415009 Inspect Http Method match
415010 Inspect transfer encode match
415011 Inspect Http Protocol Violation
415012 Inspect Http Content-type
415013 Inspect Http Malformed
415014 Inspect Http Mime-Type
415015 Inspect Http Transfer-encoding
415016 Inspect Http Unanswered
415017 Inspect Http Argument match
415018 Inspect Http Header length
415019 Inspect Http status Matched
415020 Inspect Http non-ASCII
416001 Inspect SNMP dropped
419001 Dropped packet

419002 Duplicate TCP SYN

419003 Packet modified

424001 Denied IP Packet

424002 Dropped Packet

431001 Dropped RTP

431002. Dropped RTCP

500001 Inspect ActiveX

500002 Inspect Java

500003 Inspect TCP Header

500004 Inspect TCP Header

500005 Inspect Connection Terminated
508001 Inspect DCERPC Dropped
508002 Inspect DCERPC Dropped
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509001 Prevented No Forward Cmd
607001 Inspect SIP

607002 Inspect SIP

607003 Inspect SIP

608001 Inspect Skinny

608002 Inspect Skinny dropped
608003 Inspect Skinny dropped
608004 Inspect Skinny dropped
608005 Inspect Skinny dropped
609001 Built Local-Host
609002 Teardown Local Host
703001 H225 Unsupported Version
703002 H225 Connection
726001 Inspect Instant Message
ID 7|5k W3k AJ2H) 27 o|Hl E ID B oM E o] &

oJHIE ID oJHIE o] &

746001 Import started

746002 Import complete
746003 Import failed

746004 Exceed user group limit
746005 AD Agent down
746006 AD Agent out of sync
746007 Netbios response failed
746008 Netbios started

746009 Netbios stopped
746010 Import user failed
746011 Exceed user limit

. Cisco Security Analytics and Logging



| Cisco Security Analytics and Logging

Syslog | E o] t gl o|HIE ] F

4
ox

o] 4l E ID oMl E o] &

746012 User IP add

746013 User IP delete

746014 FQDN Obsolete

746015 FQDN resolved

746016 DNS lookup failed

746017 Import user issued

746018 Import user done

746019 Update AD Agent failed
IPSec A] =8 &1 o]l E |D B oWl E o] F

o] ¥l E ID ol E o] &

402114 Invalid SPI received

402115 Unexpected protocol received
402116 Packet doesn't match identity
402117 Non-IPSEC packet received
402118 Invalid fragment offset
402119 Anti-Replay check failure
402120 Authentication failure

402121 Packet dropped

426101 cLACP Port Bundle

426102 cLACP Port Standby

426103 cLACP Port Moved To Bundle From Standby
426104 cLACP Port Unbundled
602103 Path MTU updated

602104 Path MTU exceeded

602303 New SA created

602304 SA deleted

702305 SA expiration - Sequence rollover
702307 SA expiration - Data rollover
NAT Al ~El 27 oJHIE ID % o|HIE o] &
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201002 Max connection Exceeded for host
201003 Embryonic limit exceed

201004 UDP connection limit exceed
201005 FTP connection failed

201006 RCMD connection failed

201008 New connection Disallowed
201009 Connection Limit exceed

201010 Embryonic Connection limit exceeded
201011 Connection Limit exceeded
201012 Per-client embryonic connection limit exceeded
201013 Per-client connection limit exceeded
202001 Global NAT exhausted

202005 Embryonic connection error
202011 Connection Limit exceeded
305005 No NAT group found

305006 Translation failed

305007 Connection dropped

305008 NAT allocation issue

305009 NAT Created

305010 NAT teardown

305011 PAT created

305012 PAT teardown

305013 Connection denied
SSL VPN A] 28l &1 o]Hl E |D Y o|HIE o] &

o]l E ID oMl E o] F

716001 WebVPN Session Started

716002 WebVPN Session Terminated
716003 WebVPN User URL access
716004 WebVPN User URL access denied
716005 WebVPN ACL error

716006 WebVPN User Disabled
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716007 WebVPN Unable to Create
716008 WebVPN Debug

716009 WebVPN ACL error

716010 WebVPN User access network
716011 WebVPN User access

716012 WebVPN User Directory access
716013 WebVPN User file access
716014 WebVPN User file access
716015 WebVPN User file access
716016 WebVPN User file access
716017 WebVPN User file access
716018 WebVPN User file access
716019 WebVPN User file access
716020 WebVPN User file access
716021 WebVPN user access file denied
716022 WebVPN Unable to connect proxy
716023 WebVPN session limit reached
716024 WebVPN User access error
716025 WebVPN User access error
716026 WebVPN User access error
716027 WebVPN User access error
716028 WebVPN User access error
716029 WebVPN User access error
716030 WebVPN User access error
716031 WebVPN User access error
716032 WebVPN User access error
716033 WebVPN User access error
716034 WebVPN User access error
716035 WebVPN User access error
716036 WebVPN User login successful
716037 WebVPN User login failed
716038 WebVPN User Authentication Successful
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716039 WebVPN User Authentication Rejected
716040 WebVPN User logging denied
716041 WebVPN ACL hit count

716042 WebVPN ACL hit

716043 WebVPN Port forwarding

716044 WebVPN Bad Parameter

716045 WebVPN Invalid Parameter

716046 WebVPN connection terminated
716047 WebVPN ACL usage

716048 WebVPN memory issue

716049 WebVPN Empty SVC ACL

716050 WebVPN ACL error

716051 WebVPN ACL error

716052 WebVPN Session Terminated
716053 WebVPN SSO Server added

716054 WebVPN SSO Server deleted
716055 WebVPN Authentication Successful
716056 WebVPN Authentication Failed
716057 WebVPN Session terminated

716058 WebVPN Session lost

716059 WebVPN Session resumed

716060 WebVPN Session Terminated
722001 WebVPN SVC Connect request error
722002 WebVPN SVC Connect request error
722003 WebVPN SVC Connect request error
722004 WebVPN SVC Connect request error
722005 WebVPN SVC Connect update issue
722006 WebVPN SVC Invalid address
722007 WebVPN SVC Message

722008 WebVPN SVC Message

722009 WebVPN SVC Message

722010 WebVPN SVC Message
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722011 WebVPN SVC Message

722012 WebVPN SVC Message

722013 WebVPN SVC Message

722014 WebVPN SVC Message

722015 WebVPN SVC invalid frame

722016 WebVPN SVC invalid frame

722017 WebVPN SVC invalid frame

722018 WebVPN SVC invalid frame

722019 WebVPN SVC Not Enough Data
722020 WebVPN SVC no address

722021 WebVPN Memory issue

722022 WebVPN SVC connection established
722023 WebVPN SVC connection terminated
722024 WebVPN Compression Enabled
722025 WebVPN Compression Disabled
722026 WebVPN Compression reset

722027 WebVPN Decompression reset
722028 WebVPN Connection Closed

722029 WebVPN SVC Session terminated
722030 WebVPN SVC Session terminated
722031 WebVPN SVC Session terminated
722032 WebVPN SVC connection Replacement
722033 WebVPN SVC Connection established
722034 WebVPN SVC New connection
722035 WebVPN Received Large packet
722036 WebVPN transmitting Large packet
722037. WebVPN SVC connection closed
722038 WebVPN SVC session terminated
722039 WebVPN SVC invalid ACL

722040 WebVPN SVC invalid ACL

722041 WebVPN SVC IPv6 not available
722042 WebVPN invalid protocol
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722043 WebVPN DTLS disabled

722044 WebVPN unable to request address
722045 WebVPN Connection terminated
722046 WebVPN Session terminated
722047 WebVPN Tunnel terminated
722048 WebVPN Tunnel terminated
722049 WebVPN Session terminated
722050 WebVPN Session terminated
722051 WebVPN address assigned

722053 WebVPN Unknown client

723001 WebVPN Citrix connection Up
723002 WebVPN Citrix connection Down
723003 WebVPN Citrix no memory issue
723004 WebVPN Citrix bad flow control
723005 WebVPN Citrix no channel
723006 WebVPN Citrix SOCKS error
723007 WebVPN Citrix connection list broken
723008 WebVPN Citrix invalid SOCKS
723009 WebVPN Citrix invalid connection
723010 WebVPN Citrix invalid connection
723011 WebVPN citrix Bad SOCKS
723012 WebVPN Citrix Bad SOCKS
723013 WebVPN Citrix invalid connection
723014 WebVPN Citrix connected to Server
724001 WebVPN Session not allowed
724002 WebVPN Session terminated
724003 WebVPN CSD

724004 WebVPN CSD

725001 SSL handshake Started

725002 SSL Handshake completed

725003 SSL Client session resume

725004 SSL Client request Authentication
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725005

SSL Server request authentication

725006

SSL Handshake failed

725007

SSL Session terminated

725008

SSL Client Cipher

725009

SSL Server Cipher

725010

SSL Cipher

725011

SSL Device choose Cipher

725012

SSL Device choose Cipher

725013

SSL Server choose cipher

725014.

SSL LIB error

725015

SSL client certificate failed
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What to do next
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T Q. ResponderPort:443
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o] ZE & AH8-3tH CDO= 919 Wol tlulo] 2~ ¢
o[ HlE Bl AIZF 9] o] 7 |l
Futh AIRE S W] 7= o ES V| Eo R

G A oM EZE A Y
54 488 A

HA LEof oWl E &4 B
STdse Mg AW
JYtt 221 CDO7} Se

W E 7} g}kl 0 2 A

. Cisco Security Analytics and Logging

oWl E H= ASA BotNet F=+ 3}
1! ResponderPort 443 X513} o|HIES
Ut} gho] B o] H E #H| o] A of =

Arelof e ol

ﬂﬁl/\ o] 2=

USIs) eols 715 ol
Event Logging( O] Hﬂ E=Z7

%Hqﬁﬂ ‘Sq%ﬂﬁﬁqﬂ

ﬂJﬂ

Cisco Security Analytics and Logging |

ﬂ
[
é‘é



| Cisco Security Analytics and Logging

ag az2% |

Event Logging

[ Historical | Live ] | InitiatorlP: "10.10.11.11" AND EventType: "3"

i)
After 05/03/2023 07:23:40 PM &
Views View 1

Date/Time Device Type Event Type Sensor D/ Hostname Initiator IP

May 3, 2023, 7:23:40 PM ASA 3
Action Deny IngressACLID
ConnectorlD 08c0aBBB-b619-4f1a-a655-d4 Ingressinterface

hd005ddEcs, InitiatorlP

DeviceType ASA InitiatorPort
Egressinterface 4 LastPacketSecond
EventType 3 MappedInitiatorlP
FirewallExtendedEvent 1001 MappedinitiatorPort
ICMPCode 0 MappedResponderlP
ICMPType 0

o] of of] A = InitiatorIP Zk 10.10.11.11S Z Q. W3} o] & E 3l A S

A gk oY Ale] o]

B IP B &l F o] A4 Eabd el F7FE AF U ths & 2, Event Type(O] HE 738)35 283}
A A el 5748}l CDOCIl M ANDS F7Flss YT, whehA] o] 3324 9] A 3ki= 10.10.11.1100] 4

AlAREL o] HIE B 3 o HIE 8 o] B o] Uitk
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Event Logging

[ Historical | Live ] | InitiatorlP: "10.10.11.117" AND EventType: "3"

3 -

After 05/03/2023 07:23:40 PM &

Views View 1

Date/Time Device Type Event Type Sensor D/ Hostname Initiator IP
May 3, 2023, 7:23:40 PM ASA 3
AND
Action Deny IngressACLID
ConnectorlD 08c0aBBB-bE19-4 OR Ingressinterface
InitiatorlP
DeviceType ASA NOT InitiatorPort
Egressinterface 4 1 LastPacketSecond
EventType 3 AND NOT MappedinitiatorlP
FirewallExtendedEvent 1001 MappedinitiatorPort
ICMPCode o] OR NOT MappedResponderlP
ICMPType 0

2 Zowsn ek o = AW A Y @

o

24 Aol 748 4 ¢l

bl

e,

e

AND, OR, NOT, AND NOT, OR NOT Z E] 14k=}

A A EAFD ol A AF-5] = "AND", "OR", "NOT", "AND NOT" % "OR NOT"¢] &2} th5-3} 4514
ot
AND

Hel

AE E2L o)A AND A2HAE A}E-3le] BE EA
A FAE S A2 4 gls Uyt

A& Eof oo AM EAGL oA ol o] EIP F4 10.10.10.4300 4] A ZF5 11 o] U Al o] E] L E
59614914 H4%¥ TCP L2 ES ANDE ¥ 3§31 o/l EES At} 7+ 7} AND &3 AF&3}
o 7S S5 o HIES 7 A o A& Ao =2 o dgyth

Protocol: "tcp" AND InitiatorIP: "10.10.10.43" AND InitiatorPort: "59614"

o

ok oI ES 55U T AND 1A=

T
E=
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g o AT .

A4 8

Fll‘
[1{

LE) EALo) A OR AAAE AHG3he] 5L EFaH o]l EE R th OR A4HA
AdS A A g sy

o % ol ol#e] 74 BAAL TCP LREZS T el ol MlES T atalis o] HlE, Ei= o] A]
o o] § IP 4 10.10.10.4391 4] A| 2}l BE3= o] L Alelo] B L E 596144 A& H o) NES FA T
Ut} 7} 57HOR ol 4] 158 FE ek ol M= 57k 4 B A A0 gy,
Protocol: "tcp" OR InitiatorIP: "10.10.10.43" OR InitiatorPort: "59614"

NOT

54 &4 0] »}t OHEE Al&fsteid FA FALE o] A2 Fito| qk o] & ALESIHAI L. A E &
o] A B2} & TnitiatorIP 192.168.25.3¢] o|HIE S Z 1ol A A 9] 3t}

NOT InitiatorIP: "192.168.25.3"

_1

AND NOT
EXH EAS xE e o] EE A9 ste]d BE E21G o)A AND NOT A4S AF-&-3 Utk AND
NOT2 A F2td o] A2} Fitof] AL-3F 4= gl o

d & 50 o] ZH =AE 2 InitiatorIP 192.168.25.321 oWl EE 3 A] 84| 7} ResponderlP =427}
10.10.10.19] oJME = A 81A] k5t

InitiatorIP: "192.168.25.3" AND NOT ResponderIP: "10.10.10.1"
NOT¥ ANDNOT-S £ 8 3t0] of 2] A S Al & = 5 Ut o & 50 o] B &AL 2 Initiator]P
192.168.25.32] o] ¥l E 2 ResponderIP 10.10.10.12] o] Hl E = A £] gt}

NOT InitiatorIP: "192.168.25.3" AND NOT ResponderIP: "10.10.10.1"

OR NOT
574 axE Aelshe A4 23S 23353 W ORNOT 4kAHE AH8-3H o OR NOT 944k Ah= A
A E2LE o] Al ZF Htof] AR 4= gls U T
d & Eo] o] AN ERE & T2 EFo| TCPQ o] ¥l E W= InitiatorlP7} 10.10.10.43¢) o] H E =
InitiatorPort 596147} o} oWl E & 2-1 T}

Protocol: "tcp" OR InitiatorIP: "10.10.10.43" OR NOT InitiatorPort: "59614"

(ZZEZ: "tep") OR (InitiatorIP: "10.10.10.43") OR (NOT InitiatorPort: "59614") & 74 8 1= Q)51
=

st =she 7

oM E Yol A3E zHoH A attributervalue 7 2 2] value 2 =0 A oL =7l= 5 Vel e
EME ARG R ol & B0l o] R B4

URL: *feedback*

& ¥29 feedback & %35} oWl =] URL 54 Aol 4 #249& v,
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W) b Eol| A 7] 2 o]l E A
CDOE= A 7188 Aolsta Ao A4 7 Eol whe) ol il E 208 A shs 7152 AT 3
Woehe s A V)5 e AHgEte] ek Eo A ol MlE 20 S st Wk = 4 o)
hsw A4 AN E B 5w Qs
T TE Gy W Au 2 BES v|ulo 7 Wt e o] 9hE Y e S wr)
MR A Aol Aol 4 AU G A A GRS AT § A0
aehe = 7 Ao] A4 ol ME] ta) ABE R o okl AL W AL ookt 5 gl

SA HA oA B4 > o ME 248 Aug

il
w7 2 Historical(7]5) %+ Live(glo] B) §& S8 gt}

ad A H oA & o] &3t %L%QLEEﬂUr gy

E 27] Ho] Aol A o] HE 7 A1

A B = 24 7] 5 S AF8-5FO] Event Logging(CIHIE 27])) d| o] x| o] M 27 B= ofwll
EEESF S’J%‘%E}. W Eke = PAL V)5 oWl Ed] ARt 5 = 5y

W

.

—

A 3 WHAlo] A o & o] Fate] 7 MAS 9l Elal Search(F M) M ES el ste] AAS At A A7+

9 AR E B ool A2 B AG 39 5 AU

= Search(7A) =50 220 A Search in Background(® L2} =0 A 7 A) S A el 3le] 74 5| o] %] of A
Hoju ol 5ot W b =o A HAS Ayt A A7t ) H W g o] A g YT

Event Logging Q search

[Historical | Live] [ : b (i) ] Background Searches @
Clear Time Range  After 03/22/2023 02:36:14 PM & Search in Background

Views View1 X  View2 X

Date/Time Device Type Event Type Sensor ID / Hostnam Initiator IP Responder IP Port Protocol Action Policy

Search(#1 ) Bl =5 2931 237} Event Logging(O| M E 27]) B.7]o 214 vebduvh. 574 14 235 A9
st GA A2 5 A= F A 7IEo] A ol vEbd U

oo e AN S APt dE—‘i’é‘}‘?i A 2ol 7] Gell F7he Al o] kR gy ol FAEY
ok ek Eo A of g A g P& AF Yk

mlm

7] 4 Background Searches(®] 12} = A M) ¥ &S 28 3} Background Searches(®] 12} = A M) H o] 2] & F T},
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ol e Hojol 4 wagte= 74 oo i

Background Searches x

Start a Background Search View Notification Settings

Search Name File Size User Status Run Time Actions

@ Completed Started Mar 21, 2023, 3:48:03 PM

Search_1679428080471 3.74KB admin@example.com View Download
(Expires in 5 days) Completed in 2 seconds
C leted Started Mar 21, 2023, 3:47:27 PM
Search_ 1679428045727 374 KB admin@example.com SComgleted et ol e View Download
(Expires in 5 days) Completed in 2 seconds
Completed Started Mar 21, 2023, 3:46:35 PM ,
Search 1679427993327 2.25KB admin@example.com o " . View Download
(Expires in 5 days) Completed in 2 seconds
Search_167942230313 662 Bytes admin@example.com DCempleted Slanted Man 21, 202351 5000 PM View Download
(Expires in 5 days) Completed in 3 seconds
C leted Started Mar 21, 2023, 10:13:44 AM
Search 1679408015574 662 Bytes admin@example.com S.Gomplete AtecanEl e, View Download

{(Expires in 5 days) Completed in 3 seconds

of FAHUT AN A3E BAY, RS
¥ = AF Y o] Fej Aol A A

Background Searches(®] L2} = 74 A1) H o] %] o] 7 A
U 2FAE = U g A w0 X 2 o] F3le] R
S A2 Start a Background Search(® 12}-8-= 7

o[ WIE Frof Ho] Aol X W et mol A Wk Ae) 2 el efLieh P AL )% o] Wl o] e A
olobat 4 AU clobE AL AAEA AR AY A% A%HW7%%HSEE@
B0 74T FE AFU

A1 g 8o A Analytics(ol d 2] ] &

22) > Event Logging(e1 M1 E 27)S A5 ¢
o7 2 Historical(7] %) E&S Z&late] Ad o
[e)

AT 715 oWl Eof gk W Tebg- = Z ARk of oF3t 4= QiU T
A3 A A = A 2E S =Y Search(F A) =50 £S5 &9 3813l Search in background (¥
TehgEo A AAE e
A 4 (A AR A ol F& WA TR
L

A 5 7] 32 © 2 Search Now(A]

= 7 of gtk A e E 29, A A @ Aol AL o] sl
W2 HEsh gow Woehs oA A
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Al 6 Setup recurring schedule(”d g wWHs o] 9F)S- &Qls}

1} 22
* Search Logsfor the Last(vFA] 9F A 4 =2 71) - dw}

* Frequency(W1 =) - ol oF A A& dvhuf 2452 = @] A g

WA 7 A skl A e ol 74
A A AT ES 4

i‘ﬂ

|2 g2l3t ). Schedule and Search Now (X = ol oF 2 A ANE A &gy} &
- £ o] Schedule Search(A A o °h) = A H YT
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e
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Ho
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A419) A3k DO A AE 0.2 A A Ar) 79 B AES 5 U]

A At 8l dA 2= CDo7F AHs o= xﬂﬂ 3t7] A74A 79 St A vt A ol EC] o
ol A M= A0 CSV HARL S R ey,

A1 H] Alo] A vlell A Analytics(3-4]) > Event Logging(e| M1 E 2 7))o 2 o] &3t}

7)) 2 Background Searches(®] 12} = 7 A1) > Actions(2}<) > Download(th-- =

GA3 S FEUT o o A2 Queries(F 2]) Wl A7 Ut
@A 4 Download(th+2=)5

S9FUT CsV HLe 24 mejolue) M| sgalA 946 AFow de ey
.

doly 2EE#] 2= A

Cisco Cloud”} & X215 ASA ¥ FDM " YA = tjulo] 2o A v =2131= oI E -5 Nk =
told] 2B e5AE Frjalof ) o] & "dd 4 Srehal ok vloly 8 5A4=
9,3 B 5 @9l o] GB/Y bl 2 Al g Y th =3 S s A s 7P F2 2 Secure
Logging Analytics(SaaS)E -1l 3}7] Zol| 5 H7ldol] o st= A UYL} o] & §3l] o|HE &
= AAEA 5T 5 AdFUH

1229021 ¢] B Ho|E] el 4§ A5 0 2 44
o 44531 9190 0] 5 A H L .
WAL 7] 8909 o]l F7} ol WIE BEO 2 Y ugol S EL /| E F5e] W
A BFGB/DE F71E 5 Qov], de F5 /17 thshw Q@ A4kstel 3R,

dlo] ] QAo ol gk 2k §F U8 Secure Logging Analytics(SaaS) T 7}o| =& 3334 Al
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Note  Security Analytics and Logging 2}o] A2~ & o] 8] T 7|2 K O]‘J_. A= 73 -5- Ul ThE Security
Analytics and Logging 2ol A2 & FH 53 = glo, th& dlo|H &A1& Fulgd Z a7} gluyth
HEY T EdT A Fo] A so] b vlolH EWS A5t 7§~?~°ﬂ T} Security Analytics
and Logging 2}o] 4 ~& 91 3}%] o= o)

) kol disl o w o] ¥l 7} ALk Y 712

Hol ol E AYHZE A% 2 o]ul E= Secure Logging Analytics(SaaS) & &}-5-=0f 724 5™ ¢
olf gk Yt

oW E Fod HAH = &S FE 35| = Secure Logging Analytics(SaaS) S &}-3-=ol A% o]l
E e ZoeA gon, ofE FojolA & F = oME = Fo] 5 YT

oWl E = 90% "5 <t Secure Logging Analytics(SaaS) 2 2h-t-=0f] AUt} 1 Sof = Al A g YT}

SEYA GYFE A ek T YU T o @A ok Tz
o] BAIE S AsH: F /b4 W & vhe vt g,

s

c OHIEE 2AdkE 1 H 9 85 SAYT SSL A A 1%, Bek A=l g, A2 Ao
THS EE AU A, A R mE AR oM ES 2AL = AFUT. 24 o
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Security Analytics and Logging 2}0]d 2~ & & FFull & wf 2 E 2] %] &53-& o] =adx] £+
A A7 FA UL ndel o ©@ehA vl 521 PID 550l 37} PID(Product Identifier) 7} 5= 718 L tf.

OJHIE AEYAE AFsAY o HE Sek-E 2R A9 e =

@A 1 Cisco Commerce®l] AF&AF Al 0 &2 2 113}
w7 2 Cisco Defense Orchestrator PIDS A1 &1 ghu T},
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71 ¥ 8- 7|E glol A o] e 7| 7bol| ufe} v]E vl g Y o} AFA| $F %] 3 -& Secure Logging Analytics(SaaS)
bl = B sHIA 0.

13 27 A @, AHE S 2EE A 9] AL 71 7ke] 008 AR R ASE HstelE oS 54
Pt
H

HA1 HUES 2251 Settings(A 4) S A9 g o

Welcome to Cisco Defense Orchestrator

r Muticlowd ey Inventory & Objects

Connectivity States Configuration States Object Issues

@ Policies > Object status Number of objec| @ Sign Out
AN 0 synced . |

w7 2 Logging Settings(2 74 A A)E &2 g oh
@7 3 View Historical Usage(7] 5 AH8-%F B.71) & S=lato] 2 12702744 o] 2E A ARS &S S 5 5T

Q

l

SaaS(Secure Logging Analytics)ol| A}-8 % = t] v} o] 2~ 2] TCP,
UDP 2! NSEL 2 E 2H7]
SaaS(Secure Logging Analytics)E AF-&3}H ASA T+ FDM ¥g] tjufo] 2~ 9] o]l E & SEC(Secure

Event Connector)?] 57 UDP, TCP %=+ NSEL ¥ E & %38t 4= 95Ut} 19 t}3 SECE 31 ©]
HIE £ Cisco S22 Sy

o] 2]t L EV} o} ALg Fo] ol A9 SECE o E & F-218 = d] ZEE #3317, SaaS(Secure
Logging Analytics) 2™ A ol A= 712% T Y LE AMES AFFEYY

* TCP: 10125

* UDP: 10025

* NSEL: 10425

o] 2]k L E 7} o] u| AF§ F <1 7 9- SaaS(Secure Logging Analytics)E 7-/3 31 7] 71l SEC t]H}o] 2 A
AR S lste] A Z oJHIESE FAlstke v AHE T2 REE SIgH T

rol e SR

P

SECo| A A}8-3l= LE S E
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SaaS(Secure Logging Analytics)ol] A} = t]n}o] 2~ 2] TCP, UDP % NSEL X E 3l7] .

A1 CDO "ol A =7 A H] 2= > Bl AVE & dg o

@7 2 Secure Connector(H.QF A W E]) #H| o] x| of| A o|HIEE M 4E SECE A &g T},

@A 3 Details(H - 4 1) ol o]l EE A3l oF 3}+= TCP, UDP 2 NetFlow(NSEL) ¥ E 7} % A Ut}
[

Boston-SEC
Details ~
ID 54b039f6-8944-46a4-ac07
Tenant ID Oa2cdcb4-5e63-4491-9fda
Version 202004270848
IP Address 192.168.25.4
TCP Port 10125
UDP Port 10025
NetFlow Port 10425
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. SaaS(Secure Logging Analytics)oll A& %] = t]n}o] 2 2] TCP, UDP 2! NSEL X E 317]
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