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ASA Version 9.4.1

i

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

() AbR) 27) ASA 7P 7% <t 2ol Al o] A 0.2 o] o] 7l 45, dayO-config 7ol ThE H It E g
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o A|:

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)
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KVM T2 E oA 71 B2 %] XML 3t & =1 94 th Day 0 71 3] 18 o] A 1} 4], 5 5] o] A 9]

Ay ABZ 7S U EY I EEZZ X 79 virbrl.xml, virbr2.xml, virbr3.xmlo] 2= 371 2] 7} B 8]

2| s}l o] B Qg tho] Hdt 3712 5 o] &S ALgalof 3. o & S0, virbr02 o] 1] FEA|E e

AFEE T L) 7 gt = 7P BEl A E Ak bl o s R 23 o] FU T 7HE B
g Aol o] 53} gk MAC T4 AlFaloF FUTH IP F4E A&t 31 A8 ALy

A1 7P U EY T B8 X] XML 3 3705 w5 Yt} off: virbrl.xml, virbr2.xml, virbr3.xml:
o A:

<network>
<name>virbrl</name>
<bridge name='virbrl' stp='on' delay='0' />
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<mac address='52:54:00:05:6e:00" />
<ip address='192.168.1.10" netmask='255.255.255.0"' />
</network>

o A|:

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10"'" netmask='255.255.255.0" />
</network>

ol All;

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10' netmask='255.255.255.0" />
</network>

GA2 g ARV EEH 2AYEE WY UHo] g 2T HE o] 5L virt_network setup.sh® *| 4 gh).

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

T3 o] AT FUES Adsle] 7P Y ES T2 AAFT o] AT YE= M YEIE Bt YEYIE
KVM & 2~E7} A8 5= 52 AlS 7Hs g Yt

stack@user-ubuntu:-/KvmAsa$ virt network_setup.sh

231 Linux 3 ~EE thA] 2 =38k 7 9- virt_network setup.sh 22T HE & thA] A gfof g}, A FE = 2~

E7F A& E A FFUH
A 4 TP M ER A7 ol A=A Sl g T

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0O 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsas$

—

A5 virbrl B A o] & P FA7F EAFH YT o] XML Yo &3k P AUt

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever
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virt-install 7] ¥ 3 ~F HE 2 A}23}0] ASA 7S A ZE )

“virt_install_asav.sh” 2} virt-install 22T HE & Th5 4 th
ASA 7HF B4 8] 0] 22 0] KVM & A~ E ] B E 7|8} VM| A I3 oF ST},

SR
ASA 732 Hd 1070 VIEQ T E A7 HE}. of ol A= 37 MIEQAEAEFUTH WES A BelA] A
o] A7t a3t A WA F9] 52 4 ASA 712 #E] Q1E | o] 22 (Management 0/0)°] 3L, 7 H A Z 2]
-2 ASA 71d9] GigabitEthernet 0/0°] ™, /H] HA Z o] &2 ASA 71| GigabitEthernet 0/1 4 Lt} o] 71 2] o
2 GigabitEthernet 0/87}4] o]o] Yt} 7H4 NIC+ Virtio®] oF 3t

o A|:

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86_ 64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qcow?2, format=gcow2,device=disk,bus=virtio,cache=none \
--disk path=/home/kvmperf/asav day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

r*°

virt_install 2T HEE A gt}
o All:
stack@Quser-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...

VM9 248 EA S Fo] thebth vMel 38 9 202 EAF U vMel I L
2FUh VMe] $Y2 HEW 28 Shule] A LI WSS Wi e gy
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ASA 7Hd& AHE-5te W KVM CPU A 3% #4 & AHE-3te] KVM 374 ol Al ASA 713 55 =
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GAl1 KVM 2 E P A S 2E EZZAE gRlste] iAol AFE- 5 2= vCPU 75 Ao
o A
virsh nodeinfo
WA 2 AFR 758 vCPU 2 13 o)
of A:
virsh capabilities
GA 3 T2 M A FZo] 37t vCPUE 22 FY T}
o A|:

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virshvepupin 8 32 ASA 714-9] ZvCPUE thAl o 2 A d s of Ut} tf3- o = ASA 7 A 31 Z1.g o] A ol vCPU
470 7F QoL iiEoﬂ 8719l o7k Q= A AT KVM B H S HolFU

virsh vcpupin asav 0 2
virsh vcpupin asav 1 3
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virsh vcpupin asav 2 4
virsh vcpupin asav 3 5
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<vcpu placement='static' cpuset='0-17"'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='0"'/>
</numatune>
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<vcpu placement='static' cpuset='18-35'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1l'/>
</numatune>
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<interface type='bridge'>

<mac address='52:54:00:43:6e:3f"'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0"'/>
</interface>
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32

2] 4 QlE] o o] 27} UP(AH5) el 217 31 G ok ifeonfi <ethname=-S AH8-5to] 1]
t}.

"root" AF-&2F Al D H AU T E ARESho] A 2Hlo] 2 1%t
Intel VT-d7} €43 8l o} 9l=A] &1t
o A|:

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

A 8 28 VT-d7t B985 9SS Eh U

intel_iommu=on ©l} 7| 1 5=&: /etc/default/grub 71 3] 18] ©] A 3} ] GRUB_CMDLINE_LINUX & 5ol F7}8ke] A
o) A Intel VT-d= 24 3} o},

ol All:

# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

i AMD ZEAA &AM - Al -1 w7 A el amd_iommu=onS 748 T
iommu ¥ 7 AMES A &3 A B E AR E T

o A:
> shutdown -r now
e @2 AHgsho] sysfs U E o] 22 53l sriov_numwts A el A S gk A she] VIS A4 Fu o,

#echo n > /sys/class/net/device name/device/sriov_numvfs

Mol A A7t A wivktt 9k =] VEZE A = A sk Jetclre.d/ Y 2 E 2ol )= relocal 3ol £ 9]

w28 278t} Linux OSE 58 T 24|27 29 v relocal 2T HEE A afdh ),

NE Fol v LEY shtel VFE AYFHE WS melF Ut QElol 2k Aol uet e,

of A

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/ethé6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

A E AFE g
ol All;

> shutdown -r now
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o A:

> lspci | grep -i "Virtual Function"

kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

1 ifconfig ¥ @& ARE-EHE 7} Q1E] 7 0] 27k A L k.
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Sound: i ; D"“
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Hostriame: unkndwn
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!* Praduct nums: unknown
Videa Cimmus
! Coraraler USH v applications
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Controler IDE
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add New Virtual Hardware

&_ Metwork
input Plaase indicate what physical device
Srsphics te connect to the virtual machine.
Eaund Hast Dewce:
=l SriM 06:00:0 Interface athd (VIC Ethernet NIC) &
=i Perall 07:00:0 Interface athl (VIC Ethernet NIC) [
=i Channal 08:00:0 IE FEoE HEA J
LI58 Host Cunace 09:00:0 VIC FCoE HEA [
0A:00:0 Interface sthd (BX599ES 10-Gigabd SFIFSFP+ MNetwork Comnnection)
0A:00:1 Interface ethS (BXS99ES 10-Gigabit SFIFSFP+ Metwork Connection)
! Watchdog 0A:10:0 Interface ethd (BX599 Ethernet Controler Virual Function)
Filesystern 04:10:1 Interface ethld (82599 Ethemet Controller Virtual Function)
d=y Smancard QA:10:2 Interface ethll [B2599 Ethemat Controller Wirtual Function)
'é‘ USE Redirection 04:10:3 Interface ethlS (B29595 Ethemet Controller Wirtual Function)
04:10:4 interface eth12 (82599 Ethernet Controller virtual Function)
04:10:5 Intedface eth16 (82995 Ethemaet Controller Virtual Function)
QA 108 Interface sthl3 (22999 Ethemat Controdler Wirtual Function)
Q8107 Interface othl? (B2599 Ethemaet Controfler Wirtual Function)
0C:00:0 MegaRail SAS5.3 3108 [Imrader)
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