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. Memory IDE Conbroler 1 w | |0 (nuse) v|
+ [0 Processor
1 Spedfy the media to use with your virtual CDJDVD drive.
= I IDE Controller 0 None
¥ (& Hard Drive ¥ Image file:
§# OVD Drive €1 Yisers phensel. CISCOWSAvHyperVigay0-v 30,80
= Bl IDE Controler 1 [ Bromae...
§4 DVD Drive
day0-vIliso E
B 5CSI Controlier

¥ § network Adapter
£ To remeve the virtual CDOND dirive from this virtual machine, didk Remave.
¥ com1 " Remove
¥ com2
H Duiskette Drive

& Hanagement
[ame

25 Iniegration Services

& | Chedpont Fle Locaton

- SEmart Paging File Location

LErELY

S8 2. 2% 3] Media(" £l 1)ol 4] Image file(] 7] 4] 5491) 2v] 2. 1] E-& A5 th& Day 0150 A5 12l o] 4 5]
& A OB 2 o) 53k 1 Apply(H 8)E ZFLITH ASA 7H3S A S 02 PPk A5 Day 0 23] 19]
o141 shel o] vl o we} g Tk,

= Il Hyper-VE AH8-31o] ASA 7H 5



| Hyper-vE A1-g-3lo] ASA 713 75
%5 Ah2-aho] Hyper-vol ASA 712 224 |

™ H &S AHE-51o] Hyper-Voll ASA 71 A %]

Windows Powershell =S &3l Hyper-Voll ASA 7} A A& 4 5T = €3 Hyper-V A1 H
of Atk W H &S AHE-8ho] Hyper-VE A A 3f oF g T

A 1 Windows Powershell 2 3 4t}
@712 ASA 7S FEFY T
o) A

new-vm -name $fullVMName -MemoryStartupBytes $memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\S$ImageName.vhdx -Verbose

Al 3 ASA 7H Edlof] whet CPU 7HEEE 7123k 1614 8 ot
of A
set-vm -Name $fullVMName -ProcessorCount 4

A 4 (A E AL QIE H o] £ o] 55 o)1 gl o] F o' Wiy T
of Al

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

SA5 (A E AR HIE Aol A Fastthd VLAN IDE 73 g o

of| Al

Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"
71 6 Hyper-Voll X W7 AH&ES 4 &8t es QIE dlo] 28 Al = Syt

of| A

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115Imgmtswitch
A7 W A o] 25 F7H U T

of A
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35 Hyper-V Manager
II UF1Co1H | Virtinal Aacki

II u7ico1 HPVD?.’D| Mlew r Virtual Machine...

J
I' UT1COTHPVO30 Import Virtual Machine... Hard Disk...
II LR Hyper-V Settings... Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
o W Ot
Edit Disk... thand Off
Inspect Disk... fa¥:3
1]
Stop Service
Remowve Server
Refresh
The selected virtual machine has r
Wiew 3
Help

EFELY
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~ New Virtual Machine Wizard -
:k{ Before You Begin
Mmmgmvmaeimawmmgwc;rndusewma!mag:m&nlaced%f‘emvxdw
’ computers for a vanety of uses. You can use this wi to configure the virtual machine now,

Spedfy Name and Location you can change the configurabion later using Hyper -V Manager,

ity Generation
Spedfy o To ceate a virtual machine, do one of the folowing:

. E Chk Finish tual machine thal figured with default valu

: M to create a virtual ma tis configured with default values,

Configure he tworking « Click Mext to areate a virtual machine with a custom configuration,
Connect Virtual Hard Disk

Instalation Options
Summary

[] Do not show this page again

Next> || Fmsh | |

H
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GA5  wpHAR A U AR E A F
* ASA 7Hge] o] & 3 94
« ASA 71 A4
ASA 7Hgel A LA A ] = At = Generation 19 Yt
« ASA 7}9] v 22] 83 (100Mbpsi= 1024MB, 1Gbpsi= 2048MB, 2Gbps= 8192MB)
« YES 2 of siEf (o] W] A7 7Hd =91 A ¢l A3)
7P st= v 9A
Usean existing virtual hard disk(7]15 714 8= t] 2~ F A8 ) S A 86} al VHDX 3t 9] 9] %] 2 o] 5t}
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- New Virtual Machine Wizard

e
@ Completing the New Virtual Machine Wizard

Before You Begin You have successfuly completed the New Virtual Machine Wizard. You are about to create the
Spedfy } o Locaton following vir tual madhine.
Spadfy Geeration Description:
Assign Memory Mame: ASAv30-100-14-10-22
i Generation: Generation 1

Configure Networking

* Memairy: 8192 MB
Connect Virtual Hard Disk MNetwork:  L1SImgmtswitch
Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<] [ »

To greate the virtual machine and dose the wizard, didk Finish.

A7 ASA 71l vCPU 47 7F b, ASA 7HES A 2HéE7] Aol vCPU #h2 =4 8l oF &4 t}. Hyper-V Manager2] <
E%of += Settings(2 ) E 22 FH th. Settings(HA) th 3t A7 A Hu vk 9% ] Hardware(3H= 91 ©) =57
ol 4] Processor ((Z 2 A A1) & 2 3 5} Processor(3Z Z A A) & S 2 o] 5 gtk Number of virtual processor (71
T2AAN F)E 42 AT
100Mbps = 1Gbps <l Eo]EH E ol = vCPU 1707} 9131 2Gbps Sl EFO] EH E ol = vCPU 4707k A5 H v 7] 2%k
=194
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N ASAV30-100-14-10-22 v 4 » G

# Hardware - n Processor
4 Add Hardware
(& BIOS You can modify the number of virtual processors based on the number of processors an

Boot from D the physical computer. You can also modify other resource control settings.
8192 M8 |

o - Processor Resource control

4 Virtual processors Youw can use resource controls to balance resources among virtual machines.
=l I IDE Controler 0 §
Virtual machine reserve (percentage):
@ @ tord e Lo
asav 100- 14-10-22-430. vhdx Percent of total system resources: [ 0|

= B IDE Controfler 1

€4 DVD Drive Virtual machme it (percentage):

Percent of total system resources: | 12
@ § Network Adspter || Relatve neicht:

115 1mgmtswitch
¥ com1
None
¥ com2
None
b Diskette Drive
None
£ Management
\I] Name
ASAYI0-100-14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftWin...
23 smart Paging Fie Location
C:'WProgramDataMicrosoft i
ST Avtnmatic Stae. Action

|
LvvElE

1 559 ASA 7MY o] & vk 2 25 BEC 2 F23}kal Connect(
2)E 2Y3to] ASA 7HEel AAFUTE TAE ASA 7HEel i Zo] HY
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é"u'irtual Machines

MName E: State CPU Usage Assigned Memory Uptime -
‘5 ASAVE100-14-10-16 Ciff
P2 ASAVE-T00-10-14-22new i
{5 ASAV30-100-14-10-16byhand off
(3 RSl e Connect... i
{5 ASAv3ID-100-14-10-16
2 ASAVI0-100-14-10-16-byhs Settings...
( AC AuAM AAM 44 40 428 Sfnt 8
2 Checkpoint
: Checkpoints =
: Maove...

Export... sckpoints.

Rename...

Delete...

Enable Replication...

Help 5

A9 Virtual Machine Connection(7H3 A 228l A2 &4 Fol| 4] & =4 Start(A 2 H &S F 8 5}o] ASA 713 A1 #
o,
21 1070 94 A A
& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH

File Action Media View Help

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off P
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ASAv30-100-14-10-22 on UT1CO1HPVO307 - Virtual Machine Connection .;il s3]

to MFF commands
HFPF comman

0" to MPI il

to HPF comnma

unuvr‘r 1||q :

: Power-0On Self-Tes

| holds a non self-si

I
Status: Running

Hyper-V Managerol] 4| U E 9 3 o 9 E 7}

A2 758 ASA 7Pl = W =912 o El 7 1RSIV T v =

9121 ol E 2 270 o4 FAhalof
FUTh o714 & W3 Y ES 2 ol WE 2 F7heba T

SECHEL

* ASA 7Hdol AXL Ao of gt

7 1 Hyper-V Manager®] 2 &%l Q= Settings(2 )& S8 FY ot Settings(A ) th s} A7 U} 959
Hardware(3} = ¢ ©1) ©] 3o 4] Add Hardware(3l = ¢ F+7HE &

= 2] 5} 37 Network Adapter (M E Y 2L A HENE &
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% Hardware -~
| Add Hardware
ﬁElIOs You can use this setting to add devices to your wirtual machine.,

Boat from CD Select the devices you want to add and dick the Add button.
. Memory
8132 MB
. Processor
1 Virtual processor

¥ Add Hardware

= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive
asay 100 - 14-10-22-v 30, whdx
= W mE Controber 1
t’ OVD Drive A network adapter requines drivers that are instaled when you install integration
None services in the guest operating system.

SCSI Controlier
# U Metwork Adapter
115 imgmitswitch

|I] Mame
ASAv30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
Automatic Start Action
Restart if previously running |
I§) Automatic Skop Action =]
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= B IDE Controller 0
¥ =3 Hard Drive

asav 100-14-10-22-v
= B IDE Controller 1

30, whdx

[ 1s52]

ASAV30-100-14-10-22
9 Inla;raﬁmlseruices

Some services offered
13 Chedkpoint File Location

&4 Smart Paging Fie Lacation

Db Mutomatic Start Action

C:\ProgramDataMicrosoftiin... ||

C:\ProgramData Microsoftiiin..

& lifrdmre ~ 0 K Adaut
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
. Memary [ 115 1momtswitch v
a192MB
. Pracessor NI
1 Virtual processar [w Enable wirtual LAN identification

“The VLAN identifier spedifies the virtual LAN that this virtual machine will use for al
netwark communications through this network adap ter.

£ * OVD Drive
Mone Bandwadth Management
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter |
v 115 imgmitswitch = Sparify how this network adapter utiizes network handwidth. Both Minimum
1iaimg Bandwidth and Maximum Bandwidth are measured in Megabits per second.
U Wetwork Adapter —
1151 mgmitswitch Minimum bandwid th: ﬂ_ Mbps
7 eomy = it .
None Maoomum bandwicith: 'CI. Mbps
? COM o Ta leawe the minimum or maximum wnrestncted, spedfy 0 as the value,
None
EE:M“:‘D'"“"" To remave the network sdapter from this wirtual machine, dick Remave .
None
A Management [_Remove |

0 use alegacy network adapter instead of this network adapter to perform a
network-basced inctallation of the guest operating system or when integration
services are not installed in the guest operating system.

o] [Cem [ ] g
(@) = A~
A oY o] F +H
Hyper-Voﬂ A A Y E Y A A E # o] 2 0] 52 ‘Network Adapter’ 7} A& Y T U E JEL E] ¥

0|27 %

FEddolEd 7:‘—‘%5@%

T 2=

T AF YT} Hyper-V Managers AH&-3ho] o] 55 48

5 Y . Windows Powershell ¥ 3 -& AF-&3}o] =4 & ofF g}

@A 1 Windows PowershellS 31 T}

SA2 Peao weh U= A o) E S
of A

I,

Hyper-VE A}-g&-3lo] ASA 713 5 [}



Hyper-VE A}-8-3lo] ASA 713 7% |
B wvacsx 79

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAVVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[1] -newname outside
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A1 Server Manager (413 2] #}) > Tools(E) > Hyper-V Manager & ©] &34t}

Hyper-V Manager”} Y EFE Y T
7] 2 Hyper-V Manager®] 2 2% 913= Settings( %) & Z8ate] A4 dlspdaE durh
A 3 9% 2] Hardware(3H= ¢ 9]) vl ol A th2-& =3 g ok

1. Insde(l )& =8t o5& Sy

2. Advanced Features(il s 7]5)& 8 3lo] MAC 74w S =2 o] 53t}

19

3. Enable MAC address spoofing(MAC 52 2333 &4 3} gr] o HES Ze 3},
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Set-VMNetworkAdapter -VMName $vm name\
-ComputerName S$computer name -MacAddressSpoofing On\
-VMNetworkAdapterName S$network adapter\r"
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ssh 4

SSH -4

Hyper-V Manager®] Virtual Machine Connection(7}d Al =8 A A)ol| A ] e 3| o] ~& &gk SSH
N~ E %’EH ASA 7Hd& 78 E  AF YT Day 0 ] L8 o] 3 & ARt 79 o] 7] ol
SSH NA| =5 F7hek 4= 55Utk A g W82 Day 0 7 9] 18 o] A 94 =] & F2sh4 Al Q.

A 1 RSA 7] o] IS
o A

asav# show crypto key mypubkey rsa

o
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Al 2 RSA 7] o] gl 4 RSA 7] &= At
of A:

asav (conf t)# crypto key generate rsa modulus 2048

username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management

ssh version 2

A3 T2 PCOll A SSHE AHE-319] ASA 71l A= 4= 9l=A] S ek
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CPU Utilization(CPU A}-8-&) H 314 of| = A G ¥ A] 7k Ujol] AF8-% CPUS] W& o] 8 oFx o] Q)55
. dubd o 2 50 Abg ko] L A 7boll = F CPU &2 oF 30~40%, AH-&3Fo] B-& Al 7hel =
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ASA Virtual ] vCPU A}-8-5F

ASA virtual vCPU A} &30l A = dlo| B A 2, Alo] A F, &5 T2 A ~of AFg¥ vCPU 45 &ole
T AFYTH
T oox| .
Hyper-Vol| A KB 318}= vCPU A5l &= 4] A v 3k ASA virtual A8 &7 U 35 = 28]
o AF5YT}

* ASA Virtual -+ A1t

* ASA 7 W 2lof] Ab-25 %SYS QW& =

CPU A}-&-52] o

show cpu usage 8 & & AF-8-31o] CPU A8 57415 AT 4= iUtk
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Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%

H B ILE vCPU ARG o] A3t Afo] & Bol= oyt

* ASA Virtual ¥ 314 40%

* DP: 35%

o Q) H B M| 2 5%

+ ASA(ASA Virtual X.3L4]): 40%

* ASA - £%: 10%
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