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#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install cffi==1.15.1

pip3 install cryptography==2.9.1

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install pycryptodome==3.15.0

echo "Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python
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$ aws kms encrypt --key-id <KMS-ARN> --plaintext 'MyCOmplIc@tedProtectloN'
{

"KeyId": "KMS-ARN",
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! Load Balancer Health probe Configuration

object network aws-metadata-server

host 169.254.169.254

object service aws-health-port

service tcp destination eq 7777

object service aws-metadata-http-port

service tcp destination eqg 80

route inside 169.254.169.254 255.255.255.255 10.0.100.1 1

nat (outside,inside) source static any interface destination static interface
aws-metadata-server service aws-health-port aws-metadata-http-port

y._

B 9lo] AH) B A e a2 g Aol A 3§50 of Gk

ASA 7V A a] 1ef o] A ¢ dloE] ZelQl A g o] d o o=tk
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! Data Plane Configuration

route inside 10.0.0.0 255.255.0.0 10.0.100.1 1

object network http-server-80

host 10.0.50.40

object network file-server-8000

host 10.0.51.27

object service http-server-80-port

service tcp destination eqg 80

nat (outside,inside) source static any interface destination static interface http-server-80
service http-server-80-port http-server-80-port

object service file-server-8000-port

service tcp destination eqg 8000

nat (outside,inside) source static any interface destination static interface file-server-8000
service file-server-8000-port file-server-8000-port

object service https-server-443-port

service tcp destination eq 443

nat (outside,inside) source static any interface destination static interface http-server-80

service https-server-443-port http-server-80-port
!
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. Amazon Simple Storage Service(S3)Z ¥} ==
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deploy_autoscaleyaml §1& 312 213} A =4l oF $H1 o} LaunchTemplate2] UserData Z =&
sfoF gt d Q.o whe} UserDatas S Hlo] E 4= l5H ot 2ol whe} name-server & H ol E
of gttt o] & 5] VPCDNS IPY = A5 Ut o] 7 o] BYOL?! 7 -9- 2] 417 idtokens 2
&l oF gt

A

:10_—0.2,044

|

dns domain-lookup management

DNS server-group DefaultDNS

name-server <VPC DNS IP>

|

! License configuration
call-home
profile License
destination transport-method http
destination address http <url>
license smart
feature tier standard
throughput level <entitlement>
license smart register idtoken <token>

Amazon Simple Storage Service(S3)= 3} Q==

>
)
e

2 g E e o] BE 3-8 Amazon S3 W H o] 2 =dof gyt Y& A - CLIE AH8-8F] t
gealEg o] ZE uA-S Amazon S3 7o YR =8 4= G5}

$ cd ./target
$ aws s3 cp . s3://<bucket-name> --recursive

TEE 93 2 E AA ZHo] 25 ='W AWS CloudFormation =812 A AJ &k 4= 9] St}
A
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deploy_autoscale with_gwib.yaml 81231 -3 S0l A4 ¥ = GWLBE A ¥ 3l GWLB-E(Gateway
Loadbalancer Endpoint)E AJ/d 3l oF 3t} GWLBeE A4 $F -l = Application Subnet(°l| 3= 2]
A o] A B.Yl) 9 default Route(7] 2 7 2) H o] &9 GWLBeE AF8-31 25 7|2 4 25 ¢ do]
Esflof gt
ZFA g U] -8--2 https://docs.amazonaws.cn/en_us/vpe/latest/privatelink/
create-endpoint-service-gwlbe.html & 318} Al &
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https://docs.amazonaws.cn/en_us/vpc/latest/privatelink/create-endpoint-service-gwlbe.html
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https://aws.amazon.com/blogs/aws/auto-scaling-update-lifecycle-standby-detach/
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https://docs.aws.amazon.com/lambda/latest/dg/env_variables.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3ExportTasks.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html
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