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!ASA Version 9.15.1.10
!Interface Config
interface GO0/0

nameif inside
security-level 100

ip address dhcp setroute
no shutdown

interface GO/1

nameif management
security-level 50

ip address dhcp setroute
no shutdown

interface M0/0

no management-only

nameif outside

security-level O

ip address dhcp setroute

no shutdown

|

same-security-traffic permit inter-interface

|

'Due to some constraints in GCP,
!"GigabitEthernet0/0" will be used as a Management interface
!"Management0/0" will be used as a data interface
crypto key generate rsa modulus 2048

ssh 0.0.0.0 0.0.0.0 management

ssh version 2

ssh timeout 60

aaa authentication ssh console LOCAL

ssh authentication publickey {{ properties["publicKey"] }}
username admin privilege 15

username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS

name-server 8.8.8.8

|

access-list all extended permit ip any any
access-list out standard permit any4
access—-group all global
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! Objects
object network metadata
host 169.254.169.254
object network ilb
host $(ref.{{ properties|["resourceNamePrefix"] }}-ilb-ip.address)
object network hcl
subnet 35.191.0.0 255.255.0.0
object network hc2
subnet 130.211.0.0 255.255.63.0
object network elb
host $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network appServer
host 10.61.2.3
object network defaultGateway
subnet 0.0.0.0 0.0.0.0
! Nat Rules
nat (inside,outside) source dynamic hcl ilb destination static ilb metadata
nat (inside,outside) source dynamic hc2 ilb destination static ilb metadata
nat (inside,outside) source dynamic defaultGateway interface

|

object network appServer
nat (inside,outside) static $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network defaultGateway
nat (outside,inside) dynamic interface
! Route Add
route inside 0.0.0.0 0.0.0.0 10.61.1.1 2
route management 0.0.0.0 0.0.0.0 10.61.3.1 3
license smart register idtoken <licenseIDToken>
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git clone git url -b branch name
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gsutil mb -c nearline gs://bucket name
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Cloud Shell Editor
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requirements.txt
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* asav_autoscale.jinja
* asav_autoscale params.yaml
* pre_deployment.jinja
* pre_deployment.yaml
58 Zip A71 A2 07 2E Ao BAF
°* gsutil cp scaleout-action.zip gs://bucket name

®* gsutil cp scalein-action.zip gs://bucket name
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a) asav_autoscale params.yaml 93U Gl o3 v /i & ol Ef Yt

* resour ceNamePr efix: <resourceNamePrefix>

* region: <region>

* serviceAccountMaill d: <serviceAccountMailld>

* publicKey: <publicKey>

* insideVPCName: <Inside-VPC-Name>

* insideVPCSubnet: <Inside-VPC-Subnet>

* outsideVPCName: <Outside-VPC-Name>

* outsideVPCSubnet: <Outside-VPC-Subnet>

* mgmtVPCName: <Mgmt-VPC-Name>
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* mgmtVPCSubnet: <Mgmt-VPC-Subnet>

* insideFirewallRuleName: <Inside-Network-Firewall-Tag>

* outsideFirewallRuleName: <Outside-Network-Firewall-Tag>

» mgmtFirewallRuleName: <Mgmt-Network-Firewall-Tag>

* healthCheck Firewal|lRuleName: <HealthCheck-IP-Firewall-Tag>

» machineType: <machineType>

e

al ASA 74 Auto Scale®] 7d-$- cpuUtilizationTarget: 0.5 Wi 7§ <=7} A A =] @ - ALgho] ybA] 4=4]
@ % AU
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b) asav_autoscale.jinja IdS Gt 7T E Qo] EFH

* host: <Application server IP address>

* routeinside 0.0.0.0 0.0.0.0: <Inside VPC Gateway IP address> 2

* route management 0.0.0.0 0.0.0.0: <Management VPC Gateway IP address> 3

* license smart register idtoken: <licenseIDToken>

¢) pre deployment.yaml 3}t¥S Ei th& 7l ATE o] EFY ).
* resour ceNamePr efix: <resourceNamePrefix>
* region: <region>
* serviceAccountMaill d: <serviceAccountMailld>
» vpcConnector Name: <VPC-Connector-Name>
* bucketName: <bucketName>

A 10 Secret Manager GUIE AF-&-31¢] Th&-5 913 3714 & A A g1t} https://console.cloud.google.com/security/
=

=
secret-manager®] W85 FZF4 A 2.
* asav-en-password

* asav-new—password

* asav-private-key

GCPol] ASA 71’4 Auto Scale &5 -5 .


https://console.cloud.google.com/security/secret-manager
https://console.cloud.google.com/security/secret-manager

GCPol| ASA 7} Auto Scale <741 -

. Auto Scale 74 7%

AN

L V2

oA 13

[l GcPoll ASA 7173 Auto Scale <541 -3

Secret Manager lets you store, manage, and secure access to your application secrets

Ll
= Filter Ertes property name of value
D Nama Location Encryption Labels Created Expiration Actions
D asav-en-password Automatically replicated Google-managed Mang E
D asav-new-passwond Automatically replicated Google-managed Maona E
D asav-private-kay Automatically replicated Google-managed Maong 4726/27, 335 PM E

VPC 71 ¥ & g T

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

o A

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

APA 3 YAML 73] 18 o] S FE T

gcloud deployment-manager deployments create <pre-deployment-name>
--config pre deployment.yaml

o Al

gcloud deployment-manager deployments create demo-predeployment

--config pre deployment.yaml

The fingerprint of the deployment is b'9NOyOgsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c]...done.
Create operation operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c

completed successfully

NAME TYPE STATE

demo-asav-delete-sink gep-typesflogging-v2:projects.sinks COMPLETED
demo-asav-insert-sink gep-typesflogging-v2.projects.sinks COMPLETED
dema-asav-pubsub-topic-delete pubsub.v1.topic COMPLETED
demo-asav-pubsub-topic-insert pubsub.vl.topic COMPLETED
demo-gsav-scalein-action gcp-types/cloudfunctions-v]:projects.locations. functions COMPLETED
demo-gsav-scaleout-action gep-types/cloudfunctions-v1:projects.locations. functions COMPLETED

ASA 7} Auto Scale 752 wH5 Ut

gcloud deployment-manager deployments create <deployment-name>
--config asav_autoscale params.yaml

o Al

gcloud deployment-manager deployments create demo-asav-autoscale

--config asav_autoscale params.yaml

The fingerprint of the deployment is b'lJCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4£3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4£f3dafl6

completed successfully.
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NAME TYPE STATE

demo-asav-autoscaler compute.vl.regionAutoscaler COMPLETED
demo-asav-backend-service-elb compute.vl.regionBackendService COMPLETED
demo-asav-backend-service-ilb compute.vl.regionBackendService COMPLETED
demo-asav-fr-elb compute.vl. forwardingRule COMPLETED
demo-asav-fr-ilb compute.vl.forwardingRule COMPLETED
demo-asav-hc-elb compute.vl.regionHealthChecks COMPLETED
demo-asav-hc-ilb compute.vl.healthCheck COMPLETED
demo-asav-health-check compute.vl. healthCheck COMPLETED
demo-asav-instance-group compute.vl.regioninstanceGroupManager COMPLETED
demo-asav-instance-template compute.vl.instance Template COMPLETED
demo-elb-ip compute.vl.address COMPLETED

ILB7} 4 o Z 2] Ao d ol A lEf Ul ez sl & Hed =& eyt

gcloud beta compute routes create <ilb-route-name>
--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule—-name> --next-hop-ilb-region=<region>

of| Al

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global

/routes/demo-1ilb].

Auto Scale

NAME NETWORK DEST_RANGE NEXT_HOP PRIORITY

demo-ilb sdt-test-asov-inside 0.0.0.0/0 10.7.1.60 1000

Cloud Router ¥ Cloud NATE w54 o}

gcloud compute routers create <cloud-router—-name>
--project=<project-name> --region <region> --network=<outside-vpc-name>
-—advertisement-mode=custom

gcloud compute routers nats create <cloud-nat-name>

--router=<cloud-router-name> --nat-all-subnet-ip-ranges --auto-allocate-nat-external-ips

--region=<region>

of| Al:
gcloud compute routers create demo-cloud-router --project=asavgcp-poc-4krn
--region us-centrall --network=sdt-test-asav-outside --advertisement-mode=custom
Creating router [demo-cloud-router]...done.
NAME REGION NETWORK
demo-cloud-router us-centrall sdt-test-asav-outside

gcloud compute routers nats create demo-cloud-nat
--router=demo-cloud-router --nat-all-subnet-ip-ranges
-—auto-allocate nat-external-ips --region=us-centrall

Creating NAT [demo-cloud-nat] in router [demo-cloud-router]...done.
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