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Bonjour L £ E 22 mDNS(Multicast Domain Name System) AMH|A B|ZEE AFE35I0{ 2EZH HE
{3204 ClHto|A & MH|AE &= Apple MH|A Z4M4 &EEZ ILIC}. Bonjour Z2EZ2 MH|
A 3K Y My|A FHelo M & SELc 2 #2| £ F 1= Bonjour HE[FHAE F4 ipv4
224.0.0.251(ipv6 FF02::FB)Z M&EILICH O] EEE—E—% UDP ZE 53530 Al mDNSE AS§L
Ct.
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WLC Mgmt IP 10.48.39.142,
vlan 1

Client, vlan 232

AP 192.168.231.105
Apple TV, vlan 239 vlan 231

ClHZ7E e ! 5 &

mDNS7} Cisco WLCO|AM A™E M +=~A=|= 7|2 45 A7k Q&LICH ol2{8F ErAlE ChE 1t Z 0|
HEELCH

1EHA|. WLCOIA mDNSE MM o =z &M3tste 82

e

ol0|x|of ZAIE CHE ALER XIHE mDNS Z2 1t 40| YLK &2 B¢ WLCE Olzi8t 7|2

MH[&E 4T

ol

Query LSS

Service Name Service String Status Status Origin

AirPrint _ipp._tcp.local. L4 AlLL v &
AirTunes _raop._tcp.local. L4 'ALI'_ v | &
AppleTV _airplay._tep.local. v ALL v 2
HP Photosmart Printer 1 _universal._sub._ipp._tcp.local. L4 ALL v &2
HP Photosmart Printer 2 _cups._sub._ipp._tcp.local. L ALL v 2
Printer _printer._tcp.local. v 'ALL v | &3

Zt MH|a0ofz @B E MH[A EXIE0| UELICH MH|A EAFER2 MH|A CIARAE MH|A 2E|
ot UX|AIZ|= Ol AHSELICH MH|A RE2 S HHIAOIE YL ZEEE E?:.E L|Ct. EE8F &t
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2 E MH|A0] CHa mDNS 2|2 224.0.0.2512 A& EHL|Ct.

Ol Zx{ol M WLC A%|x| ZE0fM THZ! 80, 81 L 82= WLC7} &2| &4 IP(10.48.39.142) U &
X QIE{H| 0|A(192.168.232.11 ! 192.168.239.8)E AI&3501 M HEQIIE S5l 224.0.0.2510]
HE|E MEsts We EoiELIC

MNo. Time Source Destination Protocol  Length  Signal strength (dBm) Channel Info

| 8@ 15:24:18.206675 10.48.39.142 224.0.9.251 MDNS 216 Standard query 8xeeea ANY _:
81 15:24:18.287018 192.168.232.11 224.8.8.251 MDNS 216 Standard query 8x88e8 ANY _
82 15:24:18.287663 192.168.239.8 224.8.98.251 MDNS 216 Standard query ©xe86@ ANY _

83 15:24:18.208051 18.48.39.142 MDNS Standard query @x@eee ANY _

| > Frame 88: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface 6
> Ethernet II, Src: Cisco_b9:62:60 (0@:22:89:b9:62:60), Dst: IPvdmcast_fb (@1l:0@:5e:@€:00:fb)
> Internet Protocol Version 4, Src: 10.48.39.142, Dst: 224.8.0.251
» User Datagram Protocol, Src Port: 5353, Dst Port: 5353
» Multicast Domain Name System (query)

mjZ! 832 WLC7t M 142 Sl & Tdste X2 EoiELICH LT WZ2 2| QE{H o]
£0{M 224.0.0.25101 CHEF WLC FHEIE EAIRLICEH O] 2l FHez A™YE R 2F A4
IP7} 2] IPR! T ol capwap SlIC{7F & 7HE|X|BH o|O|X|of EAIE CHE CHAS HEIFHAE P
239.100.100.100 Lt

Standard query @xeeea ANY _ipp._tcp.local,

(N
uw
(]

83 16:24:18.288851 18.48.39.142 224.8.8,251 MDNS "Qu”

qug

|'> Frame 83: 292 bytes on wire (2336 bits), 292 bytes captured (2336 bits) on interface @

> Ethernet II, Src: Cisco_b9:62:64 (00:232:89:09:62:64), Dst: IPvdmcast_64:64:64 (01:00:52:64:64:64)
> Internet Protocol Version 4, Src: 10.48.39.142, Dst: 239.1@e.1ee.lee

» User Datagram Protocol, Src Port: 5247, Dst Port: 5247

> Control And Provisioning of Wireless Access Points - Data

> IEEE 882.11 Data, Flags: ......F.

» Logical-Link Control

> Internet Protocol Version 4, Src: 18.48.39.142, Dst: 224.0.9.251

> User Datagram Protocel, Src Pert: 5353, Dst Port: 5353

> Multicast Domain Name System (query)

O|X| o] HE|IFHAE IP 239.100.100.1002 O{C|M 2= WALt L2 WLCOI| A AP(Access Point) H
E|FHAE 2 E(controller > general)7} 239.100.100.1002 2 HE|FHAE O & FAT| Q= HE|FN
AEZ MYHE|RELICHO: 239 Helo| ZE ip). AP7} O] HE|FHAE O Eof 71stn Y TS0
M =4 CHZ[ELIch wWLCE #EIE Ol 2§22 MESIH AP7H 0|8 $Al5tod RHMo 2 MEE L
Ct. 324~ 239.100.100.100(0| F4 = A0 ofL|0H, CHZ ool M Fdeh LHE )2 WLCRF AP ZH
9| capwap 3l|C{01| Bt LIEHLIH, M 20| E = o|O|X|of EAIE R&H ofH W EX| Z& L
CHa{Lt LHE 242 mdns THEIE 2 £ Q& LICH.

|I|l-l|l'| Save Configuration
CIsCo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller General
Geticedl Name AKS_WLC
Icons -
802.3x Flow Control Mode Disabled v
Inventory
LAG Mode on next reboot Disabled * (LAG Mode is currently disabled).
Interfaces
Broadcast Forwarding Disabled ¥
Interface Groups
= AP Multicast Mode 4 Multicast ¥ | 239.100.100.100 Multicast Group Address
Multicast
i 1 i Ll |
} Internal DHCP Server AP IPv&E Multicast Mode Multicast IPvE Multicast Group Address
¥ Mobility Management AF; Fallback Enabicd ¥
CAPWAF Preferred Mode ipvag ¥

Ports

0| ™o MHE WLC7Z} vian 12| 25040|11 AP7} vian 23101 /22 7|StAA|L. CIHIO|ATE M2



CHE VLANO|| /222 0| 7|50| 53524 40 VLAN 1 2! 23904 CHEH HE|FHAE IR E
S gdstslof g Lict.
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mdns _ _
No. Time Source Destination Protocol  Length  Signal strength (dBm) Channel  Info
88 15:24:18.206675 16.48.39.142 224.0.9.251 MDNS 216 Standard query 8x8eee ANY
81 15:24:18.287010 192.168.232.11 224.8.8.251 MDNS 216 Standard query ©x8ee8 ANY
82 15:24:18.287663 192.168.239.8 224 .8.8.251 MDNS 216 Standard query ©x8eee ANY
i 83 15:24:18.208051 10.48.39.142 224.9.0.251 MDNS 292 Standard query ©xeeee ANY

User Datagram Protocol, Src Port: 5247, Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
IEEE 802.11 Data, Flags: ......F.
Logical-Link Control
> Internet Protocol Version 4, Src: 10.48.39.142, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
v Multicast Domain Name System (query)
Transaction ID: @xeeee
Flags: 8x8488@ Standard query
Questions: 6
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
_ipp._tcp.local: type ANY, class IN, "QU" question
_raop._tcp.local: type ANY, class IN, "QU" question
_airplay._tcp.local: type ANY, class IN, "QU" question
_universal._sub._ipp._tcp.local: type ANY, class IN, "QU" question
_cups._sub._ipp._tcp.local: type ANY, class IN, "QU" question
_printer._tcp.local: type ANY, class IN, "QU" question

O 0% e 3 23 AMEISMH 2 Aot 242 A2 gHFetCt of7[oME &2l eleH o|A 29| 2 2|3
EAELCH
<tfroot>

(Cisco Controller) >

debug ndns all enable

Cisco Controller) >*emWeb: Feb 22 16:24:18.203: bgSetBonjourAccessPolicy :1192 Bonjour AccessPolicy sta
*emWeb: Feb 22 16:24:18.203: bgSetBonjourQueryInterval :1359

Bonj our query interval is already configured for requested value = 15

*Bonjour_Process_Task: Feb 22 16:24:18.215: bonjourProcessTask :

220 Processi ng nessage type = BONJOUR_AGGREGATED_ QUERY

*Bonjour_Process_Task: Feb 22 16:24:18.215: sendBonjourPkt : 3881 sendBonjourPkt msg-type = BONJOUR_AGG
*Bonjour_Process_Task: Feb 22 16:24:18.216: Send to Wired, Al1l vlan is TRUE



*Bonjour_Process_Task: Feb 22 16:24:18.216: sendBonjourPacketToWired : 3652 sending aggregated query on
*Bonjour_Process_Task: Feb 22 16:24:18.216: buildBonjourPacket : 2916 Preparing for 12 Multicast send
*Bonjour_Process_Task: Feb 22 16:24:18.216: buildBonjourPacket : 2936 allVlan = 0 ,

vianld = 0

*Bonjour_Process_Task: Feb 22 16:24:18.216: buildBonjourPacket : 2948 simInterfaceMacAddrGet(
managenent

) = 00:A2:89:B9:62:60

*Bonjour_Process_Task: Feb 22 16:24:18.216: Inside buildBonjourAggregatedQuery, available Ten = 1458
*Bonjour_Process_Task: Feb 22 16:24:18.216: fillBonjourAggregatedQuery : 7339 Sending mDNS AGGREGATED ¢
*Bonjour_Process_Task: Feb 22 16:24:18.216: fillBonjourAggregatedQuery : [ 1 ] Including SRV = AirPrint
*Bonjour_Process_Task: Feb 22 16:24:18.216: fillBonjourAggregatedQuery : [ 2 ] Including SRV = AirTunes

*Bonj our _Process_Task: Feb 22 16:24:18.216: fill BonjourAggregatedQuery : [ 3 ] Including SRV = Appl eTV

*Bonjour_Process_Task: Feb 22 16:24:18.216: fillBonjourAggregatedQuery : [ 4 ] Including SRV = HP_Photo
*Bonjour_Process_Task: Feb 22 16:24:18.216: fillBonjourAggregatedQuery : [ 5 ] Including SRV = HP_Photo
*Bonjour_Process_Task: Feb 22 16:24:18.216: fillBonjourAggregatedQuery : [ 6 ] Including SRV = Printer
*Bonjour_Process_Task: Feb 22 16:24:18.216: -——--——--——————————— -~
*Bonjour_Process_Task: Feb 22 16:24:18.216

fill Bonj our Aggr egat edQuery : PACKET-1 nDNS- QUERY sent for [ 6 ] services

*Bonj our _Process_Task: Feb 22 16:24:18.216: fill BonjourAggregatedQuery : nDNS- QUERY sent for all service
*Bonjour_Process_Task: Feb 22 16:24:18.216: -——--——--——————————— -~

*Bonjour_Process_Task: Feb 22 16:24:18.216: buildBonjourPacket : 3054 BONJOUR_AGGREGATED_QUERY: buildBo

*Bonj our _Process_Task: Feb 22 16:24:18.216: buil dBonj our Packet MCAST-DST-1P ADDR = 224.0.0. 251

2EH7AH|. WLC 7HA| Bonjour Services ( Apple TV & 11)

O] THZ!oi| M Apple TV(192.168.239.37 )= 224.0.0.2510{ 21 & & ELICI 0] B2 Apple TVE
FMO|2 2 capwap2 S| MESE FITE & = UELICH WLCE mDNS MH|A SEHS & fHot
7|5 5kX|2H o|O|X[of EAIE RAH FHAl =0l TTL L keepaliveE FXI3H0F & LICH.

mdns
Mo. Time Source Destination Protocol  Length  Signal strength (dBm) Channel  Info
9363 15:22:082.388333 192.168.239,37 224.0.9,251 MDNS Standard query response @xeeee TXT,
9364 15:22:02.389688 fe80: :10c1:887.. ffO2::fb MDNS 1456 Standard query response @xeeee TXT, cache
9369 15:22:02.482261 192.168.239.8 224.0.8.251 MDNS 714 Standard query response exeeee PTR, cache
9371 15:22:82.486054 192.168.239.8 224.9.9.251 MDNS 787 Standard query response @xeeee PTR, cache

22:93.390977 192.168.239.37 224.8.8.251 MDNS Standard query response @xeeee TXT,

18843 15:22:83.391354 feB0: :18c1:887.. ffe2::fb MDNS 1456 Standard query response @x@@8e TXT, cache

Frame 9363: 1436 bytes on wire (11488 bits), 1436 bytes captured (11488 bits) on interface @
Ethernet II, Src: Cisco 5f:f7:ca (@@:14:F1:5f:f7:ca), Dst: Cisco_b9:62:60 (©9:22:89:b9:62:6@)
Internet Protocol Version 4, Src: 192.168.231.185, Dst: 10.48.39.142

User Datagram Protocol, Src Port: 24585, Dst Port: 5247

Control And Provisioning of Wireless Access Points - Data

IEEE 8@2.11 Data, Flags: ....... I

Logical-Link Control

Internet Protocol Version 4, Src: 192.168.239.37, Dst: 224.0.6.251

User Datagram Protocol, Src Port: 5353, Dst Port: 5353

Multicast Domain Name System (response)

OHETVl Mt Ho| T 2int Zet.



A [mdns

Nao. Time Source Destination Protocol  Length  Signal strength (dBm) Channel  Info

9363 15:22:02.388333 192.168.239.37 224.8.9.251 MDNS 1436 Standard query response @xeeee TXT, cache fl
9364 15:22:02.389688 fe80::10c1:887.. ffe2::fb MDNS 1456 Standard query response @x@ee8 TXT, cache fl1
9369 15:22:02.402261 192.168.239.8 224.0.9.251 MDNS 714 Standard query response ©@xeee@ PTR, cache fl
9371 15:22:02.406854 192.168.239.8  224.9.9.251 MDNS 7e7 Standard query response @xeeed8 PTR, cache fl
18039 15:22:083.3960977 192.168.239.37 224.8.0.251 MDNS Standard query response @x@ees TXT,

18043 15:22:03.391354 feB0: :10c1:887.. ff02::fb MDNS 1456 Standard query response @x@ee@ TXT, cache f1

[Request In: 9327]

[Time: ©.848960808 seconds]
Transaction ID: exeeee
> Flags: ©x8400 Standard query response, No error
Questions: @
Answer RRs: 21
Authority RRs: @
Additional RRs: &
~ Answers
78-35-68-63.1 Wireless Team (4)._sleep-proxy._udp.local: type TXT, class IN, cache flush
» _services._dns-sd._udp.local: type PTR, class IN, _sleep-proxy._udp.local
_sleep-proxy._udp.local: type PTR, class IN, 70-35-6@-63.1 Wireless Team (4)._sleep-proxy._udp.local
78-35-60-63.1 Wireless Team (4)._sleep-proxy._udp.local: type SRV, class IN, cache flush, priority @, weight @, port 53184, target Wirel
Wireless Team (4)._airplay._tcp.local: type TXT, class IN, cache flush
_services._dns-sd._udp.local: type PTR, class IN, _airplay._tcp.local
_airplay._tcp.local: type PTR, class IN, Wireless Team (4)._ airplay._tcp.local
Wireless Team (4)._device-info._tcp.local: type TXT, class IN
18EE69110C61@Wireless Team._raop._tcp.local: type TXT, class IN, cache flush

Ol248t CIH2 = wLCS| #Elof|l SE 3= Apple TVE E0{EFLICH O] AILIZI20|AME HETVIH
217§ MH|AZ CH8 &=l 0| & oflo{Zai0] MH|ADH ZH&IALZ} RHCE.

<#root>
*Bonjour_Msg_Task: Feb 23 16:22:02.372:

18: ee: 69: 11: dc: 60

Parsi ng 21 Bonj our Answers.

*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : 1562 aStringNameStr = Wireless Team (4
*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : 1579 RR: Wireless Team (4)._airplay._t
*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : 1581 aStringNameStr : Wireless Team (4

Bonj our _Msg_Task: Feb 23 16:22:02.374: Found Service Name:_airplay._tcp.local., Service Provider Name:W

*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgServiceAllowedInMsalDb : 181 srv_str = _airplay._tcp.local. t
*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgServiceAllowedInMsalDb : 195 Incoming Service Advertisement s

*Bonj our _Msg_Task: Feb 23 16:22:02.374: Service-Name = Appl eTV Service-String = _airplay._tcp.local. Tyg

<<< Airplay service registered in WLC DB >>

*Bonjour_Msg_Task: Feb 23 16:22:02.374: Service Name:_airplay._tcp.local. is supported in Master-servic
*Bonjour_Msg_Task: Feb 23 16:22:02.374: aDatalen: 2, aSrPtrRecord.aSrvProName.size: 39
*Bonjour_Msg_Task: Feb 23 16:22:02.374: Updating updateBonjourSrPtrDb:

*Bonjour_Msg_Task: Feb 23 16:22:02.374: aType: 12, aClass: 1, aTTL: 4500, aDatalen: 2, ptr: 0x327a9d93,
*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : .. < SP-SR_PTR PKT >...

*Bonj our _Msg_Task: Feb 23 16:22:02. 374: bgProcessServi ceAdvRsp : SERVICE NAME ......... App

*Bonj our _Msg_Task: Feb 23 16:22: 02. 374: bgProcessServi ceAdvRsp : SERVICE STRING ....... air



*Bonj our _Msg_Task: Feb 23 16:22:02. 374: bgProcessServi ceAdvRsp : SERVICE PROVIDER . . ... = Wre

*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : aTTL ................. = 450
*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : 1546 msg : 0x327a9bda, ptr : 0x327a9d9

3EA. WLCE AMH[A0f CiE Eeto|ME #E|E =4 Ti7|

L}S 0l 0= A|HO0IAME T4 22I0|21E(192.168.232.98)= O|O|X[0f ZAIE CHE S5 A4 MH|
AE @¥ste HElE BHLIChYE o2 ZFEH0|HE T} airplay7t 7t5 8 ofZ 2|71 0|2 A ).

N | midns
No. Time Source Destination Protocel  Length  Signal strength (dBrm) Channel  Info

2544 16:83:27.563772 192.168.232.598 224.0.8.251 MDNS
2545 16:83:27.563785 fe88: :B7c:ccSc.. ffO2::fb MDNS 288 Standard query ©x@0808 PTR _sleep-proxy._udp.local, "QM"

3198 16:83:45.286782 192.168.232.98 224.8.08.251 MDNS 196 Standard query ©x8ee9 PTR _raop._tcp.local, "QU" questig

319916:83:45.207216 feBo: :1B7¢cicche. ffO2::fb MDNS 216 Standard aquery ©x0008 PTR racp. tep,local, "OU" questic

Frame 3198: 196 bytes on wire (1568 bits), 196 bytes captured (1568 bits) on interface @
Ethernet II, Src: Cisco_5f:f7:ca (@8:14:F1:5f:f7:ca), Dst: Cisco_b9:62:6@ (89:32:89:b9:62:68)
Internet Protocol Version 4, Src: 192.168.231.105, Dst: 16.48.39.142
> User Datagram Protocol, Src Port: 24585, Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
IEEE 8€2.11 Data, Flags: ....... T
Legical-Link Central
Internet Protocol Version 4, Src: 192.168.232.98, Dst: 224.€.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
v Multicast Domain Name System (query)
Transaction ID: @x@eee
Flags: @xeee@ Standard query
Questions: 2
Answer RRs: @
Authority RRs: @
Additional RRs: 1
~ Queries
_raop._tcp.lecal: type PTR, class IN, "QU" gquestion
_airplay._tcp.local: type PTR, class IM, "QU" guestion
Additional records

<#root>
*Bonjour_Msg_Task: Feb 27 17:03:15.603: 00:6d:52:5d:5a:7d Parsing 2 bonjour questions

*Bonj our _Msg_Task: Feb 27 17:03:15.603: 00: 6d:52:5d: 5a: 7d Query Service Name: _airplay._tcp.local., RR-T

*Bonj our _Msg_Task: Feb 27 17:03:15.603: processBonjourPacket : 1017 gNameStr : _airplay._tcp.local., bor

*Bonjour_Msg_Task: Feb 27 17:03:15.603: Service Name : AppleTV Service String : _airplay._tcp.local. i
*Bonjour_Msg_Task: Feb 27 17:03:15.603: 00:6d:52:5d:5a:7d SRV : _airplay._tcp.local. 1is supported by cl

AEt7|. WLC7} Bonjour ServicesOl CHet Z2t0|HE FHE|of| RLIFHAE SEHE EH
L[C}.

WLCE FHAIE! MH|A £M &l (4)._airplay._tcp.localZ SEELICH LIE miZlol AA IP= EE}0|
1E viano| S QIE{H|0|A 0|, 0| 2= o|O|X|oi EA|E! CHE 192.168.232.11L]C}.



Source
8885 16:06:45.782278 192.
BBEG 16:86:45.783838 192.
BBEY 16:86:45.783869 192.
8888 16:06:45.784786 192.

8965 16:06:46.126078 1592.168.2

Destination

Protacol  Length  Signal strength (dBm)
MDNS
MDNS
MDNS
MDNS
MDNS

Channel  Info

Standard query
Standard query

Standard query
Standard query

response Bxeeee PTR,
response Bxeel
response
response

cache flush 1

PTR, cache flush W
@8 PTR, cache flush 1
@ PTR, cache flush W

8966 16:06:46.121534 fe80::10¢c1:887..

ffo2::fb

MDNS

Standard query
Standard query

216

response 8x8000 TXT

response 9x0600 TXT

+ Frame 8886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits) on interface @

» Ethernet II, Src: Cisco b9:62:64 (©0:32:89:b9:62:64), Dst: Cisco 5Ff:f7:ca (00:14:Ff1:5F:F7:¢ca)
» Internet Protocol Version 4, Src: 1@.48.39.142, Dst: 192.168.231.185

» User Datagram Protocol, Src Port: 5247, Dst Port: 24585

» Control And Provisioning of Wireless Access Points - Data
IEEE 862.11 Data, Flags: ......F.

+ Logical-Link Control

Internet Protocol Version 4, Src: 192.168.232.11, Dst: 224.0.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
“ Multicast Domain Name System (response)

Transaction ID: exeese

» Flags: ©x84@8 Standard query response, No error

Questions: @

Answer RRs: 7

Authority RRs: @

Additional RRs: 8
v Answers

_airplay._tcp.local: type PTR, class IN, cache flush, Wireless Team (4)._airplay._tcp.local
services. dns-sd. udp.local: tvpe PTR, class IN,

ClHa zE =2+

<#froot>

BONJOUR _AGGREGATED QUERY_RESPONSE

*Bonj our _Process_Task:

*Bonj our _Process_Task:

*Bonj our _Process_Task:

*Bonj our _Process_Task:

*Bonj our _Process_Task:

*Bonj our _Process_Task:

*Bonj our _Process_Task:

*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:

*Bonj our _Process_Task:

Feb

Feb

Feb

Feb

Feb

Feb

Feb

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

Feb

27

27

27

27

27

27

27

27
27
27
27
27
27
27
27

27

17:

17:

17:

17:

17:

17:

17:

17:
17:
17:
17:
17:
17:
17:
17:

17:

03:

03:

03:

03:

03:

03:

03:

03:
03:
03:
03:
03:
03:
03:
03:

03:

45.

45.

45.

45.

45.

45.

45.

45.
45.
45.
45.
45.
45.
45.
45.

45.

229:

229:

229:

229:

229:

230:

230:

230:
230:
230:
230:
230:
230:
230:
230:

230:

airplav. tcp.local

bui | dBonj our Quer yResponsePl d :

bui | dBonj our Quer yResponsePl d :

bui | dBonj our Quer yResponsePl d :

bui | dBonj our Quer yResponsePl d :

bui | dBonj our Quer yResponsePl d :

bui | dBonj our Quer yResponsePl d :

bui | dBonj our Quer yResponsePl d :

buildBonjourQueryResponseP1d
buildBonjourQueryResponseP1d
buildBonjourQueryResponseP1d
buildBonjourQueryResponseP1d
buildBonjourQueryResponseP1d
buildBonjourQueryResponseP1d
buildBonjourQueryResponseP1d
buildBonjourQueryResponseP1d

bui | dBonj our Quer yResponsePl d | NCLUDI NG SpDat a :

: ALL mDNS-AP
: TTL COUNTER ..

RESTART TIME
SNOOP STATUS
LSS STATUS

RSP SRV NAME
MSG-ID
POLICY STATUS

Appl eTV

BONJOUR_PKT.

232

00: 6D: 52: S5I

192. 168. 232.

0

: TIMEOUT_RES

0
0
DISABLED

: AppleTV

0
DISABLED

Wrel ess Teec



Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

27
27
27
27
27
27
27
27
27

:03:
:03:
:03:
:03:
:03:
:03:
:03:
:03:
:03:

45.
45.
45.

233:
233:
233:
45.233:
45.233:
45.233:
45.233:
45.233:
45.233:

*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:

*Bonj our _Process_Task: Feb 27 :03:45. 233

*Bonj our _Process_Task: Feb 27 17:03: 45. 233:

F al

=

ol

—_

1ok

25

o| MAMo| M= ZAx|28y 0| 20l

—

Ald

= s

mdnsollA EX|E t Z42|shed™

x| t&Lict

Ls H
1E-A. mDNS &t
GUINIM Controller(Z1E

MONITOR  WLANSs

CONTROLLER  WIRELESS

VALID SR-PTR RR FOUND, attaching
VALID SD-PTR RR FOUND, attaching
VALID SRV RR FOUND, attaching
VALID TXT RR FOUND, attaching
VALID NSEC RR FOUND, attaching
VALID DOMAIN RR FOUND, attaching
fiT1BonjourDomain : 6055 : attaching SP-DOMAIN RR
VALID DOMAIN-NSEC RR FOUND, attaching
buildBonjourPacket DST-IP ADDR = 192.168.232.98

Transmi tting bonjour Pkt to STA: 00: 6D: 52: 5D 5A: 7D

Uni cast Packet sent to client 00:6D:52:5D;:5A: 7D success.

L|C.

SECURITY MANAGEMENT

Controller
Global Configuration
General
Icons mDNS Global Snooping
EnMQRtory mDNS Policy 1
Interfaces

Query Interval (10-120)
Interface Groups

CLIOI|A:

<tfroot>

show network summary
(snippet)

mDNS snooping
mDNS Query Interval

2EHA AL8 X XIE mDNS Z2

15 (mins)

Enabled
15 minutes

4 MH|A7F 047|0f| =7FE|o{oF B}



3EtA|. SSIDO|AM mMDNS7t & 43 E[0f Q1 HFE mdns Z2 10| SSIDO| OHEE|0 UE=X| =
QI

GUIo M o|O|x|oi| EA|El CHZ WLAN > WLAN ID > Advanced(ZL2)Z O|S&L|Ct.

mDNS

mDNS Snooping ¥ Enabled
mDNS Profile | default-mdns-profile ¥

CLIOI|A:

<tfroot>

show w an

(snippet)

MDNS StatlS. ...t it i it it e e e e EnabTed
mMDNS Profile Name............ciiiiiiiiiiiiinnnnnnn default-mdns-profile

4CHH|. mDNS MH|A S X7 mDNS =@ MH|A 0| LIFE[=X]| & QlEL|Ct ol F5oi=
WLCOH| 2|5l FHAIE! MH|A ] =2l 0| (Apple TV, 0llo{Z 2IE{)0| LI G ElL|C}.

olO|X|ofl ZA|E! CHZ GUI0IM Controller(ZAE Z24) > mDNS > mDNS Domain Name IP(mDNS T
HQ! O|E IP) > Summary(22) & O|S &hLict,

mDNS Domain Name IP > Summary

Mumber of Domain Name-iF Entries 1
MAC Address IP Address Vian Id Ty TTL (seconds) Time Left [seconds)
23 3725

local. 18:ee:89:11:dc:60 192.168.239.37 239

CLIOA[A:

<tfroot>

show ndns donai n-nane-i p sunmary

Number of Domain Name-IP Entries................. 1
DomainName MAC Address IP Address Vlan Id Type TTL Time left (sec) (sec)

Wrel ess-Team 3.1 ocal. 18:ee: 69:11:dc: 60 192.168. 239. 37 239 Wrel ess 4725 4163



5Bl MHIA MSA7F & MH|A RhAol = LHEE[=X] #lgfL .

o|O|x|oi| EA|El CHE GUI0 M Controller(ZAE & 2{) > mDNS > General( &) > Service Name(A
H|A O|E)2 2 o|S &L}

mDNS Service > Detail < Back Apply

P ount 1
Provi 1
Prefile Information Service Provider Information
Prafile N MAC Address Service Provider Name AP Radio MAC Wlan 1d Type
default-mdns-profile 18:0e:69: 100060 Wirgless Team [4)._airplay._tcp.local. ad:6c:20: 7oa8h60 239 W

Priorif C Information
Pn it
AP Group default-group
Add
ty MAC AF Grou P
CLI0A:
<{froot>

show nmdns service detail ed AppleTV

SErVICE NamMe. . ittt ettt e e AppleTV

SerVICE StriNg. .ttt i e i i i e e e _airplay._tcp.local.
Service Td. ...ttt ettt e 3

Service query StatlS. ..o eeeennnnnnnnrnenennnns EnabTed

Service LSS StatlS. . iiiiiiiiiiiiiiininennnnnnn Disabled

Service learn origin. .. ..c.oiiiiiiiinnnnnnnenns Wireless and Wired
Number of Profiles........ ... 1

Profile. .o e default-mdns-profile
Number of Service Providers ..................... 1

Number of priority MAC addresses ................ 0

ServiceProvider MAC Address AP Radio MAC Vlan Id Type TTL Time Teft(sec) (sec)

Wreless Team (4). _airplay._tcp.local. 18:EE:69:11: DC: 60 A4: 6C 2A: 7C. 8F: 80 239 Wrel ess 4500 3841

6Tl wLCoi| ofalf MH[ATF HAME|X| b= F2, bonjour 222 X{(Controller(ZAE & £
)>>mDNS>>mDNS E2t2 M) M sHE AMH[AE S&EX| & QlELICt Bonjour EEFR ME
WLCoiI EANElE BE MH|A Z1 9| FHA|O ||:|4 ZAm|apio|Moll M & &0| S| K| efof HAME| K|

&Lt Bonjour EEFRX0IM MHIAS MEHStT 748 4= U&LICE 0l 7152 M MHIAE E
ééoh_ THE I FSELICH



7EtA|. CHE2 BonjourE CIHZ ot BEALICH

<{froot>

debug ndns error enabl e

debug ndns nessage enabl e

debug ndns detail enable

debug ndns all enable

Bonjour 222X 2! show mdns service not-learnt® C|HH =72 AFSE 4 Ql&LICH

8THAl. Aol M ATEEH Zdx{ZH WLCRH AP7F AME CHE MEUlof /1 AP HE|FHAE 2E=7} HE|H
AER AYEE 2 F VLAN 2| g HIEQIT oM HEFHAE 2t E0| #4380 U=X| =
QIgtLict. o] M™oiA vian2 WLC(vlan 1) & AP(vlan 231) LT}

Conf t

!

interface Vlanl

ip pim sparse-dense-mode

|
interface Vlan231

ip pim sparse-dense-mode
1

HEIFHAE 2t Y E8l0l:

<tfroot>

Gateway#sh ip mroute 239.100.100.100
IP Multicast Routing Table

(*, 239.100.100.100), 2w4d/stopped, RP 10.48.39.5, flags: SIC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
V1an231, Forward/Sparse-Dense, 2w0d/00:02:10
V1an232, Forward/Sparse-Dense, 2w4d/00:02:11



(
10. 48. 39. 142

, 239.100.100.100), 2w4d/00:02:

Incomng interface: M anl

, RPF nbr 0.0.0.0, RPF-MFD
Outgoing interface Tist:

VI an231, Forwar d/ Spar se- Dense,

olg{et MIAEIAEL &7 A2 mDNS7

50, flags: T

2w0d/ 00: 02: 10, H

F
7! 5 &5t ClHI= O™ H|O|E 7} Rl B

verification W& 0| £ F&L|Cl.

A= —
st= d
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