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Select server roles

Before You Begin
Installation Type
Server Selection
Features

AD D5

Confirmation
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M x| El Microsoft Windows Server 20120l £8E|= Zdx{E EA|ELICE
Q! 2 Aoy oMol BEAIE =&SHof ghuct.

Select ane or more rales to install on th&tlﬂttﬂ SETVET.

Roles

[] Active Diirectory Certificate Services
(] Active Directory Federation Services
[ ] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[ ] Application Server
(] DHCP Server
(] DMS Server
[ ] Fax Server
- [m] File and Storage Services (1 of 12 installed)
(] Hyper-V
[] Metwork Palicy and Access Services
[] Print and Document Services
(] Remote Access
[] Remote Desktop Services

7|5 obd Aol CHEt Active Directory THIQ! MHIAE M
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DESTINATION SERVER
WIN-OOEFTN1GRUE
Dﬁ:ﬂpﬂoﬂ
Active Dnrcctory Dnmam Sm-ucfs :

(AD D5) stores information about
objects on the network and makes
this information available to users
and network administrators, AD D5
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single lagon process. :
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s Add Roles and Features Wizard =12 N

Installation progress DESTINATION SERVER

WIN-QDEFTNIGAUE

View installation progress

o Feature installabon

Configurabion required, Installation succeeded on WIN-ODEFTN1GRUEB.

Active Directory Domain Services
Additicnal steps are required to make this maching a domain controller.
Promote this server fo p domain controller
T
Remaote Server Administration Tools
Role Adminkstration Tools
AD D5 and AD LD5S Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

1E

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking MNotifications in the command bar, and then Task Details,

Export configuration settings

< Previous hlewt = Close Cancel
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. DESTINATIIN SERVER
Select role services WIN-CDEETHI GALE 452012 com
Before You Begin Select the role services to install for Active Directory Certificate Senvices
Installation Type Role services Description
Server Sebection . , Certification Authority Web
Server Roles A CEhﬁ ) ) Ennollment provides a simple Web
L] Certificate Enrcliment Policy Web Service interface that allows users to

Features [] Certificate Enroliment Web Service perform tasks such as request and
- . renew cerbificates, retrieve certificate

Certification Authe
et i revocation lists (CRLs), and enroll for
[] Wetwork Device Enroliment Service smart card certificates.

Web Sarvar Role (IIS) [] Online Responder
Role Services
Confirmation

[ <previous | [ Nest> | | el | Cancel |
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DESTINATION SERVER
WM-ODEFTH1GALE LSC 2012 .com

Installation progress

View installation progress

0 Feature installation
|

Configuration required. Installation succeeded on WIN-ODEFTN1GRUB.LSC2012.com.

T Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the
=

destination server
Configure Active Directony Certificate Senvices on the destmation server

Certification Authority
Certification Authority Web Enrollment
Remote Server Administration Tools

e
Active Directory Certificate Services Tools

Certification Authority Management Tools
[w]

| Web Server (1150
You can close this wizard without intermupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.
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Export configuration settings
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DESTINATION SERVER

Role Services WIN-ODEFTNIGRUB.LSC2012.com
Credentials Select Role Services to configure
Rola Sarvices
CAType Cﬂ'lliﬁm.tinn Authority Web Enraliment i
[] Cnline Responder
Private Key [] Netwark Device Enroliment Service
Cryptography [[] Cerificate Enraliment Web Service
CA Mame [[] Certificate Enrollment Palicy Web Sendce
valldity Penod
Certificate Databaszs
Confimation

More about AD C5 Server Roles

|{E‘ﬁiﬂﬂ5” Mext = | |(_:nnﬁgurl:|| Cancel

7EA. Microsoft Windows/Start Hl+& & 28|}
SEA. el =7 E =gt
9EHA|. Active Directory AtS X & ZHFE& & =ELICH.
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UserE MEHEHLICE.



= New Object - User E3)
File Action View Help [?@:
e« e & o)X 3) Crestein: LSC2012.com/Usars
O Active Directory Users and Con
b [ Saved Queries
4 33 L5C2012.com First raime: | | itials: |
b [ Builtin
- : LS|
b [ Computers Last name | EF I
b [2] Domain Controllers Full ngme: |p.,FI USER |
b [7] ForeignSecurityPrincipa
b ] Managed Service Accol | Lser logan name:
(] Users | APUSER | [eLsca012.com v]
User logon name {pre-Windows 2000):
|Lsc2012\ | |APUSER |
| <Back Net> | | Cancel
4 Cuest ser uilt-in account for gue...
k.G U Built-i forg
82, Protected Us... Security Group... Members of this group ...
E,RAS and |AS ... Security Group.. Servers in this group can..,
82 Read-only D... Security Group... Members of this group ...
%khema Ad.. Security Group... Designated administrato..,
| € m ' [> 82, WinRMRem... Security Group... Members of this group ...
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Role Services

Credentizls

Service Account for MDES

AD CS Configuration

Select Role Services to configure

w| Certification

ALIENOEITY
= = o

w| Lertificatio
-
Online Resp

EL Network Device Enrollment Semvice

ertificate Enrollment Web Service

Enrallment

T . A
AUTRORITY VWeD

T

Cartifirats Enrolimant Policy Wk Sanics
ertificate Enrpliment Policy Web Service

Maore about AD C5 Server Roles
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DESTINATION SERVER
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19EHA|. regedit Of & 2l 0| A4

12 uch.

20EtAH|. HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\Cryptography\MSCEP\2S £ O|S &

LICt.

21EtA|, EnforcePasswordE 02 2 A& ghLct.

&

Registry Editor

File Edit View Favorites Help

| I} ., Advanced IMF| ~
B~ ALG

L, AllUserdnstallA

|, Assistance

- | AuthHost

; BestPractices

Bidinterface

Chlkdsk

COoM3

Command Prg

Cryptography

| AutcEnroll

|, Calais

|, CatalogDB

i CatDBETemn

- L. Centificate’]

|, Defaults

. MSCEP

EEOTE WE R OTF W e

R e R T =

T = R =

e:|'i :||| —

|, CATyp
. Certsln

L . Enforce

|, Pazzwo

|, UseSing
.

Falla
¥

Mame Type Diata
ab! (Default) REG 5Z {value not set)

et N REG_DWORD 00000000 (0)

Computer,HKEY_LOCAL_MACHINEVSOFTWARE\Microsoft'Cryptography MSCEP\EnforcePassword

22E+A|. Microsoft Windows/Start Hl+8 2 2!8fL|C}.
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25 7H|. Certificate Template(2/& M B&S!) #EIE 0IR4 2LEZ HESZE 225l 11 Manage(2
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File Action View Help

L EEERIE

| Certificate Templates (WIN-ODE | Template Display Narie Schema Version Versi..  Intended Purpy ~
3 CA Exchange 2 1060  Private Key Arc
5 CEP Encryption 1 41
&l Code Signin 1 3.1 -
gning
5 Computer 1 5.1
-E Cross Certification Authori 2 105.0
ity
& Directory Email Replication 2 1150  Directory Sena
&l Domain Controller 1 41
5] Domain Controller Authentication 2 100 Chent Authent
] EFS Recovery Agent 1 6.1
5 Enroliment Agent 1 41
 Enroliment Agent (Computer) 1 5.1
g p
]| EBxchange Enrellment Agent (Offline requ... 1 4.1
5 Exchange Signature On 1 6.1
ge Sig ly
B Exchange User 1 7.1
H 1pSec 1 2.1
) IPSec (Offline request) 1 7.1
=
5 Kerberos Authentication 2 1100 Chent Authent
& Key Recovery Agent 2 105.0  Key Recovery #
& ocse Response Signing 3 1010 OCSP Signing
A RAS and IAS Server 2 1010 Client Authent
5 Root Certification Authority 1 5.1
5l Router (Offline request) 1 41
5 smartcard Legon 1 6.1
E Smartcard User 1 1141
E Subordinate Certification Authority 1 5.1
E Trust List Signing 1
O e S Y N
5 User 5-|gnat[:'ée Only i
5] Web Server 1 4.1
5] Workstation Authentication 2 1010 Client Authent '}

27¢tA|. Microsoft Windows 2012 R22 A& CAS MEHSHLICE.
28EtA|. General(2Eh) B0 WLC & R & 7(Ztat 242 EA| OIS F7HELICEH

29EHAH|. Subject Name(F#| 0|5) RI0ilM 2%9| Supply in the request(=)7t M= =R = %] &
ghulct.



Superzeded Templates Extensions Security

Compatibility IEmeraI I Request Handling | Cryptography | Key Attestation

Subject Name Server lssuance Requiremernts

(®) Supply in the request

v se subject information from existing cenfficates for aLrtuenmllmerrt
renewal requests -

() Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cerificate administration.

Subject name format:

Mone

[ ] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] Email name

[ ] DNS name
[ ] User principal name (UPM)
[ ] Service principal name (SPN) %
OK Cancel Apphy Help
30EHA. Issuance Requirements EH2 22/ LIt CiscodlME LRl AS

Mg Twoz £ Zo| FALI




Superseded Templates Edensions Security
Compatibilty | General | Request Handling I Cryptography | Key Attestation
Subject Name Carver Issualﬁe Requirements

Require the following for enrollmert :

[ ] This number of authorized signatures: 0

If you require more than one signature, autoenrollment is not allowed.

Require the following for reenrollment:
Same crtera as for enrollment
Walid existing cerificate

Allow key based renewal

Requires subject information to be provided within the cerificate
request.

oK Cancel Apphy Help

31E+A|. Extensions &, Application Policies(OHZ 2|#|0|4 HM)E E 25t CI = Edit(+™)E S
LICt.Add(FE7HE Z2!5t 1 Client Authentication(E2I0|HE Q915)0| o Z2|7H|0|MH HAo = F7}
EIRAI= x| =l cHeelg &gt



An application policy defines how a certificate can be
used.

Application polices:

Client Authentication
Encrypting File System
Secure Email
Add.. | Ed e

[ | Make this extension critical

K Cancel

32CHAH|. Hot Efe Z2Ist Cl2 £7t..E FEIEL|CH. . NDES MH|A Ax|0of Zo|=l SCEP AMH|A

Aol HEZ3lg 25| MoistER| &olstm OK(E QNS S2lgfLct.



Subject Name I Server Issuance Requirements

Compatibiity | General | Request Handling | Cryptography | Key Attestation
Superseded Templates Extensions Security

Group or user names:

52, Authenticated Users

2 Administrator

2 AP USER (APUSER@LSC2012.com)

% Domain Admins (LSC2012\Domain Admins)

&L Domain Users (LSC2012\Domain Users)

33‘ Entemprise Admins (LSC2012\Enterprise Admins)

Remove

33EHA. 215 7|# GUI QIE{H|0|A 2 EotZfL|Ct Certificate Templates CIMEZIE OI2A QES
HESZ Z2ILICH New(A{Z BHE7|) > Certificate Template to Issue( 2 & CIEM HEZ)Z
O|SErLICk o|™of M8t wLC EIZE!I2 ME{St 1 OKE E=gFLch

. S crrvrmars s =1
-
zole Root
Certification 4
'l Select one Certicate Template to enable on this Certfication Authority. Tem...

§ wlaaan20 Maote:  a cedificate template that was recertly created doss not appear on this list, you may need to wai urtil )

7| Revo information about thes template has been repbeated to all domain controllers. oS

9 lssued Al of the cenificate templates in the anganization may not be available to your CA.

For more information, see Certificate Template Concepts,

| Failed Name ntended Pumpose

| Certifi & Kay Recowvery Agent Key Recovery Agent

%] OCSP Response Sgning ~ OCSP Signing

Tl RAS and IAS Server Cliert Authertication. Server Athertication

] Router (Offine request) Cliert Autherttication

5] Smartcard Logon Cliert Authertication. Smart Card Logon

5| Smartcard User Secure Email, Chient Authertication, Smart Card Logen
T Trust List Signing Microsoft Trust List Signing

1] User Signature Only Secure Email, Chent Authertication

Il wic Clert Authertication, Secure Emal. Encrypting File System

5] Workstation Authentication  Cliernt Authertication 4§

< [ 1] Il < [ T >l



34EtA|. Computer(Z#E{) > HKEY_LOCAL_MACHINE > SOFTWARE > Microsoft >
Cryptography > MSCEP2| B X|AEZ| oM 7|2 SCEP ®EEZ/8 HAgLICH
.EncryptionTemplate, GeneralPurposeTemplate 2! SignatureTemplate 7|& IPsec(Offline
Request)0i|A{ O|70f| BHE WLC RIEZIS 2 A FLICY.

& Registry Editor [=[ax 7

File Edit View Favorites Help |

b -4y Advanced INF ~ || Name Type Data

bl ALG ab| (Default) REG_SZ {value not set)
-l AllUserinstallA 2b|EncryptionTem... REG_SZ WLC

b Assistance || ab| GeneralPurpose... REG_SZ WLC

b -4 AuthHost =| | & SignatureTemplate IREG_SI WLC

{- 1 BestPractices '

I - .. Bidinterface |

b- 1 Chidsk

b ) COM3

fe 1) Command Pre
4- ) Cryptography
i b AuteEnroll
IS- ., Calais
i |, CatalogDB
i |, CatDBTem
f:- |, Certificate”
B . Defaults
4. |, MSCEP
|, CATym
i |, Certsln
i |, Emforce

i | Passwa
e |, UseSing
T o

et | A
£ [[1] >

Computer\HKEY_LOCAL_MACHIME\SOFTWARE\Microsoft\ Cryptography\ MSCEP

35CHAH|. A|AEIS RS EIFL|C)
WLC 74

1E+AH|. WLCOH| M Security(2 ¢t) M+ 2 0|S & LICt Certificates > LSCE & = &L|C}.

2EA. Enable LSC on Controller(ZAEE20|A| LSC &3} =felgts MEfghLC

3E7|. Microsoft Windows Server 2012 URLE &&rLICE 7|22 22 /certsrv/imscep/mscep.dilO|
ZFIHELCE.

AEHAH. Params(Of7HEH ) Al Mol MR AL S 2dFLICt
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v Local Significant Certificates (LSC) Apply

General | AP Provisioning |
) )
Certificate Type Status
CA Present ﬂ
General
Enable LSC on Controller W]
CA Server
A& server URL | http://10.48.39.157/certsrv/mscep/mscep.dll
(Ex: http://10.0.0.1:8080/caserver)
Params
Country Code |EE ¥
State Belgium
City |Erussel
Organization | Cisco
Department R&D
E-mail | rmanchur@wlaaan.com
#
Key Size 2048

BEFA. 915 CA Soll M THEHM S E B S2UotT Add(%7HE MSIBHLICH EIE Not present(s!
201l A present(AZ) 2 HZAsHoF &

_l'I_I'II
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MONITOR WLAMs COMTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDRACK

Security Local Significant Certificates (LSC)
= AAA —
General | AP lehludtj
GEriErnl
w FADILS
BAuthenbcatian AP wm.’
Aocounting
Fallback Enaa ble ke
¥ TACACS =

LD&p Update

Lesenl Hal Lserg
MAC Fltering

Ceanblad Clisnta
Lser Login Podcies Mumber af stbempts Lo LSC (0 Lo 255)
AP Polcies

Pessword Palicies rm .

b Local EAP
| ada |
¢ Priority Order
= Certificate Lol
LsC

S5C
b Access Control Lists
y Wiraless Protection

icias
¥ Weab Auth
TrustSer SXP
b Advanced

8E7|.AP Provisioning(AP Z 2 H|X{'d) Of2H0l| A Enable(& A3}l) &olgte MENS T Update(C
O|E)E Z2/gLct

OEHA|.HMA ZRIET} RHREIE|X| ot 2 AL RHEEIFFL|C}

CtS& &elgruct
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RS & AN A ZOIEE Wireless(TA) HIF0lM LSCE B CHAl 94Z5tT 915 M R8oz
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MONITOR  WikHs CONTROLLER WIRBLESE SECOURITY MANRGEMENT COMMANDS HELP PEEDSACK

Wireless All APs EMires 1= I0l T A

= Aroess Poinks Currast Flar e [Changs Pl |Clesr Filier]
& Ay
® A ta
(T-RETATY Wumasr ol APs 1

BIE L ahggs'

Dail-Ba~c Radica
SR | L Pl e Operatlonal
AR P e A e | AR AT &F Wp Time Admin ot Eimiua Port
CAPIT0LI-E AIR-CAAISL]-E-KR P L s e ad,00h1%m Ils Casbisd G
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