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2.0l TEXZE0] yesE U LICH
Cisco Mobility Service Engine
mse-kw login: root

Password:
Last login: Fri Oct 21 15:46:34 on ttyl

Enter whether you would like to set up the initial
parameters manually or via the setup wizard.

setup parameters via 3Setup Wizard (yes~/

T:MSEMM ME ZEZEE EAISHR| ot ZR OIS HHS Qdshct
/opt/mse/setup/set p.s
3.3AE O|EE & LICH




Please enter the requested information. At any prompt,
emter © to go back to the previous prompt. You may exit at
any time by typing <{Ctrl+C>.

You will be prompted to choose whether you wish to configure a
parameter, skip it, or reset it to its initial default value.
Skipping a parameter will leave it wunchanged from its current

value. 1

Changes made will only be applied to the system once all the
information 1s entered and verified.

Lurrent hostname=Ilmse-kwl
Conf igure hostname” (Yless(S)kips(U)se default [Skipl: y

The host name should be a unigque name that can identify
the device on the network. The hostname should start with
a letter, end with a letter or number, and contain only
letters, numbers, and dashes.

Enter a host name [mse-kwl:
4. DNS =HIQ! 0|2 - d&LICt

Configure domain name? (Yles (S)kips(U)se default [Skipl: y

Enter a domain name for the network domain to which this device
belongs. The domain name should start with a letter, and it should
end with a valid domain name suffix such as ".com". [t must contain
only letters, numbers, dashes, and dots.

Enter a domain mame [corp.rf-demo.coml]:

718 HA

Current role=[Primary]l
Configure High Availability? (Yless(S8)kips(U)se default [Skipl:

. olCiL! QIE{mo|A DYHH4E TAIE LI

Current IF address=[1H.18.18.111]

Current ethd netmask=[255.£55.255.8]

Current gateway address=[18.18.18.1]

Configure ethl interface parameters? (Yles-(Slkips(lU)lse default [Skipl:

.eth1 QIE{H|O]|& Of7HH+E == MHIAIXI7} AT Skipg &2{st0d CtE EAl= Tletd
Al2. & Hmi NICE S0l E2stX| 8f7| M= YLict

The second ethernet interface is currently disabled for this machine.

Configure ethl interface parameters? (Yles/s(S)kips(Ulse default [Skipl:

a7 8 FoE ol o{Z2to[HAe B A4S ElE B WLC I WCS 2| AlAH| 1P
AZE XMSsHok B




8. DNS Mi 2 8 224BILICH THQ! 2holof 4T3 DNS Mt 3HLITH IR BrLIch =843
2 QU5 Y MHE 2

Domain Mame Service (DN3) Setup
DNS is cur tly enabled.

current DNS rrver 1=[18.18.1H8.181
-onfigure DNS related parameters? (Yless(S)kipsillse default [Skipl:

9. £ AIZITHE FEHLICLUTC(RIE MAA)S A8 3HE 20| & LICNew Yorkel 71 &
Z AlZHCh7t AL SRt B0l MBI B2 FS SIxl HiF 8 EHAstod 2HIE EE AZTHE
MLt

rrent timezone=[AmericasNew York]
figure timezone? (Yless(3)kipsillse default [Skipl: y

Enter the current date and time.

Fleazse identify a location zo that time zone rules canm bhe set correctly.
ge select a continent or ocean,
Africa
Americas
Antarctica
Arctic Ocean

10. = MAIE et AZhE Fgsttte HAIX|7F LEEHLHE SkipS 2=

Enter whether you would like to specify the

lay and time when you want the MSE to be restarted. If you don’t specif
{. then

saturday 1 AM will be taken as default.

-onf igure future restart day and time 7 (Yiess(S)kip [Skipl:

1. G ste B B4 syslog AHE FHFLICH

Conf igure Remote Syslog Server to publishsMSE logs MSE logs.

A Remote Syslog Serwve £ not been configured for this machine.
Lonf igure Remote Syslog Server Conf iguration parameters?Y (YlesAs(S)kipsllds
ult [Skipl:

12. NTP(Network Time Protocol) 2= A[AR AlZHE T ELICENTP= ME4 ALEHO[X|EF AlA
To| M AAH” AZtE ® xléfE% HEELICINTPE &dstot & MENGHD e

NTP MOl AlAE AlZho| FEEILICH O X| oo 24X Emtet AlZHE = siEheE o
A X7 EAELCH

fetwork Time Protocol (HTP) Setup.
If you choose to enable HTP, the szystem time will be

conf igured from HTP servers that you select. Otherwise,
youw will be prompted to enter the current date and time.

TF 1= currently enabled.
Cur it HTP server 1=[1H.1H.1H.18]
; nt HTF server Z=0[nonel
Conf igure NTP related parameters? (Yless(Slkips(U)se default [Skipl:

13. 232l HIHE FdstEtE HAIX|7F EAIZH Skip2 RREFLICH



Lurrent Login Bammer = [Uisco FMobility Serwvice Enginel

Lont igure login banner (YlesA(S)lkipAslUlse defaunlt [Skipl:

14. 2% 24 FE 27912 HABBLICHO| II7HHAE AlLR0| CHEt 27 24 HMAS &
shulg Sstet s o AR ELCHEZ BRI 320l FHSotES 22 28 TE 208 ¥

AslafioF FLICt 7|2t SkipLct

zLem cnnﬁull 1= not restricted.

Conf igure system console restrictions? (Yless(S)kips(U)se default [Skipl:

15. SSH(Secure Shell) FE 2212 M3t LICHO| 7= A|ARIM| CHEE HH 22L& A
MAS gAsh/H|E A3t 5t= Ol AR ELICHHZE 22X sHZ0| 7tS3HEE SSH £E 219
2 gdstafor e Lict.ae{Lt 7| 2o HAMo| M= ol M2 HIEEstatoF & = &LCt

- proot (Y) Slkiprs(l)se default [Skipl:

16. B AFS Rt 22 1 |=é HE 2T 2 TABLICHOIR S HI T 0l DH7H M4 E T st
x| b4 LICH712 k2 Skip(ZALA% 7] Lich

single user mode password check is currently di

Conf igure single ser mode password check (Yle

17. RE H|YHZ E HZBELICHO| B

4 S AlaE HotE HEse O 09 ZRELICLAE &
of 10| Aot A2 TAIE YE A5 E Mol BLICHEIA HILHE Zol= 87
Lick7 |2 & 5He FEMIUHE L

Conf igure root password? (Yless(Slkips(U)se default [Skipl:

18. 210! 2 H|LUHS B oi7idsE T AEHLCH

Login and password strength related parame

Maximum number of days a password may be u :

qinimum number of days allowed between password changes

Minimum acceptable password length @ disabled

Login delay after failed login @ 5

checking for s i p ;words is currently enab .

-onf igure login/passw related parameters? (Y (3)kipsilU)se default

19. R E H|YHS(GRUB) H|ZHZE FHELICH(AES AFEHO| 4 OH7 = ERSHK] oF
&LICH 7|22t 2 SkipRlLCh

aRUBE pass rd is not currently conf igured.
~onf igure GRUB password (Yless(Dlisables(S)kipsillse defanlt [Skipl:

20. NCS S& AR} O|§ 2 FEgfLict

sonf igure HCS commumication username? SMkipsilUlse defanlt [Skipl:

=~

o
fjo
>

d

21. Am|aciolde| HE Al

olo
ok

2f Lk

0



Conf iguration Changed
Is the above information correct (yes, no, or

ol 2 &oME 2t= 3tHO| o| & Hoi FLICH

SLU R LNl GG L A0 LA LA
Flushing firewall rules: [
Setting chains to policy ACCEPT: nat filter |
mloading iptables modules: Remowving netfilter NETLINE layer.
[
ip_tables: (C) ZBBB-ZBHG Netfilter Core Team
Hetfilter messages via HETLINK vB.38.
ip_comntrack wversion 2.4 (8192 buckets, 65536 max) 384 bytes per conntrack

starting MSE FPlatform

Flushing firewall rules: |

Setting chains to policy ACCEPT: filter I

Imloading iptables modules: Remowving netfilter NETLINE layer.
[

zyslogd : unknown facility wname “"LOCAL="

ip_tables: (C) ZBBB-Z8B6 Hetfilter Core Team

Hetfilter messages wia HETLINE vB.38.

ip_comntrack wversion £.4 (819£ buckets,; 65536 max) JH4 bytes per conmtrack

starting Health Monitor, Waiting to check the status.

Health Monitor successfully started

Starting Admin process...

Started Admin process.

starting databasze

Natahaze started zuccessfullo. S5tarting Framewnrk and services

22. Zdm|ag|o|dE & Ql5tE{™ getserverinfo B2 A e LICH

Active Wired Clients: H

Active Elements(Wireless Clients, Rogue APs, Rogue Clients,
lients, Tags) Limit: 115

Active Sessions: 1

Wireless Clients Not Tracked due to the limiting: ©

Tags Not Tracked due to the limiting: 8

Rogue APs Not Tracked due to the limiting: 8

Rogue Clients Not Tracked due to the limiting: 8
Interferers Not Tracked due to the limiting: B

Wired Clients Not Tracked due to the limiting: B

Total Elements(Wireless Clients, Rogue APs, Rogue Clients,
ients) Not Tracked due to the limiting: B8

subservice Name: Aeroscout Tag Engine
Admin Status: Disabled
Operation Status: Down

NCS0i| MSE VA 7}

1. NCSof| 21215l Services(A{H|A) > Mobility Services Engines(= & 2|E| AH|A 2
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High Availability
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2. H0|X| LEZo| EELCIR 5= 0i A Add Mobility Services Engine(=2 & 2|E| AH|A Tl F7}
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rootv LogOut | O«

Add Mobilty Senvices Engine | = | Go
- Selact & command -
Add Location Server

Add Mobiity Services Engine
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Name | Synchronize Services

Contd Synchronization History
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Edit MSE Configuration
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=

(] Mame Type Status
System Campus > Building 14 > 1st Floor Floor Area ﬂ'
Building -4

System Campus > Building 14

Synchronize Reset
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|.|||,|||| Cis00 Prmse:
cisca MNetwork Control System reat  Lag

.....

i) Please refer ta the Troublesheoting guide for adatnaal troubleshesating stess.

Controber reachable from NCS

Controber reachable from MSE

Controber tme 3ftar MSE time

MSE KeyHadh prédent on the Controler

Controber Keyhash matches with the MSE

Action

Please check if the Mobility Service Status background (ack is enabled of manually run the thsi. I aftér 10 min the Nmsp connection still
shows as Inactive, please synchronize and uneynchronize the controfler. NMSF Status may aloe be Inactive, i the SHMF Community Sll'lﬂq of
the controlier is set bo Read-Only Aocess mode,

XEEES

Additional Information
HashEey micmatch Betweeen Controller 10.10.10.5 and MSE: mse2

WLC 2&0{ M show auth-list BEE AFSELICHLOHS 0= WLC Z2&£0M AFEE™ = U=
RIx| M7} g2 EoiELiTt
(Cisco Controller) >show auth-l1ist

Authorize MIC APS against AAA ... ...ccecennnnnsns disabled
Authorize LSC APs against Aauth-List ............. disabled

APs Allowed to Join
AP with Manufacturing Installed Certificate.... yes

AP with self-signed Certificate................ no
AP with Locally significant Certificate........ no

MSEE 522 %75t WLCOI NMSP @142 M&sta{m Ch2 B8 et2stalAl
.MSE Z£0{| A cmdshell H& A&t CI S show server-auth-info &S AlSgtL|CtH 0|
00l M= WLCO| F£7t5tE O AF2E MAC 4 4 7| A|E Eo{ELICH

;md} show server-auth-info .
invoke command: com.aes.server.cli.CmdGetserverauthInfo

MAC Address: 00:0c:29:55:6b:b7
Key Hash: 1469187dbl4ac53ac6l08e56b04d48015bdd70d7

_Certificate Type: 55C confi
g auth-list add ssc <mac address> <MSE keyhash> B& 2 A&t LIS show auth-listE A
gtk o] oflolME MSEZF WLCH FIHEIRSE E{ELICHS

).

(Cisco Ccontroller) configrauth-T1ist add ssc 00:0c:29:55:6b:b7 1469187dbldacs3ac6108e 5600404801 5bdd70d7

(Cisco funtruilerg config=exit
(Cisco Controller) »show auth-list

Authorize MIC APS 30ainNsT ABA .. ...ccscsssananans disabled
suthorize LSC APs against Awth-List ............. disabled
APs Allowed to Join
AP with Manufacturing Installed Certificate.... yes
AP with Self-Signed Certificate. ... .. vivnuuns no
ap with Locally Significant Cervificate........ g
wac addr Cert Type Key Hash
O0:0e:29:55:6b:b7 55 1469187dbl4ac53acil08e56b04 44501 Shdd7 0d7

NCSO{| A NMSP 247301 Active(&&)7t EAIEl=X| /gLt



i Groups P Address Targat Type  Verson HMSP Status  Echo Request Count | Echo Response
T Status . e I e . mE

iy server Events i :-::I-_ - ;' N . )
i Audk Logs S - - -
#: NCS Aberrs
s NCS Events
& NMSP Connection Status

BHE ;=X

wLC EH

config location expiry ?

client Timeout for clients

calibrating-client Timeout for calibrating clients

tags Timeout for RFID tags

rogue-aps Timeout for Rogue APs

show location ap-detect ?

all Display all (client/rfid/rogue-ap/rogue-client) information

client Display client information

rfid Display rfid information

rogue-ap Display rogue-ap information

rogue-client Display rogue-client information

(Cisco Controller)

>show location ap-detect client

show client summary
Number of Clients
MAC Address

00:0e:9b:a4:7b:7d AP6
00:40:96:ad:51:0c AP6
(Cisco Controller)

>show lo
Location Summary
Algorithm used:

Client

RSSI expiry timeout:

Half life:
Notify Threshold:
Calibrating Client
RSSI
Half
Rogue AP
RSSI
Half life:
Notify Threshold:

RFID Tag

life:

RSSI expiry timeout:

Half life:
Notify Threshold:

show rfid config

RFID Tag data Collection

expiry timeout:

expiry timeout:

802.11b 1
802.11b 1

Probing No

Probing No

cation summary

Average

5 sec
0 sec
0 db

5 sec
0 sec

5 sec
0 sec
0 db

5 sec
0 sec
db

Enabled



RFID CIMEOUL . v vttt ittt ettt et e et et et et e eeeeenn 1200 seconds
REID MOBLI Lldty e ittt e e e ettt e e e e e e et ettt e e e eeeeenn Oui:00:14:7e : Vendor:pango State:Disabled

show rfid detail

RFID addresS . v v ittt ittt ittt e et et et et e e 00:0c:cc:7b:77:3b
V4o T Lo Aerosct

Last Heard. ..o u ittt et e e et e e e e e e e e 7 seconds ago
Packets Recelved. ... ...ttt 40121

Bytes Received. . ...ttt et ettt eeeiiaan 2567744

Detected Polling Interval..........c.uiiiieennnnn. 30 seconds

[T =T o o T 5 oY=

Content Header

CCX Tag VerSIOm . ¢ v vt e ettt ettt e ettt ee e e eeeennn 1

TR POWET ¢ v ittt ettt e e et e et e e et e et e et et 18 dBm
Channel . ... ...t e et e e 11

RET ClasS S e i i ittt ittt e e e e e e e e e e e e e e e e 6
Burst Length. ..... ...t et e 1

CCX Payload

Last Sequence Control. ..... .. iiiiieeennnnnnn 0
Payload length. ...... ..ttt e 29
Payload Data Hex Dump

00 02 00 33 02 07 42 00 00 00 00 00 00 03 05 01

41 bc 80 00 04 07 00 Oc cc 00 00 00 00 4

Nearby AP Statistics:

demo-AP1260(slot 0, chan 11) 6 seconds .... -48 dBm

show location plm

Location Path Loss Configuration

Calibration Client : Enabled , Radio: Uniband
Normal Clients : Disabled , Burst Interval: 60

(Cisco Controller) >config location ?

plm Configure Path Loss Measurement (CCX S60) messages

algorithm Configures the algorithm used to average RSSI and SNR values
notify-threshold Configure the LOCP notification threshold for RSSI measurements
rssi-half-life Configures half life when averaging two RSSI readings

expiry Configure the timeout for RSSI values

config location expiry client ?
<seconds> A value between 5 and 3600 seconds

config location rssi-half-life client ?
<seconds> Time in seconds (0,1,2,5,10,20,30,60,90,120,180,300 sec)

show nmsp subscription summary
Mobility Services Subscribed:



Server IP Services

172.19.32.122 RSSI, Info, Statistics, IDS
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[root@MSE ~]# getserverinfo
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[root@MSE ~]# /etc/init.d/msed start
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[rOOt@MSE ~1# /etc/init.d/msed status
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[root@MSE ~]# /etc/init.d/msed stop
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[root@MSE ~]1# rundiag
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http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/CAS_72.html?referring_site=bodynav
http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/msecg_high_availability.html?referring_site=bodynav
http://www.cisco.com/en/US/docs/wireless/technology/wips/deployment/guide/wipsdep.html?referring_site=bodynav
http://www.cisco.com/en/US/prod/collateral/wireless/ps9733/ps9742/data_sheet_c07-473865.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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