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WLANSs > Edit 'Store 1’

General | Security = QoS | Advanced

Layer 2 [ Layer 3 Y AAA Servers ]

Layer 2 Security £ | WPA+WPA2 v |
[[] sMAC Filtering

WPA+WPAZ Paramelers

WPA, Policy ]

WPA2 Policy

WPA2 Encryption AES (] Tiie
Auth Key Mgmt | 802.1X v |
WFA gtk-randomize .

State |Dlsablc ‘-'|

2. WLCO|AM 24 A2E WLANO CHEF AAA R o] X|HE & A3HELICHWLAN GUI > WLAN
> WLAN ID > Advance B{S 2 0|5 &tL|C}

WLANS > Edit "Store 17

General | Security | QoS | Advanced

Jalow A4 Svernde [ Ensbied DHCP
R L I
Cenverage Hole Detectsin E Enabiled DHCP Sarvar D Dy arride
Enable Session Timeout 1800
Session Timeout (secs) DHCP Addr, Assignmert [ | Required
Airgnet 1€ Erabled HManagement Frame Protection (MFP)
Diagnostic Channel [ enabled
Cverride Interiace ACL ':“""' ':"‘5 MFE Clert Protection 4 | Opbonal w
g w Sl e
DTIM Pericd (in beacon intervals)
PP Bloclong Acton Cwsabled 5
Chent Exclusion 1 =] Enabled |50 8021180 (1 - 258} |1

Timeout Value [secs)

- - T BOL.11b/g/n (1 - 255) |1
HNALC
Static 1P Turnaling L1 [ enabited
NAC State | Nons w

Wi-Fi Dvract Clisnts Policy Csabled

Masimurm allcwed Clients 200 Load Balancing and Band Select

Per &P Radio Chent Load Balancing O
O Channel Scanning Deler Chignt Band Selecty £ 0
Sean Defer Pregety 0 1 2 3 4 5 & T Passive Client
DO0DO0OEEEO0 e 0
Scan Defer Time 158 Vaoice
(maacs]
s . Hadin Seiieon SRoogng [0 Ensbied
EARelalil s
fe-anchor Roamed Voice Clients ]  Enabled
1
ln::cnmfm B Ensbled KTS based CAC Palicy Ll Enabled

3.802.1x 2152 <l ZHEEE{0l AAA HHH MF HEE FIHELICEAAA AMHHE F7tetedH
WLC GUI > Security > AAA > Radius > Authentication > New® 0|& & LIC}



F Local EAP

b Priority Order

b Certificate

b Access Control Lists

y Wireless Protection
Policies

RADIUS Authentication Servers » Edit

Server Index i

Serer 2o I
Shared Secret Format | ASCHD
Shared Secret e

Eu,rﬁ-m M Cacrat ...!

Ky Wrap D) (Designed for FIPS customers and requires 8 kiey wrap comphisnt RADIUS server]
Furt Nomber 1812

Server Status :E“ﬁl‘d x
Support foe RFC 3576 Eratied w
Cerver Timbout 2 | seoeds
Netwerk Lser O Enabie
Hansgement O Enasie
IPSar [0 Enabie

4. APE 7|B2Mo2 EZH PEO|22 ZEE FlexConnect TEE MEFHLICLEH ZE APE
g 28st0q

Wireless(F4) > All APs(Z.E AP)E 0|5 35}01 Individual AP(7H'E AP)E 2
FlexConnect ZEZ BHgtE

A& LICH

All APs = Details for AP3500

General ~ Credentials | Interfaces | High Availability = Inventory = Advanced

General

AP Mama
Location

AP MAC Address
Base Radw MAC
Admin Status
AF Mode

AF Sub Mode
Operational Status
Part Number
Venue Group
Venus Type
Venue Name
Language

Mebwork Spectrum
Interface ey

Versions

: AP3500 Primary Software Version
default location Backup Software Version
coref 48621 35:57 Predownload Status
2c:36: 20:16:58:b0 Predownloaded Version
:Enal:lle 'u": Predownload Next Retry Time
| Predownload Retry Count

Bt Version

105 Version
1 Mini 105 Version
Unspecified v 1P Config
Unspecified ¥ 1 Addrass

Static 1P

OD4SEABSE226FS117D58BASZOFBABALE | e Statistics

UF Time
Controller Aszocated Time

Cantrollar Association Latency

12.4.23.0
12.4(20111122: 141426)8
7.0.112.74

10.10.10.132

O

0d, 00h01l mlds
0d, 00R 00 m 14 5
0d, 00hO0mS9 s

5. FlexConnect 1 & 01l FlexConnect APE F7}&HL|CHWLC GUI > Wireless > FlexConnect



Groups > Select FlexConnect Group > General & > Add AP(AP &7} £ O|S&fLiCt

onnect Groups > Edit "Store 1° ik

¥

Fles

General  Local Authentication  Image Upgrade  VLAN-ACL mapging

Growp Name Store 1

FlexConnect APs A

Prirrany Radiug Senver Bone »
Add ap

Secondary Radus Server None »

alect AR o futrert doctreller [

R o Enable AP Local Autherbicabond |
AP Narme AP0 ¥
Ethermet MALZ

Cancel |

|
|
]

6. FlexConnect APE E-H 3 ZE0f AZAx|00f 5t0H WLAN OHEE VLANIF EH I Z E0f[A
interface GigabitEthernet1/0/4

description EEEEEEEE:]
switchport trunk encapsulation dotlg

switchport trunk mative vlanm 109
switchport trunk allowed vian|3, 109
switchport mode trunk

AAA R 9| VLANS 3183l oF & LILCt. 23 O
Z1I| a8 oMol M= vian 1097} WLAN VLAN OHEofl AL E| T vian 32 AAA R olof Al
=| |__||:|.

7. FlexConnect AP0 CH3H WLANI VLAN OHE S 7 dgLict ol ZAx|z2f|o| Mol k2F APO=
VLANO] CHEt QIE{m| 0| A7} Q& LICHAP7F VLAN ZAZ| 2B |0|ME £ A6t ST dot11 2! O
HY 519 QIE{mo|A 7 MAMHE|T E2|X| A& F7HELICH Ol WLANOIM EEI0|HEE o
ZAsto 22to|HE 7 A4S M VLAN(WLAN-VLAN OHEE 7|Hte 2 7|2Zho| &2 ELict
.WLAN GUI > Wireless > All APs > £ AP > FlexConnect B2 2 2|5t 11 VLAN Mapping2

= ghLCt

All APs > AP3500 > VLAN Mappings

AP Name AP3IZ00

Base Radio MAC 2c: 3 38:M5:98:b0

WLAN VILAN
id S510 Iy
1 Store 1 1049

8. AAA MO A AF2 X2 MMl T IETF Radius 4301 A VLAN IDE EIEHSIE 2 AI2XIE 7
Aghuct



Aftribute Type _ Value

ETF 5 | Tunnek-Medium-Type | Tagged Enum (1] 802
ETF &4 | Tunnel-Type Tagged Enum [T1] VLAN
ETE a1 | (Tunnel-Private-Group-1D Tagged String r1)3

9. M VLANS & 35t7| I3 AP= 7H'E FlexConnect APO{| CH3H 7|& WLAN-VLAN OHEE A}
2381 7{L} FlexConnect 1& 0|4 ACL-VLAN OHZ 2 AI83l0od ZAm|adiolMde 7|Hte 2 S
VLANO{ CH$ QIE{HO|AE O|2| M4 & L|Ct FlexConnect APO|A{ AAA VLANES T4 5t2{ T
WLC GUI > Wireless > FlexConnect Group > £7 FlexConnect 1& > VLAN-ACL OHE& £

21510 Vian ID B =0l VLANS 248tLCt

FlexConnect Groups > Edit "Store 1

General | Local Authentication .~ Image Upgrade | VLAN-ACL mapping

VILAN ACL Mapping

vian Id 3
Ingress ACL | none &

Egress Al L none W

Add |

10. O| WLANOIA Z2t0|91EZ 04735t T AAA VLANS HHaH5tT| Q)5 AAA A0l TAE AFR
X} O|EE AtE35toq QIS ELICH.

11. Earo|04E = AAA AHHE Safl BHEHEl S VLANOIAM IP FAE 4

12. 2915242 WLC GUI > Monitor > Client > % 22}0[2E MAC 4
E NRAIE S gelgfLct.

Mgt A g

- Cisco Airespace & 52 X|3E|X| ol IETF £4 VLAN IDEH X[ EL|CH
. 7 FlexConnect AP0 CH3H WLAN-VLAN OHZ & &3 5= FlexConnect 1 & 0| A ACL-
VLAN OHEE At235lod APE Z1I|2eio|Mof ZICH 167H2] VLANS FAE = Ql&LCt

HoF &FLICH.
Z&lsto{ Ecto|H

ol

FlexConnect VLAN 7|8t S A%

HEEDH AZEQ o] ZZ|A 7.200HE ZHZ ALQ2IE WLANO| CHEH VLAN(S X VLAN &9l
AAA KN 9|74 AAA AE{OIA] K2 5= VLANO| 2 Z22t0|91E S HY&|EFLICHAAA AB{0IA A
28 VLANO| APO]| i AR 2cto|HEE Y APS| WLAN OHEE! VLANO| HiX| |17 ECfE2
S VLANOIAM 2ZHZ MEHEILICHESH 2I2|A 7.3 O|™0ll= WLAN Z1I| e o|AMof k2t
FlexConnect AP2| £% WLANO{ CHEH ECHEIE S F= ZEHZE AQEE £ UsLICH

A<= FlexConnect APO1| [} 2} FlexConnect
%l—l CF.

2I2|A 7.3582E{&= FlexConnect AP0{| VLANO| @
APO| ECHEE SY0IM EE ZZHZE AQEE

4> Frr



Usar 1 belongs to Branch
Vian returmad from AAA presant on sita
Trafhic will switch bocally

w
il Ll oen
Berwpe

dpple glaan

i Rarver

Usar £ = -\.-l'l.l.J user n this Branch
Vian returfned from AAA /Aot presant

Traffic will awitch cantrally

2%
Flex AP7H 9174 ZEofl Q12 mf 22 ALIE2 Qs THE WLANS| EBHE 5 5:

. VLANO| AAA 4 & 5tLIZ 8HEHE|T VLANO| Flex AP HIO[E{H[O|A0 Qs B2 ECfj=Ee
S Y0 TEHE|H VLANO| WLCO U= B AAA MEHO| M BHEHE|= O] VLAN/QIE{H[ 0| A7}
Zcio|HEof & ELICH

- VLANO| AAA 4 & 5tLIZ ghetz|T 3 VLANO| Flex AP Ci|O|E{H|0|A 01 gie B2 EcH
Zo| S0l _EFE!I—IEP SiE VLANO| WLCH = @iE BE< Z2t0|HE = WLCS| WLANO]|

OHZE VLAN/QIE{T|O|A & & T &fLCt.

. VLANO| AAA EM & o|'L|-§ HhEHE| T 3HE VLANO| FlexConnect AP Ci| O|E{H| O] A 0] RIS
Egjg2 242 gt

- AAA MEHOI M VLANO| Ett|X| et o™ Sl FlexConnect AP0l WLAN OHE VLANO| Z2+0|
HEo| €EElD ESiE2 2EHE ﬁ%ELIEP

Flex AP7} S8 ZEof U2 M 2 2212 S 2la #HE WLANS| Ezf=l 5 &:

- AAA ME{of| A BFEHEH VLANO| Flex AP CI|O|E{H|O| A0 gi= B2, ECI0|MEE 7|E
VLANO BYX|EILICHZF, Flex AP2| WLAN OHE VLAN). AP7} CtA| ¢4Z4%| o] 2El0|MEE
QIFO0| £ AL|D FLoIA EBHZIS FTEHEHL|CH

- AAA ME{ollA EHEHEl VLANO| Flex AP IO|E{H|O|A0f Q= B ZEI0|MEE 1t
VLANO]| Hi%| 2|1 EClEle 242 MEt=E|L|C}.

. AAA AB{OIl A VLANO| EH&HE|X| Of © T4 31ZF FlexConnect AP WLAN OHE VLANO| 2z2}0|
oEo0]| tEtE|T EREIS 22 XMEE|L|C)

L=

—
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WLANS > Edit

"Store 1°

| General [ Security [ QoS E Advanced

I.ﬁ.llnw aas Override

Enabled

Zoverage Hole Detection

Enable Session Timeout

Siranet IE
Diagrostic Channel
Owverride Interface ACL

PZP Blocking Action

Client Exclusion 2

Maximurm Allowed
Clients &

Static IP Tunneling 1L

Wi-Fi Direct Clients
Policy

Maximurm allowed
Clisrts Per AP Radio

FlexConnect

Enabled
1300

Session Timeout (secs)

[¥lEnabled
[ lEnabled

IPv4 | None » |

Disabled

(0]
Enal:nled

Timeout Value (secs)

[Jenabled

Disabled =

200

FlexConnect Local
Switching £

Enabled

IPvE | Mone

2. M2 MAME WLANO|A VLAN 7|8t S AElI2 A5 eL|Ct




WLANSs > Edit

tore 1’

|' General | Security | | ml;]ns . Advanced

Allow 848 Override
Coverage Hole Detection

Enable Session Timeout

Aironet IE
Diagnostic Channel

Owverride Interface ACL

Enabled

Enabled

1800
Session Timeout (secs)

[“lEnabled
DEnahled
IPv4 | None v |

IPvE :Nnne W

P2P Blocking Action Disabled v
Client Exclusion £ Flenabled 2% |
Timeout Yalue (secs)
Maximur Allowed .l]
Clients & -
Static IP Tunneling LL [lenabled
;vc:l-izlyDlrECt Clients :Disahled v:
Maximurm Allowed '2["]
Clients Per &P Radio |
FlexConnect
FlexConnect Local
Switching Z Enabled
FlexConnect Local Auth £ D Enabled
Learn Client IP Address 2 Enabled
Ylan based Central
Switching 13 Enabled

3. AP 2 EZ FlexConnectZ A& gL}




All APs > Details for AP_3500E

AP MAC Address
Base Radio MAC
Adrnin Status

AP Mode

AP =Zub Mode
Cparational Status
Port Number

Venue Group

General | Credentials '|' Interfaces | High Availability
General

AP Mame AP_3500E

Location -

o Fdaf 3a:07 74
o Fdaf: 5324 020
 Enable |

= "

FlexZonnect
local

manitor

Rogue Detector
Sniffar

Bridge
SE-Connect

4. FlexConnect AP2| Ci|O|E{H| 0| A 01| E% Flex AP2| WLAN-VLAN OHZ 2 S8 EE= Flex 18
x|

(o]
=

ol A VLANZ T d5l0

Flex AP2| WLAN-VLAN OHZ oA A=t

ol=x| &to|&}

5 stel elE{m o[A Tt =l

L|C}. 0] of|od A VLAN 632

MONITOR  WLANs CONTROLLER WWIRELESS SECURITY
Wireless All APs > AP _J3500E > YLAN Mappings
+ Access Points
All APs AP Mame AP _3500E
» Radios : [
802 11a/n Base Radio MAC  o4;7d:4F:53: 24,80
802.11b/3/n
Global Configuration WLAN ¥LAN
1d 551D 1D
b Advanced 1 ‘Store 1' - 63
Mesh
RF Profiles
Centrally switched Wians
FlexConnect Groups
FlexConnect ACLs WLAN Id SSID VLAN ID
kR B0Z-138.0 AP level VLAN ACL Mapping
¢ B02.11bfg/n Ylan Id Ingress ACL Egress ACL
¥ Media Stream 63 prp— P
Country
Timers Group level VLAN ACL Mapping
+ QoS ¥lan Id Ingress ACL Egress ACL
5. 0| 0f[of A VLAN 62= WLCO| S% QIE{H|0|A & StLHE T A E(H WLC 2| WLANO| OHE E|

K| of&LIChWLCS] WLANS 2| VLAN(Z, VLAN 61)0i DHZ {L|ct



|I|Illrh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Controller Interfaces
General
Inventory Interface Name YLAM Identifier 1P Address Interface Type Dynamic AP Management
IaTerTareE | 62 9.6.62.10 Dynamic | Disabled =}

A nagemant 61 96612 Static Enabled

Interface Groups

6. 22I0|HEE O| Flex AP2| 1EtAHIO| A = WLANO] @433t AAA AMBE{0llA VLAN 625

Ht2H8FL|CHVLAN 62 O] Flex APO| @iX|2F 5% QIE{H|0|AZ WLCO]| Y22 EE|=Z 0|
Z oM MEE| D Z2H0|HE = WLCOH| VLAN 622 &2H3fL|Cod7|M A E S23d0|M 2
EIO|HE = VLAN 628 T 3o OO|E A& 2 2152 Central2 2 AHEELICH

Meanitor Clients = Detail

Cummary

F Acorss Points

¥ Cisco Cleanfir

Client Proparties AP Propertias
b Statlstics
¥ COP HAC Addradd 000 96 bl be AP Addredd Lo B ER Lt e LT
IIP'-Ii Address ‘!.6.52.ll:l|:|] &AF Hame AF_3S00E
gl [PvE Address
P .
¥ Redundancy AP Trpe o0z.11a
— WLAN Profile Store 1
ents
Multicast Data Switching Cantral
Aigharmeatgn Cartral
Stabus Assooeated
Aggaiation [D 1

E#02.11 Authenbicatesn Qpen System

Resson Code 3

Status Codn L]
Clisnt Troe Hegulsr CF Pollakds Mot Implemented
Usar Narme hetautar CF Poll Rquist Rot Imnphermanted
Port Mumber 1 Sheort Presmble Mot [mplemented
[ibeaf o dyn PBCC et Implemedbed

I VLAN 1D 6 I Charmnel Agliiy ot Implemernted

1 WLANO| 27 A{Zof Chall L EIRKITH VLANO| UE BR(F, AAA A0l A EHE
T[= VLAN 627t AP O|O|E{H| 0| A0 @i= @<)of 2t O E2t0|MEL| HIO|H A2(E HE
7t 5 el Eolglo

.CHE AL X7t o] M E WLANS| S8 APO| HAZE| T APLF WLCH| Q1= AAA AMEH0I| A
2T VLANO| gt E2{ o] S 0ilA Tetx|T WLCe| WLAN OfE QIE{m|0|A(F, O
oAl dE2l VLAN 61)7t 22t0|HE] & LICH WLANO| VLAN 6101 CHa T4 22|
ClE{H|o|A0f DHEE|Z| h& LTt



Clients > Detail
Client Properties AP Properties
MAC Addrass 00 40: 96 b8 44 :ba AP Address o ) TdeAl 53 2480
IEFM Address #.6.51.100 I AF Name AP_ZS00E
IPvh Address AP Type 802.11a
WLAN Profls ‘Store 1°
Drata Switching Central
Authenbicatson Cantral
Status Assooated
Assocabon 1D 1
B0Z.11 Authenticabon Cpan System
Reasen Code 3
Status Code 0
Client Type Regular CF Paollable ot Implemented
Usar Name batauser? CF Poll Reguest Mot Implermentad
Port Member 1 Short Preamble Mot Implarmented
Interface management PERCC Mot Implemented
VLAN ID &1 Channal Agdity Mot Implarnented

#3: WLANO| 2EZ A|Fof CHall T+ HEIIXIEH VLANO| 4= B2 0| E2t0|1E Q| Data
Switching 2 E 7} Central 2 & QIgFLICH &, AAA AEHHO|AM EFHEHE[= VLAN 612 AP G| O|E
HO|A 0 @IX|BF WLC ClIO|E{H|0| A0l = i Lct.mEtA 2E0|1E o= WLANO oiE &
7|2 QIE{H|0|A VLAN/QIE{H| 0| A 7} EEHEIL|CH O] oflof A= WLANO| 2| QIE{H|0|A(F,
VLAN 61)0fl BHE |22 Z2}0|HE 7L VLAN 6101M IP FAE S AIGHSLICH

8. O| MM E WLANOIM CHE AF&XE7t O] WLANOI 24725t VLAN 630| AAA A{HH(O| Flex
APO{ Q/2)0ilA gtetz|H S 210|21E0f VLAN 630| &S L1 Egfzle 22 HMEHELICH

Chents > Detall

Client Properties AP Properties

MAC Address 00:40:96 b dd:be AP Address ol P 1lf 50 2w
I IPwd Address 9.6.63 1I:I|:II AP Narme APF_JIS00E
b Aodren AP Type 802.11a
WLAN Profile Store 1°
Dats Swetching Lacal
Authenbcation Central

A2t A

. VLAN 7|t S AQQE2 Y 25 U 24 AQEE 28] 7 HE WLANO|MEH X|&EL|CH
FlexConnect APO{| A T2 4338HofF &FL|Ct.

>
v
Q'I_l
o
o
il
E
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1>
M
<
—
>
El
oK
T

FlexConnect ACL




FlexConnect0ll ACLO| =) Elo]| [} 2} FlexConnect AP0 A M| A Ko{o] oA
7ALIZEO| /01 APOIM 2ZHZE AQEE OO|EH ECEE ESst1 FAMES E&ELICH
.FlexConnect ACL2 WLCOH A ‘dE|0d, AAA R 2| VLANOI AFEE VLAN-ACL OHE 2 A8 3t
04 FlexConnect AP EE= FlexConnect 1 &01 /= VLANS Z - 43l{oF ELICIOH CHS APE F
Al Lt

ACL Rule on AP
acting as P2P Block

CAPWAP Tunnel

29

. ZAE ZE2{0{| A FlexConnect ACLS Ai448tL]|LCt.

. AP B! VLAN ACL OHZ! ol2H2| FlexConnect AP0 Q= VLANO|E S5 M 8L|Ct.

- VLAN-ACL OHE(Yetx o 2 AAA M O|El VLANO| CHEH £=&)0ll A FlexConnect Z&01 /U=
VLANO| HE%& = &LCt.

- VLANO|| ACLE XM8s5te= s¢t MEE ¢eFg "eladlAr, "o|asla" E= "lasla X ol
A'ZE MESSHL|CEH

=zt
ChS CHAE 2R 3HAAIR.

1. WLCO{|A{ FlexConnect ACLZ 4438 L|CtWLC GUI > Security > Access Control List >
FlexConnect ACLsZ O|S&fL|ct

FlexConnect Access Control Lists Entries 0 - 0 of O MNew...

Acl KMame

2. New(MZ PHE7|)E S2[EL|Ct.
3. ACL O|§ & # &gt



Access Control Lists > New < Back Apply

Access Control List Name | Flex-ACL-Ingresd

4. ApplyE EEIELICH
5. ZF ACLO|| CHEF #3218 MAMSHLICH RIS
ol A

M 5t24™H WLC GUI > Security > Access Control
List > FlexConnect ACLsZ 0|5 5t 11 {01 A

MAMBHACLE E2EtLICt

Access Control Lists > Edit < Back Add New Rule |
General
Aocess List Hame Flax-ACL-Ingress
Destination Source  Dest
Seg Action  Saurce IPfMask 1P /Mask Protocal Port Port DSCF

6. Add New Rule® &&/&fLICt

Access Control Lists > Rules > New < Back Apply

Sequence 1
IP Address Netmask
SR [P Address W 0.00.0.0 (00000
1P Addrags Wetrnask
o dm
Destination 1P address » 0.0.0.0 0.0.0.0
Profocal Ly W
DSCP Sy w
Hghion Deny w

1 @7 Atgol et #Ale FAELICHpermit any T#AI0| OFX[SHof| M E|X| ot B
2 E EfEE AEstE & AIA HEIE /UL

7. FlexConnect ACLO| MM Z|™M 7H&d FlexConnect APO{|A{ WLAN-VLAN OHZ ol CH3H o4& 5
L} FlexConnect 1& | VLAN-ACL O{ &0l &8 £~ Ql&LC.

8. 7H& FlexConnect APO{| CHEF VLAN OHE0f| A 70 VLANO| CHEH AP Bil&lol A & E
FlexConnect ACLZ OH& & LICt.WLC GUI > Wireless > All AP > £’ AP > FlexConnect & >
VLAN Mapping= £ 2! LICt



All APs > AP3500 > VLAN Mappings

AP Name AP3500
Base Radio MAC 2c:3f:38:f6:98:b0

WLAN VLAN
Id S5ID ID
i Store 1 109

Centrally switched Wlans

WLAN Id SSID VLAN ID
) Store 3 MSA

IAP level VLAN ACL Mapping
Vian Id Ingress ACL Egress ACL

109 Flex-ACL-Ingress Flex-ACL-Egress W

—_

9. FIexConnect ACL2 FlexConnect 1Z 92| VLAN-ACL OHEO|E Mg £ Ql&LIC
.FlexConnect 1& 2| VLAN-ACL OHE 0| MAEE VLANS T2 5™ VLAN A olof| AHEE
L|C}

FlexConnect Groups > Edit "Store 1

| Gemeral | Local Authentication | Image Upgrade | VLAN-ACL mapping

VILAN ACL Mapping

vian Id 0
Ingrass ACL | Flex-ACL-Egress |+

Egress ACL |Flex-ACL-Egress |~

Add|
Vian Id Ingress ACL Egress ACL
3 Flax-ACL-Ingrass Flex-ACL-Egress ]

Mgt A g

- WLCOIM %|CH 5127H2] FlexConnect ACLE #+ME &+ UA&LICH
. ZF 78 ACL2 647K 2| FElo2 e 4 QgL



. FlexConnect Z& Y = FlexConnect APE Z|CH 327H2| ACLE OHEE £ Ql&L|Ct
X|ZEl A0 FlexConnect APO|E %|CH 167H2] VLANI} 32712| ACLO| & L|Ct.

FlexConnect A &&! B2

7.3 0| WLC Z2|A0M =L
7} 2Z AFO|IE/HIER|T 0 ©
ZI2 WLCE MastCig &

=0]
=
9= W= MiFE Ag ol B

F A2Q|%|E WLANZF 942 =l FlexConnect APO|| 94Z35t= Z210|HE
= HRE LR EEH“% Mot 3= 22, CAPWAPE S5 Eof
3t Epfzlg CAPWAP% S5l 24 AO|EZ CHA| &5 HLE L8

LiCt.

2I2|A 7.3% E Split Tunnenng% Z2olo|EM 2 EBZI0| Flex ACLES AF& 310 THZ! LIS
of (et /Ll HAALIES TUELICEUXISHE THZ!2 Flex AP 2HZE AR E|T LIHK|
I{Z/2 CAPWAPE S5 *OFOM MetE L.

AER EEY 7|52 CAPWAPE Sl ZIE HMEH2EM WAN CHHF
SSIDe 5E}0|0+E7} E2EZ U ER3 S| C|Hto|A(ZEIE, ¥E LAN ZE 9|
o

SSIDO| M ClHto|A)et R EAIE £ /= OEAP AP A&of £7HE ™ QUL|CLAZS! E{LE
2 OEAP 600 APOIM X|HE[X| et&LICHZ2Z AFO|E/HE L Z 0] %'E E% C|HIO|AE 3{&317|

Q5 #RI2 AF235H04 Flex ACLE MAIEH 4= Ql&L|CH 3|AF SSID2| £ M Z210|1E 9| TiZ!0|

OEAP AP01| TJEl Flex ACLS| 72|} eX|stH slfd E2HE2 Ea*i =D LIHA EiE
(5, AAIH 72 E2iZ)2 CAPWAPE S5 SYollA ©etgLict

AESEHIR &8 M2 Y AO|EQ| 20| ES}t HAEE MELVLANO| 2Z ALO|E0i QiCt
T 7PEELICHE, 8Y AOIE0 UE MELM IP FAE +4I5tE SCt0IUES ERfER 2
ZZ MEte = i&LchH. AE8! Eib*a' 7|52 WAN CHZE AHIE YX|5H7]| I5H 2Z AFO|Eo
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1. 3L A& 2 I8t WLANS 7S LICHZF, Flex Local Switching= & 33}5t x| 2fotof &

Allow a488 COverride
Coverage Hole Detection

Enable Session Timeout

Amronet 1E

Diagnostic Channel
Override Interface ACL
P2P Blocking Action

Client Exclusion 2

Maximum allowed
Clients &
Static IP Tunneling i1

1|I|ri-_Fi Ciract Clients
Policy

Maxirnum Allowesad
Chents Per AP Radio

FlexConnect

WLANSs > Edit "Store 1°

|' General | Security = QoS | Advanced

[ ] Enabled

Enabled

1800
Session Timeout (sacs)
[¥|Enabled
[CJenabled
IPvd MNone » IPvE | Mone %
Disabled W

&0

[#]Enabled
Mo Tirneout YValue (secs)

0

DEnabIad

Disablad

Flex Local Switching
should not be enabled

200

FlexConnect Local
Switching £

[] Enabled

2. DHCP Address Assignment(DHCP &4 & &) E Required(Z$)2 A& EFLICH



AP MAC Address
Base Radio MAC
Adrnin Status Enable |

AP Mode

FlexZonnect
lacal

AP Sub Mode

Opearational Status manitar

Part Nurnber Sniffar
Bridge
Venue Group SE-Connect

o Fdaf 3a:07 74

o Fdaf: 5324 020

= "

Rogue Detector

WLANs > Edit 'Store
General | Security | QoS | Advanced
Kllow AAR Override | Enabled DHCP
Coverage Hole Detechon 7 Enabled DMCP Server —] Cwernide
Enable Sesmon Timegut  — 1400
= Session Timsout (secs) |CIHCF Addr, Assigrmert (V] ngu.mcl
furonat [E 7|
o ~Enabled Management Frame Protection (MFP)
Disgnostic Channel " enabled
Owernide Interface ACL  IPvd  None W [Pvé  Mone MFP Client Protection ¥ Opbonal »
3. AP 2 E £ FlexConnectZ2 A& gfLIC}
All APs > Details for AP_3500E
General = Credentials | Interfaces = High Availability
General
AP Marme AP_3S00E
Location

Q& ALR|%| WLANOIAM 2Z 2 TEHSHoF 5t Ee=lo] CHEE {2 T+ &2 2 FlexConnect

ACLE T/g&eLICt. o] oflof M FlexConnect ACL TH=l2 Flex APO{ NAT 20| ME &l &

B
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Wireless

= Acoess Points
&l kB
» Radios
B2 114/
Ghobal Configura
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b Advanced
Mesh
RF Profiles

FlexConnect Groups

Apcess Control Lists = Edit

General
fcoess Lest Mame Flex-ACL
[restination
Seq Actiom  Souwrce [P fMask 1P /Mask Probocod Source Port  Dest Port DSCP
F8.41.0 2.1.0.150
1 ICHP & An A
A Pe™t ecoegiesn  msassssies  © y d o @

5. 0| H| M=l FlexConnect ACL2 7H% Flex AP0 A
Connect 1E 2| 2 E Flex APO| FAIE £
Flex APO{| F Al5t24H CHS

cisco

Zal Bld ACLE FEA|5HHL} Flex
T U&LICHFlex ACLE 22 8 ACLE i

CHAE 225t 4Al2.Local Split ACLs& & 2IELiCt

MONITOR  WLANS WAHAGEMENT COMMANDS  HELP

Wireless

+ Access Points
Al Bps
w Radios
B02.11am
B02.11b/afn
lobal Configuration
¢ Advanced
Mesh
RF Prafiles

FlexConnect Groups
FlexConnect ACLS

b BOZ.11a/n

All APs > Details for AF_3500E

| General | Credentials | Interfaces | High Availability | Il'l'lll’l.'l'lr]t FlexConnect | Advanced |
_‘
VLAN Support [¥
Hative WLAN ID &7 | YLAN Mappinas
FlexConnedt Group Name Mot Configured
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All APs > AP_3500E > ACL Mappings

AP Name AP _3500E

Base Radio MAC od:7d:4f:53:24:e0

Enter WLAN ID on which Split
WLAN ACL Mapping / Tunnel should be enabled

WLAN Id 1

Local-Split ACL | Flex-ACL | .
i Click Add after

selecting Flex ACL

wWLAN Id WLAN Profile Name Local-Split ACL

Flex-ACL2 Flex APO{| Local-Split ACLZ & A|ElL|C}

All APs > AP_3500E > ACL Mappings

AP Name AP _3500E

Base Radio MAC  od:7d:4f:53:24:e0

WLAN ACL Mapping

WLAN 1d D

Add

WLAN

Id WLAN Profile Name Local-Split ACL

1 "Store 17

Flex-ACL |

Flex
ACLZ FlexConnect 150l 2Z AZSI ACLE FA|SIE{H CI2 B A E 22 5AAI.A
2l E{d2l 7|58 &35l5l0F 5t= WLAN IdE MESSHL|CH WLAN-ACL O E! €49

FlexConnect 1 & 0llA £ Flex AP7} F7HE! FlexConnect ACLS ME4E T Add(F=7F)

=2 5
= =2
=gt
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-
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¥ o ed
WLAN Id | wLAN [d
ail
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BF Prrafdes ’
Add add
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eeacL w10
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AHAH = AH A [ofs P 2l a2 X =LA
MM Sof MMEZIASLICHIE 88 AERSHAAIL.
o =
2. WLAN ID 12| Advanced( &) &2 2=gLiCt.
— = = o =
3. Maximum Allowed Clients ®|AE ZlE=of Cigh 22t0[AUE XM[et 2fS LI
—-— — — E —
4. Maximum Allowed Clients0i| CiEt IAE ZIE 7} M™HEl & ApplyE 2 =2IFLICH
WLANs = Edit < Back Apply
General | Security | QoS | Advanced
£l
Allow ARS Divarrrde L Enabled DHER
Coverage Hole Detection ] Bnabled OHCP Server O avermndes
Enable Seszron Timeawt (1200
" Sesgisn Timeout (secs) DHEP Addr. Assignmest [ Reguired
duronet IE L Enabled FManagement Frame Protection ["lFI":I
Diagnastic Channel [enabled
vt Ensble £ o MFP Client Protection ¥ | Oplional »
Crrernide Interface ACL Hone  » OTIM Period (in beacan intervals)
P2F Blocking &ction Cwsabded -
. &0 B02.11afn (1 - 25%5) 1
Client Exclusion £ lEnablad
Turnsgout Value (f8CE) Bi2a11b/gMm (1 - 255) (1
Maimum Allowed
Chents T (- NAL
0 Channel Scanning Defer NAC OOB State LI Ensbled
Poshure Stat [
Soan Defer Priority 01234567 e SR 1 Enabied
O000REED Load Balancing and Band Select
Clisnt Laad Balantng
Sean Dedar 00
Time{msecs) Client Band Seloct £ b
£ 1
Foeot Mobes
2 F-REAP Local Swilching if ool subported willh [Piec, CRANITE sutfendicalionh
3 WhAsn clanl #rolirion (0 anabied, & Timpout ke of Meo mesnd ifinty (Wil reguvs BIManvifratv e ovsirids bo réred sroiuded olients)
& Cliart BOTE Jp pod molve undses WOIAT i configured
5 Learn Clientt 07 05 condipurabde ondy when HREAR Loon §udching ie enabded
& WY aod open or AFT secunty showld be enalbled o fubpoe? Mgher 110 rades
7 Multicnit Shewld Be Enabled For FPVE
§ Bang Saledt it confourabls only whan Sacho Policy /v set fo AN
Ve pero implies s e o chants miowed,
T AT Fllaring Is nof sunporied Wall MeEsds Loce! Suthentcaton
. . = = o —
Maximum Allowed Clients(%|CH 31& ZE2I0|YE)Q| 7|27t2 022 HHE|o{ /2, Ol= A

grol gl 7|sol HIg g5t =l igE clolE

NCS 741|agjjo|4d
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e

NCSo0il A of 7|

LICE.

3t 5t24™ Configure(T4d) > Controllers(Z1E & £4) > Controller IP(ZHE &

2 IP) > WLANs(WLAN) > WLAN Configuration(WLAN Z1I|124|0|44) > WLAN Configuration
Details(WLAN Z1I|12]| 0| M[SALE)E o|SEfLICt.



WLAMN Configuration Details : 17
Configure = Controllars = 172.200228.154 = WilaMs = WLAM Configuration = WLAM Configuration Details

Gerneral Security ISR Acvanced

A

2 DHCE
FlexConnect Local Auth & Enable
Learn Client IP &ddress Enable OHCP Server
Session Tirmeout Enable | 1800 | {secs) DHCP Address Assignment

Coverage Hole Detection Enable
2 Management Frame Protecti

Lironet IE Enable
PvE £ [] Enable _ :
MFFP Client Protection #
Diagnostic Channel £ [] Enable
MFP Yersion
Cwerride Interface ACL IPvd | NOME
IPvE | MNOME W Load Balancing and Band Sel
Peer to Peer Blocking @ Disable
wi-Fi Direct Clients Policy Disabled v Cliert Load Balancing
Client Exclusion 4 Enable Client Band Select

Tirmeout Walue (secs)
A
faximum Clients S 0 |I

P2P XtE

72 0| HEEH AZEQ|0] EE[A0MHE 5Y AE WLANO| CHEHMHEH P2P(peer-to-peer) &t
CHo| X|EIRELICHCHS Ml 74K] 2] B SHLEE WLANOIM P2P XtEHE T8 = &LICh

- Disabled(H|& 83tE) - s MEH| = Z2to|MEo0] CHall ZHEE 2] Lol M 1|o{ & x|
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- Drop(&tAll) - HAEE27} SUSt MEUo] = ECI0IHEN CHEF THZIS A XSS §LICH.
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Client Packets are
Dropped @ AP

Q9

- WLANE P2P &tE 74

- WLANO]| [th2F WLCOH| M FlexConnect APZ I|0{ & 1|0 RIEH ZAE|28|0|M 0| 3 A|ELILCE.

- WLANO{| A drop EE= upstream-forward 2 T 43El P2P XtEF 42 FlexConnect AP0 A & A
3l p2p xitto 2 x-I 2| ElLich

CHE BHE 225t AR,

1. FlexConnect 2Z A 2|22 2|5l 7£4E WLANO|A Drop2 £ peer-to-peer blocking 23
st A58t O}
= o

WLANs = Edit 'Storel’
General | Security | QoS | Advanced

= e A A

=)
Airorset TE [ enabled Managomant Framae Protection (HFP)
Chagrostss Charnel [ enasiesd
Overmde Inberface ACL 1vd | None W IPvE | None W MIFP Clpnt Protection £ Cpbgnal W
F2P Blockong Acton Crop - I DTIM Period {in beacon intervals)
Clhient Exclusson ¥ - EQ
]
Tl Enablad e Vaiue (sect) 802.11a/n (1-255) |1
Masamiem Allowed Chents £ 0 Ba2.11b/gfn (1 = 255) |1
Static 1P Tunnaling &L [ enabied MHAL
Wi-Fi Direct Clhents Pobicy | Cisabled = NAC State | Morss -
Off Channel Scanning Deler Load Balancing and Band Select
Scan Dafer Pricaty 0 1 * 3 45 67 Chant Load Balancing O
IDO0OFAFE BRAE D -
.r.] |._: r‘.- I._: E r: el L B Chert Band Selest £ L]
Scan Defer Time ") Fassive Chient
( 1) Paggsve Chent O
FlaxCannadct
Yoilce
FlaxConnect Local for!
3 = Ensbled ] Media Sesson SHooping O Enabled

2. 24 AQEE SR T E WLANO| A P2P AtEH 21240| Drop == Forward-Upstream2 £ T
HE|H WLCO| M FlexConnect APZ F A|ElLICH FlexConnect APE= 0| HEE ZcHAl0]
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- FlexConnect0ol| A £F 44 P2P &t Z41| 120442 &7 FlexConnect AP EE= 512 AP &IEf
o2k 288t 4= gi&LICHSSIDE EZEIHAESHE 2 E FlexConnect APO]| L%E‘LIEL

- BY A2/ SE0IVEE 9IBH SE £F M2 P2P UAER| XS & X[HELICE L
FlexConnect £ F M0l M= X[ =|X| 2t &LICHOIE P2P X2 *{2|=H EEF |HE mZ2
Chs HIERS L E2 MEE|= el ATAELn

- BY ALY SEH0IUEE 2T SE £F M2 MZ CHE APO| AZE Z2t0|AEof| CHal P2P

AES KIPELICH O O £R M2 SYUE AP AZEE SEI0IMER CHY S 2 FLiCH

FlexConnect ACLZ O| Mgt At ol oA YH = AAEE & U&LICH

AP At™ O|0|X| CIREE

Olx| E|'°§': = AZEQ0l &
o2 fS&Lict.

0| 7|5E A8t APOIM ZEE P—E—
NE--
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1. 7|82 2 eid ZAE EH0ol| A O|O|X|E ¥alo|=&LICt.WLC GUI > Commands > Download

Download fMile ta Contraller

File Typa Coda b

Transter Mode TFTE |

Server Details
1P Addegss ]
Maximum retries 10
Timaout [ seoonds ) ]
File Path
File01IA-I EP%EEE A|7S,|',3=,|' |__| |_—_|__ File Mama A% _B%00_F_0_11ZF §2.aes

2. AEEB{0IM HAn|ZBo|ME MESIE| HEEHE AMEESHK| OMAIL.

3. 7|2 ZHEE2{0|A AP At O|0|X| C2 2 E HAS AISEHL|CHWLC GUI > Wireless >
Access Points > All APs2 Ol%oi_' M O|OIX| CHREEE AlZtE HMA ZOIEE MEAE
LICt M A ZOIES MEHS = 12 B2 22/8LIC} Download Primary(7|E CHREE)E
=z 21504 o|O|X| o|A EI——-—EEE UNES g -1 w



AP Image Download

Parform a pnmary image Perform a backup
pre=-download on this AP image pre-download on
this AP
Download Primary | Download Backup |

Perform a interchange of
both the images on this
AP

Interchange Image |

*Sep ﬂEDE: ¥LINKE-3-UPDOWN: Interface DotllRadioD, changed state to up
Image not found in flash, predownloading.
examining image...!
extracting info (326 bytes)
Image info:
Version Suffix: kOwB-.wnbu_j_mr.201009101910
Image Name: c1250-k9wB-mx.wnbu_j_mr.201009101910
Version Directory: c1250-k9w8-mx.wnbu_j_mr.201009101910
Ios Image Size: 5530112
Total Image Size: 55505892
Image Feature: WIRELESS LAN|LWAFP
Image Family: C1250
Wireless Switch Management version : INNEEEEE
Extracting files...
c1250-k9w8-mx .wnbu_j_mr. 201009101910/ (directory) 0 (bytes)
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/c1250_avr_1.img (13696 bytes)!
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/W5.bin (17372 bytes)!
extracting cl?Sﬂ—kaE—mx.wnbu_j_mr.2Dlﬂﬂglﬂlglﬂfc125ﬂ—k9w8—mx.wnbu_j_mr.EDIDUQID-J
|

1910 (5322509 bytes)!!t!!!

*Sep 13 21:25:43.747: Loading file /c1250-pre| . . -
PERRE R R R R R R R R R Rl =

extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/8001.img (172792 bytes)!!llIII11]
1

extracting cl250-k9wB-mx.wnbu_j_mr.201009101910,/W2.bin (4848 bytes)!

extracting cl1250-k9wB-mx.wnbu_j_mr.201009101910/info (326 bytes)

extracting cl250-k9wB-mx.wnbu_j_mr.201009101910/c1250_avr_2.img (10880 bytes)!
extracting info.ver (326 bytes)

|[Mew software image installed in flash:/cl1250-k9w8-mx.wnbu_j_mr.201009101910
archive download: takes 138 seconds

[New backup software image installed in flash:/c1250-k9w8-mx.wnbu_j_mr.2010091019

10/c1250-k9w8-mx .wnbu_j_mr. 201009101910

Reading backup version from flash:/c1250-k9w8-mx.wnbu_j_mr.201009101910/c1250-k9

w8-mx . wnbu_j_mr.201009101910done.J} -l

4. BE AP O|0IXIE CHREC B & HESHE ML ULICHOIN HES 27 M H7x|
AP7| S28 ZEZ SolZLCH3D: S8 2EoMeE LHZEH0| ECI0|MEE AT L
CLZHAEEX7I 20I2™ AP= A CIR2ZEE O|0|X|E AF85o RIS 2 AHE - E L|CH Y
28 Z AP} 7|2 ZHEEE{0l CtA| &7ttt SEt0|HE MH|AE MINELICH

Mgt A
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FlexConnect Smart AP 0|0|X| ¢4ad0|=

MM O|OX| CIRZE 7|52 CIREY 7|2t 2™ &2 2 EHESHX|PH, 2 E FlexConnect APE
HIO|EA|7F I =2 WAN 213 & S35 liiE AP 0|0O|X|E O|2| CtZ =38l ok & LICt.

£X{QI AP 0|0|X| Y1 BI0|=2 Z FlexConnect AP2| CH2ELIE £ &= /l&LICH
Zt AP 29| AP7t ZAEEE{0lA O|0|X|E CHREESHT DtAE/ME UE S +-StH, SUdt
do| LIHX| APE= £2i|0|2/22t0|HER %S5t OfAE{0 M AP 0|O[X|& OIZ| ct2
Ao M 2Et0|AEZ 0| AP O[O[X| 2Hi= 2H UHES{Z0f /20 WAN B3.2| X1 A[ZHO|
Aetx| t&LIchT At Z2 MATHH wakEucH

s L1k rijo for

\TFTP

ez B

Slave 3500 Slave 3600

Branch

o
- FlexConnect Z&Y Zt AP 220 CHal OtAE 2 &80/ AP7F MEELICE
. OfAE{7} WLCOIAM O|O|R| C}REE

. 20l0|27} OtAE| APOIAM O|O|X| CIREZE
. CI2EtY ZEA 2 WAN CHAZE Xof

&
CHS BAHE 2t 25t AL,

1. AEEp{9| 0o|O0|X|E Yad|0|=&L|CHWLC GUI > Commands > Download FileE 0|5 504



Download fMle to Contraller

Fils Typa Coada
TFTF

Transfer Mode

Sarver Details

1P Added s

Maximum retrias 10
Tirmeout [seconds) &
Fila Path

RS WRA0 7 20 Tl

Che2EE AR
2. ZAEEHH0|M AHI|2oio|ME MESHE| HEEZE MEESHK| O AL,
3. FlexConnect Z1& 01 FlexConnect APE F7}&fLICHWLC GUI > Wireless > FlexConnect
MENStL|C}

[ N |

Groups > FlexConnect Group > General & > Add APE
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