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https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-9/config-guide/ewc_cg_17_9/image_download.html#task_mtr_f4d_pkb
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TFTP Server ‘

9120 (EWC)
HES= Ctolo{13
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TFTPD-64(Windows)
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https://pjo2.github.io/tftpd64/

Current Directory [ RIS AN =l
Server interfaces [1 72165.27 wmznet3 Ethemet Adapter j

Thp Server l Titp Client ] DHCP server | Syslog server | DNS server | Log viewer
peer file | stattime | piogiess | bytes | total | timea... |

B 1794

(T
() New ~

4 | @ > Desktop > tftp files > EWC > 17,9 4a

# Home Name Date modified Type Size

& OneDrive - Pers: W epigd 10/20/2023 11:04 AM File 41,040 KB
B apigs 0/20/2023 11:04 AM File

B Desktop W 2pig6 0 1:04AM  File

L Downloads W ap1g6s 2023 11:04 AM File

B Documents ; W 2p1g7 0/20/2 1:04 AM File

23 11:04 AN ile
B Pictures B ap1g8 23 11:04 AM File

3 3 2023 04 AM File
@ Music : | ELELE -

C9200-AP-iosxe-wlc.bin 0/20y AM BIN File
¥ videos L

. controller_version.info )/20/2023 11:29 AM INFO File
Bl tfip_files =
1766

170942

l readme 20/ Text Document

B vesion.info 0 INFO File

B OpenssH

AP7} TFTP MEH0llA] O|0IX|& Che 2 5t7| Alxkst® TFTPO| Edo] LEEHED 0|0|x| Fgs XIg
AEE RHAlS| dB et
BT DTt TR - L sershcalo’\D esktoptitp files ﬂ
Server interfaces |‘l?2.15.5.27 vminet3 Ethemet Adapter L]
Thtp Server | Titp Client] DHCP server | Syslog server I DNS sewer] Log viewer
peer file: start time | progress bytes total | timeo...
172.16.4.26:50801 GEWCNWT_S 4ahaplal< 15:50:38 27% 19734528 70512640 0

& \EWC\17_9_4a\ap1g8 to 17216426 X

File size : 70512640
19734528 Bytes sent 1315635 Bytes/sec




TFTPD-HPA(Linux)

TFTPD-HPAE APT ElZX|EZ|0M 71X = Ue & LedZl 7|2 mf 7| K|UL|CH REA|EH LIE S
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TFTP ZI|220440] TFTP BCIE st 7H2l711 AP #IS o|0jX|Ql 50| SHRIEI%E= A
QIgrLIct

L

S cat /etc/default/tftpd-hpa

# [etc/default/tftpd-hpa

TFTP_USERNAME="tftp"
TFTP_DIRECTORY="/home/calo/Documents/tftp files"
TFTP_ADDRESS=":69"

TFTP_OPTIONS="--secure --create

total 727100
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-TW-T--T-- calo calo
-FW-F==F~- calo calo

1 calo calo
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calo calo
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Ubuntu®| TFTP Ax|ago|MH L o = sHA|E ot
Ubuntu®| /var/lib/syslogl 7|EMo 2 7|FE|= O|0|X| ME Z2MAE FHE = /&LICH

: L - /ar g | grep tftp
XLabs-UBUNTU in. d[595346]: "C .16. filename JE

XLabs-UBUNTU22 1in. d[595348]: RRQ from 172.16.4.26 filename /

Ubuntul| TFTP It Y M& 211
WLC Zdx|[efo|M

WLC2| GUIO| A Administration(# 2l) > Software Management(£&Z E 0] £ 2|) > Software
Upgrade(AZE 901 42|0|=)2 O|SELICH Mode(Z2E) oft2iel EELCIR S50 TFTPE
MEHSI T TFTP MHHe| HEE [N ZErL|ct.

Save(ME)E ME45I04 O|0|X| CHREE Z2EE XE 51 EWC HIEXHIZ o ZQI5t= M APO|
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https://help.ubuntu.com/community/TFTP
https://help.ubuntu.com/community/TFTP
https://help.ubuntu.com/community/TFTP

Cisco Embedded Wireless Controller on Catalyst Access Points a Af B &

17.9.4a

Administration~ » Software Management
Software Upgrade Wireless network is Non-Homogeneous. Desktop (HTTP) mode is not supported.
Mode TFTP v
Image Server” 172.16.5.27
Image Path* TEWCN7_9_4a
Parallel Mode (I osasceo | @

m Save & Download Cancel

AZEQo{ daB0|=E 8 TFTP Hu|2zlolM

CLI 7 44:

9120-EWC(config)#wireless profile image-download default
9120-EWC(config-wireless-image-downTload-profile)#image-download-mode tftp
9120-EWC(config-wireless-image-downTload-profile)#tftp-image-server <TFTP-server>
9120-EWC(config-wireless-image-downTload-profile-tftp)#tftp-image-path <path>
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10 "Match uUser

Match group calo
ch qruup sftp

s -1 fhome
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17.9.4a

cisco

Administration = » Software Management

re Upgrade Wireless network is Non-Homogeneous. Desktop (HTTP) mode is not supported

SFTP L 4

Image Server” 172.16.5.62

Image Path* Documents/sftp_files/E

calo

rd Type UNENCRYPTED -
2805000

r 22

ool M @ 0

GUIS| SFTP Z4x|z28y|o]4d

CLI 7 4:

9120-EWC(config)#wireless profile image-download default
9120-EWC(config-wireless-image-downTload-profile)#image-download-mode sftp
9120-EWC(config-wireless-image-download-profile-sftp)#sftp-image-server <SFTP-Server>
9120-EWC(config-wireless-image-downTload-profile-sftp)#sftp-image-path <path>
9120-EWC(config-wireless-image-downTload-profile-sftp)#sftp-username <user>
9120-EWC(config-wireless-image-downTload-profile-sftp)#sftp-password 0 <password>

CtE2 = elefLCt

CAPWAP A Ef A2 CH2 AP O|0|X| CIRZE Z2 M A0 M LEHHo = o 4ste CHZ AP ER
<of 2aelgfLCt.

<#root>
[%01/30/2024 21:41:35.1120] CAPWAP State: Image Data

[*01/30/ 2024 21:41:35.1130] AP inmge version 17.3.3.26 backup 8.10.130.0, Controller 17.9.4.27

*01/30/2024 21:41:35.1130] Version does not match.

*01/30/2024 21:41:35.1130] Request to close the file..

*01/30/2024 21:41:35.1130] wtpOpenImgFile: image file closed, dcb->fd set to -1.

*01/30/2024 21:41:35.2040] status 'upgrade.sh: Script called with args:[PRECHECK]'

*01/30/2024 21:41:35.3020] do PRECHECK, part2 1is active part

*01/30/2024 21:41:35.3350] status 'upgrade.sh: Cleanup tmp files ...’

*01/30/2024 21:41:35.4620] status 'upgrade.sh: /tmp space: OK available 96064, required 50000 '

e

[*01/30/ 2024 21:41:35.4630] wt pOpenl ngFile: request aplg8, local /tnp/part.tar



[*01/30/2024 21:41:35.4630] wtpOpenImgFile: open (/tmp/part.tar) image file success
[*01/30/2024 21:41:35.4630] Using fd(37559296) for image writing to file(/tmp/part.tar)

[*01/ 30/ 2024 21:41:35.4650] I mage Data Request sent to 172.16.4.26, fileNane [aplg8], replicaStatus 1

[¥01/30/2024 21:41:35.4690] Image Data Response from 172.16.4.26

[¥01/30/2024 21:41:35.4690] AC accepted previous sent request with result code: 0

[¥01/30/2024 21:41:35.4760] <.rniinnnn et inaaaae e aaaaaneeeannnn Discarding msg CAPWAP_WTP_EVENT_REQ
[*01/30/2024 21:41:50.6190] ...........

[*01/30/2024 21:40:54.7060] i iiiiii it ittt ettt e e, Discarding msg CAPWAP_WTP_EVE
[¥01/30/2024 21:42:14.0820] ....

[*01/30/2024 21:42:15.5860] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data
[*01/30/2024 21:42:15.6430] it iiit ittt e e

[*01/30/2024 21:42:34.2800] . ciiiiiiii ittt e Discarding msg CAPWAP_WTP_EVENT_REQUEST (type
[*01/30/2024 21:42:46.0420] ... cciiimennnnnnn..

[%01/30/2024 21:42:53.0610] .ot iiim it it e e e e

[*01/30/2024 21:43:11.6480] ...... > 70512640 bytes, 51208 msgs, 601 last

[*01/30/2024 21:43:13.3940] Last block stored, IsPre 0, WriteTaskId 0

[*01/30/2024 21:43:13.3940] Request to close the file..

[¥01/30/2024 21:43:13.3940] wtpOpenImgFile: image file closed, dcb->fd set to -1.

[*01/30/2024 21:43:13.3940] Image transfer completed from WLC, Tast 1

[*01/30/2024 21:43:13.3940] Request to close the file..

[¥01/30/2024 21:43:13.3940] wtpOpenImgFile: image file closed, dcb->fd set to -1.

[*01/30/2024 21:43:13.3950] in (CAPWAP_MSGELE_IMAGE_DATA_msg_dec_cb) Enabling radCfg.is_oob_image_dnld_
[*01/30/2024 21:43:13.4190] wtp_delayed_event_handle_write_image_to_storage(10): fileName aplg8, pre 0
[¥01/30/2024 21:43:13.4190] wtp_delayed_event_handle_write_image_to_storage(10): fileName aplg8, pre 0
[¥01/30/2024 21:43:13.5110] status 'upgrade.sh: Script called with args:[PREDOWNLOAD]'

[*01/30/2024 21:43:13.6100] do PREDOWNLOAD, part2 is active part

[¥01/30/2024 21:43:13.6420] status 'upgrade.sh: Creating before-upgrade.log’

[*01/30/2024 21:43:13.6990] status 'upgrade.sh: Start doing upgrade argl=PREDOWNLOAD arg2= arg3= ...'
[¥01/30/2024 21:43:13.8610] status 'upgrade.sh: Using image /tmp/part.tar on ax-bcm32 ...'

[*01/ 30/ 2024 21:43:20.9990] status 'Inmmge signing verify success.'

WLC Syslog0i|A{ 0|0|X| Ct2 2 == Successful(&3)E EAIELICEH

<#root>
*Feb 1 17:05:37.108: %INSTALL-5-INSTALL_COMPLETED_INFO: Chassis 1 R0O/0: install_engine:
Conpl eted install add

sftp://******@172.16.5.62/Documents/sftp_files/EWC_17_9_4a/ap3g3
*Feb 1 17:07:00.720: %CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 R0O/0: wncd: AP Event: AP

I mage Downl oad Success

AP O|0|X| CIREE
dazlole T2 MAE AlZFE F0i= EWCO| M "show ap image" BE 2 A& 5104 AP O|0|X| A}

Al
HMORRE Z2NAE FHE £ UaLIC ZE APOIA O|DIX| CHRZE7}H 22 5|5 APS] ¥
olOIX|oll M CH4 O|0IXIE & 4 U&LICH

<tfroot>



9120-EWC#show ap image
Total number of APs : 3

Number of APs
Initiated
Downloading
PredownToading
CompTleted downTloading
Completed predownloading
Not Supported
Failed to Predownload
Predownload in progress

Z2 OO0 WwWoOoOOoOo

o
AP Name Primary Image
Backup | mage

Predownload Status Predownload Version Next Retry Time Retry Count Method

AP-PQOD-2-2 17.9.4.27 17.12.1.5 Complete
AP6C41.0E16.E79C 17.9.4.27 17.12.1.5 Complete
9105-emorenoa 17.9.4.27 17.12.1.5 Complete
L= GUINIM TI-ME EA|Z0| Activate EHA|0| ZESHH, O] B0l EWCE M ZEZ W X|5ted

o ChAl 228 TR LICH

> Sofiware Management

ot P twork is Mon-Homogeneous. Deskiop (HTTP) mode is
TETP =
172.16.5.27
Image Path® FEWCNT_12_1
Paraliel Mode |l vssacen | @

£ e

Soltware Upgrade Status

Initiate & WLC Image Download & AP Image Download © Metwork Upgrade & Activate &
Status Controller image Predownload to EWC Capable APs Complete. To trigger network upgrade click on Activate.
EWC ¥ Ul ¥allo|= ZI™E EAE

ot2f= EWCHM APl M CH2Z2E &EE EoiELICH

Primary Image (AP/ i  Backup Image (AP/ i Predownload I AP Image £ ETA/Percent :
AP Name i  Controller) Controller) Status Type Role : Complete{AP) ETA/Percent Complata{Controller)
N e : B o . 00:00:00 NA
AP-POD-2-2 17.9.4.27 | NA 17,1215/ NA Complete ap3g3 Master iDg% A
00:00:00 00:00:00
PEC41.0E16. o] 4. 1 i . 1.5 /17.09. . p1 2
APBC41.0E16.E79C 17.9.4.27 [17.09.042.0.6 17.12 7.09.042.0.6 Complete aplig? Master T00% Too%
9105-emorenca 17.9.4.27 | NA 17.12.1.5/ NA Complete aplg8 Master o000 o
05-amarenoa 7.9.4.27 7 A i plg 1eF 100% WA

1 0w

EWC € Ul AP O|0|X| AFM CIRZE AEl

=X 52



O|0|X| CHREE ZEMA0M APS| CAPWAP #Ef H&l EO0M C2EEE AEE = i
% srolgh 4 ach
<#root>
[*07/12/2023 07:41:00.7960] CAPWAP State: Image Data
[*07/12/2023 07:41:00.7970] AP image version 17.3.3.26 backup 8.10.130.0, Controller 17.9.4.27
[*07/12/2023 07:41:00.7970] Version does not match.
[*07/12/2023 07:41:00.8580] upgrade.sh: Script called with args:[PRECHECK]
[*07/12/2023 07:41:00.9540] do PRECHECK, part2 is active part
[*07/12/2023 07:41:01.0070] upgrade.sh: /tmp space: OK available 101272, required 40000
[*07/12/2023 07:41:01.0080] wtpImgFileReadRequest: request aplg8, local /tmp/part.tar
[*07/12/2023 07:41:01.0100] Image Data Request sent to 172.16.4.26, fileName [aplg8], slaveStatus 0
[*07/12/2023 07:41:01.0140] Image Data Response from 172.16.4.26
[*07/12/2023 07:41:01.0140] AC accepted join request with result code: 0
[¥07/12/2023 07:41:09.5930] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data
[*07/12/2023 07:41:28.7700] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data
[*07/12/2023 07:41:29.7500]
[*07/12/2023 07:41:29.7500]
Going to restart CAPWAP (reason : inmage downl oad cannot start)..
[*07/12/2023 07:41:29.7500]
[*07/12/2023 07:41:29.7570] Restarting CAPWAP State Machine.
[*07/12/2023 07:41:29.7600] Image Data Request sent to 172.16.4.26, fileName [aplg8], slaveStatus 1
[*07/12/2023 07:41:29.7970]
[*07/12/2023 07:41:29.7970] CAPWAP State: DTLS Teardown
[*07/12/2023 07:41:29.8330] Aborting image download(0x0): Dtls cleanup, aplg8
[*07/12/2023 07:41:29.9560] upgrade.sh: Script called with args:[ABORT]
[*07/12/2023 07:41:30.0570] do ABORT, part2 is active part
[*07/12/2023 07:41:30.1050] upgrade.sh: Cleanup tmp files ...
[*07/12/2023 07:41:30.1590] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: DTLS Teard

oo

APO{ A O|0|X|E CIREEE £ gl= O|RE YotEE{H EWCOH|M SyslogE &Qlef
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SFTP:

<#root>
*Feb 1 20:29:14.108: %CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 RO/0: wncd: AP Event: AP

I mmge Downl oad Fail ed

*Feb 1 20:29:17.325: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R0/0: install_engine: Started install add

sftp://******@L72. 16. 5. 62/ Docunent s/ W ong- Pat h/ ap1g6

*Feb 1 20:29:25.730: %INSTALL-3-OPERATION_ERROR_MESSAGE: Chassis 1 R0/0: install_engine:

Failed to install _add package sftp://******@.72. 16. 5. 62/ Docunent s/ W ong- Pat h/ ap1g6

, Error:



Failed to download file sftp://******@L72.16.5. 62/ Docunent s/ W ong- Pat h/ ap1g6: No such file or directory

TFTPS| &<
*Feb 1 20:52:08.742: %CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 R0/0: wncd: AP Event: AP

I mage Downl oad Fail ed

<#root>
*Feb 1 20:52:11.894: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R0/0: install_engine: Started install add
Failed to install _add package tftp://172.16.5. 27/ Wong- Pat h/ apl1g6

*Feb 1 20:52:13.977: %INSTALL-3-OPERATION_ERROR_MESSAGE: Chassis 1 R0/0: install_engine:

Error:
SskEF AN
4745 &= Q

Failed to download file
tftp://172.16.5. 27/ Wong- Pat h/ aplg6: No such file or directory

AP & EWCE S35l TFTP =& SFTP Mol 932
2 = A&Lich

SyslogOll Azt X1t 237} E Al
*Feb 1 20:55:03.359: %CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 R0/0: wncd: AP Event: AP

<#root>
*Feb 1 20:55:06.512: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R0/0: install_engine: Started install add
*Feb 1 20:55:46.579: %INSTALL-3-OPERATION_ERROR_MESSAGE: Chassis 1 R0/0: install_engine: Failed to inst

I mage Downl oad Fail ed
Failed to download file tftp://172.16.5.199/ EWC/ 17_9 4al/ aplg6: Ti ned out
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https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
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