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802.11 24Z/2l5:

*apfOpenDtlSocket: Apr 09 21:49:06.227: 34:el1:2d:23:a6:68 Received management frame ASSOCIATION
REQUEST on BSSID 70:d3:79:dd:d2:0f destination addr 70:d3:79:dd:d2:0f slotid 1
*apfMsConnTask_5: Apr 09 21:49:06.227: 34:e1:2d:23:a6:68 Updating the client capabiility as 4
*apfMsConnTask_5: Apr 09 21:49:06.227: 34:el1:2d:23:a6:68 Processing assoc-req
station:34:el1:2d:23:a6:68 AP:70:d3:79:dd:d2:00-01 ssid : AireOS-DNASpaces thread:bd271d6280
*apfMsConnTask_5: Apr 09 21:49:06.227: 34:e1:2d:23:a6:68 CL_EVENT_ASSOC_START (1), reasonCode
(1), Result (0), Ssid (AireOS-DNASpaces), ApMac (70:d3:79:dd:d2:00), RSSI (-72), SNR (22)
*apfMsConnTask_5: Apr 09 21:49:06.228: 34:e1:2d:23:a6:68 Sending assoc-resp with status 0
station:34:e1:2d:23:a6:68 AP:70:d3:79:dd:d2:00-01 on apVapId 1

DHCP % ti[o]o{ 3 eI&:

*apfMsConnTask_5: Apr 09 21:49:06.228: 34:e1:2d:23:a6:68 Mobility query, PEM State: DHCP_REQD
*webauthRedirect: Apr 09 21:49:51.949: captive-bypass detection enabled, checking for wispr in

HTTP GET, client mac=34:el:2d:23:a6:68
*webauthRedirect: Apr 09 21:49:51.949: captiveNetworkMode enabled, mac=34:el:2d:23:a6:68



user_agent = AnyConnect Agent 4.7.04056

*webauthRedirect: Apr 09 21:49:51.949: 34:el1:2d:23:a6:68- Preparing redirect URL according to

configured Web-Auth type

*webauthRedirect: Apr 09 21:49:51.949: 34:el1:2d:23:a6:68- unable to get the hostName for virtual

IP, using virtual IP =192.0.2.1

*webauthRedirect: Apr 09 21:49:51.949: 34:e1:2d:23:a6:68- Checking custom-web config for WLAN

ID:1

*webauthRedirect: Apr 09 21:49:51.949: 34:el1:2d:23:a6:68- Global status is 0 on WLAN
*webauthRedirect: Apr 09 21:49:51.949: 34:el1:2d:23:a6:68- checking on WLAN web-auth type
*webauthRedirect: Apr 09 21:49:51.949: 34:el1:2d:23:a6:68- Web-auth type External, using
URL:https://splash.dnaspaces.io/p2/mexeastl

*webauthRedirect: Apr 09 21:49:51.949: 34:el1:2d:23:a6:68- Added switch_url, redirect URL is now

https://splash.dnaspaces.io/p2/mexeastl?switch_url=https://192.0.2.1/login.html
*webauthRedirect: Apr 09 21:49:51.949: 34:el1:2d:23:a6:68- Added ap_mac (Radio ), redirect
now
https://splash.dnaspaces.io/p2/mexeastl?switch_url=https://192.0.2.1/login.html&ap_mac=70:
dd:d2:00

*webauthRedirect: Apr 09 21:49:51.949: 34:e1:2d:23:a6:68- Added client_mac , redirect URL
https://splash.dnaspaces.io/p2/mexeastl?switch_url=https://192.0.2.1/login.html&ap_mac=70:
dd:d2:00&client_mac=34:el:2d:23:a6

*webauthRedirect: Apr 09 21:49:51.950: 34:el1:2d:23:a6:68- Added wlan, redirect URL is now
https://splash.dnaspaces.io/p2/mexeastl?switch_url=https://192.0.2.1/login.html&ap_mac=70:
dd:d2:00&client_mac=34:el:2d:23:a6:68&wla

*webauthRedirect: Apr 09 21:49:51.950: 34:el1:2d:23:a6:68- http_response_msg_bodyl is
<HTML><HEAD><TITLE> Web Authentication Redirect</TITLE><META http-equiv="Cache-control"
content="no-cache"><META http-equiv="Pragma" content="

*webauthRedirect: Apr 09 21:49:51.950: 34:el1:2d:23:a6:68- added redirect=, URL is now
https://splash.dnaspaces.io/p2/mexeastl?switch_url=https://192.0.2.1/login.html&ap_mac=70:
dd:d2:00&client_mac=34:el:2d:23:a6:68&wlan=Ai

*webauthRedirect: Apr 09 21:49:51.950: 34:el1:2d:23:a6:68- strl is now
https://splash.dnaspaces.io/p2/mexeastl?switch_url=https://192.0.2.1/login.html&ap_mac=70:
dd:d2:00&client_mac=34:el:2d:23:a6:68&wlan=Aire0S-DNASpaces&r

*webauthRedirect: Apr 09 21:49:51.950: 34:el1:2d:23:a6:68- Message to be sent is

HTTP/1.1 200 OK

Location:
https://splash.dnaspaces.io/p2/mexeastl?switch_url=https://192.0.2.1/login.html&ap_mac=70:
dd:d2:00&client_mac=34:

*webauthRedirect: Apr 09 21:49:51.950: 34:el1:2d:23:a6:68- 200 send_data =HTTP/1.1 200 OK
Location:
https://splash.dnaspaces.io/p2/mexeastl?switch_url=https://192.0.2.1/login.html&ap_mac=70:
dd:d2:00&client_mac=34:el:2d:23

*webauthRedirect: Apr 09 21:49:51.950: 34:el1:2d:23:a6:68- send data length=688
*webauthRedirect: Apr 09 21:49:51.950: 34:el1:2d:23:a6:68-
Url:https://splash.dnaspaces.io/p2/mexeastl

*webauthRedirect: Apr 09 21:49:51.950: 34:el1:2d:23:a6:68- cleaning up after send

cilolo] 3 @l50f dS sttt 2Et0|FEE RUN #ENZ O|STLICH

*emWeb: Apr 09 21:49:57.633: Connection created for MAC:34:el:2d:23:a6:68
*emWeb: Apr 09 21:49:57.634:
ewaURLHook: Entering:url=/login.html, virtIp = 192.0.2.1, ssl_connection=0, secureweb=1

URL is

d3:79:

is now

d3:79:

d3:79:

d3:79:

d3:79:

d3:79:

d3:79:

*ewmwebWebauthl: Apr 09 21:49:57.634: 34:el1:2d:23:a6:68 10.10.30.42 WEBAUTH_NOL3SEC (14) Change

state to RUN (20) last state WEBAUTH_NOL3SEC (14)

*ewmwebWebauthl: Apr 09 21:49:57.634: 34:e1:2d:23:a6:68 CL_EVENT WEB_AUTH_DONE (8), reasonCode

(0), Result (0), ServerIp (), UserName ()

*ewmwebWebauthl: Apr 09 21:49:57.634: 34:e1:2d:23:a6:68 CL_EVENT _RUN (9), reasonCode (0),
(0), Role (1), VLAN/VNID (20), Ipv4Addr (10.10.30.42), Ipv6Present (No)

*ewmwebWebauthl: Apr 09 21:49:57.634: 34:el1:2d:23:a6:68 10.10.30.42 RUN (20) Successfully

Result

plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255,URL ACL ID 255,URL ACL

Action 0)



*emWeb: Apr 09 21:49:57.634: User login successful, presenting login success page to user
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