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Active APs
1 of 2000

Connect your wireless network

Connect WLC/Catalyst 9800 Directly

Connect WLC/Catalyst 9800 Directly is an easy way to get your wireless network connected to Cisco DNA Spaces. No need to upgrade
Wireless LAN Controllers or recenfigure your wireless network.

(1 Install Root Certificate Need Help?
‘You can install the certificate from WLC CLI Access the below links 1o view
Wiew root cenificate & -
detailed help.
(2) Configure Token in WLC View Configuration Steps

Caonfigure the token in WLC to establish the connection.

Systemn Requirements

]4 Total controller(s) Frequently Asked

Questions

(3 Import Controllers into Location Hierarchy

Once the controllers are connected, you can impaort them into kecation hierarchy

controller(s)
imported to location Import Controllers
hierarchy
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Token for WLC to connect to DNA Spaces

WG Cisco Catahyst 5800

Follow the steps below to configure token in WLG CLI

1 Execute the following steps in the WLC CLI mode

-servicns cm disable
bconfig cloud mww@ﬁfﬁ%w
cuoonfy dioud-Serioes senver id-
TOKEN
[mﬁ mﬁ]
I;I.r.unl'lg netweek dns serverp [dns_server_ip)
econfg cloud-services omx analie
2 = Check the summary using the following command:
a.shaw nmsp cloud-senices summary
Thetr rasult sheald be as follows;
Senve htps:f hrasijeperovic.dnaspaces.ou
P hddress B1AZNZTA80
Cornoctivity harps: UP
Sendce Status Actva
Last Roquest Stanss KT/, 200 OK
Hoartboat States oK
ME & IE{H 0|A 2| Advanced(ZL&) > CMXM|AM URL & 215 EEE Eo{gd&LCt
«|=> & ﬁj @ & https192,168.1,13/screens/dashboard htmi#jorms we @ T 9
; ) e -ll:|l|5-::|';- Cisco Aironet 1542 Series Mobility Express Q A @ E ﬁ
& Monitoring
'ﬁ‘ Wireless Settings
- CONNECTED MOBILE EXPERIENCE: CMX
Management
e cmx settings =Ll (]
¥ SNMP
& Logging
-l RF Optimization CMX Status  Enabled =
# Controller Tools CMX Server URL * https:/ivasilijeperovic.dnaspaces.e
& security Settings CMX Server Token *  eyJ0eXAIOIJKV1QiLCJhbGEIOWIL

P15t24M Test Link HE 2 2 2/gfLICt. 14 0| MHEE A< EtF7} Link Up:
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(ME) >show time

T B, Mon Feb 24 23:38:13 2020
Timezone delta........ ... .. . i, 0:0
Timezone location............c.. ... (GMI +1: 00) Ansterdam Berlin, Rome, Vienna
NTP Servers
NTP Version........... i, 3
NTP Polling Interval ........ ... ... ... ... ... 86400
I ndex NTP Key | ndex NTP Server St at us NTP Msg Auth Status
10 0. ci scome. pool . ntp. org In Sync AUTH DI SABLED
20 1. ci scone. pool . ntp.org Not Tried AUTH DI SABLED
30 2.ciscome. pool .ntp.org Not Tried AUTH DI SABLED

config time ntp server <index> <ip_address> @&EE AL&3t0{ M NTP AMHHE F7+& = QU&LICH

DNS ME{7} FAIE|QI=%| QI8 |C}.

(ME) >show network summary

RF-Network Name............. .. ... ... VE

DNS Server IPLl...... ... . . ... i 192.168.1.1
DNS Server 1P2.. ... .. . .. . 208. 67. 222. 222
DNS Server IP3. ... . ... .. . . . 208. 67. 220. 220

config network dns serverip <ip_addr> B&Z Al&35t0{ M| DNS MHHE F7+& 5 U&LICt

AP7} ZQIE|RFE= K| & letedH

(ME) >show ap summary

Nunmber of APS. . ... .. . . 1

Aobal AP User Name. ... ..... ..., adm n

A obal AP Dotlx User Name........................ Not Confi gured
d obal AP Dot 1x EAP Method....................... EAP- FAST

* prefix indicates Cisco Internal AP

AP Nane Slots AP Model Et hernet MAC Location Country
| P Addr ess Clients DSE Location
* APD478. 9BF8. 7070 2 Al R- AP1542]| - E- K9 d4:78:9b:f8:70: 70 default |ocation BE

192. 168. 1. 185 0 [0,0,0]

M MHEEH 2RI DNA Spaces EE2HR =04 M| A S0 Setup(AH) > Wireless Networks(F4
HIEL{3) > Connect WLC/Catalyst 98002 £ %|%] 0|S &t C}= View Token(E2 E7()& 2&F
LICt.
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Connect your wireless network

Connect WLC/Catalyst 9800 Directly

Connect WLC/Catalyst 9800 Directly is an easy way to get your wireless network connected to Cisco DNA Spaces. No need to upgrade
Wireless LAN Controllers or recenfigure your wireless network.

(1 Install Root Certificate Need Help?
‘You can install the certificate from WLC CLI Access the below links 1o view
Wiew root cenificate & -
detailed help.
(2) Configure Token in WLC View Configuration Steps

Caonfigure the token in WLC to establish the connection.

Systemn Requirements

]4 Total controller(s) Frequently Asked

Questions

(3 Import Controllers into Location Hierarchy

Once the controllers are connected, you can impaort them into kecation hierarchy

controller(s)
imported to location Import Controllers
hierarchy
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Token for WLC to connect to DNA Spaces

WG Cisco Catahyst 5800

Follow the steps below to configure token in WLG CLI

1 Execute the following steps in the WLC CLI mode

TOKEN
[mmm nmmn]
d.config network dns serverip [drs_server_ip)
econfg cloud-services omx analie

2 Check the summary using the following command:
a.show S chiiod - Sofvices Summany
Ther rsult should be as fallows:
S hps: fivasilijepad ovic. dnaspaces . ou
P Acdciross 6332127190
Cornoctivity harps: UP
Sendce Status Actva
Larsn Roguast Stamus HITP1.1 200 0K
Hoariboat Status oK

ot wye M#E

(ME) >config cloud-services cmx disable

(ME) >config cloud-services server url [URL]

(ME) >config cloud-services server id-token [TOKEN]

(ME) >config cloud-services cmx enable

DNA Spaces 22t =20 HZE0| 3oz YU EX] Flote{H OS2 A™stHAIR

CMX Service

5= Y https://vasilijeperovic. dnaspaces. eu
[P AdAr eSS, .. 63.33.127. 190

Connectivity. ... https: UP

Service Status ............ i Active

Last Request Status........................... HTTP/ 1.1 200 K

Heartbeat Status ............................. oK

Payl oad Conpression type ..................... gzip

x| HE 1x2 HEEH 71K{27]
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Connect WLC/Catalyst 9800 Directly

Connect WLC /Catalyst 9800 Directly is an easy way 1o get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controllers or reconfigure
your wiraboss netwark,

1 Install Root Certificate Meed Help?

Wisia can instnll the cermsicate from WLG CLI

Argess the below Hnks 1o view detsded
Wiew root certibcats

help.

2 Configure Token in WLC View Configuration Steps
Conhgune the wien in WLE 10 emablish the connection.

System Requiremaents

WView Toke:
'] 4 Total controfer(s) W Tomn Frequently Asked Questions

3 Import Controllers into Location Hierarchy

Once the controliers are connected, you Gan Empon them into location hiesarchy

o

AE 0|& | EiC|2 HES MEfst T Next(CHS)E S=RIFLICHUF 2IXI7t ol0] F7HE F< ot
ol S50 EAIELICEH

&« = & o U & nhitpsy/dnaspaces.e/setupwirelessnetwork e 2 1o

Import Controllers %

Where do you want to import this Controller
Choose a location that you wani to import this controller.

=2, Search Locations ’x

TestLocation ®
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Controller successfully
imported to location
hierarchy!

Total controllers added : 1
Total number of APs : 1
Total number of Locations : 0

Would you like to organize your location
hierarchy

Yes, take me to location hierarchy

|f No, Continue with Setup

. &
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(ME) >show cloud-services cmx summary

CMX Servi ce
eI Vel o https://vasilijeperovic.dnaspaces. eu
IP Address. ... 0.0.0.0
Service Status ......... . Down
Connectivity. ... .. https: Failed to establish connection
Time remaining for next Retry................. 5 Seconds
=)
g2eec

ofl 2435t x| 25t Mobility ExpressE= 30Z0CH XS MAIZ & LICHC|HZ S A48t
o

|
otci™H Ch&2 A™st7|2 st ELICH

(ME) >debug nmsp all enable
*emAéb: Jul 01 00:20:52.836: Started http trace logging to file /var/l| og/debug/w c-debug-
captures.txt

ClH 242 2 NTP Mol CHéll CHA| S5t 0, DNS7F DNA AT 0|A THQI 0|8 &2
otX| ok &Sted0| HTTPS EciEE AEFBFLICEIIEIM & AP 221X ZEO|M 2! HAE =
st ol E&LICH

TEEX| i 2 NTPZ Qlalf Alufgh 49| of & ChE1 Z &Lt

(ME) >debug nmsp all enable

Debuggi ng session started on Jul 01 00: 20:52.839 for W.C Al R-AP1542] - E- K9 Version :8.10.112.0
SN : FGL2324B02P Host name ME

*nmepTxServer Task: Jul 01 00: 21: 05.408: Recei ved Message LOCP_HTTPS_SERVI CE_UPDATE
*nmepTxServer Task: Jul 01 00: 21: 05.408: Recei ved CMX servi ce conmand CMX_SERVI CE_LI NK_CHECK,

Buf fer Length 1292

*nmepTxServer Task: Jul 01 00: 21: 05. 408: connection failed. Attempt 1

*nnepTxServer Task: Jul 01 00: 21: 05. 409: configured Domain:vasilijeperovic.dnaspaces. eu
*nmepTxServer Task: Jul 01 00: 21: 05.409: Connect to data.dnaspaces. eu/ networ kdata, Tenent |d
vasilijeperovic

*nmepTxServer Task: Jul 01 00: 21: 05.409: Keep Alive

Url:https://data.dnaspaces. eu/ api/ confi g/ vl/ nmspconfi g/ 192. 168. 1. 13

*nmepTxServer Task: Jul 01 00: 21: 05.409: Initating cmx-cloud connetion. port 443, token
eyJ0eXAi O JKV1{ i nformation-onitted] | 8krcrpnmRqOg

*nmepTxServer Task: Jul 01 00: 21: 05.409: [CTX:0] Tx handles in use 0, free 1
*nmepTxServer Task: Jul 01 00: 21:05.411: [CTX: 1] Tx handles in use 0, free 32
*nmepTxServer Task: Jul 01 00: 21:05.411: Http connection URL

htt ps://dat a. dnaspaces. eu/ net wor kdat a?j wt t oken=eyJ0eXAi O JKV1{ i nformati on-om tted] | 8krcrpnRqOg
*nmepTxServer Task: Jul 01 00: 21: 05.411: Sending Echo Req in start. Refresh Handl e =Yes
*nmepTxServer Task: Jul 01 00: 21:05.411: Https Control path handl e nay be refreshed.
*nmspMkSer ver Task: Jul 01 00: 21: 05.413: Async Perform done on 1 nessages
MBHQl 474 0] of:

(ME) >debug nmsp all enable
Debuggi ng session started on Feb 25 01:13:04.913 for W.C Al R- AP1542] - E- K9 Version :8.10.112.0
SN : FGL2324B02P Host nane ME

*em\éb: Feb 25 01:13:10.138: Init cmx-cloud config: Already initialized
*emMeb: Feb 25 01:13:10.138: Starting connection retry timer
*em\eb: Feb 25 01:13:10.138: Posting Service Request 50 to Tx service

*nnepTxServer Task: Feb 25 01:13:10.212: Received Message LOCP_HTTPS_SERVI CE_UPDATE



*nmepTxServer Task: Feb 25 01:13:10.213: Recei ved CMX servi ce conmand CMX_SERVI CE_START, Buffer
Lengt h 1292

*nnmepTxServer Task: Feb 25 01:13:10.213: configured Domain:vasilijeperovic.dnaspaces. eu
*nmepTxServer Task: Feb 25 01:13:10.213: Connect to data.dnaspaces. eu/ networ kdata, Tenent |d
vasilijeperovic

*nmepTxServer Task: Feb 25 01:13:10.213: Keep Alive

Url:https://data. dnaspaces. eu/ api/ confi g/ vl/ nmspconfi g/ 192. 168. 1. 13

*nmepTxServer Task: Feb 25 01:13:10.213: Initating cmx-cloud connetion. port 443, token
eyJ0eXAi O JKV1{Q i nformati on-omnitted] | 8krcrpnmRqOg

*nmepTxServer Task: Feb 25 01:13:10.216: [CTX: 1] Tx handles in use 0, free 32

*nmepTxServer Task: Feb 25 01:13:10.216: Http connection URL

htt ps://dat a. dnaspaces. eu/ net wor kdat a?j wt t oken=eeyJ0eXAi O JKV1{ i nf or mati on-omi tted] | 8krcr pmRq0g
*nmepTxServer Task: Feb 25 01:13:10.216: Sending Echo Req in start. Refresh Handl e =No
*nmspMkSer ver Task: Feb 25 01:13:10.217: Async Perform done on 1 nessages

*nmspMkSer ver Task: Feb 25 01:13:10. 446: Received: 17 bytes header

*nmspMkSer ver Task: Feb 25 01:13:10. 446: Rx Header HTTP/1l.1 200 OK

*nmspMkSer ver Task: Feb 25 01:13: 10. 446: 00000000: 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b
0d HTTP/1.1.200. XK.

*nmspMkSer ver Task: Feb 25 01:13:10. 446: 00000010: Oa

*nnmspMkSer ver Task: Feb 25 01:13: 10. 446: Received Heartbeat response on connection [ 0]

*nmspMkSer ver Task: Feb 25 01:13:10. 446: Stopping connection retry timer
*nnmspMkSer ver Task: Feb 25 01:13: 10. 446: connection succeeded. server IP 63.33.127.190
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