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[cmxadmin@cmx-andressil]$ cmxctl config certs createcsr
Keytype is RSA, so generating RSA key with I ength 4096
Generating RSA private key, 4096 bit |ong nodul us

e is 65537 (0x10001)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Nanme (2 letter code) [AU]: MX

State or Province Nane (full nane) [Sone-State]: Tl axcal a

Locality Name (eg, city) []:Tlaxcala

Organi zation Nane (eg, conpany) [Internet Wdgits Pty Ltd]: G sco

Organi zational Unit Nanme (eg, section) []:TAC

Common Nane (e.g. server FQDN or YOUR nane) []:cnx-andressi

Emai | Address []:cnx@i sco.com

Pl ease enter the following 'extra' attributes

to be sent with your certificate request

A chal | enge password []: Ciscol23

An optional conpany nane []:Ci sco

The CSR is stored in : /opt/cmx/srv/certs/cmxservercsr.pem

The Private key is stored in: /opt/cmx/srv/certs/cmxserverkey.pem
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[cmxadmin@cmx-andressi]$ cat /opt/cmx/srv/certs/cmxservercsr.pem

MEE 21F M 3! CA(Certificate Authority) 215 A& CMXZ 7 27|
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----- BEG N RSA PRI VATE KEY----- < Private Key
M | EpAl BAAKCAQEA2gXgEo7ouy Bf WWCkt ¢ YO8 ABWFW3dOy Gbr v ZRHv S2b3FwFRwWS

----- END RSA PRI VATE KEY-----
----- BEG N CERTI FI CATE----- < Signed certificate
M | FEzCCAvugAW BAgl BFz ANBgk ghki GOwOBAQs FADCBI DEL MAk GA1 UEBhMCVVIVK

2B 57t U RE CAUBME ot THUR HEBLICHIIS T 20| SAbstod BoiiaLIc

----- END CERTI FI CATE--- - -
----- BEG N CERTI FI CATE----- < Intermediate CA certificates

----- END CERTI FI CATE--- - -
----- BEG N CERTI FI CATE----- < The root CA certificate
M | Ggj CCBIKgAwW BAgl JAPj 9p1QWHTgoMAOGCSqGSI b3DQEBCWUAM GUMQEBWCQYD

- ----END CERTI FI CATE- - - - -
3EHA. 22| 1EtAet 2EHAM|AM CMXE F T2 25 ™S ELCH
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[cmxadmin@cmx-andressil]$ cmxctl config certs clear
5EFA|. emxctl config certs importcacert 3E & &350 CA QIS ME 7HXSLICHHIUHS E
St CIE RE H|YMHS zExZ Eof CHal| s hLCt

[cmxadmin@cmx-andressi]# cmxctl config certs importcacert ca.crt
Importing CA certificate.....

Enter Export Password:
Verifying - Enter Export Password:
Enter Import Password:

No CRL URI found. Skipping CRL download.
Import CA Certificate successful

BEHA. M Q1B M L JHR! Z|(HY T2 AR E 71X 224™ cmxctl config certs
importservercert 3@ & A™ELICHHIZLHS E MEHSI D ZE H|YUHS TEITE0f CHEH gH=

LICt.

[cmxadmin@cmx-andressi]# cmxctl config certs importservercert key-cert.pem

Importing Server certificate.....
Successfully transferred the file


https://tools.cisco.com/bugsearch/bug/CSCvr27467

Enter Export Password: password

Verifying - Enter Export Password: password

Enter Inport Password: password

Private key present in the file: /hone/cnxadm n/key-cert. pem

Enter |nport Password: password

No CRL URI found. Skipping CRL downl oad.

Val i dation of server certificate is successful

I mport Server Certificate successful

Restart CMX services for the changes to take effect.
Server certificate inported successfully.

To apply these certificate changes, CMX Services will be restarted now.
Please press Enter to continue.
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Importing Server certificate.....

CRL successfully downloaded from http://

This is new CRL. Adding to the CRL collection.

ERROR:Check for subjectAltName (SAN) failed for Server Certificate
ERROR: Validation is unsuccessful (err code = 3)

ERROR: Import Server Certificate unsuccessful
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