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Confiquration™ > Services~ > mDNS
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WLC#

WLC#conf t
WLC(config)#mdns-sd gateway
WLC(config-mdns-sd)#end
WLC#
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WLC GUI

[ fig > Semices® > mMDNS

Service Policy mDNS Flex Profile

Service Definition

) ) O  senice List T| Directi... | T | Assigned Services
Senvice Policy a
D FlexiM IN arplay, spotify, aimuenes, apple-tv, airserver, web-senver, homesharing
Wired Filter 0O Fexout ouT airplay, spotify, airunes, apple-tv, airserver, web-senver, homesharing

1 10 »
Service List(MH|A S2)0{|M T8t AH|A AMEH

WLC CLI

WLC#

WLC#conf t

WLC(config)#mdns-sd service-1list FlexIN IN
WLC(config-mdns-s1-in)#match airplay
WLC(config-mdns-s1-in)#match spotify
WLC(config-mdns-s1-in)#exit

WLC(config)#mdns-sd service-1list FlexOUT OUT
WLC(config-mdns-s1-out)#match airplay
WLC(config-mdns-s1-out)#match spotify
WLC(config-mdns-s1-out)#end
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WLC GUI

Configuration™ > Services® > mDNS Edit Service Policy

Globa Service Policy mDNS Flex Profi  >@rvice Policy Name* mDNSFlex3SIDPolicy
Service List Input FlexIM v B
Senvice Definition
Service List Output FlexQUT * B
Service List
Location Mone v

O service Policy Ni

() mDNSFlexSSIG.

Wired Filter

1

mDNS HZ40{ A mDNS MH|A S5 =g
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WLC#

WLC#conf t

WLC(config)#mdns-sd service-policy mDNSF1exSSIDPoTicy
WLC(config-mdns-ser-pol)#service-1list FlexIN IN
WLC(config-mdns-ser-pol)#service-1list FlexOUT OUT
WLC(config-mdns-ser-pol)#end

WLC#

mDNS Flex Profile 7+ 43
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tion ™ » Senvices™ » mDNS

Edit mDNS Flex Profile

Global Service Policy mDMNS Flex Profile Profila Nams* mONSFlexPolicy
Sernce Cache Update Timer 1
Statistics Update Timer 1
service Cache Update
Profile Name T Timer
WLAN(S) (T) 11,21
D mDNSFlexPolicy 1
1 10 Wired Service Policy mOMSFlexSSIDPo... v | B

mDNS FlexConnect = 2 I}l A4
WLC CLI
WLC#
WLC#conf t
WLC(config)#mdns-sd flex-profile mDNSFlexPolicy
WLC(config-mdns-flex-prof)#wired-vlan-range 11,21
WLC(config-mdns-flex-prof)#wired-service-policy mDNSF1exSSIDPolicy
WLC(config-mdns-flex-prof)#end
WLC#
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WLC CLI

WLC#

WLC#conf t

WLC(config)#wlan ServiceUser
WLC(config-wlan)#mdns-sd-interface gateway
WLC(config-wlan)#end

WLC#
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WLC CLI

WLC#

WLC#conf t

WLC(config)#wireless profile policy ServiceUser-Policy
WLC(config-wireless-policy)#mdns-sd service-policy mDNSF1exSSIDPolicy
WLC(config-wireless-policy)#end

WLC#
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WLC CLI
WLC#
WLC#conf t
WLC(config)#wireless profile flex mDNSFlexPoTlicy
WLC(config-wireless-flex-profile)#mdns-sd profile mDNSFlexPolicy
WLC(config-wireless-flex-profile)#end
WLC#
OO S F—
Cl=2 =l Ct.
WLC L AP0 O] BHEE AFE5to AHI|Tdo|ME el = /A&t
WLC Show H¥
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<#froot>
WLC#

show run | sec ndns-sd

mdns-sd gateway
mdns-sd service-Tist FlexIN IN
match airplay
match spotify
match airtunes
match apple-tv
match airserver
match web-server
match homesharing
mdns-sd service-Tist FlexOUT OUT
match airplay
match spotify




match airtunes
match apple-tv
match airserver
match web-server
match homesharing

mdns-sd service-policy mDNSFT1exSSIDPolicy
service-Tist FlexIN IN
service-Tist FlexOUT OUT

mdns-sd flex-profile mDNSFlexPolicy
wired-vlan-range 11,21
wired-service-policy mDNSF1exSSIDPolicy
mdns-sd profile mDNSFlexPolicy

WLAN mDNS ZEE C}S HHo = &Qlgh &~ &Lt

<{froot>
WLC#

show Wl an nanme ServiceUser | in nDNS

mDNS Gateway Status : Gateway
WLC#

show wl an nane ServiceProvider | in nDNS

mDNS Gateway Status : Gateway

WLAN-Policy mDNS Z4I|130|M2 C}S HAo 2 5018 4 Q&L

<ttroot>

WLC#

show wi rel ess profile policy detailed ServiceUser-Policy | in nDNS

mDNS Service Policy name : mDNSF1exSSIDPolicy
WLC#

show wi rel ess profile policy detailed ServiceProvider-Policy | in nDNS

mDNS Service Policy name : mDNSF1exSSIDPolicy

AP Show &
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<tfroot>



9130mDNSAP#

show ndns profile detai

F1exIN_IN _home-sharing._tcp.local ANY
FlexIN_IN _airplay._tcp.local ANY
FlexIN_IN _airserver._tcp.local ANY
FlexIN_IN _raop._tcp.local ANY

FTexIN_IN _spotify-connect._tcp.local ANY
FlexIN_IN _http._tcp.local ANY
F1exOUT_OUT _home-sharing._tcp.local ANY
F1exOUT_OUT _airplay._tcp.Tlocal ANY
F1exOUT_OUT _airserver._tcp.local ANY
F1exOUT_OUT _raop._tcp.local ANY
F1exOUT_OUT _spotify-connect._tcp.local ANY
F1exOUT_OUT _http._tcp.local ANY

<{froot>
9130mDNSAP#

show mdns status

Global mDNS gateway:Enabled

vap_id ssid mdns_mode

0 ServiceUser Gateway

1 ServiceProvider Gateway

Active query interval:30

vap service_list_in service_list_out location
0 FT1exIN_IN F1exOUT_OUT 0O

1 FlexIN_IN F1exOUT_OUT O

Wired vlan configuration: 11 21
mdns stats timer: 1

mdns cache timer: 1

AP Sync VLAN: 10

Wired service Tist IN: FlexIN_IN
Wired service Tist OUT: FlexOUT_OUT

<#root>
9130mDNSAP#

show ndns ap-tabl e

AP_ETH_MAC Last_message_time Msg_seq Is_primary_ap
3C:57:31:55:E4:28 1721178339 133 YES
0C:D0O:F8:98:1B:F0 1721178339 133 NO

=X 2
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Ct= olO|x|<e Answers(ﬂtﬂ) MMof = LES ol AP7} 0|28 MHIAE FHAlSH04 T O|E{H| O] A0
K& &= airplay 2 spotify 2t21 MH|ATF EA|ELICH.

No. Time Source Destination Protocol Length Info
| 322 @0:86:84,535225 192.168.11.54 224.0.0.251 MDNS 848 standard query response 0x@88@ TXT, cach

> Frame 322: 848 bytes on wire (6784 bits), 848 bytes captured (6784 bits) on interface \Device\NPF {CC2895A1-894C-440E-ASEL-
Ethernet II, Src: SamsungElect 45:8e:26 (eP:03:6b:45:8e:26), Dst: IPvamcast_fb (@1:00:5e:88:00:fb)
» Internet Protocol Version 4, Src: 192.168.11.54, Dst: 224.8.8.251
> User Datagram Protocol, Src Port: 5353, Dst Port: 5353
~ Multicast Domain Mame System (response)
~ Transaction ID: @x0880
> [Expert Info (Warning/Protocol): DNS response retransmission. Original response in frame 32@]
> Flags: ex8408 standard query response, No error
Questions: @
Answer RRs: 1@
Authority RRs: @

Additional RRs: 3
i class IN, cache flush

ed9s583d2b239afa3ed7bee7106c3710ddefes769. _spotify-connect._tep.local: type TXT,

services. dns-sd. udp.l_ocal: type PTR, class IN, spotify-connect. tcp.local
| » _spotify-connect._tcp.local: type PTR, class 1IN, ed9583dzb239afa3ﬁd?bae?leﬁc3?1addcfe5?59._spotify—connect._tcp.local|
> ed9583d2b239ata3ed7bee7186c3710ddcfe5769. _spotify-connect._tcp.local: type SRV, class IN, cache flush, prilority @, we
» Samsung CU788@ S5 TV._airplay._tcp.local: type TXT, class IN, cache flush
> services, dns-sd, udp.local: type PTR, class IN, airplay. tcp.local
| _airplay._tep.local: type PTR, class IN, Samsung CU7@8@ 55 TV._airplay._tep.local I
» Samsung CU780@ 55 TV._airplay._tep.local: type SRV, class IN, cache tlush, prlority e, weight @, port 7eee, target lo
» localhost.local: type A, class IN, cache flush, addr 192.168.11.54
» localhost.local: type AAAA, class IN, cache flush, addr feB@::e283:6bff:fed45:8e26
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 AP#debug mdns O|HE
« AP#debug mdns I{Z!

<#root>
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0403] chatter: MDNSGW-EVENT:

flex mins gw. Recieved wired ndns packet on vlan 11

Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0403] chatter: MDNSGW-EVENT: push: adding ptr record to c
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0404] chatter: MDNSGW-EVENT: mdns_ptr_db:updated TXT reco
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0404] chatter: MDNSGW-EVENT: mdns_ptr_db:added/updated PT
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0404] chatter: MDNSGW-EVENT:

push: added ptr record to cache: srv_nanme: _spotify-connect._tcp.loca

Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0404] chatter: MDNSGW-EVENT: push: adding ptr record to c
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0404] chatter: MDNSGW-EVENT: mdns_ptr_db:updated TXT reco
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0405] chatter: MDNSGW-EVENT: mdns_ptr_db:added/updated PT
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0405] chatter: MDNSGW-EVENT:

push: added ptr record to cache: srv_name: _airplay._tcp.loca

AP7} MH|AE St&stH SUet MH[ATHHIO|EH| 0| A0 MEELICH

FIo=z Holg + &L

AP O|O|E{H|0| A 0] K{E =l MH|A LS o}

0|0

* AP#show mdns cache

O| EAM0IAME mDNS HO|EH 0] APL| FHAIO| MHIAT RIS E UBste 2 HEE OIS &3
of ZAlstx|Bt £340| O ZLICH

O O MH[A, MH|A 22X2] MAC F4, & E VLANS Z X EA|gLC.
<#root>
AP#show mdns cache
service_name service_provid
_airplay. _tcp.loca
Samsung CU7000 55 TV._airplay._tcp.T
_spotify-connect._tcp.loca

ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._t

Total Services: 2



Total Service Providers: 2

service_name

client_mac

ap_mac ap_ether_mac wired is_rlan is_aaa_override
vl an

wlan_id ttl flags client_type record_type target site_name ap_location ssid type
Samsung CU7000 55 TV._airplay._tcp.Tlocal

EO: 03: 6B: 45: 8E: 26

00:00:00:00:00:00 00:00:00:00:00:00 true false false

11

16 3840 132 0 12 _airplay._tcp.local PTR
ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._tcp.Tlocal

EO: 03: 6B: 45: 8E: 26

00:00:00:00:00:00 00:00:00:00:00:00 true false false

11

16 3840 132 0 12 _spotify-connect._tcp.local PTR

R4 AHIA BIXE MHIAE YE ST AP O EAOIMS) 20l AIAE HAISH HlolEl
Ol20fl M5HE MHIA AL RHRM BEHOIIE)E FA|(BE)ol ZH=E A0te Tvof Oj2{2st

o O|g{ C|AEd0|§ =~ ELIct Oz C|AZE|0|E 73d5ted™ 0| ool A Service User(AH|A
A& XHE airplay MH|IAE AFEFLICEH

MH|A AR M S8 ¢1Z8E|0] Qe B2 MH|A AI2X S0M 642 mMDNS S22 Er{H
Over the Air THZ! Zix{7} 22 &FL|C}.

Over the Air Z1Z{0{| M= Vian 212| M ZEI0[1E QI MH[|A AFE X7} mDNS2| 802.11 CH 4
MAC FA2} &7 mDNS #Z|E X-I{g—%}f HEHE & £+ US LlEP IP Address MMofl e
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MNo. Time Source Destination Protocol Length Info

r 1954 91:59:92.016646 192.168.21.54 224.9.0.251 MDNS

264 Standard query

> 802.11 radio information
~ 1EEE 802.11 QoS Data, Flags: o0......TC
Type/subtype: Qo5 Data (exee28)
> Frame Control Field: ex88s1
.200 @GP0 #P11 @Pee@ = Duration: 48 microseconds
Receiver address: Cisco_b3:20:af (@c:75:bd:b3:20:af)
—llansnitier addressi 26:c0:0:dciddinZ (20500015 dcidd:57)
Destination address: IPv4amcast fb (e1:00:5e:00:00:fb)
Source address: a6:c5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
BS5 1d: C1SCO D3:20:af (0C:/5:Dd:D3:20:aT)
STA address: a6:c5:15:dc:dd:57 (a6:c5:15:dcidd:s7)
........ .... 0008 = Fragment number: @
0000 0000 1101 .... = Sequence number: 13
Frame check sequence: exeeeeeoee [unverified]
[FCs status: Unverified]
[WLAN Flags: 0...... TC]
> Qos control: ex1316
> HT Control (+HTC): oxeéaeb2ef
Logical-Link Control
Internet Protocol version 4, Src: 192.168,21.54, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353

Tquery)

Transaction ID: exeeee
> Flags: ox@ee@ Standard query
Questions: 4
Answer RRs: @
Authority RRs: @
Additional RRs: @

~ Queries
» _companion-link._tcp.local: type PTR, class IN, "QU" question
» _rdlink. tcp.local: type PTR, class IN, “QU" question
» _airplay._tcp.local: type PTR, class IN, "QU" question
> _sleep-proxy._udp.local: type PTR, class IN, "QU" question

mDNS MH|A AFSAF HHIA 2

AP C|E{20{| M AP7} 41 mDNS TIHZ!E $AlStE W &olg £ ¢
HIAE O™ BAHOM THZ! ZHAHMH Eo{&E EA
Ha= 20 240t

« AP#debug mdns O|HE
« AP#debug mdns Z#Z!

<tfroot>

LICh ClHa = 2 ™E M

Jul 18 02:04:45 kernel: [*07/18/2024 02:04:45.1824] chatter: NMDNSGW EVENT

flex mdns gw. Recieved wirel ess mins packet

Jul 18 02:04:45 kernel: [*07/18/2024 02:04:45.1824] chatter: NMDNSGW PAK:
Jul 18 02:04:45 kernel: [*07/18/2024 02:04:45.1824] chatter: NMDNSGW PAK:

query: 0/3 ' _conpanion-link. _tc
query: 1/3 ' _rdlink._tcp.local’



Jul 18 02:04:45 kernel: [*07/18/ 2024 02: 04: 45. 1824] chatter: NMDNSGM PAK: query: 2/3 ' _sl eep-proxy. _udp.|
Jul 18 02:04:45 kernel: [*07/18/2024 02:04:45.7442] chatter: NMDNSGW PAK: query: 0/1 '

_airplay. _tcp.local

#=35l24™ 0| A Catalyst 9800 Wireless
M 2 HX5AAIL. MacBookE AFE Sl
04 Air ! A E Ql5tE2{H™ 0] EME & E 5104 MacBookO| M AIrE Eaif miZ! ZHXE

AXIgtMA =

I: AL ZE0|MH APZ Air T2 ZH%x{E 2l
Controlleroﬂkl AL BEO|AM HMA ZQIE

AP7} MH|A AL X2 2 E{ mDNS #HEZ|E 2™ mDNS 852 Hd5to] FMoZE MEEL
EF2 HAM|A ZQOIE MAC Add & IP AddressE S35l MBS ElH, CHA 2 MH|A AASRHEM 28 P |
HE) MAC FAO0|X|PH mDNS IP FAE ZRFt MH|ATF ZEE S} 874 AFSELICH &, 0

Izl MH|A AP KFo| A MEE|0d mDNS THZ!elL|C}.

mZlofHE AP7F mDNS HO|EQO| & E st 7| HE ol AP7HIP M| XA IP FAE AHE 5104


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html

ars

ol

Folg = U&LCH

rr
J

mDNS Z E UDP 53531} 74 IiZ!€ mDNS IP A ZE A4S

No. Time Source Destination Protocol  Length Info
r 6877 91:59:15.050707 192.168.18.63 224.9.0.251 MDNS 720 standard query response

> AiroPeek/OmniPeek encapsulated IEEE 882.11

> 882,11 radio information

~ IEEE 802,11 Qos Data, Flags: ...... F.C
Type/Subtype: QoS Data (@xee28)

» Frame Control Field: exasez
.000 9000 9010 1100 = Duration: 44 microseconds
Receiver address: ab:c5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
Transmitter address: Cisco b2:2@:af (8c:75:bd:b3:26:af)
Destination address: a6:¢5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
Source address: Cisco bS5:e9:d@ (@c:75:bd:bS:e9:de)
BSS Id: Cisco_b3:2@:af (@c:75:bd:b3:208:af)
STA address: a6:c5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
............ #eed = Fragment number: @
0000 9000 2110 .... = Sequence number: &
Frame check sequence: exeeoeaeed [unverified]
[FCs status: Unverified)
[WLAN Flags: ...... F.C]

> Qos Control: @xeee6

» Logical-Link Control
\lﬁfernet Protocol Version 4, Src: 192.168.19.63, Dst: 224.98.8.251
»| User Datagram Protocol, Src Port: 5353, Dst Port: 5353
w Multicast Domain Name System (response)

Transaction ID: éx@00e
> Flags: ex8eee Standard query response, No error

Questions: @

Answer RRs: 3

Authority RRs: @

Additional RRs: @
v Answers

> _meta_response._mdns._gateway._ap._local: type TXT, class IN

» _airplay. tcp.local: type PTR, class IN, Samsung CU7880 55 TV. airplay. tcp.local

Samsung CU7808 55 TV._ airplay._tcp.local: type TXT, class IN

TTISIT I T T TETTET

APS| mDNS MH|A 25

CItH20{l M mDNS SEO| AMH|A ALZXI0H ME LIS S HUE = UELICH §E MHIA AS
AHE 21EF mDNS SH 2 ot= Y2 SH0lM AHIA AKX MAC FAF AAMA ZOIES

MAC FAE #Qlsts ZWLICh 2! %2 o|T EHA0IAM = & UK 0| CHE I Be| ZX EAIE
FE0 Lot e WXME MHIA AFER2| MAC FAE a6c515dcdd570| 1 HA|A EQIE o] MAC

AR —

FAE 0c75bdb5e9d0 L|Ct.

<#froot>

Jul 18 02:04:45 kernel: [*07/18/2024 02:04:45.7450] chatter: mdns response packet 599 |

a6c515dc dd570c75 bdb5e9d0

08004500 02490000 0000fall lddecOa8 0a3fcOa8 153614e9 14e90235 6b330000 80000000 00030000 00000e5f 6d6



O|™ EtAI0 M= FlexConnect 24 AL|ZE!0| CHEH H3%Q2I mDNS THZ! &2 &2t & LICH 047
M MH|A MS A= Vian 110 M4 AZAE[D, AP= Vian 100, MH|A A& XH= Vian 210 |M

HAEERA&ELICH

24 M4 SR

FM SN ANURE M S AFLX HAHLED Hes| SUSHA 2 S5HH, MH|AM CHE Z2
2l SXIE ME5H, AP7F MH|AE FHAISHD O|O|E{H| O] A 0] RE & LICH O] MMl M= M|
A ZE2X7 EMo 2 ¢dZE [ mDNS HO|EQ0|E &5t AP7F MHIAE &4 5te BEdo
CHal A LCtH

M U FM MelA S| %02 802.110] L8t 0|F mZl0| M2 EAIE|E= HAIL

Ct. Ch2 HZIME Vian 112 B MH|A Z2 X7 AA KA MAC T4 9 IP AT 8=
mDNS IHZ!S ™&5t1, SXX|7} mDNS Mac &4 L IP ADDQ! B2 S S5of MH|ATF ZE
El LE UDP 53532 S5ll M&ste W &olg &= U&LCh

No. Time Source Destination Protocol Length Info
| 6567 ©2:48:39.311587 192.168.11.55 224.9.9.251 MDNS 969 Standard query response 2xeeee TXT, cache

v IEEE 8@2.11 QoS Data, Flags: ....... TC
Type/Subtype: QoS Data (©6x0028)
> Frame Control Field: exssel
.P08 0000 PR11 000 = Duration: 48 microseconds
Receiver address: Cisco_b3:28:ae (Bc:75:bd:b3:20:ae)
Transmitter address: SamsungElect Ge:eb:@c (68:fc:ca:be:eb:ac)
pestination address: IPvamcast fb (91:00:52:00:00:fb)
source address: SamsungElect Ge:eb:@c (68:fcica:be:eb:ac)
B55 Idy C1sco_b3Tddiae (BC:/57bd:bIT /8T ae])
STA address: SamsungElect_te:eb:@c (68:fc:ca:be:eb:oc)
............ 0208 = Fragment number: @
ea1e 10e1 eeel .... = Sequence number: 657
Frame check sequence: 8x880e8880 [unverified]
[FCs status: Unverified)
[WLAN Flags: ....... 1C]
» Qos Control: exeeee
» Logical-link Control
Internet Protocol Version 4, Src: 192.168.11.55, Dst: 224.0.0.251
»| User Datagram Protocol, Src Port: 5353, Dst Port: 5353
» Multicast Domaln Name System (response)
» Transaction ID: @xegee
» Flags: exs4ee standard query response, No error
Questions: @
Answer RRs: 18
Authorlty RRs: @

gl RRs: 3
~  ANSWErs
> ed9583d2b239afaled7beer106c3710ddcfe5769. _spotify-connect. _tep.local: type TXT, class IN, cache flush

services. dns-sd. udp.local: type PTR, class IN, spotify-connect. tep.local
_spotify-connect._tcp.local: type PTR, class IN, ed9583d2b239afa3ed7bee71e6c3710ddcfes769. spotify-connect. tcp.local
arta B . SpOLLTY-CONNec cp.loca ype - 5 cache S priority 8, wel

> e

AP CIH1E S3i AP7} 241 mDNS THZ/2 U1 Ho[E{H[0|A0] BH&E MHIAE F7tshs Yy
g =rolgt 4 UaLct



Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7785] chatter: MDNSGW-EVENT:

flex mins gw Recieved wirel ess ndns packet

Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7786] chatter: MDNSGW-EVENT:

push: added ptr record to cache: srv_nane: _spotify-connect._tcp.loca

Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7786] chatter: MDNSGW-EVENT: push: adding ptr record to c
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7786] chatter: MDNSGW-EVENT: push: adding ptr record to c
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7787] chatter: MDNSGW-EVENT: mdns_ptr_db:updated TXT reco
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7787] chatter: MDNSGW-EVENT: mdns_ptr_db:added/updated PT
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7787] chatter: MDNSGW-EVENT:

push: added ptr record to cache: srv_name: _airplay._tcp.loca

AP7} MH|AE FHAIStH HIOIE{H[O|A T L F |1 APL| FM AH|A SZ X Gl O|E{H| 0| A0
SSID O|&, AtO|E O|&(AtOIE TAG) Sl MF HEIt ZAIZIH CHE0l H 2= EAIZ[0] /M M
HIA 3= A AMH|A % B 5o H 74X| &t0|= 0| F AIELICH

<tfroot>

AP#show mdns cache

service_name service_provide
_airplay. _tcp.loca

Samsung CU7000 55 TV._airplay._tcp.local
_spotify-connect. _tcp.loca

ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._tcp.loc

Total Services: 2

Total Service Providers: 2

———————————————————————————————————————————————————————————— PTR Records --------—-—-—-—-—-—-——-—-—-———————————-
service_name client_mac ap_mac ap_ether_mac wired is_rlan is_aaa_override

vl an

wan_id

ttl flags client_type record_type target
site_nane

ap_Tlocation

ssid

type
Samsung CU7000 55 TV._airplay._tcp.local 68:FC:CA:6E:EB:0C 0C:75:BD:B3:20:A0 0C:75:BD:B5:E9:D0 false f

11



4320 132 0 12 _airplay._tcp.Tlocal m
DNSFI ex- Si t e- TAG

RemotelLocation
Ser vi ceProvi der

PTR
ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._tcp.local 68:FC:CA:6E:EB:0C 0C:75:BD:B3:20:A

11

1

4320 132 0 12 _spotify-connect._tcp.Tlocal

nDNSFI ex- Si t e- TAG

RemotelLocation

Servi ceProvi der

PTR

mMDNS AR R} AH|A #{2|2t AP mDNS H|O|ES|0| 8H2 74 MH|A SZAH Ao
A0t HE5| SYUSHH, MH|A AL X7 mDNS #E[8 M& 51 AP mDNS7F HO|EQ)0|2| &2
otH e MH|A& MF HE e 37 AMH|A ALEXIAH SEE E2HLIC

& mDNS AP

ALO|E B2 &tLtL| 7|2 mDNS APEH I & 7HX| 2edg & &LICH.

1. 2 & APS2| mDNS Cl|O|E{H|O| A7 S Ut AFO|E TAGO| &35t= & UC|O|EE R XISHA A

2. 12 ZF AP2| mDNS H|O|E{H|0|A 7 S Y5t +EEl mDNS MH|A T} & LICH.
2. Y74 2Ix|o| M & &8 mDNS A-II:IIJ\OH CHEH wLCof 2 2ILICHEE MEol 205tH 22 5
Mo 20 WLCOH|M O|E{8t MH[AE MEE = gi3).
7|2 AP7t otl AP -0l YHIO|E HEE MSELICE O] AFO|E LS| EE AP= Vian 100 /&
L|CH.
<#root>

Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4852] chatter:

VDNSGW EVENT: flex nmdns gw. Reci eved wired ndns packet on vlan 10

Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4853] chatter: MDNSGW-EVENT:

Recei ved _heart beat

record. data: digest=f7adbb063c274f6e4219f3a36abf7f787075b7el
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4853] chatter: seq=355
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4853] chatter:

is_primary_ap=true



Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: Calculated digest=f7adbb063c
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: Verified meta message
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: [0C:75:BD:B5:E9:D0]

Verified nmessage from 3C. 57: 31: 55: E4: 28

Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: New pkt from 3C:57:31:55:E4:
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: mdns_gw_ap_mgr :: MdnsGwApMg

3C. 57: 31: 55: E4: 28
] Received _meta_heartbeat with message: seq=355,

is_prinmary=true

9130mDNSAP#

show ndns ap-tabl e

AP_ETH_MAC
Last_message_time Msg_seq

Is_primry_ap

3C. 57: 31: 55: E4: 28

1721273666 363

YES

9130mDNSAP#

Z mDNS APE= ALO|E TAG I 7| AP7H &8 LIE|F 0|l A 34 El MH|A0H CHEH CHE APOYI A
2r2iEL[CH LB mDNS ME miZlo| SLUst AIO|E Ef 9| CHE AP EE 5t ME2 AMH[ATE
s& = 49 mDNS FHA| CIO|E{HI Ol A 7 APOI A dCo|E =L}

<#root>
Jul 18 03:41:26 kernel: [*07/18/2024 03:41:26.1021] chatter:

VDNSGW EVENT: forward_packet: sendi ng packet on vlan 10

Jul 18 03:41:26 kernel: [*07/18/2024 03:41:26.1023] chatter:
send neta packet

177 | 01005e00 00fb3c57 3155e428 08004500 00a30000 0000fall 1469c0a8 0a3de000 00fbl4e9 14e9008f 450e00



WLCO CHE 7|= mDNS AP Ci|O|E{H| 0| A |0 E:

<{froot>

Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3127] chatter: MDNSGW-EVENT:
mdns_gw visibility

:: MdnsGwVisibility: MDNS Stats Timer triggered

Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3128] chatter: MDNSGW-PAK: mdns_gw_visibility :: MdnsGwVi

Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3130] chatter: MDNSGW-EVENT: mdns_gw_visibiTlity :
Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3131] chatter: MDNSGW-EVENT: mdns_gw_visibility ::
MinsGWi si bility: sending ndns cache | APP payl oad. Total payloads sent - 2
7|2 AP7t WLCOl| &2l MH[AE= AP(O| oM R4 S& AIERH 7 M E= F4HE S8 MY
A8 ST YD SN MUIL SAH NOIS TAG U Vian, MuIL AYIX OIS E Zeiss B2
E XMBELIct FM SA AFYREC| 22 WLAN IDE Sl AFAXIIF 9412 WLANS LIERH LT,
| nitoring * > Services ™ > mDNSI

& ClearAll

Client ¥ Connection Y Site Y WLAN/GLAN/RLAN ¥ VLAN Y
Record Name Y| TTL{sec) YT ClentMAC T | Type Type APMACE® Y |Tag ID ID Record Data
mDNSFle.
airplay. _tcp.local | 4500 e003.6b45.8¢26 | WIRED  Wired 0000.0000.0000 |Site-TAG 1 1 Samsung CU7000 55
: mDNSFle... BRI 0O
;:‘”ﬁ:'{l wplocal | 4500 e003.6b45.8¢26 | WIRED  Wired 0000.0000.0000 Si'.e.‘--T."\'é 1 1 Eb’:f'”le?z,a'f,“
1 10 &

WLC GUIO|A mDNS MH|A 2 L|E{E
mDNS MH|A S8 5 ZIX| &= MH[A

mDNS MH|A 22 5'.< HA|MHE UHERIA 12 E mDNS MH|AE Ao{g £ l&L|Ct. 07|

M MH|& S5 IN 2 OUTHIM 318 =l X| 2= mDNS MH[ATE “'HE'EI'— o] of LCH.
MH[ATE S| HLE #HE|ZX[B SHE E|X| f S S EedH APOM O| CIHE 93t etAAl2.

« AP#debug mdns 2F
0|248t mDNS MH|A =

+ _airplay-bds._tcp.local
* _wake._tcp.local

Select mDNS Services(mDNS A{H|A AMEH)0f| 2 El Service List(MH|A SE)0|M LA £ AES
EIX| U B2 HEEIX| §b&LICH.

<ffroot>

: MdnsGw



Jul 18 03:46:41 kernel: [*07/18/2024 03:46:41.6986] chatter:
VDNSGW ERROR:  Handl e query:
service_string:_airplay-bds._tcp.local

not allowed by policy

. Skipping it.
Jul 18 03:46:53 kernel: [*07/18/2024 03:46:53.7270] chatter:

VDNSGW ERROR:  Handl e query:
service_string:6A:FC:CA:6E:EB:0C@0.0.0.0._wake._tcp.Tocal
not allowed by policy

. Skipping it.

X
is

| A& Holo| AFRK} X|I'd mDNS MH|A 4

A SE0|Zedt A2 WLCL| mDNS Z4I| 180|440 A Service Definition(AH|A 4 2])
MMoz S &= 2 F7t5HoF gLICh.

MH|ATFWLCHIMH MHIAZ FIHE|T MH|A S5 IN L OUTOH|IAM MEHE|EH mDNS AMH|A &=
£ S35l FlexConnect APZ F A|ELLC}.

-

OIS QIshME TR Bt HEEH AMHIAE 2obok 51D MulA HO| MAdoll M AfHIAol CHEH AHR R}
XI5 Ol8 W MHIA ExtedS F7}sHoF BLIC

<

ol ofloll A= mDNS AfH|A SE& S8 EIX| S |2 Mol A mDNS /0= 0| APO] 2l
ZLE|YE F MHIAE F7l3aL

[



Quick Setup: Service Definition

Service Definition
MNarme*

Description

Service Type

_wake._tep.local

mDNS AFEAF X AMH|A HO|

FlexConnect mDNS EEZ|& R E

Ol EM0AHE mDNS EE|& ZEE CHEX| 2 &LICH FlexConnect 22 A2|{El0{ A Ol mDNS 2
E= AP #HoM Lt Ho|Ee EfEe 2 FZE|7| HE /ULICH FlexConnect 2 AL|Z0 M
mDNSOi| CHal EE2|& 2E7} & 45E E2 APE M £ FMoM =418t mDNS Izl ™ME
5t718F B Lict ole{8t miZl2 S YT VLANKIAM B MEELICH & mDNS7H &S 35t2dH MH|A S
S ALt MH[|A AFERE7F S 4EH VLANO| {040k gFL|Ct mDNS E2[& 2 VLAN A0 & S5t X|
or& Lt

Flexconnect mDNS AtA| 2 E

Q=2 WLANOAHE mDNSE 61 K| 8L X|BF CHE WLANOIAME mDNS 2E EE 8 M6l of sl
22 WLANEHZ mDNS 2E EE2 7+ += U&LICH. mDNS &KX E & /4355t mDNS=
WLANO{| QA E! C|HIO|AE 7HXIX| & &LICEH



Configuration = > Tags & Profiles = » WLANSI Edit WLAN

A Changing WLAN parameters while it s enabled will result in loss of connectivity for clients connected to it.

ST Genaral Security Advanced Add To Policy Tags

0 sm“‘; T ' Coverage Hole Detection Universal Admin O

O O Secdospoir | Airgnet IE @ a oKC

0 © @ senicelser <’

1 10 » Advertise AP Name a Load Balance a

P2P Blocking Action Disabled v Band Select O
Multicast Buffer |- DISABLED ] I Source Guard (]
Media Stream Multicast-direct a WikiM Policy Allowed L
11ac MU-MIMOD mONS Mode Drop .

mDNS &K 2=
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