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802.11k & 802.11v) At&2| Rto|Hat FM 2 Aol O|xX|= &S &elg = A&Lch.

4 29 T2 EZ0| #4351 E SSID(802.11r, 802.11k &
802.11v)

7|2 WLAN ZAIZ|aglo|Mdolle 7|EXe 2 RE T2 EZ0| EM3t|o] Y&LICH o] A&oAME
F£M ZCI0|ME T} 9130748 HMA EQIE ZHof 2 A= ELICH WLANS| 7|8 ZHm|ag|o|M
O] Ao 2, & 802.11v L 802.11k0{| F7}5+09 WFE roamO| B HStE|2 2 &8t roamO]| of & E
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Ha. Time Source Destination Protocol  Channel  Length info

5929  2023-89-19 21:55:55.315721 5 502.11 36 6¢ QoS Data, SN=2429, FN=R, Flags =zpio . MTE
5931 2022-09-19 21:55:55.315741 = 882.11 36 442 Reassociation R=sw » SN=1, FN=0, Flags=........l <
5033  2023-89-19 21:55:55.315749 62:be:a3:@b:@7:c5 B802.11 36 a8 B .
5934 2023-09-19 21:55:55.318767 62:beraldrsn:07:c5 802.11 16 158
5936  2023-89-19 21:55:55.319861 62:be:a3:8b:07:05 802.11 36 3 8, Flag
5938  2023-89-19 21:55:55.319868 B02.11 36 84 Action, SN=1459, FN=B, Flagss........C, SSID="Roaming-Enabled"
5048 2023-89-19 21:55:55.319874 era. 882,11 36 61 VHT/HE/EHT /RANGING NDP Announ t, Soun dl ng Dialeg Token=238, Flags=........C
5541 2023-09-19 21:55:55.319877 862.11 36 697 Action Ack, SN=59, FN=8, Flags=........
5842  2023-99-19 21:55:55.319888 802.11 36 1 5 D
5944 2023-89-19 21:55:55.319886 802.11 6 144 5 b
5845  2023-99-19 21:55:55.319891 802.1 36 1 5 D
= 2 o|HIEof CHEH RA FAQLICH
CtE2 ol 22 o|HIEo Y = Ct.

2023/09/19 21:54:25.912523930 {wncd_x_R0O-0}{1}: [client-orch-sm] [15403]: (note): MAC: 62be.a38b.07c5 R
!--- Reassociation Request is received from the client.

2023/09/19 21:54:25.912882280 {wncd_x_R0O-0}{1}: [dotll-validate] [15403]: (info): MAC: 62be.a38b.07c5 D
I--- Since 802.11r is enabled, WLC/AP were able to validate/use the PMKID

802.11r0| &SI Z|H SCIO|HE T CHY HMA ZQIEZE ZAUFIT| MO M APRIS| 7| #HE
Moz 7t =™ELICt. O] 7H'E 2 Fast TransitionO|2t 1 & LICt 7| HEM 0|3 = ECI0|HES}
HM|A EQIE T} PTK(Pairwise Transient Key) A&t O|2| +&E = U F gLCt 0|28 PTK
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MA ZRIEo| M EL|CY,



MNa. Time Source Destination Protocol Channel Length Inf
5917 2023-89-19 21:55:55.303625 62:be:a3:8b:87:c5 Cisco_49:da:cf B882.11 248 Authentication, SN=1455, FN=B, Flags=::::::::C

5928 2623-99=19 21:55:55.386599 Cisco_49:da:cf 62:be:a3:Bb:07:c5 B82.11 36 217 Authentication, SN=8, FN=8, Flags=........ (4

Frame 5928: 217 bytes on wire (1736 bits), 217 bytes captured (1736 bits)
Radiotap Header w@, Length 36
802,11 radio information
IEEE 802.11 Authentication, Flags: ........C
IEEE 882.11 Wireless Management
Fixed parameters {6 bytes)
- Tagged parameters {147 bytes)
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 42
RSN Version: 1
Group Cipher Suite: @@:@f:ac (Ieee 882.11) AES (CCM)
Pairwise Cipher Suite Count: 1
¢ Pairwise Cipher Suite List @0:8f:ac (Ieee 882.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 2
¢ Auth Key Management (AKM) List 0@:8f:ac (Ieee 882.11) WPA @@:@f:ac (Iecce 802.11) FT over IEEE 802.1X
© RSN Capabilities: @x@e28
PMKID Count: 1
- PHMKID List
Tag: Mobility Domain
Tag: Fast BSS Transition
Tag Number: Fast BSS Transition (55)
Tag length: 96
¢ MIC Control: @x@ae
MIC: 200a0ad0ad0pnaenaRoanaoanadnadn
9761151 71T 28d712b1031209¢872165963b22118019125411
SHonce: 6G6d9b4BcEE461074bE1 1 274, a74b33012e471d
Subelement: PMK-R1 key holder identifier (R1KH-ID)
Subelement: PMK-RO key holder identifier (REKH-ID)

2023/09/19 21:54:25.913247615 {wncd_x_R0-0}{1}: [dotll] [15403]: (note): MAC: 62be.a38b.07c5 Associatio
!I--- Reassociation Response is sent to the client.

2023/09/19 21:53:59.692212232 {wncd_x_R0-0}{1}: [client-orch-state] [15403]: (note): MAC: 62be.a38b.07c
I--- Client took an IP address and moved to run state.

T4 2 ZR2E 20| H|EASHE SSID(802.11r, 802.11k &
802.11v)
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SID="Roaming-Disab Led"

;5309 2023-89-19 21:44:56.730296 (hm_l’rdmcl d:cuwuﬂ.:ﬂ =] EAP a1 Request, Identity
| 5312 2023-89-19 21:44:56.738539 aZica: :87:c9 Cisco_49: EAP 89 Respanse, Identity

5321 2023-89-19 21:44:36.768163 aZica:Sdieli87icd Cisco_49:daice EAP Response, Legacy Nak (Response Only)
E 5324 2023-89-19 20:44:56.770964 Lisco_49:da;ce aZicaiddielidTcd (L3 92 Request, Protected EAP (EAP-PEAP]

SM0 2023-89-19 21:44:56.813624 ﬂlﬂ- s I.IIB Request, Protected AP l!”-l!”)
E 5344 2023-09-19 21:44:56.819333 l?.u.!l.lt.ﬂ?.{! EAp
| OSME  2023-89-19 21:44:56.822226 Cisco_49:da: ce EAF

Eap

| 5153 2023-99-19 21:44:56.825017 A2zca:9d:el:AT:cd

FERRRRERE S

uu Request, Pmucmd w I%W)
82 Response, Protected EAP (EAP-PEAR)

Cisco_49:da:ce Response, Protected EAP (EAP-PEAP)

2023-09-19 21:44:56.806735 111 87 Respanse, Protected EAP (EAP-PEAP)
Success
5418 ! E g Key (Mescage 1 of 4)
5414 Key (0 ge 2 of 4)
5416 ' Key (Message 3 of 4)
5420 c J Key (Message 4 of 4)
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2023/09/19 21:44:47.425575500 {wncd_x_RO-0}{1}:

[client-orch-sm] [15403]:

I--- Reasscoiation Request is received from the client.

2023/09/19 21:44:47.425980179 {wncd_x_R0O-0}{1}:

[dotll-validate] [15403]:

(note): MAC: a2ca.9del.87c9 R

(ERR) : MAC: a2ca.9del.87c9 Fa

!I--- Since none of the roam methods are enabled, WLC/AP could not find any PMKID available.

2023/09/19 21:44:47.426252733 {wncd_x_R0O-0}{1}:

[dot11] [15403]:

!I--- Reasscoiation Response is sent to the client.

(note): MAC: a2ca.9del.87c9 Associatio

2023/09/19 21:44:47.444466744 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.444469338 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.444481064 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.471913767 {wncd_x_R0O-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.471916029 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.475646582 {wncd_x_R0O-0}{1}: [radius] [15403]: (info): RADIUS: Received from id 1812
2023/09/19 21:44:47.627108647 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.627110791 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.631319121 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.657492378 {wncd_x_R0O-0}{1}: [radius] [15403]: (info): RADIUS: Received from id 1812
2023/09/19 21:44:47.657840708 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
!I--- Full Reauthentication EAP exchange packets.

2023/09/19 21:44:47.658787303 {wncd_x_R0O-0}{1}: [cTlient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 E
2023/09/19 21:44:47.662831295 {wncd_x_R0O-0}{1}: [cTient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 M
2023/09/19 21:44:47.662931971 {wncd_x_R0O-0}{1}: [cTlient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 E
2023/09/19 21:44:47.665864464 {wncd_x_R0O-0}{1}: [cTient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 M

!--- 4-way handshake in order to compute the PTK/GTK keys.
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ZE £9|802.11k 24 =i do| of Lt

802.11 radio information
IEEE 802.11 Action, Flags: ........C
IEEE 802.11 Wireless Management
Fixed parameters
Category code: Radio Measurement (5)
Action code: Neighbor Report Response (5)
Dialog token: 42
Tagged parameters (9@ bytes)
Tag: Neighbor Report
Tag Number: Neighbor Report (52)
Tag length: 13
BSSID: Cisco_7f:a2:2f (14:16:9d:7f:a2:27)
BSSID Information: @x0@0002f7
Operating Class: 115
Channel Number: 36 (iterative measurements on that Channel Number)
PHY Type: @x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_b9:35:ee (d4:78:9b:b9:35:ee)
BSSID Information: @x000002T7
Operating Class: 121
Channel Number: 140 (iterative measurements on that Channel Number)
PHY Type: 0x@7
Tag: Neighbor Report
Tag Number: MNeighbor Report (52)
Tag length: 13
BSSID: Cisco_la:1@:ce (d4:eB:88:1a:18:ce)
BSSID Information: @x@eeeez2f7y
Operating Class: 121
Channel Number: 128 (iterative measurements on that Channel Number)
PHY Type: @x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_2b:a5:@e (@0:16:63:2b:a5:08e)
BSSID Information: @x000002T7
Operating Class: 125
Channel Number: 161 (iterative measurements on that Channel Number)
PHY Type: 0x@7
Tag: Meighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_c9:be:2e (20:23:9f:c9:be:2e)
BSSID Information: @x0@0002f7
Operating Class: 118
Channel Number: 64 (iterative measurements on that Channel Number)
PHY Type: @x@7
Tag: Neighbor Report
Tag Mumber: Meighbor Report (52}
Tag length: 13
BSSID: Cisco_99:2b:8e (40:81:7a:99:2b:8e)
BSSID Information: @x@@8002f7
Operating Class: 118

Channel Number: 52 (iterative measurements on that Channel Number)
PHY Type: @x@87

Ota(Over-The-Air) HO|H{ £ 11 A
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Frame 6321: 251 bytes on wire (2888 bits), 251 bytes captured (2808 bits)
Radiotap Header v@, Length 36
802.11 radio information
IEEE 802.11 Reassociation Response, Flags: ....R...C
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Tagged parameters (181 bytes)
Tag: Supported Rates 12(B), 24(B), 36, 48, 54, [Mbit/sec]
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (802.11n D1.1@)
Tag: HT Information (802.11n D1.10)
Tag: Extended Capabilities (18 octets]
Tag: VHT Capabilities
Tag: VHT Operation
Tag: BSS Max Idle Period
Tag Number: BSS Max Idle Period (90@)
Tag length: 3
Max Idle Period (10@@ TUs): 97
Idle Options: @x@@
ssss 2.8 = Protected Keep-Alive Required: @
gpee @ed. = Reserved: 0x00
Ext Tag: HE Capabilities
Ext Tag: HE Operation

Over-The-Air BSS 7|2+ 2k

. HES3 x| 22 2M OIZ 0| M Z22I0|HE T} A HMA ZOIE|M E10}RFIEE
ANote 4= Ql&L|Ct O|= 7| 5tH S S ESS(Extended Service Set)olAd 2ZAUE £+ Qe
NA ZQIE 2E0| Z2}0|HE MZE/L|CE

802.11v BSS &t 2| =2 Ml 7HX| ALt 2|20 A mEHEL|C}.

1. 2HE & M HMA ZRIERE HEHs 7| Hof E2t0|UE= 802.11v BSS TEH 22| 22|



£ M&stod MAZE HMA ZRIES H L2 §ME FQlst SE0|AUET A E 2Ky
I.

QHE AP/t U HEEZ o HMA ZQIE 7Hol ZE2I0[MEE EE
U £ 7IsLICt. E20|ME =71 APO| CHE + M E &
P2}o| ¢4 ANEZSHE ZE M 22I0|HET| AE] 17(AP AFS 5)2
2 8EI &H HRELUCH detHo 2 HE ZEI0[¢EE HE HEE U2 ol SUE =
EE AP0 HAZEE A= LICH &, RSSI 2™ 0|AM ST AP7} z|&f o] S Ml B LICH 0 & E01
, 2t AP7t MH|AStE Z|o| Aol 40 el AHEXHE 1E45H A A|2. 802.11v BSS Transition
Management #{Z|& Al stH 2EC WHA Q7 E Hrt HESHA 2" = U&LICE Ol AP=

2UE 52 AP S22 2L

nre gk pz ™
A T
=
]]O
N
N
jo
]
H

3. 2HEEX| i 2|H3E 2 2F: FM ZE0|UET RFE AZMSI D 7HE &2 AEE AE5t
0 APZ 2. J8{L} YE Seto|MEE QY AP O ZE8t AS E HMIBseE BT 4 E
APSt &7 R X|El= AE|7 S&E EAIRI&LICE O|§ AE|7 E2t0|¢ME EX|2tn gFLCt o] &
MNE siZ237| 951 9800 HEER = = MetE 2 0[2tE 715 RIYELICH 047|MH E2H0|YE
CllO|E{ THZ! ol RSSIQt CI|O[H £ =7t 2LIERE|T E2I0|HE= A CHE XM E 44 SHAIEL
Cl. 802.11v BSS Transition Management Request= 20| E 0| FZ%Ql 44 SHXE LdF 1

ZUH AP S22 MBsHe 2IMEHE 2US FA AL



1: TAC B-M %/A&HE Roam2 2 E HE30f Mgfstx| ef&LIch HMA 2Ol
Ztoil HHE|X| 7} SEEFX| & letod of Aol o oz A== 5 gLich 2= x| &

E
oM 0| 7|5E gdstetH M B2 EXMTI Y + &LC

AP7} Z2I0|¢1ER M& e MOHE|E 802.11v BSS HME otz @&, nZHe [ot2 2571t
F|AE £ Q& LICE 9800 M ZHAE E 2 E Immediate DisassociationO|2t= ZAI|ad|o|Md SMHE
MBst2=2 Z2Io|HE 7 HolEl 7|7k LHof| CHE APL} CHA| HAZAEL|X| ot S B ECI0|HEE X

MZE A4 sAE £ U&LcH EX WLAN Z 2 Zl of2Ho| @& pss-transition disassociation-
immediateE Sa{A T CLIOIAM £ HE = U&LICH

l2q4 x4

- O -1

rkl

802.11r BSS & ~et
802.11k HOIH =SS L EX =2
802.11v BSS

Cisco 7|& X[ 2l C}

=

==

o



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_fast_transition_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_fast_transition_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
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