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« Cisco WLC(Wireless LAN Controller) 9800 A|2|=
. C|X|& 215 M, CA(Certificate Authority) & PKI(Public Key Infrastructure)
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MIC(Manufacturer Installed Certificate)
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<ttroot>

9800#show wireless management trustpoint
Trustpoint Name : CISCO_IDEVID_SUDI
Certificate Info : Available

Certificate Type : MC <--

Private key Info : Available
FIPS suitability : Not Applicable

SSC(Self-Signed Certificate)
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<tfroot>

9800#show wireless management trustpoint
Trustpoint Name : 9800-CL-TRUSTPOINT
Certificate Info : Available

Certificate Type : SSC <--

Certificate Hash : e55e61b683181ff0999ef317bb5ec7950ab86c9e
Private key Info : Available
FIPS suitability : Not Applicable



LSC(Locally Significant Certificate)
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Your connection isn't private

Attackers might be trying to steal your information from 10.88.173.254 (for example, passwords,

messages, or credit cards).
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configure terminal

ip http secure-trustpoint <custom-cert>.pfx
IRestart HTTP services

no ip http secure services

ip http secure services

end

write
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(od: HE =) ip http MEH A EH EA| | AE| X[ £§

<#root>

9800#show ip http server status | include trustpoint

HTTP secure server trustpoint:

.pfx <-- trustpoint configured for HTTP services

HTTP secure server peer validation trustpoint:
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configure terminal

parameter-map type webauth global
trustpoint <custom-cert>
IRestart HTTP services

no ip http secure services

ip http secure services

end

write
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<#froot>

show run | section parameter-map type webauth global
parameter-map type webauth global

type webauth

virtual-ip ipv4 192.0.2.1

t rust poi nt

<-- trustpoint configured for web authentication
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