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14:12:19. 0852518 IntelCor_94:27:30
14:12:10.256280  9.803682008 Cisco_sa:18:8f

449 Reassociation Request, SN=22, FN=0, Flags=.
458

451 14:12:10.858303 9.002103000 IntelCor_94:27:38 Cisco_ai

452

453

Reassociation Response, SN=3741, FN=8, Flags:
Action, 5N=23, FNe2, Flags= aal
Request, Identity

«£, 55ID="ota-dotlx"

14:12:19.859417  2.89111 Cisco_aa:18:87 IntelCor_9

14:12:19.108429  ©.049012000 IntelCor_94:27:38 Cisco_aa: 1l Response, Identity
454 14:12:19.116989  9.205480000 Cisco_aso:l8:8f IntelCor_ Request, TLS EAP (EAP=TLS)

455 14:12:10.110150  0.092241000 IntelCor_04:27:30 Cises_pna 1 Response, Legacy Mak (Response Only)
456 14:12:10.122792  0.883642000 Cisco_sa:18:8f IntelCor_94:27:39 Request, Protected EAP (EAP-PEAR)
457 14:12:19.124621  9.001829000 IntelCor_94:27:30 Cisco_sa Encrypted Handshake Message

458 14:12:18.166658  0.242029000 Cisco_aa:1B:8f1 IntelCar_94:
459 14:12:19.170035  8.883389000 IntelCor 94:27:38 Cisco_asa: 1l
468 14:12:10.175814  8.005775008 Cisco_aso:18:8f Intellor_5
461 14:12:19.180060 0.804255000 IntelCor 94:27:38
462 14:12:10.182029  0.0802860000 Cisco_sa:18:8f
463 14:12:19.236135  @.053206009 IntelCor_94:27:30
464 14:12:19.244438  0.808303000 Cisco_aa:lB8:87
465 14:12:10.248078  0.003640000 IntelCor 94:27:20
466 14:12:19.251302  9.093224080 Cisco_aa:l8:8f
467 14:12:19.259118 0.807008000 IntelCor_94:27:30
468 14:12:19.263865 0.004755000 Cisco_asa:18:8f
4609 14:12:10.271714  9.207849900 IntelCor_94:27:30
478 14:12:19.285288 0.813566000 Cisco_aa:1B8:81
471 14:12:19.287513  8.882233000 IntelCor_S4:27:38
472 14:12:19.291881  9.203568000 Cisco_aa:l8:8f
473 14:12:19.294213  2.203132000 IntelCor_94:27:30
474 14:12:19.315016  0.020823000 Cizco_sa:l8:8f
475 14:12:19.316556  0.201540000 Cisco_aa:l8:8f
476 14:12:18.321017  0.804461000 IntelCor 94:27:30
477 14:12:10.322061  0.001844008 Cisco_asa:18:8f
14:12:10.323817  @.8017560082 IntelCor_34:27:30 Key (Message 4 of 4)
34:12:18.324690  B.800882000 IntelCor 94:27:38 Action, SH=24, €, Dialog Token=3
14:12:10. 325699  0.001200000 Cisco_aa:l8:8f Action, C, Dialeg Token=3
2.20995700@ IntelCor_34
1 2.813451008 z

119, 348503 Cisco_aa:18:8f i Dialeg Token=99

i19.349222 2.00031900@ Cisco_3f:@80:71

119, 345623  9.090401888 IntelCor_94:27:30
14:12:10. 350846 ©.800423000 IntelCor_S4:27:38
14:12:19. 530266 ©.180240000 IntelCor_94:27:30
14:12:10. 616297 2.246011008 Cisco 3f:88:f1
14:12:19.623163  @.0A6866000 IntelCor_94:27:30 IPvdmcast_16
14:12:18.623515 2.2a035200@ IntelCor_94 L] IPvEmcast_16
14:12:19. 623898 0.000375000 IntelCor_94:27:30 Cisco_¥f:@@:f 2 EN=19, FMN=0, Flag
14:12:10.625663  9.801773000 Cisco_3f:88:f1 7 SN2, FN=Q, Fla
14:12:18. 627395 2.8a1732000 IntelCor_94:27:30 C. 8 5 SH=28, FH=8, Flags=.p.
14:12:19. 628887 8.881412008 Cisco 3f:88:f1 2 SH=3, FN=8, Flags
14:12:18. 632208 8.02a3483008 IntelCor_94:27:38 SM=21, FN=8, Fla
14:12:18. 632626 8.008336000 IntelCor_94:27:30 = o5 Data, SM=22, FN=8, Flags=.p.....TC
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<#froot>

2022/09/23 20:

Access- Accept

, len 289
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23

eap- nmsk

0

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

08.

08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

646494126

646504952
646511532
646516250
646566556
646577756
646601246
646610188
646614262
646622868
646642158
646668839
646843647
646878921
646884283
646913535
646914875
646996798
646998966
647000954
647004108
647008702
647025898
647033682
647101204
647115452
647116846
647118074
647119674
647128748
647137606
647139194
647140612
647141990
647158674
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2022/09/23 20:00:08.647159912
2022/09/23 20:00:08.647161666
2022/09/23 20:00:08.647164452
2022/09/23 20:00:08.647166150
2022/09/23 20:00:08.647202312
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{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

37 Access

[radius]

[15612]:

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]

[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:

[auth-mgr] [15612]:
[auth-mgr] [15612]:
[auth-mgr] [15612]:

[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

26 b8 79 7e 89 83 f0 12 54 73 cb

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
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[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

[auth-mgr] [15612]:

-Accept(H

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

(info):
(info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):

(info):

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

(info):

RADIUS:

M2 42 HAIX| 0l%

Received from id 1812

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
Valid Response
[0093.
[0093.
[0093.
[0000.
[0000.
[0093.
[0093.
[0000.
[0093.

3794.
3794.
3794.
0000.
0000.
3794.
3794.
0000.
3794.

2730:

2730

0000

0000

authenticator 8b 11 2
User-Name [1] 7 "Alic
Class [25] 55 ...

EAP-Message [79] 6 ..
Message-Authenticator
EAP-Key-Name [102] 67
Vendor,
MS-MPPE-Send-Key [16]
Vendor,
MS-MPPE-Recv-Key [17]

Microsoft [26
Microsoft [26

Packet, Free t
capwap_9000000

:capwap_9000000
2730:
0000:

capwap_9000000
capwap_9000000

1 capwap_9000000
2730:
2730:

capwap_9000000
capwap_9000000

:unknown] Pkt b
2730:

capwap_9000000

Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying

61 51 da fa af 02 bf 96 87 67 4c c7

[15612]:
[15612]:
[15612]:
[15612]:

(info):

(info): Applying Attribute :
(info): Applying Attribute :
(info): Applying Attribute :

[0093.3794.2730: capwap_9000
[0093.3794.2730: capwap_9000
[0093.3794.2730: capwap_9000

Attribute : us
Attribute : cl
Attribute : EA
Attribute : Me
Attribute : EA
Attribute : MS
Attribute : MS
Attribute : dn
Attribute : fo
Attribute : au
Attribute :

22 cl
ea
me
cl
in

(info): Applying Attribute
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<#root>

2022/09/23 20:00:08.647158674 {wncd_x_R0-03}{1}: [aaa-attr-inf] [15612]: (info): Applying Attribute :
eap- nsk
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449 14:12:108.852518 IntelCor.
450 14:12:10.056200 Cisco_sarls IntelCor_94:27:30
451 14:12:10.058383  9.88218308@ IntelCor_94:27:38 Cisco_sa:l8:8f
452 14:12:18.055417  9.801114080 Cisco_sa:1B:8f IntelCor_94:27130
453 14:12:19. 188429  9.845012009 IntelCor_94:27:30 Cisco_sa:18:8f
454 14:12:10.116085  0.802480088 Cisco_sa:18:8f IntelCor_54:37:30
455 14:12:18.119158  9.88224108@ IntelCor_94:27:30
456 14:12:19,122792  9.883642088 Cisco_sa:1B:8f
457 14:12:18.124621  9.B01829089 IntelCor_98:27:308
458 14:12:10, 166650  B.842029000
459 14:12:10.178035  9.883385008
460 14:12:108.175814  0.885775008 IntelCor_94:27:30
461 14:12:10. 188069  9.884255088 IntelCor_94:27:30 Cisco_sar18:8f
462 14:12:10.182929  D.BOZ86008R Cisco_sa:1B:8f IntelCor_94:27:30
463 14:12:19.236135  B.853206089 IntelCor_94:27:38
464 14:12:10.244438  9.802303009 Cisco_aa:18:8f
465 14:12:10.245078  0.8036428008 IntelCor_54:37:30 Cisco_sa:18: 81
466 14:12:10.251302  9.803224009 Cisce_sa:18:8f IntelCor_94:27:30
467 14:12:18.259118  9.887808088 IntelCor_94:27:30 Cisco_sar18:8f
468 14:12:10.263865  B.B84755000 Cisco_sa:18:8f IntelCor_94:27:30
469 14:12:10.271714  B.B87845089 IntelCor_94:27: Cisco_sa
12:10.285288  .813566008 Cisco_aa:l18 IntelCer,
AT1 14:12:10.287513  9.882233088 IntelCar, 94 Ciseo_sa
472 14:12:19.391081  9.B83568088 Cisce_sa:1B:8f IntelCar.
473 14:12:18.294213  9.883132000 IntelCor_94:27:30
474 14:12:10.315016  B.020803089 Cisco_aa:lB:8f
ATS 14:12:10.316556  0.801540008 Cisco_aa:18:8f
ATE 14:12:10.321017  0.804461088 IntelCar_94:27:30
AT7 14:12:10.327061  9.801044008 Cisce_aa:1B:8f
478 14:12:18.323817  B.081756088 IntelCor_94:27:30
479 14:12:10.324699  0.008882089 IntelCor_94:27:38 a
14:12:10. 325899  0.001208004 Cisco_aa:18:81 IntelCor_94:27:30

dB  Reassociation Request, SN=22, FH=8, Flags=
dB  Reassocistion Respense, SM=3741, FM=d, Flagss.
B Action, SNs23, FieR, Flagss el

d8  Request, Identity

d8  Response, Identity

dB  Request, TLS EAP (EAP-TLS)

B Responze, Legacy Mak (Respsnse Oaly)

B Request, Protected EAP (EAP-PEAP)

d8  Encrypted Handshake Message

dB  Request, Protected EAP (EAP-PEAP)

d8  Response, Protected EAP (EAP-PEAF)

B Request, Protected EAP (EAP-PEAP)

L] Response, Protected EAP (EAP-PEAF]

dB  Server Hello, Certificate, Server Key Exchange, Server Hello Done

d8  Encrypted Handshake Message, Change Cipher Spec, Encrypted Handshake Message
B Chamge Cipher Spec, Encrypted Handshake Message

B Response, Protected EAP {EAP-PEAP]

48 Applicatisn Data

d8  Applicatisn Data

Application Data

d8  Application Data

d8  Applicatien Data

48 Applicatisn Data

d8  Applicatisn Data

a8 Response, Protected EAP (EAP=PEAF)

48 Success

dB  Key (Hessage 1 of 4}

dB  Key (Message 2 of 4]

4B Key (Message 3 af 4]

dB  Key (Message 4 of 4]

8 Action, SN=24,

€, S5ID="ota-dotlx"
-C

g0 dB  Actiom, SNe3T4E, FN=B,
481 14:12:10.334056  0.009B57808 YeBl: :bodi:BE5h: {10 f162: dB  Router Solicitatice from Bd:

482 14:12:10.348407  0.013451808 IntelCor_ 94:27:30 Brosdeast 4B Who has 172.16.5.17 Tell 172.16.5.66

43 14:12:10.348083  0.000496008 Clsco_aa:l18:8f IntelCor_54:37:38 @B Actiom, SNe3T47, FNe@, Flagss. +eoC. Dialog Tokensoe
4B4 14:12:10.349222  0.000319000 Cisco_31:806:11 IntelCor_94:27:30 dB 172:16.5:1 is @t 78:da:6e:3f:80: 11

485 14:12:10.349623 802401009 IntelCor_94:27:30 Cisco_sail8:8f dB  Actiom, SN=25, FHeR, Flag +vasC, Dialog Toker=9@

14:12:10. 350048 D.B08423004 172.16.5.56 172.18. 108.43
14:12:10.530285  0.180248000 172.16.5.66 172.18. 188.43
BEE011009 172.18.108.43
489 14:12:10.623163  0.006866000 172.16.5.66
490 14:12:10.623515 ToB8: :badl: BE50: 118
172.16.5.56
T

Standard query Bx3cdB A www.msitconmecttest.com

Standard query Bxsd51 A cisce.cem

Stamdard query respomse BxadSl A cisce.com A 72.163.4.161

33 0B Mesbership Report / Join group 224.8.8.251 for any scurces / Join group 239.255.255.250 for any sources

33 a8 Multicast Listener Repert Message w2

Eche (ping] reguest $eq=B137/51487, tti=g [na response found! )
I ¢ ]

L Y D N Y SR PR R R RE R R R RS
a
&

[m response found!)

seq=B130/51909, Hl-l‘ :no respense Tound!]
$eq=B140/52255, ttl=128 {reply in 581)
-

iT2.16.5.66 172,253.63.99
172.16.5.66 72.163.4.161

Echn [pingl request
oB Echa lp“‘sl rEQUEST

a:tun. SN=26, FH-8,
Action, SN=3T54, FNe=®, Flagse,
Echa (ping) request Lde=dudl
he Iﬁlnﬂ] reply LR

IntslCor_94:27:30  Cisco_sa:i8:8f

Cisco_sn:18: 87 IntelCor_94:37:30

172.16.5.66 172.253.63.99

72, 31
1

€, Dialeg Tekersb
€, Dinleg Tekens6

seqe=B141/52511, ttl=ll (no response found!)
m-auuszzss. ul-zas {request in 49461

12:10.632072
14:12: 10, 634467

172.16.5.86 230,255, 255, 150

SO5 14:12:10.T4TAIZ 172.18. 1 172.16.5.66 64 dB sundard query rlloonn Bxdcad freonnecttest.com CNAME ncsl=geo.trafficmanager. ot CNAME wwiw. msf
SP6 14:12:10, TAELTR 172,18, 1 172,16.5.66 64 OB Standard query response 8x3cdd ficonnocttest.com CNAME ncsl-ged.trafficmanager, ot CHAME wew.msf
ST 14:12:10, TSRG4E 172.16.5.86 23.218,218.158 33 g8 50781 « 68 [SYH] Seqe0 Win=G5520 Lamwd MSS=1260 Wi=256 SACK_PERM
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