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Policy Profile: PP_Guest
Central Switching: Disabled

WLAN Profile: WP_Guest Cantral Auth: Enablad

S5ID: Guest Central DHCP: Disabled
Policy Tag: PT_CANOL | Layer 2: Security None Vian: guest (21)
Layer 2: MAC Filtering Enabled AAA Policy: Allow AAA Override Enabled
Authz List: AAA_Authz-CPPM AAA Policy: NAC State Enabled
AAA Policy: NAC Type RADILIS
AAA Policy Accounting List: Guest_Accounting

AP lain Profile: MyApProfile
NTP Server: 10.0.10.4

Site Tag: ST_CANO1
Enable Local Site: Off Flex Profile: FP_CANO1
Mative Vian 2
Palicy ACL: CAPTIVE_PORTAL_REDIRECT,
ACL CWA: Enabled
VLAN: 21 (Guest)

5GHz Band RF: Typical_Client_Density_r{_Sgh

HFTag: and"_RF 2GHz Band RF: Typical_Client_Density_rf_2gh

HAE M HAA C9800 OH7HEHE T4

C9800 - HIAE-& AAA Tdx| ol

2t 1: Cisco B{1 ID CSCvh0382701 CHaH, M|7{L|& Ol ClearPass RADIUS &g 2|35l
WLCZ2| SessionID X|& M8 A& 3522 9| El AAA(Authentication, Authorization, and
Accounting) M7} 2= WA L|X| of=X| & QIgrL|C},

1Et7|. 9800 WLC Z1I|28|0|M0il Aruba ClearPass DMZ MHHE F7I5t1 Q15 W S5 M
grLIC}. Configuration(Z1I| 2240 4) > Security( 2.2+ > AAA > Servers/Groups(MH/1E) >
RADIUS > Servers(AMH) > +Add(F7HZ 0|55t RADIUS MHH SEE =gt


https://tools.cisco.com/bugsearch/bug/CSCvh03827

Create AAA Radius Server *®

Name* CPPM
Server Address* 10.85.54.98

PAC Key

Key Type Clear Text v
Key* (@

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 5

Retry Count 3

Support for CoA [.ENABLED .}

{ 9 Cancel | Apply to Device

2CHA| AIAEOf CHEF AAA ME T8-S Holstm 1EHH0f M A3 MHE o] MH 8ol 2Egt
L|C}t. Configuration(Z1I| 224 0|A) > Security( 2.2+ > AAA > Servers/Groups(MH/1 &) >
RADIUS > Groups(1®) > +Add(F£7H 2 o|S&fL|ct.

Create AAA Radius Server Group x

Name* \ AAA_Radius_CPPM|

Group Type ‘ RADIUS

MAC-Delimiter ' none v

MAC-Filtering ‘ none v

Dead-Time (mins) ‘ 5

Source Interface VLAN ID ‘ 1 -

Available Servers Assigned Servers

' CPPM

OGN
©WEEE

9 Cancel = Apply to Device




SEHAl. HAE HMAE I8t Met Fo{ Y 52 o5t 2Bt H oM ME8 MH 25 ofE
gFLIC}. Configuration > Security > AAA > AAA Method List > Authorization > +Add2 O|S &fL|C}.

Type Network(LIE 3 8)E MEiSH C}S 2B A0l A T 48 AAA Server Group(AAA M 18
)2 MEHRSHL|C},

Quick Setup: AAA Authorization

Method List Name* ‘ AAA_Authz_CPPM ‘
Type* ‘ network v ‘ )
Group Type ‘ group v ‘ @

Fallback to local

Authenticated

Available Server Groups Assigned Server Groups

| radius | AAA_Radius_CPPM
Idap

tacacs+

ojolcls
EEE

=] Apply to Device

ATHAL HAE AHAE D13 AT BEl 2 S52 MNEHT 2Bl LA M 152 0

grLICt. Configuration > Security > AAA > AAA Method List > Accounting > +AddZ OIS &fLICH =
S0 HIFolM Type Identity(F8 ID)E MENSH CHS 2B A0 M T2 43T AAA Server Group(AAA

M 1&)S MEighLct

Quick Setup: AAA Accounting X

Method List Name* AAA_Accounting_CPPM
Type* [ identity v @
Available Server Groups Assigned Server Groups
| radius 5 | AAA_Radius_CPPM
Idap -
tacacs+ <J

PO

® @«

= Apply to Device

C9800 - 2|C|2M ACL 74



ZIC[EMACL2 AAE ZHE 2|C|& Mot 5t ECiZnt 2|C|2M gio| Stslof 5t Eei=
2 HolgfLct. 0{7|H ACL HE = 23| 2lC|=M L= &I (pass through)E 2|0|50H permit® EZ
2ol 2lc|HMe olO|gfLct. ZF Egf= ZeiAo| CHall ACE(Access Control Entries)& 435t
elapA 4l o|adA ECfE 25 Ux|SH= ACEE ME f Ecf= WEe nedsoF ghict.

Configuration(Z1Z[ 121 0| M) > Security(2.2t) > ACLE 0|S5t1
CAPTIVE_PORTAL_REDIRECTZt= M ACLZ Ho|gfL|Ct. CH= ACEZ ACLE 7 EHLICH

. ACE1: &&F ICMP(Internet Control Message Protocol) EEHZl0| ZIC|ElME 23|55 5
85tH T2 M2 75’82 = Qlst= dl AASELICH

. ACE10, ACE30: DNS A{tH 10.0.10.42 Z'4& DNS ECHE 5 E2 5185t TEHZ 2|C|=HM
StX| t&LICH HAE ZE22E EC|752{™M DNS = 3| & SErof Cist 7I 27|17 2R &L
Ct.

- ACE70, ACE80, ACE110, ACE120: At A7} Z &M B7H EAZI=8 HAE 5 ZHo Of
gt HTTP & HTTPS HMAE 5188 LIt
- ACE150: 2 & HTTP EZ{Z/(UDP ZE 80)0| Z|C|MELICt.
Sequence v Source v Source v Destination + Destination Source ~ Destination
A Action IP Wildcard IP Wildcard Protocol Port Port
1 deny any ey icmp
10 deny any 10.0.10.4 udp eq domain
30 deny 10.0.10.4 any udp eq domain
70 deny any 10.85.54.98 tcp eq 443
80 deny 10.85.54.98 any tcp eq 443
110 deny any 10.85.54.98 tcp eq www
120 deny 10.85.54.98 any tcp eq www
150 permit any any tcp eq www

C9800 - HIAE WLAN Z21}Q x| o|M

1EtA|. Configuration(74d) > Tags & Profiles(El1 & 2 &) > Wireless(F41) > +Add(F7H £ 0]
SELICE HAE Z2t0|ME T} 91728HE SSID 'Guest'e| EZEIHAEQ} & M SSID ZZ2 Z
WP_GuestE Mgt



Add WLAN x

General Security Advanced
Profile Name* WP_Guest Radio Policy LAl v
SSID* | Guest ' Broadcast SSID

WLAN ID* 3

Status enaslep [

= Apply to Device

528t Add WLAN(WLAN 227} CH&H AFRHol| A Security(. ) > Layer 2(2[0l0f 2) o 2 o|S 3
LIch.

-tlojo{2 Eot 2 E: gig

- M Fod 55 SECH2 072l AAA_Authz_ CPPM(3EHH|0 A AAA ZAT| 2 3j|oMo| LR E F

)
Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Lobby Admin Access
Layer 2 Security Mode None -

Fast Transition _ Adaptive Enab...

MAC Filtering
Over the DS

Reassociation Timeout 20

'
—
L'

OWE Transition Mode

Transition Mode WLAN ID* 1-4096
Authorization List* AAA_Authz_ C v | (D

=] Apply to Device



C9800 - AIAE X2 = E |

C9800 WLC GUI0i| A Configuration(Z1IZ| 12| 0|M) > Tags & Profiles(Ei1 & L2 HE) > Policy(™
) > +Add(F7hH 2 o|SE Lt

O|&: PP_HAE

SE: AL

oM o
00 02
o |
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Add Policy Profile x

QOS and AVC Mobility

Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies
Name*
Description
Status

Passive Client

Encrypted Traffic Analytics
CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

PP_Guest

Policy Profile for Guest

enasleo [

B osasLed

B osasLed

2-65519

WLAN Switching Policy

Central Switching
Central Authentication
Central DHCP

Central Association

Flex NAT/PAT

B oisasieo
enasled [
B oisasLe

B oisasLe

B oisasLen

=l Apply to Device



Add Policy Profile X

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

Name* PP_Guest WLAN Switching Policy

B - .
Description rofile for Branch Guest Central Switching @ ossasLeo
Status @ oisasLep Central Authentication enasle [

Passive Client @ oisasLep Central DHCP @8 oiseeleo

Encrypted Traffic Analytics @ oisasLep Central Association @8 oisasLep

CTS Policy Flex NAT/PAT @ oisasLeo

8

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

Apply to Device

5= 23t Add Policy Profile(&2 =2 &l 57} cHal AMRFol| M Access Policies( M4 &) Bjo 2
O|&grLict.

-RADIUS Z 2T UZ!: AL

- VLAN/VLAN 18: 210(F, VLAN 2102 2t 283i%| ©/x|o| HAE 2Z VLAN)

#1: Flex& HAE VLAN2 VLAN/VLAN 18§ 8 VLAN H3 9| VLANO| = 9800
WLCO|M Heolst x| eotz ELch

224Z%l A& Cisco {1 ID CSCvn48234= & Y Flex HAE VLANO| WLC 2! Flex Z 2 Zlof o
o|=l 4 SSID7t EEEFHAEE|X| ot &LICH.


https://tools.cisco.com/bugsearch/bug/CSCvn48234

Add Policy Profile »®

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling i WLAN ACL
HTTP TLV Caching IPvd ACL ( N |
DHCP TLV Caching )
IPv6 ACL v |
WLAN Local Profiling
URL Filters
Global State of Device ® :
Classification Pre Auth v |
Local Subscriber Policy Name Y Post Auth ¥ |
VLAN
VLAN/VLAN Group 210 -
Multicast VLAN | Enter Multicast VLAN |

STt Add Policy Profile(&& Z2E F7}) Cigl 4 X0l M Advanced(L&) B Z O|S & LICH.
- AAA THEO| & A

-NAC &Eli: AHE

-NAC $3: RADIUS

- 3|A| §5: AAA_Accounting_CPPM(AAA ZAI|2djo|AM9] U Z 4EHAH0M HolF)



Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile -
Session Timeout (sec) 1800 mDNS Service -
Policy
Idle Timeout (sec) 300
Hotspot Server v
Idle Threshold (bytes) 0

User Defined (Private) Network

Client Exclusion Timeout (sec) |v| | go
Status

Guest LAN Session Timeout
Drop Unicast

DHCP
Umbrella
IPv4 DHCP Required
Umbrella Not Configured v
Parameter Map
DHCP Server IP Address Clear
Show more >>> Flex DHCP Option
for DNS
Redirect
Allow AAA Override v WLAN Flex Policy
bl ) Z VLAN Central Switching
RADIUS
sl M Split MAC ACL v
Policy Name default-aaa-policy x w
Air Time Fairness Policies
Accounting List AAA_Accounting_( v | () x

2.4 GHz Policy -

£r1: C9800 WLCOIA RADIUS CoA HIAIX|E £=E3t248 'NAC(Network Admission
Control) State - Enable'0| 2 8tL|C}.

C9800 - ‘YA Ef1

C9800 GUINI M Configuration(Z1Z|12|0|M) > Tags & Profiles(E}1 % X2 ) > Tags(E{1) >
Policy(Z#) > +Add(F7H2 o|S &L ch.

-0|&: PT_CANO1

-AH: CANO1 X|AF AlO|E& &M EfT

S et chat 4 Xtoll A Add Policy Tag(&* Ef 1 %7})2| WLAN-POLICY MAPS(WLAN-POLICY
)o1|A-| +Add(F7HE 22I5tT o|Tof ¥4F WLAN ZELE Policy Profile(3% = 2 L)of| of L&



L|C}.
-WLAN Z 21 WP_HAE
- M T2 E- PP HAE
Add Policy Tag %
Name* . PT_CANO1

Description Policy Tag for CANO1

v WLAN-POLICY Maps: 0

WLAN Profile ~ Policy Profile

L

0 10  |items per page No items to display

Map WLAN and Policy

WLAN Profile* WP_Guest v I Policy Profile*

PP_Guest v

RLAN-POLICY Maps: 0

=| Apply to Device

C9800 - AP 7}l =2 I

C9800 WLC GUINIM Configuration(Z11| 22{|0|M) > Tags & Profiles(E{1 3 Z2E) > AP
Join(AP Z=2l) > +Add(F7hH 2 o|S&fL|Ct.

-O|E: E3x| AP Z 21}

-NTP MH: 10.0.10.4(Al& EEZX| Cto|o{a 3 & xX). ERAX|Q AP7t S7I8HE @Il A5t
NTP AME{QlLCt.



Add AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS

Name* Branch_AP_Profile OfficeExtend AP Configuration
Description Branch AP Join Profile Local Access v

LED State ad Link Encryption ¥

LAG Mode Rogue Detection

NTP Server 10.0.10.4

GAS AP Rate Limit

Apphost
C9800 - Flex T2 &l

Zzotdnt efa= ZEA0|H 02 ALO|Eof| MALEE + A&LICH

FlexConnect +592| 342 2 E EHElix| AFO|E0|AM SUSH VLAN ID7} AFRE|= 72 SUE Flex
Z2=UUES CHA| AFS %EI- A& LIt

1EtA. C9800 WLC GUI0| M Configuration(Z1I| 121 0|44) > Tags & Profiles(Efl1 & Z2 &) >
Flex > +Add(F7hH £ o|SgrLCt.

-0|E:FP_E7|

- |O|E[E VLAN ID: 10(AP & 2| IE{H|0[AE AFE5lEd= 720 otl HIO|E|E VLANO| /= &
fofgt Ze



Add Flex Profile x

General Local Authentication Policy ACL VLAN Umbrella
Name* FP_Branch Fallback Radio Shut
Description Branch Flex Profile Flex Resilient
Native VLAN 1D 10 ARP Caching v
HTTP Proxy Port 1] Efficient Image Upgrade v
HTTP-Proxy IP Address 0.0.0.0 OfficeExtend AP
CTS Palicy Join Minimum Latency
Inline Tagging IP Overlap

SGACL Enfarcement mONS Flex Profile x

CTS Profile Name default-sxp-profilex v

| Apply to Device

S 28t Add Flex Profile(Flex Z2E 7} CHst 4 Xtoi A Policy ACL(Z3 ACL) B{2 £ 0|5 3}0]
+Add(F7hHE Z&|ghct.

- ACL O|&: CAPTIVE_PORTAL_REDIRECT

Flexconnect &0 A= 2|C|2A40]| C98000] ot =l APOM B MtE 2 2t 2t2|El= AP7| 2[C|=]
MACLE ZHZ C2E =310 &L}

Add Flex Profile ®

General Local Authentication Palicy ACL VLAN Umbrella
Pre Auth URL  ~ ‘
ACL Name ~ Central Web Auth ~ Filter T CAPTIVE PORTAL T o
0 10 » —
Central Web Auth 1]
Pre Auth URL Filter v

[ '_ Apply to Device

S Y& Add Flex Profile(Flex Z2E Z7}) CHat & Xto{A VLAN B2 2 0[&35t0{ +Add(F7HE 2
2 Lch® EEZX| Ctolo{a® & X).

-VLAN O|&: HAE

- VLAN ID: 210



Add Flex Profile x

General Local Authentication Policy ACL VLAN Umbrella
VLAN Name ~ ID +~ ACL Name v ‘
data 2 VLAM Name* guest
1 10 v |items per page VLAN Id* 210
ACL Name k:

=

C9800 - AlO|E Elfi1

9800 WLC GUIMIA Configuration(Z4I|2240]M) > Tags & Profiles(ElZ X! =2 &) > Tags(Ei1)
> Site(AHO|E) > Add(F7H 2 o|SELch.

2o MHE CHZE 2742 41 SSIDE K| aHoF 5t 2 223 AFO|Eof CHal| 18 AFO|E Ef
O % ’gi.wllzr.

X|2|x /x|, AtO|E Ef1 ! Flex Profile Z4I|12|0|M Ztoll= 1-1 OHZ 0| R!&LIC}.

Flex Connect AFO|E0fl= 2172 =l Flex Connect Z 21} 0| 2/0{0F gFL|Ct. Z Flex Connect AFO|E
ol cHsl =|cH 100702 HMA ZOIEE J}E £ Ql&L|Ct

-0|2: ST _CANO01
SAP I T2 E HRlk| AP T2 ubQ

-Flex ZT2Z: FP_E£7|

- 27 AOIE AHS: HIZ A5

Add Site Tag x

Name* | ST_CANO1|

Description Site Tag for Branch CA
AP Join Profile Branch_AP_Profile
Flex Profile FP_Branch .
Fabric Control Plane Name v

Enable Local Site

1 Apply to Device

C9800 - RF Z 21}




9800 WLC GUIMIA Configuration(Z4I| 2240 M) > Tags & Profiles(Ef1 & X 21} l) > Tags(El1
) > RF > Add(£7hH 2 o|S &fLIC}.

-0|8: X|At RF
- 5GHz L RF(Radio Frequency) Z 21} : Typical_Client_Density_5gh(A|AE & ol M)

- 2.4GHz L RF = 2 1} Typical_Client_Density_2gh(AIAE O M)

Add RF Tag x

Name* ' Branch_RF| ‘
Description Typical Branch RF ‘
5 GHz Band RF Profile Client_Density_rf_5gh v |
2.4 GHz Band RF Profile Typical_Client_Densi v |

= Apply to Device

C9800 - APO{| Ei1 &'F

HolEl eia & F 52| /E AP €T stE Ol AF8 Y =+ UE F 7HX| 40| AU&LICH

- AP Name(AP 0|&) Z=o| miEnt Yx|5H= regex 22 835 AP 0|8 7|8 &Y
(Configure(*4d) > Tags & Profiles(Ei1 %! X 24&) > Tags(Ell1) > AP > Filter(EE]))

- AP O|HY! MAC F4 7|8t &Y (Configure(T4d) > Tags & Profiles(El 1 3! 21} Ql) > Tags(El
71) > AP > Static(ZL &)

DNA CenterE A&t ZE2EHM 50| = DNAC L AP PNP HIEZE AMESIHLE =8
APE &2 AXI[5t7| 23 980001 M AL 7HS 3t A CHE CSV(Comma-Separated Values) &
2 WHE M83%t= X0l E&LUCH Configure(T4d) > Tags & Profiles(El1 & 2 H) > Tags(El
1) > AP > Static(&%]) > Add(Z 72 0|5 & L|CHUpload File(TH ¥IZ2C) 24 &t 1),

- AP MAC F&4: <AP_ETHERNET_MAC>

- H2 ElT O|&: PT_CANO1

- AlO|E Ej1 O|&: ST_CANO1

- RF Ef1 O|&: XAt RF

=y 7h2| regex &0 MEELICt +
9| MO|E 7} 0| 8 =15t MACYH 17 &2 &85l ok &Lich.

ful
=
N
o
o
ok ©
=



Associate Tags to AP x

AP MAC Address* aaaa.bbbb.cccc

Policy Tag Name PT_CANO1 v
Site Tag Name ‘ ST_CANO1 v |
RF Tag Name ‘ Branch_RF 5

=] Apply to Device

#1: == AP O|& regex 7|8t Ef1 8 W2 &8 5t2{™ Configure(T4) > Tags &
ProflleS(EHIL Sl = 2 &) > Tags(EH) > AP > Filter(EE]) > Add(F7HZ o|SELIctH.

-0|E: BR_CANO1

- AP O|& regex: BR-CANO1-.(7)(O| &2 =& Lol M AELEI AP O|F &0l LX|EfLICt. o] of
0l M Ef2= 'BR_CANO1-' F ol 77H2| EXI7} = ?:.*E AP O|& Z =7} &= APOl| & EILICH)

-SMEL: 1
XM= Ej O|&: PT_CANO1(HCO|E CHZR)
- AtO|E Efj1 O|&: ST_CANO1

-RF Ef1 O|&: XIAFRF

Associate Tags to AP x

A Rule "BR-CANO1" has this priority.Assigning it to the current rule will swap the priorites.

Rule Name* BR_CANO1 ‘ Policy Tag Name | PT-CANO1 x v
AP name regex* | BR-CANO1-{7} | Site Taa Name | ST_CANO1 x| v
Active YES . RF Tag Name ‘ Branch_RF X v
Priority* 1 ‘

— Apply to Device

Aruba CPPM QIAEA A

Aruba CPPM ZiI|1gio|ME 7|dte 2 st T 2HM/2 8 ALe|od| CHai A= $4X| HPE Aruba SE Z|
AAO| 2o|5HAAI2.



Aruba ClearPass A =7| Zdx|g)o|M

Aruba ClearPass& CI& ElAAE T 5t ESXi <> HH{0|A OVF(Open Virtualization Format)
E-II-u-EIo |. °|.o:| _—I.L7<5I|_| |.

- Of 2FEl 7He CPU 271
- 6GB RAM
- 80GB C|AF(A|AER] MHE AHV| | ZT7|VM 75 = S22 FItsof &)

cho|dlA A1
OS2 Sall £34F coldlAE M LICH &2l > M 22Xt > 2to|MA. E3&, HAlA &
HC Zlo[MAE FIHELICH

MH EAE O|F

Administration(Z 2[) > Server Manager(A{tH #2IX}) > Server Configuration(A{tH ZHI|12{|0[M) 2
2 o|Sstn Mz ZZ2H|XH'JE CPPM MHE MEiRFLICH

- ZAE O|&: cppm

- FQDN: cppm.example.com

FO|

—

-EE| ZE IP F4A X|H L DNS

b

Administration » Server Manager = Server Configuration - cppm

Server Configuration - cppm (10.85.54.98)

Services Control Service Parameters System Monitoring Network FIPS

Hostname: leppm
FQDN: cppm.example.com
Policy Manager Zone: default v Manage F

Enable Performance Monitoring Display: Enable this server for performance monitoring display

Insight Setting: Enable Insight Enable as Insight Master Current Master:cppm(10.85.54.98)
Enable Ingress Events Processing: [l Enable Ingress Events processing on this server
Master Server in Zone: Primary master w
Span Port: -- None -- s
IPv4 IPvE Action
IP Address 10.85.54.98
Management Port Subnet Mask 255.255.255.224
Default Gateway 10.85.54.97
IP Address
Data/External Port Subnet Mask
Default Gateway
Primary 10.85.54.122
DNS Settings i
Tertiary
DNS Caching Disabled

CPPM & MH 2I&AM(HTTPS) ¥4

0| 215 ME ClearPass Guest Portal I O|X|7} HTTPSE S8 E21x|2| HAE Wifiod st Al
AE ZEI0o|EN MEBE i AFHSEL|CH



1EtA. CA pub chain 215 MHE FZE=FHLC}.
Administration > Certificates > Trust List > Add£ O|S & L|C}.

-Al2E: 7B AFR

View Certificate Details o

Subject DN:

Issuer DN:

Issue Date/Time: Dec 23, 2020 16:55:10 EST

Expiry Date/Time: Dec 24, 2025 17:05:10 EST

Validity Status: Valid

Signature Algorithm: SHA256WithRSAEncryption

Public Key Format: X.509

Serial Number: 86452691282006080280068723651711271611
Enabled: true

Usage: EAP RadSec Database Others

“Upcto Jl Disabie [ Export Jll Close

2B QIBM M 288 LI

Administration > Certificates > Certificate Store > Server Certificates > UsageZ 0|& & L|C}.
HTTPS M QIS A.

- Create Certificate Signing Request(Q1E M AHE 23 M) 22|

-2 0|&: CPPM

- Z%}: cppm.example.com

S
0

=

N
Of

EE Mok & LICHSANO|= 3& 0|&0]| Qlo{ok 5tnd E o et IP & 7|EF FQDNE !
). &AI2 DNSQILICE <fqdn1>,DNS:<fqdn2>,IP<ip1>.

0%k el

.



Create Certificate Signing Request o

' Common Name (CN): B e —— |
Organization (0): [Cisco ‘
Organizational Unit (OU): [Engineering \
Location (L): Toronto |
State (ST): 'ON |

Country (C):

Subject Alternate Name (SAN): [DNS:cppm.example.com ‘

Private Key Password: [eeeeseneennnns [

Verify Private Key Password: — [seeceeseceenees |

Private Key Type: [2048—bit RSA V]

Digest Algorithm: SHA-512 v

3EHA|. MEHSE CAOIAM MZ2 MAIEI CPPM HTTPS AMH|A CSRO| A ErLCt.

4EtH. Certificate Template(2/& A B &3!) > Web Server(2] A{H) > Import Certificate(2/& A 7}
M27|)2 o|Sgct.

- QB M RE: AH 2UBM
- AL HTTP A 21&8 M

- 15 M mY: CA ME CPPM HTTPS AH|A QB A ZrotE 7| & A=Y

Import Certificate Q

Certificate Type: | Server Certificate v |

Server: [cpnm—vj

Usage: | HTTPS Server Certificate v|

Upload Method: Upload Certificate and Use Saved Private Key v
Certificate File: | Browse... | No file selected.

C9800 WLCE UE<%|3 ClHIO|AE FH9|

Configuration(Z1Z| 22| 0| M) > Network(LIE3) > Devices(C|H}0|A) > Add(FE7HE o|SELICH.



-O|&: WLC_9800_X|A}

rr

PEE MEY FA:10.85.54.99(3 EZEX| Clolo{a3 & X)

- RADIUS &% Cisco: <WLC RADIUS &35 >
- =Y O|&: Cisco

- RADIUS & #Hgt 04 243} 1700

Add Device ©

SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Name: WLC_9800_Branch
[P or Subnet Address: 10.85.54.99 (e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)
Description: Cisco 9800 WLC for Branch Guest Wifi |
Y.
RADIUS Shared Secret: VErify: | [sesssccsacsaons
TACACS+ Shared Secret: Verify:
Vendor Name: Cisco ]

Enable RADIUS Dynamic Authorization: Port: 1700
Enable RadSec: O

HAE & H0|X| & CoA EIO|H

7 Aol SHHE EtO|H gt 2 dYsts A2 o S LICH Eto|H7E ZHEIX| i 2 42
Z2t0|AE 7} 'Run State'oll UX| i 2 HEfoIM =2 & 2 2C|IRMdez A-lE + AU&LICH
CSoll /#olg EtOIH:

ol

- X Y 27391 ElO|MH: O EtO|HE A Ef TEHS CPPM MH|A0| 22|11, AEXZQIE ALSKE
X|H & 'Allow-Guest-Internet' 2t 2 S535t11, CPPMOIAM WLCZ 2| CoA ZEMAE EE|7
57| 2lsh AAE == HO|X[of CHEt HMHAE 51&3t7| Tof 2IC|=M | O|X|& X|IAIZL
Ct. Guest > Configuration > Pages > Web LoginsZ O|S gfL|C}.

- HAE EZH 0|8 MEH: Lab Anonymous Guest Registration(0| HIAE Z& H O|X| I8
O|M2 CtE1t ZH o] AtAl5| EAIF)

- EditE =/gLich

-2 X[ 6

r

[5] 2
* Login Delay:
g b The time in seconds to delay while displaying the login message.

. ClearPass CoA X|?1 E}O|: [t 2t M ClearPass0ilA WLCZ 2| CoA HIAIX| MAd0| X[AEL|C.
0| CPPMO| WLCOA CoA £2/(ACK)O| EtetE|7| Mol LIE X o2 SEI0|¢E AEZQIE
O| HEHE MBHMo = HMetsly| ol EgLICH 3 HAEW M= wLcel 22|x O|2te| 8H
AlZtE 204 0, CPPMO| AEXQIE §4J AO|0|EE 2 E K| A2 FR WLCE| A
RADIUS M|440| Q1B E[X| o2 MAB MH[A Al™ HA10 2 x|5t0H 22t0|EN CHA| 2lC|2
M 10| X|7} MZElLICH CPPM > Administration(®2l) > Server Manager(AtH & 2|x}) >



Server Configuration(AMt 71| 184|0|M)2 2 0|S 35t CPPM Server(CPPM A{H) > Service
Parameters(A{H|£ Of7l'H=)& MEHEHLICY.

- RADIUS 5% 8 £04(DM/CoA) X|® - 6 2 MY

' Administration
#* ClearPass Portal
5 Users and Privileges
2 Server Manager

Dashboard o inistration = Serve ger » Server Configuration - T
(" Monitoring W Server Configuration - cppm (10.85.54.98)
- Configuration o

ClearPass Policy Manager

Administration = Server Manage erver Configuration - cppm

System Sarvices Control System Monitoring Network FIFS

j" Select Service: Async network services v
4 Local Shared Folders
P Licensing Ingress Event
 Device Insight Batch Processing Interval 30 seconds
& External Servers Command Control
&#° External Accounts RADIUS Dynamic Authorization (DM/CoA) Delay 5] seconds
Certificates Enable SNMP Bounce Action FALSE =
& Certificate Store Post Auth
o Trust Lislt . Number of request processing threads 20 threads
D_{i:::::atlon Lists Lazy handler polling frequency 5 minutes
i
z Algenrs a:ad Software Updates Eager handler palling frequency 30 seconds
% Support Connection Timeout 0 seconds
Palo Alto User Identification Timeout 45 minutes
ClearPass - HIAE CWA #Hu|ado|M
ClearPass& CWA Z1I|22{|0|MH& (3) MH|A ZRIE/HAHZE & E LY.
ClearPass 74 24 MHlA 88 Sx
=
ARt X|H £ 4 Allow-Guest-
x Internet = TRUEO|™H HIE 22
1. G #Elxt MH|A: Mac 215

2. HAE

1S ELICH aZX| gto™ 2t
3l COAE Ea|7{&rLct. xiQ!:
ol 2 7921 AUP I|O|X|E E.
Ct.

Post-auth set custom attribute

Allow-Guest-Internet = TRUE.
A=ZQIEE LTl HEIZ ¢

ClearPass 23 HEIH|O|EH 4. HAE CIEY &E

Z20|1E 7t 'Webauth Pending' & 'R
G40 HEHH|IOIE &

2424 Boolean

- wifioll @135t M HAE

LICt. o] E4of izt 5E|-O|°1

E
MH[A: ¢l 7|8k OIF AMEX X|H EM Allow-Guest-
Internet = TRUE A%
COA: M2I&
AEH ZHof| HEHE [ HAE A= ZQIE ME|E FHF
dg ol %L—IEP

7|2 o|EH|O|E] 40| Allow-Guest-Internet=false 2 A& E|0{ &
RIZE2 MAB MHIAE &35l 0|5

- AUP Accept(AUP =2} HE S 225lH HAE Z2t0|ME S| HIEHH|O|EH 30| Allow-Guest-
Internet=true £ UC|O|EEILIC}. True(&)E MHEl o] EHof 7|28t & MABE= QIE{H0f 2|C|
BEIME|X| ot HMAE s{2EFL|Ct

ClearPass > Configuration(Zd

I|22i0]M) > Endpoints(2l E)E 0|Sstn SF0iAM A==l



EE MEH3 T Attributes(Bd) B2 2 2!8 CH= Allow-Guest-Internet with value false and

)|
Save(®RE ¢t Save)E FIHErLIC

T

-

0 SUHA=ZQIEE HESHT HEZ 0| §EE AXE = J&LICH ol HAHME H
2o M AFEE = = Endpoints HIEIE|O|E DBOI| 2EE e LICH.

Edit Endpoint &

Endpoint I:iﬂlua
Attribute Value

| [Allow-Guest-Internet [*] = false ] ! R

1
2.| Click to add...

ClearPass A& M2 31 RIS

Z20|HE I HAE ZH I O|X[oAH AUPE & §F 2% HAE ZEI0|¢EN &

ClearPass > Configuration > Profiles > Add2 O|S&fL|C}.
-EHZ3l: RADIUS 5% #8t Eod
-0|&: Cisco_WLC_Guest_COA
Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Attributes Summary

Template: ' RADIUS Dynamic Authorization v |
Name: Cisco_WLC_Guest_COA ]
Description:
Y
Type: RADIUS_CoA
Action: Accept Reject Drop
Device Group List:
[ --Select-- . ]
HHZ:IETF S E AEO|MId %{Radius:IETF:Calling-Station

Radius-Cisco Cisco-AVPair subscriber.command=reauthelr
' e



0, H Nal ol _
Radius:Cisco Cisco-AVPair %o{Radius:Cisco:Cisco

AVPair:subscriber:audit-sessic

Radius:Cisco Cisco-AVPair _
type=last

ClearPass HAE X & 2C|8M Mg =2 0@l ZHu|ad|o|M

'Allow-Guest-Internet'O| ‘true'£ A& E CPPM YIEXZQIE G| O|E{H
RE AR X7|MAB BHH S0f| HAEN ML= A =

124 9800 WLCOHIM 2|F 215 E fla HAE Zeto[FEE CPP
Ct.

=
N
[>
[m
Hel
I
HU
o
n
1E
B
o
r

ClearPass > Enforcement > Profiles > Add2 O|S&fL|C}.

-0|&: Cisco_Portal_Redirect

0%

: RADIUS

0

. AN
a3

2
2

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

m Attributes Summary

Template: | Aruba RADIUS Enforcement v]
Name: ICisco_PortaI_Redirect |
Description:

4
fype: RADIUS
\ction: ® Accept O Reject O Drop

Device Group List:

[ --Select-- v ]

ClearPass 2|C|3I4M &2 z 202

S YU 3k & xto| Attributes(54d) B0l o] o|O|X|ol| 2t & 7He| §d& F-eLict

Enforcement Profiles - Cisco_Portal_Redirect

Summary Profile m

Type Name Value
i | Radius: Cisco Cisco-AVPair = url-redirect-acl=CAPTIVE_PORTAL_REDIRECT Bty

url-redirect=https://cppm.example.com/guest/iaccept.php?emd-
2. | Radius:Cisco Cisco-AVPair = login&mac="% {Connection:Client-Mac-Address-Hyphen }&switchip=% B
{Radius:IETF:NAS-IP-Address}

ClearPass E|C|EM Z 20t o §4

7t &1 Rt:reauthenticate-type=las



url-redirect-acl £ 432 C980001| A AA4=l ACL2| O|E Q! CAPTIVE-PORTAL-REDIRECTZ A% =
LIC}.

&r1: ACLO]| CHEt 2= 0F RADIUS HIA|X|of| MELE| T ACL LI % MEE|X| et&L|CH O3
1 Z-0] 9800 WLCO]| 444 =l ACL2| O|& 0| O] RADIUS E449o| Zt1t Z&r5| Lx|sHoF g L|Ct.

url-redirect 42 044 o7 HS-ZE FHELICH

. HAE Z&Oo| 3 ARIL|E= CH4 URL, https://cppm.example.com/guest/iaccept.php
. HAE Z210|P1E MAC, DH3 2 %{Connection:Client-Mac-Address-Hyphen}
. I 7|& IP(9800 WLCOI A EIC|2M E2|H), IH2 2 %{Radius:IETF:NAS-IP-Address}
. cmd-login ¢4
ClearPass A E ¢ 230! H0|X|e] URL2 CPPM(CPPM) > Guest(|AE) > Configuration(Zd
I| 38| 0|M) > Pages(HH|O|X|) > Web Logins(¥ 2192l) > Edit(H&)E 0|5 [ EAIELICH

O] ofloflME CPPMe| HAE Z & 1 0|X| O|& 0l iacceptZ & o|FLIC}.
21 HAE =H M o|X|e| Ax|aeio|M BHAHlE ChS3t Z&Lct.

aruba (
1.' Guest Home » Configuration » Pages » Web Logins

I" Devices i Web Login (Lab Anonynous Guest Regist

B Onboard

Use this form to make changes to the Web Login Lab Anon)

\Lab Anonynous Guest Registration

“& Configuration =)

® Authentication
- Content Manager

* Name:

a:",; Guest Manager Enter a name for this web login page.
- %) Hotspot Manager iaccept

§- Pages Page Name: Sgmrera-page marme Tor-tis-wen oo

% The web login will be accessible from “/guest/
Fields

EE] Forms
m T . Description:
@ Self-Registrations Comments or descriptive text about the web |

i€ Jweb Logins % Vendor Settings: | ATuba Networks

. Web Pages Select a predefined group of settings suitable

#1: Cisco C|HFO|A 9| 732 audit_session_id7 Lt o 2 AFE £|X|BF CHE HIHo| A= K|
HE|X| ek & LT

ClearPass HIE}C|O|E M8 2 & ZHu|ag|o|M

CPPMO{M & Ef Mt FXof| A4Sl A=XQIE HEH|0|E EEE HHOIESHESE Al =22
ZE Fdgoh

Ol Zz2m2 AM=xQIE HO|EH|0|AL] HAE ZEt0|UE MAC F4 & F0i HE X 'Allow-


https://cppm.example.com/guest/iaccept.php

Guest-Internet' /=~ & 'true'2 MM FLICt
ClearPass > Enforcement > Profiles > Add2 O|S gFLIC}.
- HIZ3: ClearPass YE{E| &OH0|E M&

{3 Post_Authentication

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

lmiﬂ Attributes Summary

Template: [CIearPass Entity Update Enforcement v]
Name: W-
Description:

Y
Type: Post_Authentication
Action: Accept Reject Drop

Device Group List:

S st ch3l A RFo A Attributes B2 AMEHEHLICE

: 2 Mlwoll LIEtLHE S Sted™ ErAlofl dEE CHE stLt of&f of <l
QIEof Clisll 0| HEE S22 Holsfiof &LC.

|r|
H

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Profile Attributes Summary

1. | Endpoint - Allow-Guest-Internet ':

true [=]

n

2. ‘ Click to add...

ClearPass HAE QIE{L! HAA M A Hu|ad o]



ClearPass > Enforcement > Policies > Add2 O|S&fL]Ct.

-0|&: WLC Cisco HAE &

2
oto

#3: RADIUS

- 7|8 Z 24 Cisco_Portal_Redirect
Configuration » Enforcement » Policies » Add

Enforcement Policies

Name: |WLC Cisco Guest Allow |
Description:
A
Enforcement Type: ® RADIUS ') TACACS+ (O WEBAUTH (SNMP/Agent/CLI/CoA) O Application O Event

Default Profile: | Cisco_Portal_Redirect v

S YU i3t Aol M Rules(TH2l) IS 2 0|&35+1 Add Rule(T+E] F7hHE S=IgLICt

-T2 L O|F/FIHE = MEH: [RADIUS] [HAHA Z2E 58]

Rules Editor o

Conditions
Match ALL of the following conditions:
Type Name Operator Value
1. | Endpoint hd Allow-Guest-Internet hd EQUALS - true v @ %
2. | Click to add...
Enforcement Profiles
Erofiiellia=s; [RADIUS] [Allow Access Profile]

--Select to Add-- g4

[Sove [ Cancel |

ClearPass HIAE AFE AUP A8 X2 1|8 o|M

ClearPass > Enforcement > Policies > AddZ O|&&fL|C}.

==

-0|F: Cisco WLC & 215 Al 3



|
|

Olo

7 WEBAUTH(SNMP/0{ 0| E/CLI/CoA)

Configuration » Enforcement » Policies » Add

N
M

I 2 Zl: [RADIUS_CoA] Cisco_Reauthenticate_Session

Enforcement Policies

Name: Cisco WLC Webauth Enforcement Policy [
Description:
Y
=nforcement Type: (O RADIUS () TACACS+ (& WEBAUTH (SNMP/Agent/CLI/CoA) (O Application O Event

pemukiiotile: | [RADIUS_CoA] Cisco_Reautt v | [ TE

(215 3] [RIEEQIE o £ 9l dno|E]
- [2!5 %] [Make-Cisco-Guest-Valid]
- [RADIUS_CoA] [Cisco_WLC_Guest_COA]

Rules Editor o

Conditions
Match ALL of the following conditions:
Type Name Operator Value
1. | Authentication Status EQUALS User b ¥

2.

Enforcement Profiles

Profile Names: [Post Authentication] [Update Endpeint Known]
[Post Authentication] Make-Cisco-Guest-Valid
[RADIUS_CoA] Cisco_WLC_Guest_COA

--Select to Add-- v

A s HAE X 2|C|AM oA HEFR X HUSE ALE|IRE H™StE B CPPM
ElO|HE Z=75loF 3t 7Lt RADIUS CoA H|A|X|7} CPPM2} 9800 WLC Ztod| MICHE wm et x|
K| et S LIEFRLICEH O|2{Et AIO|EE =elEtLct,

- CPPM > Monitoring > Live Monitoring > Access Tracker2 O|& 31 RADIUS 21 & =0
RADIUS CoA MF HE7I Z & (o] A=X] &g



- 9800 WLCO{| M Troubleshooting(2X| 31Z4) > Packet Capture(Z{Z! Z§*{)E 0|55t RADIUS
CoA IHZ!O| =58 ZWo 2 o & k|= QIE{H O|ANM pcapE &35t T CPPMOIA RADIUS CoA
HIAIX|7} = A E[=X] = QIgL|Ct.

ClearPass MAB 2!& MH|A #HI|ad 0]4d

MHIAE AV(SE 2h) ‘4 RadiusOl A 2 x|&FLICt. Cisco | CiscoAVPair | cisco-wlan-ssid
ClearPass > Configuration > Services > AddZ OIS gfL|ct.

MH|A EH:

- &: RADIUS: Cisco

-O|&: Cisco-AVPair

-7} %|: cisco-wlan-ssid=HIAE(TLMHE HAE SSID 0|8 YUx|)

211 'Guest'= 9800 WLCOHIA EEEF|AE S HAE SSID2| 0|ElL|C}.

Configuration » Services » Add
Services

m Authentication Authorization Roles Enforcement Profiler Summary

Type: MAC Authentication v
Name: |GuestPortal - Mac Auth|
Deseription: MAC-based Authentication Service
4
Monitor Made: [] Enable to monitor network access without enforcement
More Options: Authorization [] Audit End-hosts Profile Endpeints [ Accounting Proxy

Service Rule

Matches O ANY or & ALL of the following conditions:

Type Name Operator Value
1 Radius:IETF NAS-Port-Type BELONGS_TO Ethernet (15), Wireless-802.11 {19) Y
2. Radius: IETF Service-Type BELONGS_TO Legin-User (1), Call-Check (10) i
3. | Connection Client-Mac-Address EQUALS % {Radius:1ETF:User-Name} Y
4 Radius: Cisco Cisco=AVPair EQUALS cisco=-wlan=-ssid =Guest




aruvba ClearPass Policy Manager

Dashboard

[=] Monitoring
Q“fa Configuration

Configuration » Services » Edit - GuestPortal - Mac Auth
Services - GuestPortal - Mac Auth

Summary  Service Authorization  Roles  Enforcement  Profiler
12 Service Templates & Wizards

! m Authentication Methods: TWMW1 HI
5 Authentication
1) Methods
1 Sources
- & Identity
14 Single Sign-On (S50)
1) Local Users
{3 Endpoints |—-Select to Add— v
{x Static Host Lists Authentication Sources: |TEndpmnts Repository] [Local SQL OB] |
{1 Roles [Guest User Repository] [Local SQL DB]
1 Role Mappings
5 Posture
§ Enforcement
1} Policies
1} Profiles
- ~#. Network
1 Devices
1 Device Groups

o -

[- -]

G)

| --Select to Add- ~|

Strip Username Rules: ) Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

S et st & RtollM 248 B2 MERfLCH

- A& 28 WLC Cisco HAE &&
Configuration » Services » Add

Services

Service _ Authentication _Roles [ETIISENENY summary

Use Cached Results: [[] Use cached Roles and Posture attributes from previous sessions

=nforcement Policy: | WLC Cisco Guest Allow v)

Enforcement Policy Details
Description: MAB Enforcement Redirect
Default Profile: Cisco_Portal_Redirect
Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

1; (Endpoint:Allow-Guest-Internet FQUALS true) [Allow Access Profile]

SUs Cist Ao M8 B2 MEighct
Configuration » Services » Add
Services

Service Authentication Authorization Roles Enforcement m Summary

Endpoint Classification: Select the classification(s) after which an action must be triggered -

[-- Select -- v]

RADIUS CoA Action: | Cisco_Reauthenticate_Session Ml View Details




ClearPass Webauth AH|A Z11|8|o|M

ClearPass > Enforcement > Policies > AddZ 0O|S&tL|c}.

-0|&: Guest_Portal_Webauth

o9
P

7|5t 2l

—

0l

o
=TT

Configuration » Services » Add

Services

m Authentication Roles Enforcement Summary
Type: ' Web-based Authentication v
Name: ‘Guest |

Description:

Y/
Monitor Mode: [C] Enable to monitor network access without enforcement

More Options: [] Authorization [] Posture Compliance

Matches O ANY or ® ALL of the following conditions:

Type Name
1 ‘ Host CheckType
2. | Click to add...

215+ CHSl 4 X} 2| Enforcement £40{| A Enforcement Policy: Cisco WLC Webauth A|& =4

Configuration = Services = Add

Services
Service  Authentication  Roles Summary
Use Cached Results: Jse cached Roles and Posture attributes from previous sessions
Enforcement Policy: Cisco WLC Webauth Enforcement Policy v m Add New Enforcement Poli
Enforcement Policy Details
Description:
Default Profile: Cisco_Reauthenticate_Session
Rules Evaluation Algorithm: first-applicable
1 [ {Authentication:Status 4 User) [Update Endpoint Known], Make-Cisco-Guest-Valid, Cisco_Reauthenticate_Session
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£ E Alsl{of BLIC}. ClearPass > Guest > Configuration > Pages > Forms2 O| &3} 11 create_user
form2 MEfSHL|CH

arvba ClearPass Guest
=g Guest (] Home » Configuration » Pages » Forms
21 Devices Customize Forms
¥ Onboard
Use this list view to customize the forms within the application.

“4, Configuration O

¢ Authentication
- Content Manager [5 change_expiration Change Expiration

L 2 - Change the expiration time of a single guest account.
Qa Private Files
create_multi

ic Fi Create Multiple Guest Accounts
@ Public Files Create multiple guest accounts. P
%T' Guest Manager
e 9 @ create_m!.lltl_result Create Multiple Accounts Results
+ 83 Hotspot Manager Create mulkiple accounts results page.
2= *
- '@ Pages create_user Create New Guest Account

Create a single guest account.
By Fields e

W— 3’ Edit [=|Edit Fields f:_} Reset to Defaults ,_.’_j Duplicate ], Show Usage f.{}_‘ Translations
Launch
T st Views -

@ Self-Registrations @ create_.user_recelpt .
= | Create single guest account receipt.

rﬁWeb Logins F= anect adit

Create New Guest Account Receipt

visitor_name(& 20)2 &5t T Insert After(CHS ol & @)@ 2 =Lt
Home » Configuration » Pages » Forms

Customize Form Fields (create_user)

Use this list view to modify the fields of the form create_user.

o Quick Help @ Preview Form
Description
1 enabled dropdown Account Status: Select an option for changing the status of this account.
10 Sponsor_name text Sponsor’'s Name: Mame of the person sponsoring this account.
13 sponsor_profile_name text Sponsor’s Profile: Profile of the person sponsoring this account.
15 sponsor_email text Sponsor’s Email: Ermnail of the person sponsoring this account.
[20 visitor_name text Guest's Name: Mame of the guest. ]

E- Edit lﬁ Edit Base Field €3 Remove 5 Insert Before | ot INsert ATter | 2 Disable Field ‘



Home » Configuration » Pages » Forms

Customize Form Field (new)

Use this form to add a new field to the form create_user.

Form Field Editor

username_autn e
"EEICCE ThE 11210 deTInIton t0 ateach 1o the form.

* Field Name:

Form Displa\r Properties
These properties control the user interface displayed for this field.

Enable this field
When checked, the field will be included as part of the form.

* Rank:

Mumber indicating the relative ordering of user interface fields, which are displayed in order of increasing rank.

Field:

| No user interface v] (3 Revert

* User Interface:

g or editing this field.

Form Validation Properties

These properties control how the value of this field is checked.

[ [Field value must be supplied|
Select this aption if the field cannot be omitted or left blank.

- 1 {“\ Revert
Initial Value: \— L
==rame to initialize this field with when the form is first displayed.

Field Required:

[ IsvalidBool v
The function used to validate the contents of a field.

* validator:

| (None) hd

Validator Param:
Optional name of field whose value will be supplied as the argument to a validator.

Validator Argument:

Optional value to supply as the argument to a validator.

Validation Error: l I
The error message to display if the field's value fails validation and the validator does not return an error message directly.

Ol AUP HIAE Z& HO|X| FoM AEE AL Xt 0|2 WHELIC

CPPM > Guest > Manage Accounts > Create2 O|S &t LIC}.
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Home » Guest » Create Account

Create Guest Account

New guest account being created by admin.

Create New Guest Account

‘GuestWiFi ]
Name of the guest.

* Guest’s Name:

[Cisco ]
Company name of the guest.

* Company Name:

[guest@example.com \
The guest’s email address. This will become their username to log into the network.

* Email Address:

Allow guest access using their username only
Guests will require the login screen setup for username-based authentication as well.

Username Authentication:

[Now v]
Select an option for changing the activation time of this account.

Account Activation:

[Account will not expire v]
Select an option for changing the expiration time of this account.

Account Expiration:

[ [Guest] VJ
Role to assign to this account.

Password: 281355

* Account Role:

Notes:

Y

* Terms of Use: I am the sponsor of this account and accept the terms of use
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CPPMO{| M Live Monitoring(2t0|E. 2 L|E{&) > Access Tracker(HAlA FE{7|)2 o|S#L|Ct
MAB AMHIAE A4 st AlE st M AAE AFS A L ch

Qof &

m Input Output  RADIUS CoA

Login Status: ACCEPT

Session Identifier: R0O000471a-01-6282a110

Date and Time: May 16, 2022 15:08:00 EDT

End-Host Identifier: d4-3b-04-7a-64-7b  (Computer / Windows / Windows)
Username: d43b047a647b

Access Device IP/Port: 10.85.54.99:73120 (WLC_9800_Branch / Cisco)
Access Device Name: wic01

System Posture Status: UNKNOWN (100)

Policies Used -
Service: Guest SSID - GuestPortal - Mac Auth
Authentication Method: MAC-AUTH
Authentication Source: None
Authorization Source: [Guest User Repository], [Endpoints Repository]
Roles: [Employee], [User Authenticated]

Enforcement Profiles: Cisco_Portal_Redirect

l4 €« Showing 8 of 1-8 records » »i Change Status Show Configuration m Show Logs m

SUs CHet A RHolAM =3 Eie 2 o|s & LICH



Request Details o
Summary lm. Output RADIUS CoA

Username: d43b047a647b
End-Host Identifier: d4-3b-04-7a-64-7b (Computer / Windows / Windows)
Access Device IP/Port: 10.85.54.99:73120 (WLC_9800_Branch / Cisco)

RADIUS Request Q

Radius:Airespace:Airespace-Wlan-Id 4

Radius:Cisco: Cisco-AVPair audit-session-id=6336550A00006227CE452457
Radius:Cisco: Cisco-AVPair cisco-wlan-ssid=Guest
Radius:Cisco:Cisco-AVPair client-iif-id=1728058392

Radius:Cisco: Cisco-AVPair method=mab

Radius:Cisco:Cisco-AVPair service-type=Call Check

Radius:Cisco: Cisco-AVPair vlan-id=21

Radius:Cisco:Cisco-AVPair wlan-profile-name=WP_Guest
Radius:IETF:Called-Station-Id 14-16-9d-df-16-20:Guest
Radius:IETF:Calling-Station-1d d4-3b-04-7a-64-7b

|« <« Showing 8 of 1-8 records » » [ UL LR C T Show Configuration fll Export lll Show Logs [l Close |

S U CHEt Y RiolM B3 Ro 2 O|SELICH

Request Details o
Summary Input m RADIUS CoA

Enforcement Profiles: Cisco_Portal_Redirect
System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response

Radius:Cisco:Cisco-AVPair url-redirect-acl=CAPTIVE_PORTAL_REDIRECT

Radius:Cisco:Cisco-AVPair url-redirect=https://cppm.example.com/guest/iaccept.php?cmd-login&mac=d4-3b-
04-7a-64-7b&switchip=10.85.54.99

4 <« Showing 8 of 1-8 records » »l Change Status Show Configuration m m
=2
|

it 12, 047/ A= RADIUS Mt 2! Q|2 0jM 3 AEIE|= HAE ZED}O| Cisco 9800 Foreign,
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/content/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213945-understand-flexconnect-on-9800-wireless.html
http://www.cisco.com/c/ko_kr/support/index.html
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