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Directly Connected to CSSM

Product Instance
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Product Instance

CS5M on Cloud

Product Instance
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https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/web/software/286327971/154599/CSLU_User_Guide.pdf
https://software.cisco.com/download/home/286285506/type/286326948/
https://software.cisco.com/download/home/286285506/type/286326948/
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
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configure terminal

ip http client source-interface <interface>
ip http client secure-trustpoint <TP>

Ticense smart transport smart

Ticense smart url default

exit

write memory

terminal monitor

Ticense smart trust idtoken <token> all force
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« ip http client source-interface @& Zlo|AlA
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« ip http client secure-trustpoint W& 2 CSSM & Alofl ALE & AE| X|&/RIBME RIHFLICH.
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(config)#license smart transport cslu
(config)#exit
#copy running-config startup-config

3. HEEC{0l A CSLUE HMstEiE B HUS +Holiok ELICt DNSE AL&85tof CSLUE
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(config)#1icense smart url cslu http://<cslu_ip>:8182/csTu/v1l/pi
(config)#exit
#copy running-config startup-config
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configure terminal
ip http client source-interface <interface>
ip http client secure-trustpoint <TP>
Ticense smart transport cslu
Ticense smart url https://<on-prem-ssm-domain>/SmartTransport
crypto pki trustpoint SLA-TrustPoint
revocation-check none
exit
write memory
terminal monitor


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_ee6ccac1-38e3-438b-bc00-4cacbbf57f64
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configure terminal
ip http client source-interface <interface>
ip http client secure-trustpoint <TP>
Tlicense smart transport smart
Ticense smart url default
Ticense smart proxy address <proxy ip/fqdn>
Ticense smart proxy port <proxy port>

exit

write memory

terminal monitor

Ticense smart trust idtoken <token> all force
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show license air entities summary @& 2 At&5t0{ CHZ 0| 2tO|MA T AHME|DT ETE [ 0| T

otst £~ QI&L|CH O] W2 UHIEIOI show tech EE = show license all £230]| & £|X| ot & L|C}.
<#root>
WLCH#

show license air entities sumary

Last license report time........................2 07:38:15.237 UTC Fri Aug 27 2021
Upcoming Ticense report time....................: 15:38:15.972 UTC Fri Aug 27 2021
No. of APs active at last report................: 3

No. of APs newly added with Tast report.........: 0

No. of APs deleted with last report..............: 0
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WLC-1#T1icense smart factory reset
%Warning: reload required after "license smart factory reset" command
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Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Raports Praferances On-Prem Accounts Activity

Virtual Account: Wireless TAC @ Vajor  Hide Alerts
Licenses Product Instances Event Log
Authorize License-Enforced Features... (3 GV4ZPZPNEDW o,
Mame Product Type Last Contact Alarts Actions
UDI_PID:CS800-CL-K9; UDI_SN:OVAZPZPNEDW CH800CL 2021-May-21 21:37:46 Actions

Transfer...

Remove. ..
—

M Zlo|dMA SE(SLR)MIAM ¥dadol=

im

17.3.2 0|2 0| WLC & 2|AE= SLR(Specific License Registration)O|2t= %¢E =zel et
O|Ml A drH 2 AL F&LICE O] ZHo|MlA B2 SLUP(17.3.2 0|4 E A 5tE EE2|A0A O O
& M E|X| b &LICH

SLR2 AHE F0|T1 9800 HEEHE US|A EAE 17.32 £E 17412 YaB0|=8 L SIR
B0l o| ESHX| 1 2Z BRI SLUP B2 0|§5t= ZWd0| E&LICH 2HO|MA AFS RUM IS
X35t Smart Licensing Portal0oll SS & LICt SLRO| I 0|4 #|Al &l2|A0] gieo 2 SHHE &t
O|MA 8 Endt1 AFR3IX| &t = CHO|MAE 2l2|AELICEH Blo|MAE O O|AF RIEHE|X| S K|

FAME =7t EDELCY

o} x4st
- O™

r°l-

I

22X &

X

r

QIE{L HM|A, ZE 29l 3l Ping

7|& AOLE oM Ao M AFZZHE tools.cisco.com CHA! A SLUPE smartreceiver.cisco.com E
HIQlIZ AF83t04 AZIE MHEELICE Ol EME 2HdE M o]l ZHIQI2 o2 7He| MECHE IP F

2 EOolELICt ol F4 & LR 0t pingE &= UELICH WLCOHM QUEH A 7t sH HAER
PINGZ AH&35tH o ElL|C} Ol248t MO pingS +&E 4 Qictn M MCHE & S5HK| ot A
2 otuct,

ping CHAl ZE 4432 S8t HL2 044 EﬂAsg Ar2sHof stuct, Elyle

AN AN =
smartreceiver. CISCO com E=MHIQlo CHEH EE= ME IP A0 CHaH 217 = elg £ &LICH Eef=
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WLC-1#telnet smartreceiver.cisco.com 443
Trying smartreceiver.cisco.com (192.330.220.90, 443)... Open <-------
[Connection to 192.330.220.90 closed by foreign host]
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WLC-1#T1icense smart trust idtoken <token> all force

Aug 22 12:13:08.425: %CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair has been removed from key st
Aug 22 12:13:08.952: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair has been generated or -impor

Aug 22 12:13:08.975: %PKI-6-CONFIGAUTOSAVE: Running configuration saved to NVRAM

Aug 22 12:13:11.879: %SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new licensing trust code was successfully in

Ho|E DNS M7t 7Lt 2 S5t K| 8f= DNS A 7F = WLC 2

Aug 23 09:19:43.486: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Man

xS 2/ DNS MH7F UR[EF QIE{ A M AT} Gl= WLC 2

Aug 23 09:23:30.701: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Man

i EARLPS
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Troubleshooting(E Al 31Z) > Packet Capture(THZ! ZiX{)2 OIS & LICt AH 24X X|HS OHELICH

Troubleshooting ™ > Packet Capture

-+ Add
Capture Name -~ Interface ~ Monitor Control Plane v  Buffer Size ~ Fiterby «~ Limit Status ~ Action
0 10 &
HEE 02 ZLET Felzto| g d3tk|of Qe x| = FLICH HIH 37|E %ICH 100MBZ =&l
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Create Packet Capture %

Capture Name* | license
Fiter | any v
Manitor Control Plane Q
Buffer Size (MB)* || 100
Limit by* | Duration v ] | 3600 secs ~= 1.00 hour
Available (3) Search Q| Selected (1)
@ GigabitEthernet1 > @ Vian39 =

@ GigabitEthernet2

@ Vian1 4

25

AlZHSE T license smart trust idtoken <token> all force BHa32 AlgstL|Ct

Troubleshooting ~ » Packet Capture

-+ Add
Filter w
Capture Name ~ Interface ~ Monitor Control Plane ~  Buffer Size ~ by Limit Status  ~  Action

| coce . acwe | CEED|
O license Vian39 Yes 0% any sais Inactive m
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ZIE{2l5t2{™ CH 2 wireshark ZE{E A2 8L

ip.addr==172.163.15.144 or ip.addr==192.168.220.90 or ip.addr==172.163.15.144

2IZH0/A SSME MB35t R SSMIP A E EE{—EHL|Ct.

ip.addr==<on-prem-ssm-ip>

No. Arrival Time Source Dastination Protocol  Info

578 Aug 23, 2021 11 3.46.. 192.168.10.158 192.133.220.98 TCP 22425 - 443 [ACK] Seg=1 =1 Win=4128 Len=@

580 Aug 23, 2021 11:31:13.46. 192.168.10.158 192.133.220. 90 TLSv1.2 Client Hello

688 Aug 23, 2021 11:31:13.58.. 192.133.228.98 192.168.18.158 TLSv1.2  Server Hello

612 Aug 23, 2021 11:31:13.58. 192.168.18.158 192.133.220.90 TCP [TCP Window Update] 22425 - 443 [ACK] Seq=168 Ack=537 Win=4128 Len=0
614 Aug 23, 2021 11:31:13.58. 192.133.220.90 192.168.18.1508 TCP 443 - 22425 [ACK] Seq=537 Ack=168 Win=31953 Len=536 [TCP segment of a reassembled PDU]
673 Aug 23, 2021 11:31:13.7@.. 192.133.220.90 192.168.18.158 TLSv1.2 Certificate [TCP segment of a reassembled PDU]

675 Aug 23, 2021 11:31:13.78. 192.133.226.90 192.168.18. 150 TLSv1.2 Server Key Exchange [TCP segment of a reassembled PDU]

695 Aug 23, 2021 11:31:13.71. 192.133.220.99 192.168.18.158 TLSv1.2 Certificate Request, Server Hello Done

711 Aug 23, 2021 11:31:13.85.. 192.168.10.150 192.133.220. 90 TLSv1l.2 Certificate, Client Key Exchange

718 Aug 23, 2021 11:31:14.01. 192.168.18.150 192.133.220.98 TLSv1.2 Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
737 Aug 23, 2021 11:31:14.13. 192.133.229.98 192.168.10.158 TLSv1.2 Mew Session Ticket, Change Cipher Spec, Encrypted Handshake Message
745 Aug 23, 2021 11:31:14.13. 192.168.10.150 192.133.220.90 TLSv1.2 Application Data

747 Aug 23, 2021 11:31:14.13. 192.168.18.150 192.133.220.98 TLSv1.2 Application Data

749 Aug 23, 2021 11:31:14.13. 192.168.18.158 192.133.220.98 TLSv1.2 Application Data, Application Data

3 [ACK] Seq=4307 Ack=9739 Win=3625

0|24 show BHo= &= dHol Cigr 88 HE It 23 E[o] AU&LICH

show license status

show 1icense summary

show tech-support license

show 1icense tech-support

show license air entities summary

show Ticense history message (useful to see the history and content of messages sent to SL)

show tech wireless (actually gets show Tog and show run on top of the rest which can be useful)

show license history message W& 2 WLCO|A 2L CSSMOi| M CHA| B2 AKX HIA|X[E E A

g+ ASEZ 2t 788 BH & otLiLCh

I-J

MBI AME Mol = "REQUEST: Aug 23 10:18:08 2021 Central" 2! "RESPONSE: Aug 23
10:18:10 2021 Central" HA|X|7} QIME|0{ RI&LICE. RESPONSE LINE(8H &|4) Flof oOfF R
= AR WLC7I CSSMeERE{ 2E 8 Bhx| 28 ZdL|ct.

HEMQ EMAE HHE 2|t show license history HIA|X| 29| of IL|C}.



REQUEST: Aug 23 10:18:08 2021 Central

{"request":"{\"header\": {\"request_type\":\"POLL_REQ\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\",\"udi_seri
NB\"},\"version\":\"1.3\",\"locale\":\"en_US.UTF-8\",\"signing_cert_serial_number\":\"3\",\"id_cert_ser
\",\"product_instance_identifier\":\"\",\"connect_info\":{\"name\":\"C_agent\",\"version\":\"5.0.9_rel/
e,\"additional_info\":\"\",\"capabilities\":[\"UTILITY\",\"DLC\",\"AppHA\" ,\"MULTITIER\",\"EXPORT_2\",\
Y_USAGE\"]13}3},\"request_data\" :\"{\\\"sudi\\\": {\\\"udi_pid\\\":\\\"C9800-CL-KN\\\",\\\"udi_serial_numbe
\"},\\\"timestamp\\\":1629713888600,\\\"nonce\\\":\\\"11702702165338740293\\\",\\\"product_instance_ide
\"original_request_type\\\":\\\"LICENSE_USAGE\\\",\\\"original_piid\\\":\\\"2e84a42f-c903-44c5-83b2-e62
":78982622363\"}", "signature": {"type":"SHA256","key":"59152896","value":"eil7IuQaTCFxgUkwls76WZxa5DRI5A
0gMagQd5POU6VNsH2 j9dHCco4T1INI /aCMbRIMRmk fxyVSWsx41mjIL1Tmp0Si3ZS4FBMv1F/EBOUfowREe20z21rQplcAFpPn5STaFezW
/Nu6SQZfIW+IdF+2qnJeNFAIZbNpgOB5d5HIJvDmDImvDu3bMRHhQAWr2KKzGFr6jPz0hs7bGY/+F1fTLQk5LFEUaKTNH/tuxJPFH1F
h9//uhsd+NaQyfdRFTudkbfUBTFkvPxHW9/5w=="1}}

RESPONSE: Aug 23 10:18:10 2021 Central

{"signature": {"type":"SHA256","value":"TXZE034fqAul12jy9V4+HoB2hDSh19au/5sgodiCVatmu671/6MyN7kZfEZREuUfY8
SLrjTf04g9rGeQTcH7yEjOD+gztWXCOu8RBT7/Bo9aBs\n4x1i0E6f1PB3BP6yu7KIEUQZ8yHZzTwDT+mVtIGi6TRrtYnV3KQMpCUmF5F
wOksf3SfXreNZJuzWXzjHvtmlusCQXw7ZTBzffYsNKOOTk]I1r\nvgB2PkV7IU1sA481kpIvIPul6IiIXqgk+2PC2IzCrCLG57TVN3XgX
1pE12SHyQ/DAw==","piid" :null,"cert_sn":null},"response":"{\"header\": {\"version\":\"1.3\",\"Tocale\":\"
mp\":1629713890172,\"nonce\":null,\"request_type\":\"POLL_REQ\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\",\
9PJK8D70CNB\"},\"agent_actions\":null,\"connect_info\":{\"name\" :\"SSM\",\"version\":\"1.3\",\"producti
s\":[\"DLC\",\"AppHA\",\"EXPORT_2\",\"POLICY_USAGE\",\"UTILITY\"],\"additional_info\":\"\"},\"signing_c
\",\"id_cert_serial_number\":\"59152896\",\"product_instance_identifier\":\"\"},\"status_code\":\"FAILE
\"Invalid ProductInstanceldentifier: 2e84a42f-c903-44c5-83b2-e62e258c780f provided in the polling reque
262236\",\"retry_time_seconds\":0,\"response_data\":\"\"}","sch_response":null}
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show Togging process iosrp start last 5 minutes
show Togging process iosrp start last 5 minutes | include smart-agent
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debug license events
debug license errors
debug license agent all
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show license history message B2 CSSM ECtRE E= 2= |0|A SSMolM SE 0| AKX
o2 22 QHO| MSE F 11X Fof 2l SES QMetLict

| & E04, O|ZEH 5t gl SEO| +AEIRX| AXZ = SEO| M5 it MZheh = Ql&Lct

REQUEST: Jun 29 11:12:39 2021 CET
{"request":"{\"header\": {\"request_type\" :\"ID_TOKEN_TRUST\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\",\"ud
RESPONSE: Jun 29 11:12:40 2021 CET

. &3 #%H 741 23 Cisco tL ID CSCvyB46847+ U LICE O] HIAIXIE SE 0| gie m 4
SHS EELICL Ol= show license history message HHEO| £2g 4 A7]7] I8 WY
Lt

TyZ! Z4x{e] & 4 gl CA 71

CSSM E&= 2Za0/A sSMI & 415247 9800 Z‘-’—‘oﬂ EE 15 M7t HELICh RtA MBE
= UX|et R &SR] oEHL BHR2E £ gl&LICH O] 39 ! WA= 9800 HTTP 2EI0|YE 215
H7+ R E|IS [ CSSMO| H&EH & = Qis CA01| I:H°+ TLS LIS EAFLICH

AONE 2to|dla2 WLC &l QIE{H|O|A7F AFE 5= ip hitp AHEH2E CHE ip http Z2H0|HE ZHI|O
go|ME ALSEILICH &, oS HES SHE2 A #4560k & Lct.

ip http client source-interface <interface>
ip http client secure-trustpoint <TP>

AZ| x| O|& 2 show crypto pki trustpoints B S AIE3t04 & £+ Q&LICH O'HF“OE
CISCO_IDEVID_SuUDIzZ}1 50 9800-80, 9800-40 2! 9800-L0A| AT AFE & &= = AFA| MY €l
& M TP-self-signed-xxxxxxxxxxxx €& Al EE = MIC(Manufacturer Installed Certificate) & AF&3t=
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218 M7t Cisco Licensing Server 1& A CHAI &5t Q15 M0|7| & & LICtH

N #1: source-interface 2 secure- trustpoint BHEE 25 FgdaloF L|Ct WLCO| L3 QIE{H|
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https://tools.cisco.com/bugsearch/bug/CSCvy84684
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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