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<#root>

WLC- 9800- CLI # show tech wi rel ess
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show logging profile wireless filter mac <radio-or-ethernet-AP-mac> to-file always-on-<FILENAME.txt>
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<tfroot>

debug wireless mac <MAC> [internal]

'l Repr oduce

no debug wireless mac <MAC> [internal]

I'l Provide ra_trace file generated in bootflash:

dir bootflash:

i ra_trace
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<tfroot>

E 17! 2

ip access-1ist extended CAP-FILTER
permit ip host <AP_IP> any
permit ip any host <AP_IP>

monitor
monitor
monitor
monitor
monitor
monitor

capture
capture
capture
capture
capture
capture

Repr oduce

monitor
monitor

capture
capture

MYCAP
MYCAP
MYCAP
MYCAP
MYCAP
MYCAP

MYCAP
MYCAP

Z 20| E MACO|A

<#root>

monitor
monitor
monitor
monitor
monitor

capture
capture
capture
capture
capture

MYCAP
MYCAP
MYCAP
MYCAP
MYCAP

clear
interface Pol both
buffer size 100

match any

access-1ist CAP-FILTER

start

stop

export flash:|tftp:|http:.../filename.pcap

ZIE{ 2= o3 Z§%{(Cisco I0S® XE 17.1.1s O|

clear

interface Pol both
buffer size 100

match any

inner mac <Client_MAC>
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monitor capture MYCAP start

Repr oduce

monitor capture MYCAP stop
monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

show monitor capture MYCAP
show monitor capture MYCAP buffer brief/detail/dump
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show ver | i uptime

show redundancy | i Uptime
show proc cpu sorted | i CPU
dir all | i core

WLC ZE 2xof cia +2g &7t =20:

crash/coredumps system-reports/AP crash =& 0| {2 GUIE Sdll =& &= U&L|C.
Troubleshooting(2X 31Z3) > CoreDump and System Report(Z0{ T 2! A|AE E T A)Z 0|5
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# more bootflash:system-report*

# copy bootflash:system-report-YYYYMMDD-HHMMSS-Timezone.tar.gz {tftp: | ftp: | https: ..}
OR
# more harddisk:system-report*

| https: ..}

# copy harddisk:system-report-YYYYMMDD-HHMMSS-Timezone.tar.gz {tftp: | ftp:

show proc cpu platform sorted 1min
show proc mem platform accounting

show redundancy switchover history
show redundancy history
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o B-KO
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show ap uptime
show ap crash-file
dir all | i crash

AP ZX[oi| cHsl &g FIt =7:

<#root>
Al ways- On Traci ng:

show logging profile wireless filter mac <radio-or-ethernet-AP-mac> to-file always-on-<FILENAME.txt>

Radi oActive Tracing:

debug wireless mac <AP_Radio_MAC>

debug wireless ip <AP_IP>

Enbedded Captures filtered by AP I P address ACL

ip access-Tist extended CAP-FILTER
permit ip host <AP_IP> any
permit ip any host <AP_IP>

monitor capture MYCAP clear

monitor capture MYCAP interface Pol both
monitor capture MYCAP buffer size 100
monitor capture MYCAP match any

monitor capture MYCAP access-1ist CAP-FILTER
monitor capture MYCAP start

'l Repr oduce

monitor capture MYCAP stop
monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

show wireless stats ap discovery

show wireless stats ap join summary

show wireless stats ap history

show tech-support wireless ap

show tech-support wireless ap name <ap-name>
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show wireless stats client delete reasons | ex 0

ZCto|HE A4 EX[of chell =& FIH 2D

<ffroot>

Al ways- On Traci ng:

show logging profile wireless filter mac <Client_MAC> to-file always-on-<FILENAME. txt>

Radi oActive Tracing:

debug wireless mac <Client_MAC>

Enbedded Captures filtered by client MAC

monitor capture MYCAP clear

monitor capture MYCAP interface Pol both
monitor capture MYCAP buffer size 100
monitor capture MYCAP match any

monitor capture MYCAP inner mac <Client_MAC>
monitor capture MYCAP start

'l Repr oduce

monitor capture MYCAP stop
monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

show wireless stats client summary | i MAC|<Client_MAC>

show tech-support wireless client
show tech-support wireless client mac-address <Client_MAC>

CWA(Guest Central Web Authentication) BE = LWA(Local Web Authentication) = Al

Ol AlLtE[R0MHE HAE 2eto|ME E 215 EXE CHELICH 2eto|AET EICIRM URLE =
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show wireless client summary | i Webauth|Number
show wireless stats client detail | i HTTP



# Q15 2ol CHal +~Elg &7t 2.

<{froot>

Al ways- On Traci ng:

show logging profile wireless filter mac <rClient_MAC> to-file always-on-<FILENAME.txt>

Radi oActi ve Tracing:

debug wireless mac <Client_MAC>

Enbedded Captures filtered by client MAC

monitor capture MYCAP clear

monitor capture MYCAP interface Pol both
monitor capture MYCAP buffer size 100
monitor capture MYCAP match any

monitor capture MYCAP inner mac <Client_MAC>
monitor capture MYCAP start

'l Repr oduce

monitor capture MYCAP stop

monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap
show wireless stats client summary | i <Client_MAC>

show wireless stats client delete reasons

show tech wireless client mac-address <Client_MAC>

11Cient WLAN Adapter wireshark captures or Over The Air(OTA) sniffer trace.

show ip http server all

show tcp statistics

show ip traffic

show ip access-1ist

show tech-support wireless client

show tech-support wireless client mac-address <Client_MAC>

RF(Radio Frequency) &= RRM(Radio Resource Management) & Al|

S A, 20 ME M, 22 M = = £2 ML ASES 7T APE =R UL o &t
Mgt RF 242 2|8 M= Config Analyzerg ALE3sHAAIR

show ap dotll [24ghz]|5ghz] summary
sh ap auto-rf dotll [24ghz|5ghz] | i Channel Change Count|Channel Utilization

RF & RRM 2A|of CHall =& & F7F 23



<ffroot>

set platform software trace wireless chassis active r0 rrm all info

11 Debug t xpower | ogs

set platform software trace wncd chassis active r0O radio-history-txpower info

11 Debug channel changes | ogs:

set platform software trace wncd chassis active r0 radio-history-channel info

11 Debug radi o resets

set platform software trace wncd chassis active r0 radio-history-reset info

11 Debug DFS events

set platform software trace wncd chassis active r0 radio-history-dfs info

11 Col |l ect and decode traces:

show logging profile wireless internal [to-file <file-name>]

Il Change | evel back to notice

set platform software trace wncd chassis active RO all-modules notice
set platform software trace wireless chassis active RO rrm all notice
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show Ticense summary | i Status:|AP
sh ap sum | i Number of APs

eto|MA Exof Ciell ~=&g &7t 27

show tech-support license

show logging process ios start last boot to-file bootflash:
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show redundancy | i ptime
sh Tog | i REDUNDANCY

L

17t8E EXME Qlofl =& FIH 2O

<tfroot>

show redundancy states

show redundancy counters

show redundancy switchover history
sh lTogging onboard uptime

I'ljust for physical WCs: 9800-40/9800- 80/ 9800- L

show chassis ha-status active

show chassis ha-status standby

sh platform software stack-mgr chassis active RO sdp-counters
sh platform software stack-mgr chassis standby RO sdp-counters
sh platform software stack-mgr chassis active RO peer-timeout
sh platform software stack-mgr chassis standby RO peer-timeout

o AE X QIEH 0|A == GUI EX|
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o« SHOIE ¥ AMB{ 2 webUIO|AM EP—.-_—EE "Troubleshooting > Logs > Web Server Logs".
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