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# show run | inc usernane

# show run | inc enable

# show wirel ess interface sunmar
2EtA|. CMXO0i| M Wireless LAN ControllerE F7t5t24H System(AlAH]) > Settings(A&) >
Controllers and Maps Setup(TIEEH X Y H%8)S 2 0|§35t 1 Advanced(ZL=)E S=/&LICt
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Maps

Please select maps o add or modify:

Delete & replace existing maps & analytics data

Delate & raplace existing zonas

Controllers

Please add controllers by providing the information below:
Upgrade
Controller Type Alra0S WLG
High Availability
IP Address

Controller Version
[Optional]

Controlier SNMP Version vic

Controller SNMP Write
Community

private

3EtAl. Controller Type(ZHE & 78)2| E&CHR2 0| M Catalyst(I0S-XE) WLCE AMEHEFL|CH
(10.6.1 EEC}2 4 X0l Cat9800 WLCL| Unified WLC E Al).



SETTINGS

Trackin
Filtering Maps
Please select maps to add or modify:
Location Setup
r.\EI:E: F:IE.L.IH:.-;
Data Retention L) Delete & replace existing maps & analytics data
Mail Server ! Delete & replace existing zones

Controllers

Import

Advanced
Please add controllers by providing the information below:
Upgrade
= Controller Type Aire0S WLG -
High Availability
IP Address - NEEG Ve

Catalyst (I105-XE) WLC
Controller Version
[Optional]

Controller SNMP Version vac

Controller SNMP Write
Community

private
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Xt O|&, HIY¥# S 2l Enable PasswordE A3 & LICH.CMXE= SSH 9142 Ab&sto{(het M 5 Cf
HFO|A ZHoi SSH ZE 7} Qiq Qlo{oF &) 980001 @183+ NMSP E{'ed € F 4 &LICt Add
Controller(ZHE &2 F71)E M=st LIS Close the B¢ &2 MEFHLICH.



SETTINGS

Filtering Maps

Please select maps to add or modify:

Data Retention  Delete & replace existing maps & analytics data

Mail Server Delete & replace existing zones

7
Controllers
Please add controllers by providing the information below:
Controller Type Catalyst (I0S-XE) WLC ~
IP Address - 192.168.1.15

Controller Version
[Optional]

Username adimin

Password

Enable Passwaord
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CMX= O|2{et 71d& Cat9800 WLCE XIS = F Alst NMSP E{dE A eLCt.

nmsp enabl e

aaa new nodel

aaa session-id coommon # aaa authorization credential -downl oad wem | oc_serv_cert | ocal
aaa attribute |ist cmk<mac>

user nane <CMX mac address> nac aaa attribute |list cnmx_<mac>

attribute type password <CMX key hash>

net conf - yang

Cte& & elRrLic
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9800#show nnmsp st atus
NVSP St at us

CMX | P Address Active Tx Echo Resp Rx Echo Req Tx Data Rx



Dat a Transport

10.48.71. 119 Active 16279 16279 7 80
TLS

System H|O|X| 5tEF2| CMX ZrH0ilA S UE Ei'd ENE = lErLICh

ANALYTICS ~ CONNECT MANAGE SYSTEM

DETECT
& LOGATE

System at a Glance

Node IP Address
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10.48.71.119 Low-End

I Heamny warning I Crmical

Coverage Details

Placed AP Missing AP Active AP Inactive AP Campus Building Floor Zone Total Associated Client Probing Client RFID Tag BLE Tag Interferer Rogue AP Rogue Client Total
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(config)#ntp server <IP address of NTP>

CMXO0{|A NTP M| IP FAE & 524H

18| WA E 0l cmxadmin 2 2 9I8L|Ct.
2EHAH|. NTP S 7|3} (cmxos health ntp) & & @18fL|C}.

3EHA. NTP MHHE R T A5H24d™ cmxos ntp clearE AFE 8 CHS cmxos ntp REE AL £+
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ATHA| NTP MBH{7F CMX2t S 7|3t cmxctl restart W2 ASH5104 CMX MHH|AE CHA| A|ZHSE
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(confi g)#username <CMX mac> mac aaa attribute |ist cnx_<CMX MAC>
(config)# attribute type password <CMX key hash>

CMXOM SHA2 7|7} FodQIX| 2ol HE{H C} AESHAAIR.

0jo
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cmxct!l config authinfo get
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NMSPE QIE{H0|A EEfoM "R M 22| QIE{m|o|A"2 MEELICHTI2H 22 9800-CLOIME=
Gig2). MH|A ZE(0{Z20|Q1A 9| AL gig0/0, 9800-CLS| AL Gig1)Z2 AL L= QIE{Ho|lAE
NMSP EclZlE2 M&5HK| & LICt.
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9800#show nmsp subscri ption detail
CMX | P address: 10.48.71.119

Service Subservi ce

RSS| Tags, Mobile Station,
Spectrum

Info Mobil e Station,
Statistics Tags, Mobile Station,
AP I nfo Subscri ption

NMSP E{'d SHIE 7K = U&LICH

9800#show nnmsp statistics summary
NVSP G obal Counters

Nunmber of restarts .0

SSL Statistics

Total ampunt of verifications 0
Verification failures 0
Verification success 0
Anmount of connections created 1
Anmount of connections cl osed 0
Total anmount of accept attenpts 1
Failures in accept 0
Amount of successful accepts 1
Amount of failed registrations 0
AAA Statistics

Total armount of AAA requests 1
Fail ed to send requests 0
Requests sent to AAA 1
Responses from AAA 1
Responses from AAA to validate 1
Responses validate error 0



Responses val i date success 1

9800#show nnmsp statistics connection
NMSP Connection Counters

CMX | P Address: 10.48.71.119, Status: Active

State:
Connecti ons 1
Di sconnecti ons 0
Rx Data Franes . 81
Tx Data Franes 7

Unsupported nmessages : 0
Rx Message Counters:

I D Nane Count
1 Echo Request 16316
7 Capability Notification 2

13 Measurenent Request 2

16 Information Request 69

20 Statistics Request 2

30 Service Subscribe Request 2

74 BLE Fl oor Beacon Scan Request 4

Tx Message Counters:

I D Nane Count
2 Echo Response 16316
7 Capability Notification 1

14 Measurenent Response 2

21 Statistics Response 2

31 Service Subscribe Response 2
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#debug wireless ip <CMX ip> nonitor-time X

O] BYE AF &l CMXIP F20 OisH xE SO ClHZE S E- 9t & L|CH I A2 bootflash:/(2) 2 &
“EIEH M5 Ab "ra_trace_IP_x.x.x.x_....." 047|01|" NMSP ClHZo ftHE 2 E S 27 28
ElLIch.
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#noni tor | og process nnspd | evel debug
AA|Zt CIHZ S SK|6t2dH Ctr+CE Ql2dshL|Ct.
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eWLC2} CMX ip 7Fo| EE{=T F%E 2151 7| /8 ACLZ AH28104 eWLCOIA THZ! XIS 4 EIEt
LICt.eWLC ip 192.168.1.15 & CMX ip 192.168.1.192] 04:



eWL.C- 9800- 0O1#conf t

Enter configuration comrands, one per line. End with CNTL/Z.

eWL.C- 9800- 01(confi g) #i p access-list extended CWX

eWL.C- 9800- 01(confi g-ext-nacl )#permt ip host 192.168.1.15 host 192.168.1.19

eWL.C- 9800- 01(confi g-ext-nacl )#permt ip host 192.168.1.19 host 192.168.1.15

eWL.C- 9800- 01( confi g- ext - nacl ) #end

eWL.C- 9800- 01#noni tor capture CMX access-list CMX interface gigabitEthernet 2 both start
eWL.C- 9800- 01#

Jan 30 11:53:22.535: %BUFCAP- 6- ENABLE: Capture Poi nt CMX enabl ed.

eWLC- 9800- 01#noni tor capture CMX stop

St opped capture point : CWX

eW.C- 9800- 01#

Jan 30 11:59:04.949: 9%BUFCAP- 6- DI SABLE: Capture Point CMX di sabl ed.

eWL.C- 9800- 01#noni tor capture CMX export bootfl ash:/cnxCapture. pcap
T3 CHE Troubleshooting(E A 311Z3) > Packet Capture(THZ! Z4%4) > Export(LHELHZ])2| CLI EE&=
GUIMIM X E CHREEE # U&LICHEE &2 > &2 > THY B E[Xt > bootflash: & S35H

=

9800°8| EMCIHA & 2T ~F
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