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« C9800 WLC

* Cisco IOS XE Gibraltar 16.10.1 ~17.3
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Cat 9800 WLCS2| SNMPv2 11|28 o|M

GUI:

1EHA|. EFAH Administration > SNMP > Slide to Enable SNMP.

htlis Gisco Catalyst 9800-CL Wireless Controller

SMNMP
SNMP Mode enssLeD ([ ®
= Dashboard
General Comrmunity Strings V3 Users Hos
Monitoring ——
Configuration
Sk System Location
Administration .
Systern Contact
Troubleshooting SNMP Traps Q Search
Available (82) Enabled (0)
aaa_server 3 m -
adsllineg >
alarms 3
Ll * No Traps Available
auth-framework >

ZE|'7=”. %E—! Community Strings 2—!7| X._-I-g- ELJ 347|/&7| 5’-|-|'?|-L,|E| O|§% Dn_l'% ¢ (/?AI%LJE".

Community Strings

Community Name™ ‘

Access Mode | Read Only

Save & Apply to Device

CLI:



(config)#snmp-server community <shmpv2-community-name>
(optional) (config)# snmp-server location <site-Tocation>
(optional) (config)# snmp-server contact <contact-number>

Cat 9800 WLC2| SNMPv3 Z1I|18|0|M

GUI:

“~ £1:17.1 Cisco 10S XEWIME ¥ UIE S8l ¢47] & v3 AFS XD MAME = Q&LICH CLI
MRIE ASSIo 217|/A 7| v3 ALERIE A5l of E.H-II:L

'I'

CLI:

aE' V3usersA|'9'X|'E *HM°I'|—|E|' A'|EH authPriv, SHA IAESprotocoIs% TED 7|_| H|E'EIH|_'|;§ An_'lE—||'||%=||'|—|
Ct. mps & pegspes OFFGHK| f 2 Z 2 E 20| 98000 A= 04715 4184 A& O|X|BF [ 0|4} A4
ot x| Stotof st st Al Bl AEE|X| e &LICH

V3 Users

User Name* snmpuser

Security Mode™ AuthPriv

Authentication Protocol SHA

Authentication
Password*

Privacy Protocol AES128

Privacy Password*

| Save & Apply to Device

:»_ SNMPv3 A2t A4 Al =01 H1| s o|Mof P E|X| ot & L|CH SNMPv3 18
11| 28)|o|MBt E AIEILICE.

CLI:



(config)#snmp-server view primeview iso included
(config)#snmp-server group <v3-group-name> v3 auth write primeview
(config)#snmp-server user <v3username> <v3-group-name> v3 auth {md5 | sha} <AUTHPASSWORD> priv {3des |

9800#show snmp user

User name: Nico

Engine ID: 800000090300706D1535998C
storage-type: nonvolatile active
Authentication Protocol: SHA
Privacy Protocol: AES128

Group-name: SnmpAuthPrivGroup

Cat 9800 WLCZ2| Netconf Z1I|14|O|M

GUI(16.1158E]):

EF A Administration > HTTP/HTTPS/Netconf.



Administration ~ > Management~™ > HTTP/HTTPS/Netconf

HTTP/HTTPS Access Configuration

HTTP Access [ENABLED .]
HTTP Port 80

HTTPS Access BN ]
HITPS Port 443

Personal ldentity |. DISABLED
Verification - /
HTTP Trust Point Configuration

Enable Trust Point [. DISABLED ?

Netconf Yang Configuration

Status | ENABLED .l

SSH Port 830

CLI:

(config)#netconf-yang

/N 70|: C98000ll A aaa new-model(aaa Af 20| EAISHE HS ChaS FAdsiok BHLICH
(config)#aaa authorization exec default <local or radius/tacacs group>
(config)#taaa 218 21¢l 7|22k <local or radius/tacacs group>
C98002] Netconf= aaa 215 2191 &l aaa authorization exec ZF 01| CHEH 7|2 &S At
E5tHHEE &= 9i8), SSH A0 CHE LS Holsttie B linevy BB E LICH
Netconf= 7|2 HHE AHS AFSELICH



/N =9 Prime infrastructure’= 9800 HE E2{E QIHIE 2ofl X748 mf TAI3 aaa
authentication login default & aaa authorization exec default &8 S 0{AA 11 WLCO{| A
Netconf7| O} & &St E|X| ot 2 AR08t 24 1F 2 7+2[ZILICt. Prime Infrastructure 7+
Netconfo| 2018 = Q= A2 ZHI|a2l|o|MS HESH K| A &LICH &, TACACSE AtE5t
£ Z32 Prime0{ 98002 F7}8t & CLI HAMA T} 2 AELICH LESol| HI|zgolMd HAS o}
Al E|EE4 7|2 MXQl ZR TACACSE 7I2|I7|E8 & £ &Lt

T A(Prime Infrastructure 3.5 O|4)
1EtA[. Catalyst 9800 WLCH| 7 HE FM #E| IP FAE TAELICE
GUI:

|E:|I'&'|| Configuration > Interface: Wireless.

thalie - Gisco Catalyst 9800-CL Wireless Controller

gisco.. o

B interface [ Services

Logical AireOS Config Translator

H Dashboard Ethernet Application Visibility
Wireless Cloud Services

© Monitoring . Layer2 Custom Application

10x
_ i VLAN :
@\b Configuration Multicast

VTP
NetFlow
Administration Radio Configurations Python Sandbox

CleanAir QoS
’ Troubleshooting High Throughput RA Throttle Policy

CLI:

# show wireless interface summary

2CHA|. T 15 AL A AHE BEE X6t HIYHS E & dstEhLict.
GUI:

|E:|I'&H| Administration > User Administration.



B .l Cisco Catalyst 9800-CL Wireless Controller
i Welcome sudha #a T o I

>-] Command Line Interface

Device

= Dashboard . DHCP Pools

DNS " )
P . = P w F'Q.I
(<) Monitoring izt <

Licensing Admin None

Configuration : Admin None

[=

Backup & Restore
HTTPfHTTPS

Troubleshooting SNMP
Rolling AP Upgrade

) ¢ Administration

Smart Call Home
Software Upgrade
| Time

" User Administration

CLI:

# show run | 1inc username
# show run | inc enable

3EHA|. 2o 2l SNMPv2 {7 LIE| 2XY L/EE = SNMPV3 AFEXHE 7HKASLICE
GUI:

SNMPv22| Z4< Administration > SNMP > Community Strings.



Qs u ltems SNMP

SNMP Mode ENABLED . @

= Dashboard

General Community Strings V3 Users
@ Monitoring S— o
YL Configuration + Add
f:O:; Administration Community Name v Access Mode
snmp-v2-community Read Only
2 Troubleshooting :
v v L 4

SNMPv32| 732 Administration > SNMP > V3 Users.

Q Search Menu ltems SNMP
SNMP Mode @
= Dashboard
General CC'“'T""I_,_"]I'_'E.’ C\):,“,.“:]5 V3 Users Hosts

¢2) Monitoring

~ Configuration

fﬂ? Administration User Name ~ Security Mode ~ Authentication Protocol -  Privacy Protocol
"
v3username AuthPriv SHA AES128
Troubleshooting
v v

CLI:

For SNMPv2 community strings
# show run | sec snmp

For SNMPv3 user
# show user

4ZHA|. Prime Infrastructure GUIO A configuration > Network: Network Devices, 22| EELCI2 S S 2/8HLCt
.+ f_'IEél]l Add Device.



asco Prime Infrastructure

Configuration / Network / Network Devices

O

“

»
|

>

> L

5. of
Ho|A ip

Device Groups

Device Groups
All Devices

i

o-l

Add Device

Bulk Import

All Devices

¥ Device Type

Switches and Hubs (; L
Unified AP (7 L
Wireless Controller (7 [ ]

ocation (; M

User Defined (; M

1]

ity

Admin State w

Admin Status

Managed
Managed
Managed
Managed
Managed

Add Device 24 Z0{| A Prime Infrastructure2t2| £ 418 M 5l= O AF2 E|E= 98002 QIE]

=
FAE UL



Add Device X

* General Parameters

~ General @ IP Address | Q|
(O DNS Name
* SNMP
License Level | Full v ‘ (7]
(]
Telnet/SSH . Credential Profile | —-Select-- v | (2]
(]
. ]
° Device Role | —Select- v | (7
HTTP/MHTTPS
Add to Group | --Select-- v ‘ (7]
Civic Location

Add Verify Credentials | Cancel

6HA|. BF A snmp BY 2! snMPv2 Read-Only and Read-Write Community Strings C9800 WLCOI| M -8 LICtH

Add Device X

* SNMP Parameters

. .
General Version | o v |

* SHMP Retries | 2

* SNMP v
* SNMP Timeout | 10 (Secs)

Telnet/SSH : S L6t
: * Read Community | esssssne 2]
HTTRP/HTTPS ¢ * Confirm Read Community [ - ]
Write Community | P 12
Civic Location Confirm Write Community | cesssene |

BT | verify Credentials | | Cancel




72| SNMPV3E AFE35le A2 E&LCI2 HIF0M v3E 210 SNMPv3 AF2X} 0| MBE L
Ct. 2 Al auth-Type EELCHR 2 0|0 M E CIF K& L Privacy Type EECH20|A C9800 WLCO|
TAME| oF 55| b2 MENSH O},

OII

Add Device X

* SNMP Parameters

* General Version | 3 v

* SNMP Retries | 2
* SNMP v

* SNMP Timeout | 10 (Secs)
o
* SNMP Port | 161
Telnet/SSH e
o
® )
HTTEMTTES Mode AuthPriv v
Auth. Type | HMAC-MD5 v
Civic Location Auth. Password PSSP RERERNRRRERRRRRRER @
Privacy Type CBC-DES v

Pri\lrac}" Password .-....l.....l'....'l'...l| ‘ g

m Verify Credentials Cancel

8EHA|. EBF M TenerssH B Add Dewceoilkl Enable Password(H| & A5t &4 et 15 AHE X}
O|§ L H|YHS E NZBELICE 2! verify Credentiais CLI 2! SNMP X34 50| XM|CHZE = S5H= K|
EolgrL|ct O™ CH2 Add.



Add Device
Telnet/SSH Parameters
* General Protocol | Telnet v
*CLI Port | 23
* SNMP v 4
* Timeout | g0 (Secs)
— o
Telnet/SSH /|| *® Username | admin
®
] Password sesssses
[ ]
HTTPHTTPS Confirm Password S
Enable Password | ,.eeeees 7]
Civic Location
Confirm Enable Password | _,..eeess

* Note:Mot providing Telnet/SSH credentials may result in partial collection of inventory data.

m Verify Credentials Cancel

1EH7[. C980001| A Netconf7| & A3t E|0] J=X| = QlgfL|C.

#show run | inc netconf
netconf-yang

o= 742 'NETCONF configuration on the Cat 9800 WLC'(Cat 9800 WLC 2| NETCONF ZAI|1d||
O|M) MMg =zqghL|ct.

2EHA|. C980001 M Primeod| CHE EEi|HEE| 12 E &elgLct

#show telemetry internal connection
Telemetry connection

Address Port Transport State Profile

X.X.X.x 20828 cntp-tcp Active



~ E 1 x.x.x.x= Prime Infrastructure2| ip 40| 4 EHi= Active0q0F & LICH &FEHT}
Active(Z )7} ofL|™ Troubleshoot(EA| i) MME FHZ3HAAL.

17.90| M ofzt CHE TP E ALSoHoF &LIc

9800-17-9-2#show telemetry connection all
Telemetry connections

Index Peer Address Port VRF Source Address State State Description
0 10.48.39.25 25103 0 10.48.39.228 Active Connection up
9800-17-9-2#

3EHA. Prime Infrastructure 0| A inventory > Network Devices > Device Type: Wireless Controller.

Davice Groups / Device Type / Wireless Controller

Cisco Catalyst 9800 Series Wireless Controllers Selecte
+v /S X Admin State ¥ Sync Groups & Sites ¥ Reboot ¥ Download W Configure w Export Device > Show | Quick
Reachability A A 1P Device Type AP Discova... Talemetry ... Software Var... Inventery Collection Timeas... Last Inventory Collection .
1...(F
. Il . - Cisco Catalyst 8800-80 ... ~ Gompleted Success 16.10.1 12-MAR-19 14:32:51 Completed

AL

47|, Prime InfrastructureO| CHEF R HEE| 440| MFE HEE Ee{H OS2 AdELICH

#show telemetry internal protocol cntp-tcp manager x.x.x.x 20828
Telemetry protocol manager stats:

Con str TOX.X.X.X:20828::
Sockfd : 79

Protocol ! cntp-tcp

State : CNDP_STATE_CONNECTED
Table 1id : 0

Wait Mask :

Connection Retries : 0

Send Retries : 0

Pending events : 0

Source 1ip : <9800_IP_ADD>
Bytes Sent : 1540271694
Msgs Sent : 1296530

Msgs Received : 0

5CHA|. c9800°| HBHIEZ| MEAIRIM AE] 2l 'Valid 2 EA|IZ=X|

#show telemetry ietf subscription configured



Telemetry subscription brief

ID Type State Filter type

68060586 Configured Valid transform-na
98468759 Configured Valid tdl-uri
520450489 Configured Valid transform-na
551293206 Configured Valid transform-na
657148953 Configured Valid transform-na
824003685 Configured Valid transform-na
996216912 Configured Valid transform-na
1072751042 Configured Valid tdl-uri
1183166899 Configured Valid transform-na
1516559804 Configured Valid transform-na
1944559252 Configured Valid transform-na
2006694178 Configured Valid transform-na

6CHAH: MEATZIM EH|

of 2 = A&LICH

rr
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#show telemetry internal subscription { all | id } stats
Telemetry subscription stats:

Subscription ID Connection Info Msgs Sent Msgs Drop

£ CFS2 AI85to ZE MEAZT

Records Sent

865925973 X.X.X.x:20828:: 2 0 2
634673555 X.X.X.x:20828:: 0 0 0
538584704 X.X.X.x:20828:: 0 0 0
1649750869 X.X.X.x:20828:: 1 0 2
750608483 X.X.X.x:20828:: 10 0 10
129958638 X.X.X.x:20828:: 10 0 10
1050262948 X.X.X.x:20828:: 1369 0 1369
209286788 X.X.X.x:20828:: 15 0 15
1040991478 X.X.X.x:20828:: 0 0 0
1775678906 X.X.X.x:20828:: 2888 0 2889
1613608097 X.X.X.x:20828:: 6 0 6
1202853917 X.X.X.x:20828: 99 0 99
1331436193 X.X.X.x:20828: 743 0 743
1988797793 X.X.X.x:20828 0 0 0
1885346452 X.X.X.x:20828:: 0 0 0
163905892 X.X.X.x:20828:: 1668 0 1668
1252125139 X.X.X.x:20828:: 13764 0 13764
2078345366 X.X.X.x:20828:: 13764 0 13764
239168021 X.X.X.x:20828:: 1668 0 1668
373185515 X.X.X.x:20828:: 9012 0 9012
635732050 X.X.X.x:20828:: 7284 0 7284
1275999538 X.X.X.x:20828:: 1236 0 1236
825464779 X.X.X.x:20828:: 1225711 0 1225780
169050560 X.X.X.x:20828:: 0 0 0
229901535 X.X.X.x:20828:: 372 0 372
592451065 X.X.X.x:20828:: 8 0 8
2130768585 X.X.X.x:20828:: 0 0 0

2|40 CH



Prime Infrastructure2| 2| 52

* Prime infrastructure0ll A 7t X & Qlsljof & 22 IP FA2 QIE{m| o[ A QILICH Prime
H

Infrastructuree= 7 &2 X|&sHX| e F H ZEO|M HEHESIE £=AI5HK| t&L
Ct.

« Prime Infrastructureo| %_‘-7|'3|'E LCO| IP FAE "M 22| BT 0|A'Z Mgilf P F=A
040f gfL|Ct. ZHAEEP| &o| M 22| 2IE{H| 0| A 0| A Prime Infrastructure IP =40{ i8¢t
A oloiok °FLJE}

. Mol AHIA ZE(0{E2}0|21A 0| gig0/0)B AFREHE 72, WLC U APE QIHIE Z|o] 2+

E ME|E E AL X|ZFwLC &2 ._E._ CHM|A ZQIEO| CHEF E M E 2|7} B S 6HK| ot& L C.
 Prime Infrastructure0ll A ElHHIE 2| & Ef7} ' HE'C 2 EA|Z|X|BF AP &7} 00|™ Prime
Infrastructure7} ZE 8302| WLCO{| 44E &= UX|BF ZHEEE{7I ZE 208302| Prime

Infrastructured| CtA| 12E &= Qi ALY = U&LICE

SNMP 2A| EE= C|dtO|A T o|M EXe] B Prime Infrastructured M CHE 238 +=EE

LICH.

cd /opt/CSCOTumos/Togs/
[root@prime-tdl logs]# ncs-0-0.Tog

Td1.logs

HdeHEE/IME Bl B9 HM &4Z JEIE gL

shell

cd /opt/CSCOTumos/coralinstances/coral2/coral/bin
./coral version 1

./coral status 1

./coral stats 1

2 E Z30| & Z|™ prime coral logs ZCH0| M 0|28t 22 & +&IELICt

Y & 1: Prime Infrastructure X ! X| 48t = Cisco I0S XE BT 2| @Fof| [T} 2+ Prime



~ Infrastructure0d| 0424 7H2| Coral QIAEIAT} Qe = USLICH RIM|EH LIS 2EA LEE
EZ5HAA|IL. of: https://www.cisco.com/c/en/us/td/docs/net_ mgmt/prime/infrastructure/3-

7/release/notes/bk Cisco Prime Infrastructure 3 7 0 Release Notes.html

1EHA|.

cd /opt/CSCOTumos/coral/bin/
[root@prime-tdl bin]# ./coral attach 1
Attached to Coral instance 1 [pid=8511]
Coral-1#cd /tmp/rp/trace/

Coral-1#1s

Collect the “Prime_TDL_collector_RO-"* Togs

Coral-1# cd /tmp/rp/trace/
Coral-1# btdecode P* > coralbtlog.txt
Coral-1# cat coralbtlog.txt

Olz48t 21 o| CIHEZME &2 5= ULt

‘CIRYE 5 nUe Z2olM ASE & st
.lopt/CSCOlumos/cor alinstances/cor al2/cor al/r un/1/stor age/har ddisk
* adeft cd /opt/CSCOlumos/cor alinstances/cor al2/cor al/r un/1/stor age/har ddisk

*

adet cp coraltrace.txt /localdisk/defaultRepo

2EHA|. CIH 2 =04 M Coral2 & &35t CIHI Bl S debugeont THUE Z2IEFLICH

ZE[O|LA Liol| A

echo "rp:0:0:tdlcold:-e BINOS_BTRACE_LEVEL=DEBUG;" > /harddisk/debug.conf

IE = Prime 3.801 M= CHE & AtE510{ ZIE| 0L 2|F 0l M Coral AH|AE CHA| AITE
Ct.

ol
AR

=1


/content/en/us/td/docs/net_mgmt/prime/infrastructure/3-7/release/notes/bk_Cisco_Prime_Infrastructure_3_7_0_Release_Notes.html
/content/en/us/td/docs/net_mgmt/prime/infrastructure/3-7/release/notes/bk_Cisco_Prime_Infrastructure_3_7_0_Release_Notes.html

"sudo /opt/CSCOTumos/coralinstances/coral2/coral/bin/coral restart 1"

KA|ZHO| 20| E|X| tom C21F ZH0| A5 CIAEAE XD HESHH AZSE O A2 E

= A& LI

sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral stop 1
sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral purge 1

sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral start 1

Coral€ CHAl AEH&fLICH. O] &fede T4 olLich ExitE Y243 2 coral QARAE My 4 ¢
&Lt
= B

./coral/bin/coral restart 1

% £ 11: Prime 3.80{| A= 'sudo /opt/CSCOIlumos/coralinstances/coral2/coral/bin/coral restart
1'2 AH85t0{ Z4El|0|Ld QIF oM Coral MHIAE R AIZHE &= Q& LICEH

Coral 21 T2 sH=S5H0F 5t= B CHE2 AL& 3104 Coral ZAHIO|LA LHOIM aliY T2 =&

= A& LI

btdecode Prime_TDL_collector_*.bin

N &3 Coralol Ll BllEe 24988 Sols Coralg CHA| Al=ta{oF BHLICH

Catalyst 9800 WLC2| Al s &

Prime Infrastructure0l|A{ C9800 WLCZE FA|St Z4I|1di0|MHE 2 LIE{2I5I2{T EEM O ES5lE A

e+ A&Lich

#config terminal

#event manager applet catchall

#event cli pattern ".*" sync no skip no
#action 1 syslog msg "$_cli_msg"



WLCOH| - MHE D E HEHEZ MEATE MO #
(0]

Y2 s BY2z et +dE + JU&LICH

WLC#term shell

WLC#function removeall() {

for id in “sh run | grep telemetry | cut -f4 -d'
do

conf t

no telemetry ietf subscription $id

exit

done

3
WLC#removeall

# debug netconf-yang level debug

ot

FolstedH

ol

WLC#show platform software trace level mdt-pubd chassis active RO | inc Debug

pubd Debug

WLC#show platform software trace level ndbman chassis active RO | inc Debug

ndbmand Debug

show platform software trace message mdt-pubd chassis active RO

show platform software trace message ndbman chassis active RO



AP HEOo| MEAZEIM D =0l

2 2| pB Query. tohttps:// <Prime IP>/webacs/ncsDiag.do2 Z O|S§fL|C},

MEH «HF Al awicsubscription 097|A OWNINGENTITYIDE '%Controller_IP'O| 1
CLASSNAME="UnifiedAp'&!L|LC}.

WLCOH| M:

7= D7t HEE BT /U2 entp ZF2E{0|M AFX 2| X| eE b= X & I LT

show tel int sub all stats

show telemetry internal protocol cntp-tcp connector counters drop
show telemetry internal protocol cntp-tcp connector counters queue
show telemetry internal protocol cntp-tcp connector counters rate
show telemetry internal protocol cntp-tcp connector counters sub-rate

show telemetry internal protocol cntp-tcp connector counters reset

~ £ 1: 9800 WLCE 17.6 0|2 10070 HAIH E S| MEAZ EMI 17.6 O|F 2| Z=|CH 12874
MEAIZMEE X|HELICHDNA HIE{o| x4l ZIZ|A0|MH= 10071 o4& ol MEAIZIME
AEE £ U7 IHE).

PI0lAM DNA-Center2 2| O0t0|22{|0|A

C98002 PI2F DNA Center0l A SAlof| 2E2|E & i&LICH HESLIT 2#E| £FMH22 DNACZE T
2hHe 7=0| /CHE DNA Center0fl F715t7| T0fl C98002 Prime Infrastructureoll A & 745Hok &
LICk. C98000] PI 3501 A X|74/At MIZIE Plofl of3t QIHIE 2| A CO8002 2 FAIEl 2 E ZHm|a7
O|M2 EYE|X| oM AlAEINM =822 AA|soF gLICH 3| 2E2|Y HEHEZ| o o|E
£ 7IAlst7| 2lsl co800 WLCO Cisl & MEAIZM MEE MHEX| et&L

#show run | sec telemetry


https://%3cPrime_IP%3e/webacs/ncsDiag.do
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(config) # no telemetry ietf subscription <Subscription-Id>
Repeat this CLI to remove each of the subscription identifiers.

(config) # no telemetry transform <Transform-Name>
Repeat this CLI to remove each of the transform names

Y % 1: DNAC 2 Prime InfrastructureE 25 Al2735104 9800 ZHEEE & 2|g B Prime &
2| IHE0] DNAC QHER| #H &7 AmE 7o 2 of & ELICE.

%2 Z2|A0|ME Prime Infrastructure2t DNACOIM & MB{7} S Alof| 98002 & 2I5H7| 25K
WLCH T B2 HEHER MEATEME ALSE &= U&LICt 2t DNACSH Prime
InfrastructureE 25 AI& 35104 98002 B 2|E = Q1 & EﬂIHIE 2| & SH7t 2 S5HK| f& Lt
[t 2t A Prime Infrastructure 7 9800 ZAIE E2{& #2l5t= 8t DNACE 98002| E | H EZ| HIO|E &

HRE 4 gleooZ PlolAd DNACZ2| oto|zg|o|Me 7hs 8t 8t w2l o|Fo{x{ofF ELLC}.
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