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RADIUS 9800 WLC
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Client

9800 WLC2| AAA 74

ol M2 Zato|ME Q1B

GUI:

o 23 0flA{ '9800 WLCO! CHEH AAA ZAT| & 0|Ad" Aldo| 1-3EHH S 2{o{E AlAI2.
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EfAH Configuration > Security > AAA > AAA Method List > Authorization > + Add =


https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7

Q Search Menu ltems Authentication Authorization and Accounting

+ AAA Wizard
&= Dashboard

— AAA Method List Servers [ Groups AAA Advanced

(o
[

') Monitoring

=

v\, Configuration senerel
« _n 5 utnentication
Administration
£ Authorization MName v Type v
Troubleshooting
Quick Setup: AAA Authorization x
Method List Name* | AuthZ-method-name |
Type* | network v |
Group Type | group v |
Fallback to local
HAvailable Server Groups Assigned Server Groups
radiug ISE-KCG-arp
|dap ®
tacacs+ -
~ Save 8 Apply 1o Device
CLI:
# config t
# aaa new nodel
# radius server <radius-server-nane>
# address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
# timeout 300
# retransmt 3
# key <shared- key>
# exit

H*

aaa group server radius <radi us-grp-nanme>
server nanme <radi us-server-nane>
exit

H* H*

H*

aaa server radius dynam c-aut hor
# client <radius-server-ip> server-key <shared-key>

# aaa aut hori zati on network <AuthZ-nethod-name> group <radi us-grp-nane>
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EFA Configuration > Security > AAA > AAA Method List > Authorization > + Add 2FHS 4= Q& LICtH

Q Search Menu ltems Authentication Authorization and Accounting
+ AAA Wizard
=] Dashboard
AAA Method List Servers [ Groups AAA Advanced

¢ -) Monitoring

Conﬁguraticn General

- . uthientication
Administration
< Authorization Name ~  Type LA ¢
’ Troubleshooting

Quick Setup: AAA Authorization

Method List Name* | AuthZ-local |

Type* | netwaork v

Group Type | local v |

Mvailable Server Groups Assigned Server Groups

radius

Idap

tacacs+
ISE-KCG-grp

= Save & Apply to Device

CLI:

# config t
# aaa new nodel
# aaa authorization network AuthZ-1ocal | ocal

WLAN 74

GUI:

1B WLANE - ehLCt,



EF A Configuration > Wireless > WLANs > + Add Z Q0| (2} HIEXIE FHELICH

Q Search Menu ltems WIRELESS NETWORKS

= Dashboard

Mame e

h\! Monitoring

TN N T U

2CHA| WLAN HEE eladgtL|ct.

General Security Advanced
Profile Name* | mac-aut| | Radio Policy LAl v |
SSID | mac—auth | Broadcast SSID
WLAN ID* | 3 |

Status TG |

= Save & Apply to Device

3EHA|. BF M security tab & disable Layer 2 Security Mode 2! 8433} MAC Filtering. &l Authorization ListO|
M O|T BtAH[0| M dd5t :’L'|°|' 2o e g MENEFLICH O-H CHS Save & Apply to Device.




Add WLAN x®

General Security Advanced
Layer2 Layer3 AAA
. . Fast Iransition  Adaptive Enab... y |
Layer 2 Security Mode | None - ' !
QOver the DS vd
MAC Filtering vd
Reassociation Timeout 20 |

Authorization List* | AuthZ-method-name v

) Sare 8 Aopy to Deves

CLI:

# config t

# W an <profil e-name> <w an-i d> <ssi d- nane>
# mac-filtering <authzZ-network-met hod>

# no security wpa akm dot 1x

# no security wpa wpa2 ci phers aes

# no shut down

2 g M3l5loF ELICH aaa-override A T 2 Elof| A SSIDY mac-filteringO| MCHZ % S 5H= K|

9800 WLCO| X2 = 2 u} @l #1178 0|M
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https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc9
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc10
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc11

24 252 23| WLCO| MAC F4AE 2ZHE &5

EfAY Configuration > Security > AAA > AAA Advanced > AP Authentication > + Add.

ch Menu ltems Authentication Authorization and Accounting

+ AAA Wizard
[ Dashboard
f':;—" st AAA Method List Servers | Groups AAA Advanced
") Monitoring
Conﬁguration RADIUS Fallback
MAC Address Serial Number

Attribute List Name

MAC Address

’ Troubleshooting

AP Policy

Password Policy aabbceddeeff

edb3187c3058

1 10 » |it
AE M1 save & Apply to Device.
x
MAC Address* aaaabbbbecceo
Attribute List Name Mone -

9 Cancel = Save & Apply to Device
#1:17.3 0| H™OIMHE & U7t AL A7 =248t MAC EAIZ O 2o ZAIE'FE 7|5
e AR HAMELITH 17.3 Ol ol M= & U7t AL RE7E =3 ClRtRlE ESsE
2 T2 7|58 =S| &= [Ho| Lt 7§44 B Cisco {1 ID CSCv438702 MAC
Rl1E 2 et o] FAlo| X|HE FAErLCE.

CLI:
# config t

# usernanme <aabbccddeeff> nac

ISE A= 2 21E Cf|o|E|H|0]A S| MAC F4 &

1EA. (M= A M =2 QIlE O &S A dELIC

IE_—-II-AﬂH Work Centers > Network Access > Id Groups > Endpoint Identity Groups > + Add.


https://tools.cisco.com/bugsearch/bug/CSCvv43870

‘il Identity Services Engine

Home » Context Visibility » Operations » Policy
« Network Access » Guest Access

» Administration = Work Centers

» TrustSec » BYOD  » Profiler » Posture » Device Administration

» PassivelD
r Overview  » Identities Ext Id Sources  » Network Resources  » Palicy Elements  Authentication Policy  Authorization Po

Identity Groups Endpoint Identity Groups

v v S J Edit X Delete

b Eadraint ldantibe Menme

[ o PRI S S

stk Identity Services Engine

Home  » Context Visibility

» Operations » Policy » Administration - Work Centers
» Metwork Access » Guest Access » TrustSec » BYOD » Profiler

Id Groups  Extld Sources  » Network Resources
I

» Posture » Device Administration

» PassivelD
» Overview  » Identities

» Policy Elements  Authentication Policy  Authorization Policy

Identity Groups Endpoint Identity Group List > New Endpoint Group
[ = D ] Endpoint Identity Group
. & I *Name | MACaddressgroup |
» [ Endpoint Identity Groups Description
» [ User Identity Groups

Parent Group |

oo | 28

2EHA|. B work Centers > Network Access > Identities > Endpoints > +Add.

aluli. | dentity Services Engine

Home  » ContextVisibility — » Operations  » Policy

 Administration
} GuestAccess » TrustSec » BYOD b Profler » Posture b Device Administration b PassivelD
» Overview Id Groups  Extld Sources  » Metwork Resources  » Policy Elements  Authentication Policy  Authorization Pelicy  » Troubleshoot
o

R e INACTIVE ENDPOINTS @ © 9  AUTHENTICATION STATUS ¢
Identity Source Sequences

No data availabl

Last Activity Date

o i © ANC ~ Change Authorization ~ Clear Threats & Vulnerabilities Export Import ~



Add Endpoint

+ General Attributes

Mac Address * aa:bb:cc:dd:ee:ff

Description

Static Assignment

Policy Assignment  Unknown N

Static Group Assignment ¢

Identity Group Assignment MACaddressgroup

Cancel Save
o ()

ISE +M
ISEO]| 9800 WLC F7t.

o| &3 9| X|&E 2o A A|2. Declare WLC to ISE(ISE0| WLC MQH) .

elE & 4y
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1EHA|. BF M policy > Authentication 120 EA|El Zdup Z&L|CH
7|82 MAB -T-f-"'Ol ISEO]| d=X| &QlghL|Ct.

vl
= 2=}

Summary Endpaints Guests Wulnerakbility Threat el | Authentication

Identity Services Engine b Context Visibility b Operations

Profiling
METRICS Client Provisioning

Total Endpoints € Active Endpoi

— e,

2EHA. MABO] CHE 7|2 215 #=l0] o|0| U=K| &lghL|Ct.


https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10

MAB :If  Wired MAB AND

Wireless_ MABAllow Protocols : Default Network Access and
Default :use Internal Endpoints

O"8x| o2 A E 225tH M E FIME = UESLICE insert new row above.

5 Engine Home

Authentication | Authorization  Profiling Posture  Client Provisioning  » Palicy Elements

ing the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
wsterm = Backup & Restore = Policy Export Page

ed
Jf Wiired_MWAB OR : 7 b
et o I n=ert nesw rowe above '
. : FISEFT S FOvy DI
use Internal Endpoints
Duplicate above
Duplicate below

Dislate

S Wwired_ 8021 OR
IC_Protocals  and

e Fof 1A 4y

B S0 A2 2EHOIME0] OfiH HBH(HE Hod TR THY) AIHE X
ghic
= .

1E|'7=". |E:|HLI|'I Policy > Authorization :LEé!O‘” £A|E|_| 7/:|J_'—|' FAR=] |—| E".

Engine Home b Cont nility b Cperations i Adrr 1 ‘ark
norization | Profiling Posture  Client Pravisioning  k Policy Ele guthentication Authorization
Profiling Posture
kd Client Provisioning Policy Elements
Falicy by configuring rules hased on identity groups andfor other condi Dictinnaries
dministration = Systerm = Backup & Restore = Policy Export Page Conditions
Lies - | Results

2EHA|. o|Olx|ol ZAIE CHZ M &S A IELICH

ML e ntity Engine Home

Authentication  § Authorization § Profiing Posture  Client Provisioning ¢ Palicy Elements

figuring rules based on identity groups andior ather conditions. Drag and drop rules to change the order.
= System = Backup & Restore = Policy Export Page

-l

Permis=sionz

Conditions (identity groups and other conditions)
_ ]
iInsert Mew Rule Above

Insert Mew Rule Eelow
[uplicate Above
Duplicate Below




3EA gt 2 ™ELIcH

iT — = x. = o = = =
HAN, = ZOIEJI ME El= 1D 28 & &9 0|2 M & LICt mAcaddressgroup) & & R 5HA
A2,
Status Rule Name Conditions (identity groups and other conditions) Permissions
e a ¥ lMAC—I’uiE I Any i ' |CDn|:Iition(s} AuthZ Pr...
|
= = :
MACaddressgroup E = o
[ERdooint 1dentity Groups J
( L)
(v : = o)
. (T
- -
| ]
e
" WA
. B Iz

2 Medst|ct o] oflof

22 Chg o FRIof 57| s et Hof TRMAE +Hste OB x7ig M
Me HEt 2od Z2MATF M MABE ME5t1 Y S&E AH|0|M ID(SSIDS| 0|8)7t CH22
2 Bl 82 o] Ao EEELICH macauth &0 EAIE Aot Z&LCE
» ~ [ MaCule | |E [Selecmtlraune =l | AuthZPr.. < |
ﬂ Add All Conditions: Below to Library
i i) __— Condition Name Description : [anp -]
i i |Radius:Called-Stat... | [ Endswith | [macauth [ anD .
| | [ wireless_mas | | Normalised Radius:RadiusFiowType EQUALS WirelessMAB -
— = =
a - .'_'"___.'.;._.'.T__.____.' e ,-:
orx|ete 2 S E HEt Fo T2 M US MESSILICHO| B<S). PermitAccess SHE &0 ZEEF 2
cO|P1E ol M ELICH 22 pone MEFHAAIL.
Status  Rule Name Conditions (identity groups and other conditions) Permissions
& * [ MACrule [ ma | | Radius:Called-Station-ID ENDS_V/. [ PermitAccess < | Done

show wl an { sumary | id | nane | all }

show run w an

show run aaa

show aaa servers

show ap config general

show ap nane <ap-nane> config general

show ap tag sumary

show ap name <AP-nane> tag detail

show wl an { sumary | id | nane | all }

show wirel ess tag policy detail ed <policy-tag-name>
show wirel ess profile policy detail ed <policy-profile-name>
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WLC 98002 ALWAYS-ON &% 7|52 NIZ2¢&rLct. OIE HstHZE
ZD 9 A2 £F HA|R|7F RKISEo2 2UE|H, AbD EE= Fhol 2k

oll
-

7|2xo2 9800 WLC7 £=ZE|8t £Ag Er{M SSH/ELE E3H 9800 WLCO| ¢ CH EHA|
OI 2 E (o]
21 —= =

£ & UELICHMEE HAE ntdof 2ZsHok &).

=1
= =

124, EXM7H LAet A-EMXR|Sl 208 FHE = UL S HEE | 29X AlzHS FHIELICH

# show cl ock

20| A|lAE] HT|ago|Mof et ZHEED HIH B 2|5 syslog0il A syslogE 4= &l &fLCt. Of
7 5t AARIS| B U 2LF(UE BR)E W=A| 2“"%* = & LCt,

# show | oggi ng

3Bl ClHa 7ol &gt == | & lFf Lt

# show debuggi ng
| OSXE Conditi onal Debug Configs:

Condi ti onal Debug G obal State: Stop

| OSXE Packet Tracing Confi gs:

Packet |Infra debugs:

I p Address Por t
______________________________________________________ |__________

O 28 LHAstH, #43HE Z7(mac T4, IP F4 §)0| ddsts ZE T2 MA0| C|
|

ol BIHELICH mhetM 5

HH fidlof| & ’HOIE%%.'% o|ofg IEP OIE"71I §tH 29| =80
SHMo =z C|HZsHK| &2 e ZE 2UE X|*= WOl E&LICH

457 Eilﬁé %O.J MAC FATL3EHAH| RS2 LIYE[X| g2 B2, £ MAC F40f st
always-on 22 &

# show | ogging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d>} to-file



al ways- on- <FI LENAME. t xt >

Midol ZHAE E AL IHUS OIS TFTP Mol SAHE £ laLich

# nore bootfl ash: al ways-on- <FI LENAME. t xt >

or
# copy boot fl ash: al ways-on-<FI LENAME. txt> tftp://a.b.c.d/ path/al ways-on- <Fl LENAME. t xt >

ZHUR CHZ S FH &EE =5
Always-on FHE & Rl ZMle| EC|IHE &ole = U= S HEJI MBEX| k2
?, == L‘_II:I-I7 g g RA(Radlo Active) ZHE X E £+ &Lt JH XIHE =A
(0] A2 220 E mac —’F-_/.\_)EP A% A5 ZE ZZ M A0 OS] ClHa B FHE MB
Lict 28 C|HEE 3tote{H g HHE o dAl.

e
0z

S5EHA|. gdshE ClHa z=7o| el X| gL ot

# clear platformcondition all

6EtA. ZLIEZE T4 Z2t0|AE mac FAO CHet CIH =4S E4stefLict

182 30=(1,800%) S MBE MAC FLAE ZLIEHZ S| AEELICH MEIXMo = O Alzt

0| B3=

= _’ElEH 2,085,978,494% 7t x| =8 & U&LICH

# debug wirel ess mac <aaaa. bbbb. cccc> {nonitor-ti me <seconds>}

AlSH

Holl £ 0|4 2| 2CI0|MEE ZL|E{RI5I2™ debug wireless macS A& e LICH

gn. 2= /ﬂOI LtEo] & = /S LIRHez HHZ 22 HOl'E Mo 2E0|HE
g3 E30| EA|E|X| ef&LICH

# no debug wirel ess mac <aaaa. bbbb. cccc>
2L Alzto| Bttt ClHO F440| SX|E[T 9800 WLCE CHES 3t 22 0|2l 24 mtdg
AMerLICt ra_trace_MAC_aaaabbbbcccc_HHMMSS. XXX_timezone_DayWeek_Month_Day_year.log



9':F74| MAC "i %*%_O_I oS AL OfE & StLEE SASELE ratrace log 2/F AEHOI

# dir bootflash: | inc ra_trace

I UE QF MEHol S At

# copy bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX ti nezone_DayWek_Mont h_Day_year. | og
tftp://a.b.c.d/ra-Fl LENAME. t xt
ZEI= E Al

# nore bootflash:ra_trace_MAC aaaabbbbcccc_HHMMVES. XXX _ti mezone_DayWeek_Mont h_Day_year. | og

10EHAH|. 2 & &Qlo| ot 2] H=E5HX| o2 B2 EItH:L Hd 208 o AHMIS| EodF = LR 28
£ZgtL|Ct o|O0| £Elk|o tHBEXMo 2 X{&E C|Ha 28t XHA|6| A T{gE 740|222 Z2}0|HE
E CIA| CIHZAE He = st

# show | ogging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d>}
to-file ra-internal - <Fl LENAVE>. t xt
Hn:o|BHEHR2 ZE Z2MNAS ZE EZ BHol CHEH F S phetstH 4T HoHE

L|c}. OIE-I FZ.‘—XJ.; E M3 T = Cisco TACSH #2451 A A|2.
CIS & 3tLEE SAFSHHLE ra-internal-FILENAME.txt 21F AH{0d| @13 HLE 3tH0f| E2312 = E A
g o Mol SAL:

# copy bootflash:ra-internal -<FI LENAME>. txt tftp://a.b.c.d/ra-internal - <Fl LENAME>. t xt

Bx

M

Al

FH

# nore bootfl ash:ra-internal - <FI LENAME>. t xt

11EHA. CIHI 2 S MHE LI

# clear platformcondition all
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