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WLC#show run | sec dhcp

ip dhcp excluded-address 10.106.10.0 10.106.10.10
ip dhcp excluded-address 10.106.10.51 10.106.10.255
ip dhcp pool vlan_10_Pool

network 10.106.10.0 255.255.255.0

Tease 0 8

WLCO| T+ HEl F L QIE{m[0| A

WLC#show run interface loopback 0
interface Loopback0

ip address 10.10.10.25 255.255.255.0
end

WLCOIM E20| FAE FZ Ui OIE{H|0|AZ AF25104 SVI [L3 Interface] 2 FA3E! 2E}0|ME
VLAN:

<#root>

WLC#show run int vlanlO

ip address 10.106.10.10 255.255.255.0

ip helper-address 10.10.10.25 [helper address can be loopback interface, Wireless management interface
end
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configure terminal
wireless profile policy $Policy_Profile_name
ipv4 dhcp required
ipv4 dhcp server $WMI_IP

WLCL| Z A EA:

2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29

WLCS| &HIC|=

1481
1482
1403
1429
1430
1431
1432
1433
1434
1435
1436
1437
1438
1439
1440

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

.501972
501972
.5081972
. 584963
. 504963
. 504963
. 5084963
542971
542971
542971
. 542971
542971
542971
543962
543962

06.
06.
06.
06.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

FoE Fgste il BX =24 Lo A DHCP MOl IP F4&

ditxo = ZH A0l M= VLANER O|§ F+dst= XWol E&LIC

502389611
502515811
502614149
502674118
505719129
505787349
505834315
543149257
543254480
543334850
543407760
543910482
543968250
544135443
544314185

0.0.0.9

18.
.106.
16.
18.
.1086.180.
10.

186.180.

1086.10.
106.10.

1086.180.

9.0.08.9
9.0.08.9

wLee| fHIC|= ! 2R

.106.
.106.
«106.
«106.
-1086.
. 106.

AP ZCIO|E C|HZ:

Mar 29 13:28:05 kernel:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

255.255.255.255
10.10.10.25
10.10.10.25
18.106.10.180
10.106.10.10
255,255, 255,255
255,255,255.255
255.255.255.255
255.255.255.255
10.10.10.25
10.10.10.25
10.106.10.10
10.106.10.10
255.255.255.255
255,255,255.255

[auth-mgr-feat_dsensor] [23608]: (info):

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]

[23608]:
[23608]:
[23608]:
[23608]:
[23608]:
[23608]:

(info):
(info):
(info):
(info):
(info):
(info):

[auth-mgr-feat_dsensor] [23608]:

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]

[23608]:
[23608]:
[23608]:
[23608]:
[23608]:
[23608]:
[client-iplearn] [23608]:

(info):
(info):
(info):
(info):
(info):
(info):
(note): MAC: Client_MAC Clien

RX: DHCPv4
TX: DHCPv4
TX: DHCPv4
RX: DHCPv4
RX: DHCPv4
TX: DHCPv4

Ad®4st
=202

[Client_MAC:ca

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac

(info): [Client_MAC:ca

RX: DHCPv4
TX: DHCPv4
TX: DHCPv4
RX: DHCPv4
RX: DHCPv4
TX: DHCPv4

DHCP 348 DHCP
DHCP 344 DHCP
DHCP 344 DHCP
DHCP 342 DHCP
DHCP 342 DHCP
DHCP 346 DHCP
DHCP 416 DHCP
DHCP 452 DHCP
DHCP 374 DHCP
DHCP 378 DHCP
DHCP 370 DHCP
DHCP 342 DHCP
DHCP 342 DHCP
DHCP 346 DHCP
DHCP 416 DHCP

Discover - Transaction
Discover - Transaction
Discover - Transaction

offer - Transaction
Offer - Transaction
Offer - Transaction
Offer - Transaction
Request - Transaction
Request - Transaction
Request - Transaction
Request - Transaction
ACK - Transaction
ACK - Transaction
ACK - Transaction
ACK - Transaction

ID 9x7030bf99
ID 0x7030bf99
ID 0x7030bfa9
ID 9x7030bf99
ID 9x7030bf99
ID @x703@bfa9
ID 9x7930bf99
ID 9x7@30bT99
ID @x7030bT99
ID @x7030bf99
ID 9x7030bf99
ID @x7830bf99
ID 8x7838bfa9
ID 9x7830bf99
ID 9x7830bf99

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac

[*03/29/2024 13:28:05.7183] [1711718885:718317] [AP_NAME] [Client_MAC] <aprOv2>



Mar 29 13:28:05 kernel: [*03/29/2024 13:28:05.7184] [1711718885:718428] [[AP_NAME] [Client_MAC] <wiredO
Mar 29 13:28:07 kernel: [*03/29/2024 13:28:07.7223] [1711718887:722360] [[AP_NAME] [Client_MAC] <wiredO
Mar 29 13:28:07 kernel: [*03/29/2024 13:28:07.7224] chatter: dhcp_reply_nonat: 1711718887.722379604: 10

Mar 29 13:28:07 kernel: [*03/29/2024 13:28:07.7225] [1711718887:722524] [AP_NAME]
Mar 29 13:28:07 kernel: [*03/29/2024 13:28:07.7591] [1711718887:759139] [AP_NAME]
Mar 29 13:28:07 kernel: [*03/29/2024 13:28:07.7592] [1711718887:759248] [AP_NAME]
Mar 29 13:28:07 kernel: [*03/29/2024 13:28:07.7606] [1711718887:760687] [AP_NAME]
Mar 29 13:28:07 kernel: [*03/29/2024 13:28:07.7607] [1711718887:760780] [AP_NAME]

[Client_MAC] <aprOv2>
[Client_MAC] <aprOv2>
[Client_MAC] <wiredO>
[Client_MAC] <wiredO>
[Client_MAC] <aprOv2>

ZelolHES T2 B
122 97:11:56.202853 0.0.0.0 255.255.255.255 DHCP 344 DHCP Diécover - Transaction ID @x595044d4
129 ©7:11:58.217331 10.106.10.10 255.255.255.255 DHCP 342 DHCP Offer = Transaction ID @x595044d4
138 ©7:11:58.219406 0.0.0.0 255.255.255.255 DHCP 370 DHCP Request - Transaction ID @x595844d4
131 ©7:11:58.227525 10.106.18.10 255, 255,255,255 DHCP 342 DHCP ACK = Transaction ID @x5950844d4
Zcto[E S = ! A

M3E 29 230 WLC7t 4 2210|¢1E Z 2 E{ DHCP Discover HA|X|E $=Al5tT
Zcto|¢E 9| VLANOI i FAKSE ool LHE R =4 OlE{m|0|A)0f O|& ZlElolst
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RequestE &3t AB{7} DHCP ACKE AI&35t04 O|& &QlgfLCt.

W.C#show i p dhcp bi ndi ng
Bi ndi ngs fromall pools not associated with VRF:
| P address Client-1D Hardware address Lease expiration
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Type
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WwLCof 7’4l 21]0]0o4 2 VLAN:

WLC#show run vlan 20
vlan 20

name Client_vlan

end

Z2I0|Q1E VLANS| EBEZE F{E5IT=E WLCOH| Lo ZEE T EF&LICH

WLC#show run int tw0/0/0

interface TwoGigabitEthernet0/0/0
switchport trunk allowed vlan 10,20,58
switchport mode trunk

negotiation auto

end



9800 WLCL| BIAFM EX:

2024/03/30 10:40:43.114800606 {wncd_x_RO-0}{1}:
2024/03/30 10:40:43.114863170 {wncd_x_RO-0}{1}:
2024/03/30 10:40:43.121515725 {wncd_x_RO-0}{1}:
2024/03/30 10:40:43.121583319 {wncd_x_RO-0}{1}:
2024/03/30 10:40:43.132967882 {wncd_x_RO-0}{1}:
2024/03/30 10:40:43.132999148 {wncd_x_RO-0}{1}:
2024/03/30 10:40:43.146521529 {wncd_x_RO-0}{1}:
2024/03/30 10:40:43.146605773 {wncd_x_RO-0}{1}:
2024/03/30 10:40:43.146685159 {wncd_x_RO-0}{1}:
2024/03/30 10:40:43.149359205 {wncd_x_RO-0}{1}:
2024/03/30 10:40:43.149419477 {wncd_x_RO-0}{1}:
2024/03/30 10:40:43.149534985 {wncd_x_RO-0}{1}:
2024/03/30 10:40:43.149685174 {wncd_x_RO-0}{1}:

9800 WLCOH|IM =& & LIEE T

187 16:10:43.113992 0.0.0.9
188 16:1@:43,113992 @.0.0.0
189 16:10:43.113992 0.0.0.0
190 16:19:43,113992 0.0.0.0
192 16:10:43.120980 10.106.20.10

193 16:10:43.120980
194 16:10:43.120980
195 16:10:43.120980
201 16:10:43.145988
202 16:10:43.145988
203 16:10:43.145988
204 16:10:43.145988
205 16:18:43.148979
206 16:10:43.148979
207 16:10:43.148979
208 16:10:43.148979

wLeel eHIC|E o) ZH&]

10.106.20.10
10.106.20.10
10.106.20.10
0.0.
0.0.
9.0,
2.0.
10.106.20.19
10.106.20.10
10.106.20.10
10.106.20.10

0.0
0.0
2.2
2.0

AP 22}0|91E C|HZ:

Mar 30 11:05:37 kernel:
Mar 30 11:05:37 kernel:
Mar 30 11:05:37 kernel:
Mar 30 11:05:37 kernel:
Mar 30 11:05:37 kernel:
Mar 30 11:05:37 kernel:
Mar 30 11:05:37 kernel:
Mar 30 11:05:37 kernel:
Mar 30 11:05:37 kernel:
Mar 30 11:05:37 kernel:

2io|

HE

Il

HA:

ARLPSh

255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255,255.255.255
255,255, 255,255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255,255, 255,255
255.255.255.255
255.255.255.255
255.255.255.255
255,255.255.255

[sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
[sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
[sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
[sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
[sisf-packet] [23608]: (info): RX: IPv6 DHCP from intf

[sisf-packet] [23608]: (info): TX: IPv6 DHCP from intf

[auth-mgr-feat_dsensor] [23608]: (info):
[sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
[sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
[sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
(ERR) : MAC: DHCP_Server_MAC V
[sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
(note): MAC: Client_MAC Clien

[client-orch-sm] [23608]:

[cTient-iplearn] [23608]:

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

424 DHCP Discover - Transaction ID @xalad4fSeb
346 DHCP Discover - Transaction ID @xalad4fSeb
346 DHCP Discover - Transaction ID @xaladfSeb
346 DHCP Discover - Transaction ID @xala4fSeb

346 DHCP Offer
346 DHCP Offer
346 DHCP Offer
416 DHCP Offer
452 DHCP Request
374 DHCP Request
374 DHCP Request
374 DHCP Reguest
346 DHCP ACK
346 DHCP ACK
346 DHCP ACK
416 DHCP ACK

- Transaction ID @xaladf5eb
- Transaction ID @xala4fSeb
- Transaction ID @xala4fSeb
- Transaction ID @xalad4fSeb
- Transaction ID @xaladfSeb
- Transaction ID @xaladfSeb
- Transaction ID @xala4fSeb
- Transaction ID @xala4fSeb
- Transaction ID @xalad4fSeb
- Transaction ID @xalad4fSeb
- Transaction ID @xaladfSeb
= Transaction ID @xaladf5eb

[Client_MAC:ca

[*03/30/2024 11:05:37.3650] [1711796737:183177] [AP_NAME] [Client_MAC] <aprOv2>
[*03/30/2024 11:05:37.3651] [1711796737:184281] [[AP_NAME] [Client_MAC] <wiredO:
[*03/30/2024 11:05:37.3465] [1711796737:185404 [[AP_NAME] [Client_MAC] <wired0>
[*03/30/2024 11:05:37.3465] chatter: dhcp_reply_nonat: 1711796737.459745189: 10
[*03/30/2024 11:05:37.3670] [1711796737:195085] [AP_NAME] [Client_MAC] <aprOv2>
[*03/30/2024 11:05:37.3683] [1711796737:368344] [AP_Name] [Client_Mac] <aprOvl>
[*03/30/2024 11:05:37.3684] [1711796737:368439] [AP_Name] [Client_Mac] <wired0>
[*03/30/2024 11:05:37.3931] [1711796737:393131] [AP_Name] [Client_Mac] <aprOvl>
[*03/30/2024 11:05:37.3932] [1711796737:393250] [AP_Name] [Client_Mac] <wired0>
[*03/30/2024 11:05:37.4597] [1711796737:459726] [AP_Name] [Client_Mac] <wired0>



3 ©3:17:46.193239 0.0.0.0 255,255, 255.255 DHCP 342 DHCP Discover - Transaction ID @x56883262
9.0.0.0

31 ©3:17:50.649855 0.0.0. 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x56883262
34 03:17:53.259282 10.106.20.10 255,255.255.255 DHCP 342 DHCP Offer - Transaction ID @x56883262
35 ©3:17:53.259282 10.106.20.10 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @x56883262
36 ©3:17:53.262280 0.0.0.0 255,255, 255,255 DHCP 378 DHCP Request - Transaction ID ©x56883262
37 ©3:17:53.27313@0 10.106.20.10 255.255.255.255 DHCP 342 DHCP ACK - Transaction ID ©x56883262

M2= zed 230 WLC7F &M Z2}0|AE0{ M DHCP Discover EEEIHAEE 721 Q)
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Ct= [Ae =Qlst CH3 L2 QIE{H0|AE Sdli Cfg 22 HECEINAYFLICH WLCE AEHoAM
DHCP OfferE & xtotAt O] HIA|X|E Z2t0|dE | ZE6l T DHCP Request 2 ACKE M gfL
Ct.

T ZEto[ME IP &l

9800 WLC7} Zlgf|o] o Oo|ME &g &

o| ZAZ|adj|o|MollA WLCE T4 SEI0|HE 0| M = 4AISH DHCP I8 FLIFHAE R DHCP A
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9800 WLCO|AM DHCP MH IPE #4st= WHoll= 271 X|7F l&LICH.

1. 02 dHo| Y& z 2 ZoA DHCP MH IPE 7 &&fLICt.

GUIE S3l|: DHCP Al configuration > Tags & Profile > Policy > Policy_name > Advanced. Ok2H0ll A CHS 3 ZH0| DHCP At



Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with tr

General Access Palicies QOS and AVC Mobility Advanced
| WLAN Timeout Fabric Profile
Session Timeout (sec) | 28800 ® Link-Local Bridging
Idle Timeout (sec) 300 l rpno[l)llglf Service ‘ default-mdns-
Idle Threshold (bytes) o | Hotspot Server ‘
Client Exclusion Timeout (sec) || g0 ‘ L3 Access @
Guest LAN Session Timeout User Defined (Private) Network
DHCP Status
IPv4 DHCP Required v Drop Unicast
DHCP Server IP Address | 10.106.20.10 DNS Layer Security

configure terminal

wireless profile policy $Policy_Profile_name

ipv4 dhcp required

ipv4 dhcp server $DHCP_Server_IP

N

ez

1 i
0
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2ol 7|52 AH2E I DHCP EZfElo| AA = ZEI0|2E SvI(Switched Virtual Interface) 2| IP FAQILICH 23 CH2 o] EEfEe
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WLC#show run 1int vlan 20



interface vlan 20
ip address 10.106.20.1 255.255.255.0

ip helper-address 10.106.20.10

end

Z2l0|1E VLANS| E Y

WLC#show run int tw0/0/0
interface TwoGigabitEthernet0/0/0

switchport trunk allowed vlan 10,20,58
switchport mode trunk

negotiation auto
end

WLCHA RA F=H:

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30

wLce| Hc|= il

No. Time

46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

38.
38.
38.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.

549504590
549611716
549666984

=g 5835t

597696305
597778465

597829829
598444184
598506350
598544420

621660873
621771405

621851320
621908730
625257607
625329089

625490562
625655045

A

462
463
594
595
647
648
649
650
653
654
655
656

wLee| (HIC|= miZ! ZH R

WLC2| RA(Radioactive Traces) &
DHCP MHZ DHCP IHZ!S

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

16:
16s
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

34.
34.
38.
38.
41.
41.
41.
41.
41.
41.
41.
41.

544969
545961
548967
548967
596953
596953
597961
597961
620954
620954
624967
624967

Source
0.0.0.0

10.106.20.

0.0.0.0

10.106.20.
10.106.20.
10.106.20.
10.106.20.
10.106.20.

0.0.0.9

10.106.20.
10.106.20.
10.106.20.

RI1xS
==

S B ESS ) gk

Z WLCO| HIo|E ZE

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

Destination
255,255, 255,255
10.106.20.1@
255.255.255.255
10.106.20.10
10.106.20.1
255.255.255,255
10.106.20.1
255.255.255.255
255.255.255,255
10.106.20.1@
16.106.20.1
255,255,255, 255

=]

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]

[23608]:
[23608]:
[23608]:
[23608]:
[23608]:
[23608]:
[23608]:
[23608]:
[23608]:

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

RX:
TX:
TX:
RX:
RX:
TX:
RX:
RX:
TX:
(info):

[auth-mgr-feat_dsensor] [23608]:

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]

[23608]:
[23608]:
[23608]:
[23608]:
[23608]:
[23608]:
[cTient-iplearn] [23608]:

(info):
(info):
(info):
(info):
(info):
(info):
(note): MAC: Client_MAC Clien

RX:
TX:
TX:
RX:
RX:
TX:

DHCPv4
DHCPv4
DHCPv4
DHCPv4
DHCPv4
DHCPv4
DHCPv4
DHCPv4
DHCPv4

DHCPv4
DHCPv4
DHCPv4
DHCPv4
DHCPv4
DHCPv4

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac
relay src_ip:
from interfac
from interfac

[CTient_MAC:ca

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac

Protocol Lengtt Info

DHCP 424 DHCP Discover Transaction
DHCP 346 DHCP Discover - Transaction
DHCP 424 DHCP Discover - Transaction
DHCP 346 DHCP Discover = Transaction
DHCP 346 DHCP Offer Transaction
DHCP 416 DHCP Offer Transaction
DHCP 346 DHCP Offer Transaction
DHCP 416 DHCP Offer Transaction
DHCP 452 DHCP Request Transaction
DHCP 374 DHCP Request Transaction
DHCP 346 DHCP ACK Transaction
DHCP 416 DHCP ACK Transaction

&Lch

ID @x137ea7ac
ID @x137eaVac
ID @x137eaVac
ID @x137ea’ac
ID @xl137eaVac
ID @x137ealac
ID @x137eaVac
ID @x137eaVac
ID @xl37eaVac
ID @x137eaVac
ID @x137eaVac
ID @xl137eaVac

EPC(Embedded Packet Capture) 5 0f| A1 2210 ol O|ME A& & st= WLC7t 2EI0|HEM

oo A A
ol22 of Ea QA__



AP Z2}0|1E C|HZ:

Mar 30 13:46:37 kernel: [*03/30/2024 13:46:37.7476] [1711806397:747677] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:37 kernel: [*03/30/2024 13:46:37.7481] [1711806397:748177] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7973] chatter: dhcp_reply_nonat: 1711806400.797214204: 10
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7973] [1711806400:797362] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7978] [1711806400:797870] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7979] [1711806400:797903] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8204] [1711806400:820455] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8205] [1711806400:820550] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8248] [1711806400:824829] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8249] [1711806400:824911] [AP_Name] [Client_MAC] <aprOvl>

22t0lolE & 2R
MNo. Time Source Destination Protocol Length Info
1 10:23:46.630692 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xl137ea7ac
50 10:23:50.627940 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x137ea7ac
59 1@:23:53.694541 10.106.20.1 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @x137ea7ac
6@ 1@:23:53.696530 0.0.0.0 255.255.255, 255 DHCP 3780 DHCP Request = Transaction ID @x137ea7ac
61 10:23:53.698634 10.106.20.1 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @x137ea7ac
62 10:23:53.737816 10.106.20.1 255.255.255.255 DHCP 342 DHCP ACK - Transaction ID @x137ea7ac

DUID.

EdALEIQOIME AR HELZ SHdYE YXl|st7] 28 2t E B0l o|&4t7|ECh= DHCP EEHZol| CHEt A4 QIF
HO|AE BAMoZ Holste WS MEE £+ &Lt ol E5| BRE == HIE%H ClHbO|A(od: 2flojo] 3 A %] &
= &3l9)0l M RPF(Reverse Path Forwarding) ZALE M8 3t= A0l R & LICE 6§ S04, 20| E SvIZt VLAN 2001 Rl 2
2tO|HE ECi=E 9|8 DHCP 23|0|2 A8 L= 8¢ 4 Bl CIE{H oA 7} VLAN 5001I MYE|= 482 o2 S0 EX&LICH
718 2= M #E| VLAN/MEY o Ho|E9|0|Z2 & LICt



rr

9800 WLC2| %1 17.03.035F E{ DHCP EE{ = o] AA QIE{m0|A
E

=
=
=1

Z2l0|¢E VLAN EE DHCP AMtHeto| eddg E& &t
WMI (Wireless Management Interface) @t 22 CHE VLANS 2 MESH &~ Q

A& LICEH

Zu|ago|Mel AE2 oS Z&LCh

!

interface vlan 50

description Wireless Management

ip address 10.100.16.10 255.255.255.0
!

interface vlan 20

description Wireless_Client_vlan

ip address 192.168.4.2 255.255.255.0
ip helper-address 10.100.17.14

!

ip route 0.0.0.0 0.0.0.0 10.100.16.1

0| AIL}2|20i A DHCP ME{ 10.100.17.1401 CHEH EEH=I2 VLAN 50(10.100.16.10)0ll M A AEL|C}H miZlo| S2 QE{Ho|lAE
ZtRE EO|E2 3|8 7|Ho 2 MEHE|H, detdo 2 T E 7|82 B2 2 I3 WMI(Wireless Management Interface) VLANZS S5
SEFUCH

aqL F-313 A Q%7 RPF(Reverse Path Forwarding) £ 912 71315t < VLAN 500iA £2H5tE IS HE = YR IPAA
FA7FCHE MEYIVLAN 20]0l &35 Ql&Lich

O|& ¥ X|5t24%4 IP DHCP relay source-interface W2 AF& 5104 DHCP IHZ! o] HE§t A A QIE{H|O|AE MHSl ok &LICt o] BL
VLAN 502| WM QIE{H|O| A0 M DHCP IHZ! 2 A|EHSIEE & 4= Q& LICt

interface vlan 20

description Wireless_Client_vlan=

ip address 192.168.4.2 255.255.255.0
ip helper-address 10.100.17.14

ip dhcp relay source-interface vlan 50

BHZS A &ip dhep relay source-interface 3 DHCP I Z! 9| A A QIE{H| O|A & GIADDRO| 25 DHCP 20| ol x|HE 2l
| 0|A(O] A2 VLANSQ)E MM ELICE Ol= DHCP FAE Y 5t2{= 20|21 E VLANO| ofLI2 2 2|7t FLict

DHCP AHE SHIE Z2t0|ME E0|M IPE &Y st YHE ofEH &1 [A&LII?

h2kA ofoll CHEH CHE 2 H240| AFHEE I C9800ip dhep relay source-interface 2 ZH%{0l A £ £ Q/=0| &3 MEjolztn 5t M
822| & ot SM 15001 2EI0|UE MEW HWEE XS 2 FIIgche WelLict



Relay agent IP address: 10.188.16.18

Client MAC address: |
Client hardware address padding: 98008000800080000060
Server host name not given

Boot file name not given

Magic cookie: DHCP

> Option: (53) DHCP Message Type (Discover)
> Option: (55) Parameter Request List
> Option: (57) Maximum DHCP Message Size
> Option: (61) Client identifier
> Option: (51) IP Address Lease Time
v Option: (82) Agent Information Option
Length: 6
~ Option 82 Suboption: (158) Link selection (Cisco proprietary) (192.168.4.2)
Length: 4

Link selection (Cisco proprietary): 192.168.4.2
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<#froot>

C9800(config)#ip dhcp compatibility suboption link-selection standard

XGE BEO0| MBE|H AAEE DHCP HZM MEAIRIM 1508 MEAIRIM 52 WAL MEAIRIM 5= WESRS
ClHtolA0M of 2| 2IAZIE 2 THZ!0] AXIE 7H5 80| &Lt o] HZ Mg M82 MBS E AXoME BT LICH



Relay agent IP address: 108.168.16.18
Client MAC address: S
Client hardware address padding: ©60006228080000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
> Option: (53) DHCP Message Type (Discover)
> Option: (55) Parameter Request List
» Option: (57) Maximum DHCP Message Size
» Option: (61) Client identifier
» Option: (51) IP Address Lease Time
v Option: (82) Agent Information Option
Length: &
5> Option 82 Suboption: (5) Link selection (192.168.4.2)

WwLC IHZ! Zr el &M 182 59| S 5

59l 4 58 753 DHCP 2R34TI CHE LIERIS ClHho|A0iA &2I5H0F BLICH T2{Lt 53] Windows DHCP MEH7} ALS
o s of 3| NAK(SE 2ol %a) BIAIRIZ} LIS % Q& LICH DHCP AE7F A4 IPEAE Q1B X| Sh2t7| HEY & L

Ct. s &4 1pofl CHSH 'Y |2 2olM0] ei7| HEY == UA&LICH

DHCP AEH0i| A 8Hfok & & Windows DHCP A{EH2| Z2 220 ol o|ME 9| IPE 215 38t7| fIE 0| -|E BrEo{of gfLict






(0 9|8 A7 MM DHCPERIZEI2 AP EES EZHE MHXSl0d S| AE|E/LICt Z7|0f DHCP A2 2|8
WLCE M&EH, 2 ct2 ZRZ|E| B{dg S8l A7 WLCE MEELICH A E MAof et EcfEle MElste A7
wLClL|ct. 2t DHCPS ZHE1El R E HI|3p|o|M2 Y7 wLCol M F3d=|o{of §FL|Ct.

ALIEIR 2. HMA ZOIE(AP)7} Flex REE &S FQILICH

FlexConnect APE= X|AF & #73 AFR Ao 2 MAH|E[0 Y WLC(Wirdess LAN Controller)of CHEH 24Z40| 20{& E2 SEE 2=
B2 &EE = UELICH FlexConnect AP= EZ{ZIE WLCH| HESIX| f T E EEI0|HELQ HERT 7tof ECfEE 2ZHE AQIFE
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EZZX|(Flex Mode AP)



DHCP Server

Access Point

9800 WLC Router
Layer 3 Switch In Flex Mode

Wireless Client

HE Q3 EZZX|: Flex Mode AP

Z 2 DHCPE A8 35HE FlexConnect 2= AP
APEZE=o0] 2 gio] 2 DHCP MHE ArE e M Hn|TolM, 28 58 U 2A sid EHAls daElA |fXIg0Ich a2t
FlexConnect 2E0| AP2| R ZZ AIO|E0f| ECI0|ME SVIE HHGHK| I2 < Yo 2 2Z DHCP AHHE AFH835HE XWO|
ZE4LICH



H1: {7 MO|EA| AL 7tsE E2I0|HE MHEWHO| gl= B FlexConnect NAT-PATE 8% = &Lt

FlexConnect NAT/PATE AP0l AZ2E SEI0|1E 0l A & oﬁFE Eof=loil CHal NAT(Network Address Trandation) S &
5tod APS| 2| IP FA0) OHEELICE of & E01, ¥4 ERiX|0f FlexConnect ZEZ 2S5 3t= AP7I {1 HZAE Z2l0|
AHEJI HEER T} Q= EAt0 = DHCP M S Al5Hof 5t B2 S =2 Zo| 5 DHCP AT &7
FlexConnect NAT/PATE &d5te = J&LIct

2 DHCPE AF235HE= FlexConnect ZE AP

FIexConnectAP7|- 2Z DHCPE AIE5IEE 7 HE Z2 AP HZ2E EC0|0E ClHO|AE SYUEt 2L HEXHT LHHIM AFE 7+

FDHCPA—II:HE—'—E'l IPFA An|adolME £ AlIgHL|Ct O] 22 DHCP M= 2t E|, M8 DHCP M EE& 2 MEY! LHo]|
M DHCP MH|AE MB5tE 7IEF HER T CHO|AY = /JU&LICH 2 DHCPE AHS5tH DHCP ECHEIO| 22 WE R LHoA]
HMEHELCH & AP7+ ECl0|¢E|M DHCP S 2 Q1™ & (0i: HMA ALK 2 ZEOFLICE 07| RES LERXT F
Aof et M2l gLct.
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1. FlexConnect 7} O|=E& & Z3tof Z4Z|azl|o|Mo] 7to|=of MHE X|F L 2 Aot Lx(It=X| &l MAI2.
2. 22}0|1E VLANS flex profile OF2Hoi| Ltd=|o{of &fL|C}.

3. APZE| VLANS 7|2 VLANS E X|X5l0{ APE E-3 T2 MMt Z2I0|ME EefZlof CiEt VLANS EEHI M &2
sf{of gt

CH22 &2l VLANO| 580|1 Z2+0|HE VLANO| 209! AP 242 switchport Z4I|221|0|M9] od| IL|C}.

Switch#show run int gigl/0/2

I

interface GigabitEthernetl/0/2
switchport trunk allowed vlan 20,58
switchport trunk encapsulation dotlq
switchport trunk native vlan 58
switchport mode trunk

end
!

=] MA: APl Flex ZEE TAEI 32 2Z DHCP ME{S 28 202 ZQ6t= Whof CHEr & &

ox

AP ZZ0|9E CIHZ:

Apr 3 11:39:33 kernel: [*04/03/2024 11:39:33.6056] [1712144373:605628] [AP_Name] [client_mac] <aprOvl>
Apr 3 11:39:33 kernel: [*04/03/2024 11:39:33.6057] chatter: dhcp_req_local_sw_nonat: 1712144373.6056478
Apr 3 11:39:33 kernel: [*04/03/2024 11:39:33.6058] [1712144373:605830] [AP_Name] [client_mac] <wiredO>
Apr 3 11:39:33 kernel: [*04/03/2024 11:39:33.6058] chatter: dhcp_reply_nonat: 1712144373.605647862: 0.0
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.7462] [1712144376:746192] [AP_Name] [client_mac] <aprOvl>
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9149] chatter: dhcp_from_inet: 1712144376.914892705: 10.10
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9150] chatter: dhcp_reply_nonat: 1712144376.914892705: 10.
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9151] [1712144376:915159] [AP_Name] [client_mac] <aprOvl>
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9161] [1712144376:916101] [AP_Name] [client_mac] <aprOvl>
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9373] [1712144376:937350] [AP_Name] [client_mac] <aprOvl>
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9645] [1712144376:964530] [AP_Name] [client_mac] <aprOvl>
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9646] chatter: dhcp_req_local_sw_nonat: 1712144376.9645492
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9647] [1712144376:964749] [AP_Name] [client_mac] <wiredO>
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9736] CLSM[client_mac]: client moved from IPLEARN_PENDING
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9736] [1712144376:973687] [AP_Name] [client_mac] <aprOvl>

1399 18:37:.. 0.0.0.0 255.255.255.255 DHCP 420 DHCP Discover = Transaction ID ©xb530583d
1400 18:37:.. 0.0.0.0 255.255.255.255 DHCP 420 DHCP Discover - Transaction ID ®xb530583d
1499 18:37:.. 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover — Transaction ID ®xb530583d
156@ 18:37:.. ©.0.0.0 255.255,255., 255 DHCP 42@ DHCP Discover — Transaction ID @xb538583d
1545 18:38:.. 10.106.20.10 255,255, 255.255 DHCP 342 DHCP Offer — Transaction ID @xb53@583d
1546 18:38:.. 10.106.20.10 255.255.255.255 DHCP 420 DHCP Offer - Transaction ID ®xb530583d
1547 18:38:.. 10.106.20.1@ 255,255, 255.255 DHCP 342 DHCP Offer — Transaction ID @xb53@583d
1548 18:38:.. 10.106.20.10 255.255.255.255 DHCP 420 DHCP Offer — Transaction ID @xb530583d
1553 18:38:.. ©0.0.0.0 255.255.255.255 DHCP 370 DHCP Request - Transaction ID @xb538583d
1555 18:38:.. 0.0.0.0 255.255.255.255 DHCP 448 DHCP Reguest - Transaction ID ©xb530583d
1556 18:38:.. 10.106.20.10 255,.255.255.255 DHCP 342 DHCP ACK - Transaction ID @xb53@583d

1558 18:38:.. 10.106.20.10 255.255.255.255 DHCP 420 DHCP ACK - Transaction ID ®xb530583d



EctoIME = AR

16540 111.9@5836 8.0.0.0 255.255.255.255 DHCP 343 DHCP Discover - Transaction ID @x628c@lb4
16541 111.931651 10.106.20.18 10.106.20.18 DHCP 342 DHCP Offer - Transaction ID @x628c@lb4
16542 111.936185 9.0.0.8 255.255.255.255 DHCP 385 DHCP Request - Transaction ID @x628c@lb4
16543 112.3e4391 10.106.20.18 19.106.20.18 DHCP 342 DHCP ACK - Transaction ID @x628c@lb4

Connection-specific DNS Suffix . :

Description . . . . . . . . . . . : Intel(R) Wi-Fi 6E AX211
Physical Address. . Coe e e .

DHCP Enabled. . . . . . . . . . . ! Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPvé Address Coe . _
IPvd Address. . . . . . . . . . . $10.106.20.18(Preferred]
Subnet Mask . . . . . . . . . . . :]255.255.255.0

Lease Obtained. . . . . . . . . . }$03 April 2024 17:24:16

Lease Expires . . . . . . . . . . 404 April 2024 01:24:16

Default Gateway S P

DHCP Server . . . . . . . . . . . 410.106.20.10

n e
DHCP 28| si &
DHCP 2A sidol= ZCI0|HET7I M HER T 0| ¢dZE|o] UE I DHCP MM IPFAE 7HKE = e EXNE AMEstn
a5t Sredo| ZEELICH CHS2 DHCP 2XIS S174%8 M 2 7hX| Yek={ol Errilet 1d A LT

1. 2clo|E T4 &0l

« ZCIOIUETHIPFAE ANSLE IIMRES FHEIUREX] &QIELCH

« HER= ofHE{7I €48 E|0] 2 MOHZ & Sst=X| #HlgfLct



2. DHCP Mt 4

« DHCP MtH7} & S0|0{ 22t0|HMEL| HEXHI MaAHEWM AZE & JU=K| = lgfLict
20 |% Lll:l'

DHCP MHo| IPFA, MEY oA 3 S 7|2 Ho|EQo] MY

3R FEHEE

FIP &4 IS 7HK| 1 Q)

ok

DHCP 2|7t 2EIO|HEN M8 7t5E S&

4(0f: DNS MH & 7|& Ho|Efo))2

(0dl: Active Directory) ol M= DHCP M7 HIE L3 LHoJ A DHCP MH|

4.9800 WLCQ| ZAx|azio|M HE

|'EI

IasfolM 27 E QlsH

2 QIE{H|O|A F2, SEIO|HUE svI EE FHE EH FA0| #2242 &
Elat7| Hol Hu|az|o[«d0] SHEAH FREIUR=X] Felst= Aol E&LCH

L]
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gUch 238 =+

LHE DHCP At AF2 Al: DHCP Q| &

TEEREX

- ni
| #Qlste 20| SELICH 7I2Mo = 2o Efo|HE 9800 WLCH M infinite2 A& -ELICH

é
|=|

HBE=X

U DHCP MHE A2 E mf WLC Y33 ZE0|A EE}0|21E VLAN EEH=0|
x| &QlghL|ct.

g A APYRIT ZTEO|AM &3 VLANO| S8

DHCP MHE AL

JE
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ZI3} ptdstod, £5| CLIE S8l DHCPE e i CH EtO|H7t 27 AbEHoll et

L|C} HtoH2, 24



o WS E= Hot AX EQ0{7f DHCP EEZE RIEH6EK| 2f=X| 2 QIELICHDHCP AMH{2| B2 ZE 67, DHCP 20| E
9|

21 4%

WLCOHM 21

1. 2E HYo| CHet Al 2 EE 285 2d{H temexec TEZE EFQAR T 2 2451 5L C}
2. Am|ago|ME AE st ol AFSE LIChshow tech-support wireless

2. 2C0|0IE &, E210|YME HEf| 22X U X QE ECI0|MEE &g 4 &LICH
show wirelesssummary !! & AP 2 220|HE £

show wirelessexclusionlist 1! 20| M|Q|E ZHo 2 Ho|E B2

show wireless exclusionlist client mac-addressMAC@ !! M Q|El FX|& QI 220|HEf CHEH RHMIEH LIS &Qlstn 1 o|g 7t E2t0|
HEO] CHEH IPEE 22 LHPEE|o] UE=X| #QlghL|ct.

3. 2ctoldEo] ChEt IP =4 S8F S &QIGHHLE BRE F | o
(dirty)2 EAIEl VLAN EE= DHCP/ARPE M ElsHE SISFe| miZ! ALK E & ol ch.

P>
A
rir
2
N
>

show wireless device-tracking databaseip !! IP2 & Q15104 4 8t&0| ofEH O|F 0| =X| &lgtLch.

show wireless device-tracking database mac ! MacOl|l A & Q151 1%5" IP2EI0|UEI ELEIR=X| =RIFLICE

show wirelessvlan details!! AFHE Q! VLAN 2 &2| 72 DHCP AT Z 218 VLANO| HE|(dirty) 2 EA|E|X| of=X| & QlgfLCt.
show wireless device-tracking feature drop ! SISFO| A A K|

4. LM %Ql E2t0|HE MAC@M CHEF wLCe| £ &3 show wireless device-tracking feature drop

Seo|MEJ B HEY T 0| 4Z5edn & 1 22I0|HE MAC A0 CHE B ALA ZXE gAd5HErL|C)

CLIE Sd:

debug wirdless{mac | ip} {aaaa.bbbb.cccc | x.x.x.x } {monitor-time} {N seconds} !! Setting time allows us to enable traces for up to 24 days
I"Reproduce [ Clients should stuck in IP learn]

no debug wireless mac <Client. MAC>

WL C generates adebug trace file with Client_info, command to check for debug trace file generated.

dir bootflash: | i debug
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HZe Clua e 228
Alztol EoisLICH mat £

FOl.xHEC
JEEFRE
DECIHZZS H|gMdslste{H Ol HES AHFLICH

# clear platform condition all
# undebug all

GUIE &3t
1E-A|. BF M Troubleshooting > Radioactive Trace .
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kt11: 98002| EPCE 9800 WLCHIA S DHCP7t &85t E 42 S8 &LIct

CLIE S43:

monitor capture MY CAP clear

monitor capture MY CAP interface Pol both

monitor capture MY CAP buffer size 100

monitor capture MY CAP match any

monitor capture MY CAP inner mac CLIENT_MAC@

monitor capture MY CAP start

'Reproduce

monitor capture MY CAP stop

monitor capture MY CAP export flash:|tftp:|http:.../filename.pcap

GUIE S3l:
1E-AH|. 2 Troubleshooting > Packet Capture > +Add O|S & L|C}.

2CHA|. 2! Zx Q| O|F & He gLt =i 8XI7HX| S{&E LT

3Et7Al. HEHE HolFLoHRIE 89).

ATHAH A|A™ CcPUE ELHX|D HI0|H S80I 2 CHA| FUE|= EEHEE E2{™ Monitor Control Traffic(M 0 ECfE ZLIE{E) =

olgtg MEH E. Lict.
5EHA|. HIH 27|28 Holghulct. =cH 100MB7t S1& &Lt

Zt EEE= 1~100000 THZ! Q€ 5{&st= W2 =2 A|§t2 HalL

rr
N

6CHA|. 28t= CHE 1~1000000% HRIE 5125t

7EHA|. 21% Lof QIE{H0|A SH0|M QIEHO|AE MBS T A EE MEiSto 2LEZ HE o|SELICH
8EHA.L MY & Exlof MEFLICH
Ot K E AlZtStEd™ Start(AZ)E ME{RILICH

10EHA|. Hx7F HolEl St X| =S g + UAELICH HXME +8522 SK[steiH SXIE M=FLICH

1EA. SXIZH UHELHZ| HES 2 FTP ML 2 A|AH! §tE C|A T EE= ZEfA]

=
Zola3 S0l X BY(peap)S THRE et + e

Q'I_l
_LI_
T
|
—
T
HR
Hr
fl
T
X
E
|'|I'

o2

show tech !'! Collect show tech to have all config details and client stats for the AP.
term non

11 Basic

debug client MAC@

DHCP AH{2e| 21

M
olm

[ol]}
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EQlst7| st MH &

ok

Q| DHCP MHHE A8 & 4 DHCP EH

g2
JlEt 22

219| 9800 WLC e = 27 DHCP Mo APC|H{Z Z10i DHCP AM HIA|X|7} &
1 mZlo| ol ZEO|M ARIEIX| t=X
AN(S\NItChed Port Analyzer) Z{%{E 4=&ligl
X|™ME &Ql5ledH DHCP EBHE 588 EHAYER Xt

Ofm > © of

=
2

2ol E&Uch

o
o
rA
Ho
=

A 1. Ecto|HETI o|Hol| ERFEH
5 SSID AtO|E Tgtste & &0l

=0 ClHa 29 i3

EAMNEE B2,

438t & o)A L|CH DHCP 22+0|¢E 0| M DHCP A E, 22T

d>iZ0iM ZA] o
| =Felshor gfLich 22Xl 7|sol et YT A XM HHICI= 1)
I:ll-skoi

ghCH

o O —

VLANOMA IPFAE 7tX{2e{1 gLict M 22I0|HET MZ CHE Z2}0|21E VLANI}

interfac
interfac
interfac
interfac

IEE F ER i %'Ql—lEF Ol2{st A2 ZEI0|ME = o]0 AZAE VLANOIA IPE H& QEE
£ l&LCt ol IPE #AH VLANS| DHCP 9| LHoll UX| k22 2 DHCP A7} NAK (negative acknowledgement) & H&5toz 2
BlOIRIETH IPFAE HSE 4 gL
WA FA 230{ A $KH SSID2| E210|HE VLANO| VLAN 200 = EF35t1 E2t0|HEE oMo M4ZE VLAN, & VLAN
1001 M IPE A% Zr&LCH
2024/03/30 10:40:43.050956833 {wncd_x_R0-03}{1}: [sisf-packet] [23608]: (info): RX: DHCPv4 from
2024/03/30 10:40:43.051051895 {wncd_x_R0-03}{1}: [sisf-packet] [23608]: (info): TX: DHCPv4 from
2024/03/30 10:40:43.058538643 {wncd_x_R0-03}{1}: [sisf-packet] [23608]: (info): RX: DHCPv4 from
2024/03/30 10:40:43.058658561 {wncd_x_R0-03}{1}: [sisf-packet] [23608]: (info): TX: DHCPv4 from
WLCS| YHIC|= THZ! 2R :
166 16:10:.. 0.0.0.0 255,255,255, 255 DHCP 368 DHCP Request - Transaction ID @x86ad967@
167 16:10:.. ©0.9.0.0 255.255.255. 255 DHCP 368 DHCP Request - Transaction ID ©x86ad967@
168 16:10:.. 10.106.20.10 255.255.255,.255 DHCP 346 DHCP NAK - Transaction ID @x86ad967@
10.106.20.10 255.255.255.255 DHCP - ID 0x86ad9670

169 16:10:.. 346 DHCP NAK

wLee| Hic|= miZ! &

Transaction



User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Request)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: @
Transaction ID: 0x86ad967@
Seconds elapsed: @
Bootp flags: 0x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: @
Next server IP address: 0.0
Relay agent IP address: 0.0
Client MAC address: T
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Request)
Option: (61) Client identifier
> Option: (50) Requested IP Address (10.106.10.12)
Option: (12) Host Name

.0.0.0
.0.0
.0.0

WLC ZHZ! ZHR{S| DHCP &M 50

12 Y 2CIO|METJF A DHCPZZMAE 2R ES 5o HA 741|320l LHol M IPv4 DHCP Required S M &3t
& 4 Q& LICH DHCP M7} O|F sSIDeF HAZAE VLANOIM IPFAE 288 742 DHCP A7 2210|21E0| NAKE B = Q!
L8 5tl2d™ 55| 2cto|METL SSIDE TetE Ml o]l MY S gMstshor guich O X| eto™ Z20[HET; o|Hol| ERIUEH IPF
AE HE A AL Q50 S4l0| SEHE £ &LICE a8{L o] 7|52 gMalstH 1H IPFAR A MHE M ZE10[MEN
g2 FLct.

Hote SME gMstsle Z2MAE S0 24t

CLIE &3l

configure terminal
wireless profile policy $Policy_Profile_name
ipv4 dhcp required

ViaGUI(GUI AH8): DHCP(Configuration > Tags & Profile > Policy > Policy_name > Advanced. DHCP) A/ o} 20{| A Enable ipv4 DHCP
required(ipv4 DHCP Z Q)2 0|S&fL|Ct.



Edit Policy Profile

General Access Policies

WLAN Timeout

Session Timeout (sec)

Idle Timeout (sec)

Idle Threshold (bytes)

Client Exclusion Timeout (sec)

Guest LAN Session Timeout

DHCP

QOS and AVC Mobility

28800 ‘ ®

300

IPv4 DHCP Required

DHCP Server IP Address

wice| ¥ z2md 4y

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Polic

Advanced

Fabric Profile

Link-Local Bridging

mDNS Service | default-mdns-ser

Policy

Hotspot Server |

L3 Access @ oisasiep

User Defined (Private) Network

Status

Drop Unicast

DNS Layer Security
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2. HIQI7} DHCP AMH: LIEQ{=Z0fl HIQI7t == H|QI7} DHCP AME7} Q1o H IP %E*%*OI HESI o MYE IPFL XY A=
SEE + A&LICH Ol2{E SEZ 2l 042 ClHFO|AMAM IPFA SE0| YL FRE HESIZ U¥E 7txg & UA&Uct
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ct.

3.9800 WLCO|A 22t0|MELS| QEiE &5 2 HEED{E SCI0IMET} EESItiE IPF AL QAE/QEHE 58 |X|E
= Q& LCt O|2E B2 9800 WLCHIM QEE 52 =822 MHstof gLict o ¢S o3 Zr&Lct

« Mol S50l e mac FL0 CHEF FAHS FHE A

o2

St AR FX0lM legit mac2 2 ZE{RIELICH

« QLR ZEIE = + USLICH %CLIENT_ORCH_LOG-5-ADD_TO_BLACKLIST REASON: £2I0|21E MAC:
Affected_Client_MAC(IP: 10.37.57.247} XM|Q| S50l F7+F), legit 22 0|¢1E MAC: Legit_Client MAC, IP: 10.37.57.24, O|®:
IPFEA DL

o IO CHE O3 Ohs Y2 A~-FLCH
show wireless device-tracking database mac | sec $Legit_Client MAC
show wireless device-tracking databaseip | sec $Legit_Client_MAC

(REHE EF0| U= 42 SHIE E2H0IME Mac FL0] CHSH = 0|42 IPE & &= U&LICE stLteE e 1Po|D OHE StLte 22
E/eiE iPLct)
sl e 2 AF83610{ 9800 WLCHIM QEE S8 =522 AMX|6t & Al2. clear wireless device-tracking mac-address $L egit-

Client_ MAC ip-address 10.37.57.24
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A-&3te 2Z DHCP MHE A& 5HE flex 75 FlexConnect A= 042] ¥Z 2|x(olM SUE HERH | 1P

ZZ DHCP MHHE AL83sHE Zd0| LMLt O] AILIZ|RE CHE AO|EQ| M 22I0|HET SUFH IPF A
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5122 W: FlexConnect Z2 It LI IPES 7|52 MSIELICH 'Flex +52| E22I0|ME IPFA 55 7|S ™
FlexConnect +E0IM X|HElE 2E 7|52 | KISHHA 0484 FlexConnect AHO|E HA|0IMH SUSH IPFAE A8 £+ l&LICH

72Xz 0| 7|52 HIg dste[o] AJ&LICH CHS HAtol 2t st - &Lt

CLIE Sd:

configure terminal
wireless profile flex $Flex_Profile_name

ip overlap

ViaGUI(GUI AF): Click Existing Flex Profile/Add to new Flex profile(7|& Flex T2 Z/M Flex ZZZlof| &7})& Configuration > Tags &
Profiles > Flex. MEH 5} 11 General (8 B0 A IP Overlap(IP 55)2 & M4stghLct.


http://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi?action=search&counter=0&paging=5&links=reference&index=all&query=%25CLIENT_ORCH_LOG-5-ADD_TO_BLACKLIST_REASON:

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
Mame* default-flex-profile Fallback Radio Shut
Description default flex profile Flex Resilient
ARP Caching W

Native VLAN ID

HTTP Proxy Port
HTTP-Proxy IP Address
CTS Policy

Inline Tagging
SGACL Enforcement

CTS Profile Name

WLC2| Flex Profile 474

3% M Z2I0|HET} 9|8 VLANOIM IPFAE £ AISHR| 2
E VLANO| FlexConnect 7+ &0l AP ZE|of| AL ElE=
Lict x|&e M3

stCo|
=Z=oH

ZlVLAN

1. AAA RHH Q| 7|5 0| #MSLE AAA MHE ALS

MBElE B 9800 wLCoH| 7+

2dg

2.VLAN 10|

74

=

2E/EYU AQEIO| AP

VLAN-ID 1€ AtE

Flex TE/2ZH AQZIQ| AP;

VLAN-ID 12 Al

O| &0l AEEr AlLtE|l22]

CiO|YME E

VLAN-name= 7|27t XY

o|'01

=3
HA =2

VLAN-name=7|£7%

St 2EI0|YUE

Efficient Image Upgrade

0
OfficeExtend AP

0.0.0.0
Join Minimum Latency
IP Overlap v
mDNS Flex Profile * B
PMK Propagation

default-sxp-p... X ¥

st Ql&LICt o] 2XlE VLAN 12 #8235+t Z2to|HEo &gt
VLANI} S8 m AHF gt L|CH o] Aol 2 ol ditdoz &R

87| 2I8H 9800 Series0l M VLAN IDE T4 & [ 2daiok & H 7HX| AlLtE2[7t &Lt
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1712502 AMEA7I HAM T2 ZojM ofF [ 48K 2T WLCOH|A VLAN-ID 12 Y3522 Z2I0|¢EE 24 2E0f
M 2M 22| VLANS AF25t T FlexConnectoll AP 7|2 VLANS AM28fLC}.

ot CHE Native VLAN IDE FEE 22, M7t LHEHLH, 3 T 20l 0|

2. flex-profile OF2H 2| Native-VLANO| A{x|0of TtEl 731
= &2l VLAN(Native VLAN)OI| M IPE 7HX{S L}

"Z|2"VLAN O|§ 22 F & F20lT Z20[AUE

_,_
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Mzzy

3. flex-profile OF2H2| Native-VLANO| A 2[x[of 72 AHE H[O|E[E VLANI STt VLAN-IDE 7 HEl 22 ECt0|HER
off THE 7|22 22 VLAN 10| M IPE 7K £ Ud&LICt

4.VLAN ID CHAI VLAN O|E 2 AMEHSH AL Flex Z2 TS| VLAN O|E0| SUEHK| &QlgtL]Ct.
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o 98009| LIS DHCP AMH{

o Q| DHCP AMH7I AF2 Lt

*  Windows DHCP MH{ 9| DHCP S/ 82 5t2| =4 5

*  Flex APO| NAT-PAT

e VLANI12S M ZElo|HEN AISEIL|CE
e CiscoZlz= R 8l C2EE


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/flexconnect.html#concept_FC84F350446D4D76A965400D13DA122A
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/flexconnect.html#concept_FC84F350446D4D76A965400D13DA122A
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/flexconnect.html#concept_FC84F350446D4D76A965400D13DA122A
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html#UseofVLAN1inaPolicyProfile
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html#UseofVLAN1inaPolicyProfile
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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