AAAAccSrvUnreachable &!
AAAAuthSrvUnreachable E&| 2| si|&4

E=A siZ E’S'E"/E'E b Al
Radius Z1I|280|M 7|2 ALE
A glAA 7S aamgr 25 EA|
radius Ft2E EA| {{all | MH

MM 512 A|AE! 7|5 {aaamgr EA| | sessmar} {2 F | QIAEIA

ping
=xd
radius E|AE QIAEIA x Q1B {radius I
radius E|AE QIAEA x H™H {radius I &

radius 22 E Al[radius &
bR 2 LIEE
=) ZH %

e

of
24 Cisco K| HFLIE| EE

5
T ok

ru

( RADIUS(Remote Authentication Dial-In User Service) = SNMP AAAAccSrvUnreachable
AAAAuthSrvUnreachable : .

(radius ) )/O) / ( )

LAB . 1P
/[ RADIUS
aaamgr
aaamgr .aaamgr RADIUS RADIUS , aamgr , sessmgr( ).("show task
resources" aaamgr ) aaamgr radius , aaamgr (, "show radius counters" "Access-

Request Timeout")

"show radius counters" "Access-Request Current Consecutive Failures in a mgr" . "show radius
accounting (or authentication) servers detail" radius Active Not Responding. SNMP



radius .

[ sour ce] PDSN> show radi us accounting servers detail
Fri day Novenber 28 23:23:34 UTC 2008

+o--- - Type: (A) - Authentication (a) - Accounting

| (© - Charging (c) - Charging Accounting

| (M - Mediation (m - Mediation Accounting

|

| +----Preference: (P) - Primary (S) - Secondary

[

|| +---State: (A) - Active (N) - Not Responding

| 1] (D) - Down (W - Waiting Accounting-On
| 1] (I) - Initializing (w) - Waiting Accounting-Of
| 1] (a) - Active Pending (U - Unknown

[l

| ]]+--Admn (E) - Enabl ed (D) - Disabled

|1]] Status:

[1T]

| 1]]+-Admn

|1]]] status (O - Overridden (.) - Not Overridden

|11]] Overridden:

[IT1]

vvvvv | P PORT GROUP

PNE. 198.51.100.1 1813 defaul t

Event History:

2008- Nov- 28+23: 18: 36 Active
2008- Nov- 28+23: 18: 57 Not Respondi ng
2008- Nov-28+23:19: 12 Active
2008- Nov- 28+23: 19: 30 Not Respondi ng
2008- Nov- 28+23: 19: 36 Active
2008- Nov- 28+23: 20: 57 Not Respondi ng
2008- Nov- 28+23: 21: 12 Active
2008- Nov- 28+23: 22: 31 Not Respondi ng
2008- Nov- 28+23: 22: 36 Active
2008- Nov- 28+23: 23: 30 Not Respondi ng

Ol Zh2E{7I HM™MSX| ot #HEE A (ZIE2e =40l EEHSIH FHL =
M| BHRHE LIEHE Of AFSEID ol2f3t 729 2RI a7 ofsteele
XHEHEX| g2 32 elE2 7|2t ot.

radius [accounting] dead AH{ 91 Almlf Ef x| 4

2™ o] MHE £ HE 71ZHE)0l CHEl "Down"2 2 E A|EILICH

radius [accounting] deadtime 10

SNMP E3 U 215 ChaIH 20| 242t 915 QEE of7he 2ol Cheh =2l AELICH

0l

Fri Jan 30 06:17:19 2009 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 172.28.221.178

Fri Jan 30 06:22:19 2009 Internal trap notification 40 (AAAAut hSvr Reachabl e) server 2 ip address
172.28.221. 178

Fri Nov 28 21:59:12 2008 Internal trap notification 42 (AAAAccSvrUnreachable) server 6 ip
address 172.28.221.178



Fri Nov 28 22:28:29 2008 Internal trap notification 43 (AAAAccSvrReachabl e) server 6 ip address
172.28.221. 178

2008- Nov- 28+21:59: 12. 899 [radi us-acct 24006 warning] [8/0/518 <aaangr: 231> aaangr_config.c: 1060]
[context: source, contextlD: 2] [software internal security config user critical-info] Server
172.28.221.178: 1813 unreachabl e

2008- Nov- 28+22: 28: 29. 280 [radi us-acct 24007 info] [8/0/518 <aaangr: 231> aaangr_config.c: 1068]
[context: source, contextlD: 2] [software internal security config user critical-info] Server
172.28.221.178: 1813 reachabl e

ER2 dAZ8Y = ole MHE LEPLICLTHREE 7|58l FUAIR.HE S04, B ML CHE MH
= BE AolA ol2ft #Hafol YMEt T 2lom, B2 A BT E HolUb? RiaHoz ==
[HIH 2 2k 5L 77k?

et Ol ERE EC|HétE Ol et ZE U2 StLte| aaamgroll Almist>| @/8t Zd0|H, [meEkAM
ol Eof L3t 7tCt2 2 S22 2XIo| HIE LIEHAK| HeChe ZULICh R F@lsh Lt of
< Atast Aol 2 = U&LCH ol 2BA7F 25t 0| metsts M2 440 ol EMolM =
o|ELICt

show snmp trap statistics= O|T EZ{0| & X[ El X| QEE[UJC et & o|F EE|HE H+-E &
DELICHEE oM E of7IRE 0 HAZBY + gl EXME Hod .=.LIE+

[ source] PDSN> show snnp trap statistics | grep -i aaa

Wednesday Septenber 10 08:38: 19 UTC 2014

Trap Name #Gen #Di sc Disable Last Cenerated

AAAAccSvr Unr eachabl e 833 0 0 2014:09: 10: 08: 36: 54

AAAAccSvr Reachabl e 839 0 0 2014:09:10:08:37: 00

¢ ool 2 El aaamgr._ #2312 LICH SMC(AIAE! EI 7FtE)0ll = ASR 50002]
management aamgrL|Ct O] E=0i| M HRE M2 74 aaamgr &£ = aaamgrsOi|Af 012 7t
BRlZt G UE 2o 210) E0E QMBI BT 3] aamgr SIAEIA 0D 2RI SR S
QUAEATL ofL|EtE JULICHOlE B2 QARATI HAY EXME F™stL e 89 22 IE

S EIE B2 AUESFA 7S & = U7 HEA A LEtHo 2 BE| QIAEHAN CHEH E1

3t oF 0P7| [EH-'-01| OIE ZE2E 75'—?— A5 ol JYLcHEX a2 MMolAM 045 aaamgro| A
o =X| &elste wedol chgt REMIE "c'>“=’7P NMESELch U8 HTO| Star0S 17 2! vi18+F E
Ol 20| H4AElo{ 42 EXM7t U= sHE aaamgr QIAEAA I="i_<.>_(SNMP EfoMH E0E)I EH
IDE 7}& 271(Cisco CDETS CSCum84773)0l I E|X|BH 0] 2X 0| & #4m| & Al (042] 3|440fl A
)BH 2 ELICH

management aamgr Z|CH sessmgr QIAEA HE + 10|22 ASR 550001 M= 385(DPC) &=
1153(DPC 28) I LICt.

sidenote 2 Al management aaamgr= 23 AH/Z&E2[XF 23218 A 2|5t RADIUS ME{ XHA|04| A Al
E ME Foi Y HAZ xelFLch

EZY/2 0 s
t Responding
SE8 5 Al

5l "show radius accounting (or authentication) servers detail" &2
HE EFQUABMI E Down2 2 LIEFHLICHO2| & &: 0|0 7"'°|5| Not
E /M= B aaamgro' #0|X|2 Down2 Down2 EE|HE 7 8Y
7t = B aamgrdL|C.

I
r
10% A

Rl
N
b
i I o



vvvvv | P PORT GROUP

aSDE. 172.28.221.178 1813 defaul t

Event History:

2008- Nov- 28+21: 59: 12 Down

2008- Nov- 28+22: 28: 29 Active

2008- Nov- 28+22: 28: 57 Not Respondi ng
2008- Nov- 28+22: 32: 12 Down

2008- Nov- 28+23: 01: 57 Active

2008- Nov- 28+23: 02: 12 Not Respondi ng
2008- Nov- 28+23: 05: 12 Down

2008- Nov- 28+23: 19: 29 Active

2008- Nov- 28+23: 19: 57 Not Respondi ng
2008- Nov- 28+23: 22: 12 Down

TEE M7t StLHE O & dE3 Moz MYEE7| MEo Oh2E Aoz EA|ZX| ef&LTh

"response-timeout"O|2t= detect-dead-server 5"ULI:LE{IOI/\._ 2telol M F e 4 s CHE Oi7HH
=7t ActE ME HZe EZELICHXIYsH A% Auf A SF Azt =0t =0l 25 S5 W
ot M7+ I:}OE._I oz EAIELICH response—tlmeout° EHMHE MEE ZE 2ol Cis S
=0l s A=X| b 717HE I LICH(SHO| 4 &1=|H O] BHO|Ht A|% M HFELICH) O SEf
£ MH EE HES3 20| 21H3| Ch2E 322 FEMoR £4/d950| MstE d<o ¢y
g+ UA&LICH

ol &8 Al HJE. Ol HAER QIa A5l Muli7t EB|HE[X|DH O ZAXtZ MHE JA|Ct
SAFIE A2 E o2 & 4 YaLichoi4l, STl £ AlEx| o 5 7|ztol X|LEEE M7t
Ch2El Hez JI/\IEI 2 &A Mol ¢dZo| HoiZl ez LI LICH

22 MYE radius AE A|AE 44 Mo S 2 E aaamgr TEMAE A T{E 1 Aolift RHA|
T ZUS ERIHStE Z2MAE FE Yol wet FetELcol H*H.;% Ol Ero| ¢o| alm
offof et 222 AWE B X|st= o |4l dT2|&0| obd = U&LICHSIKIBHCHE 2
E MEEO| & Uote S M= aamgre e W2 5351 £ .=.L—|EP.

Keepalive 2 &4

radius A Q1EMHE B X|5t= £ CHE W2 CO| keepalive ElAE HAIXIE AL st ZALCH
.0i7|ofl= Bto|E EgfElE ZLEZSX| et XI-"‘-"—*. 2= RADIUS HA|X|E M&5HE &Y
O L& ELICt ol WEdo| = CHE M2 T4 g ’é*EHOIEH aaamgr M & Ao = 45 el A
o7t ek diE = o, 0| 29 RADIUS EEE 0| MEE|X| o= 7(ZH0| /U2 = AU B2 ST Al
2t SOt BEM7E EMEEXR Y £ Qo2 2, AT 7} AIZHE I} E*XI7P R|AEICHE ML|chESE A
H7t Ch2E Ao 2 EAE 3¢ M7t 7tsEt ?_ ““*EI 7ts dEIZ EAE = UESE OIE-I?_
keepalive7t A& M&ELICH O] M2 B Alo| EHH 2 HAE M A|X|0] management aaamgr Q1A FE
AE ANBSIER EM7FYME = e E aaamgr QIAE AN BRAE EA|7F F2FEICHE M

radi us (accounting) detect-dead-server keepalive

radi us (accounting) keepalive interval 30

radi us (accounting) keepalive retries 3

radi us (accounting) keepalive tineout 3

radi us (accounting) keepalive consecutive-response 1

radi us (accounting) keepalive usernane Test-Usernane

radi us keepalive encrypted password 2ec59b3188f 07d9b49f 5ead4cc44d9586



radi us (accounting) keepalive calling-station-id 000000000000000
radi us keepal ive valid-response access-accept

"radius(accounting) dead-server keepalive" BWE 2 aaamgr T2 WA M HASE 2F 7+ OP"l
keep-alive M2 YAl EEstELIc el ool A|lARI2 AP%XP O|& Test-Username 2! H| L
% Test-Username= 30Z0tC M&st1, SEO| ALK b o™ 3= 0tCt MA=35HH, O F Z|CH
33| MA|=5t0d M7 CHREIRISE EAIFLICEA Hm & *% HFO ™ CIA| /|2 F AR LICH

[=

<<<<QUTBOUND 17:50: 12: 657 Eventi d: 23901(6)

RADI US AUTHENTI CATI ON Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1812 (142) PDU-
di ct =starent -vsal
Code: 1 (Access-Request)
ld: 16
Lengt h: 142
Aut henticator: 51 6D B2 7D 6A C6 9A 96 OC AB 44 19 66 2C 12 0A
User - Nanme = Test - User nane
User-Password = B7 23 1F D1 86 46 4D 7F 8F EO 2A EF 17 Al F3 BF
Calling-Station-1d = 000000000000000
Servi ce-Type = Franed
Franmed- Prot ocol = PPP
NAS- | P- Address = 192. 168. 50. 151
Acct - Sessi on-1d = 00000000
NAS- Port - Type = HRPD
3GPP2- M P- HA- Addr ess
3GPP2-Correl ation-1d
NAS- Port = 4294967295
Call ed-Station-1D = 00

255. 255. 255. 255
00000000

I NBOUND>>>>> 17:50: 12: 676 Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 192.168.50.200: 1812 to 192. 168.50. 151: 32783 (34) PDU
di ct =starent-vsal
Code: 2 (Access-Accept)
ld: 16
Length: 34
Aut henticator: 21 99 F4 4C F8 5D F8 28 99 C6 B8 D9 F9 9F 42 70
User - Password = testpassword

S YUE SNMP ER2 aamgr ™2 Y 40| o1& Auliet Oi&IIXKIZ B E7HES B8 SEIE L
EtLH= ol Ar2ELict

Fri Feb 27 17:54:55 2009 Internal trap notification 39 (AAAAut hSvrUnreachable) server 1 ip
address 192. 168. 50. 200

Fri Feb 27 17:57:04 2009 Internal trap notification 40 (AAAAut hSvr Reachabl e) server 1 ip address
192. 168. 50. 200

rol

"show radius counters all"0l= @& & 0{7}2&l0f| CHEF keepalive L2 FH317| {Ft MME QU

&LICH S22 215 FI2E YL

Server-specific Keepalive Auth Counters
Keepal i ve Access- Request Sent: 33
Keepal i ve Access- Request Retri ed:
Keepal i ve Access- Request Ti neouts: 4

w



Keepal i ve Access- Accept Recei ved: 29
Keepal i ve Access- Rej ect Received:

Keepal i ve Access- Response Bad Aut henticator Received:
Keepal i ve Access- Response Ml f orned Recei ved

Keepal i ve Access- Response Mal forned Attribute Received
Keepal i ve Access- Response Unknown Type Recei ved:
Keepal i ve Access- Response Dropped:

2xl 817 HHHD WA

O OO O oo

O|X| AAA Unreachable EZ{0] CHet EE|H7I dBE[RSBE, OIS BHAH=E 2 &elsty 22
20l motsts O ALSE ChEt ER{E4E WL olslsts HULICLTHZMS 0iS &y

e 80{0|CtHER T, A-IH-I = ASROIM 2140| 27158 fIXle dBotx| eE&LICHE % 1
QYO MEFE TS EUFEX] 04 E 21 UA&LIMMMHEHII 2EHE A& YE 8

_I_
_>L
—r

Lo =2 EAA-HE =
LI7t?8 5 0l ASRE E0tZL& L2 "':*OIEP‘:“| L& Z2(0: 22 2)0lM ME|Z|HL AFx|E
2LICH o] Moo= olzfet =0l HiHste HE A 4§L—IEL

Radius Z4I|ago|M 7|2 AME

X RADIUS ZI| 28| 0| M2t F2dstod S X|sloF shE E 7HX] 7[& AtE ol Rl&LICHRADIUSO]

CHEr CHE E ol Hu|agold2 §435| o|F0| XIHE 280 e ZE HHAEN = a0t &
ol #8& = /U 7I8 O& 0| A&LICLOFE | AT[aeoldoE 7|2 2&Q stLtel 2 S

ZEELICH

ok

[l ocal ] CSE2# confi g

[l ocal ] CSE2(confi g)# context aaa_ctx

[aaa_ct x] ASR5000( confi g-ctx)# aaa group default
[ aaa_ct x] ASR5000( confi g- aaa- gr oup) #

EX HHE gaa IES AFEsHE B2 7MY =2 E == APN(Application Point Name)oi| T 44El
Ct2 BHEE(0: S& AMoi 7|=of et cHE)2 =2 X|I™YELICH

subscri ber name <subscri ber nanme>
aaa group <group nane>

HIAAEHS HY 7HUX| 2§ E EH qaa IE2 EOQISH OIS aaa & 7222 AAISI{ &
Hago Holx|X| et2 FIt AL|ado|MdS =elgLct

CtE22 CtYet aaa & ZAI|ag|o|MHel 2E ZAu|ado|Mol 2T E ZE g2 st= #8&

BHULICHO|ZEAH SlH 7 EE2 S22 AASHR| St E 7|22t2 Z&et 2E FE QLAE M2
HE2AoH SEMEYES /HEE I R7E UX[6l= 0 =20 & = JA&LICLo|BHE2 ZE
ZAEIA Eof CHSH E D &fL|C}.

show aaa group al
show aaa group nane <group name>

7Hs B2 T4 24 radius HAA U042 S M REMULICHOIS SB ChS T ZaLict,

radi us server 209.165.201.1 key testtesttesttest port 1645 priority 1 max-rate 5
radi us server 209.165.201.2 key testtesttesttest port 1645 priority 2 max-rate 5
radi us accounting server 209.165.201.1 key testtesttesttest port 1646 priority 1
radi us accounting server 209.165.201.2 key testtesttesttest port 1646 priority 2
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Z aaamgre MHE &L= ¥ +
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LS NAS IP TAE HMolslof &Lt O|= RADIUS L% 0| MEE|1 SE 0| AT HEIAED|
M QE{Ho|A 9 IP FAQLICHHO|E|X| A2 B2 R’SOI MEE|X| &t 7HUA Mg ZLIEHE
St HEs @ J I AIAZIX| &g £ S?,]QL.lI:I-(H—"‘—ﬂ RADIUS 30| i1 O|fE & = g3).
radius ‘4 nas-ip &4 10.211.41.129

CI& 2 o728 2T SUSH MHUIM HEIZE BRI M2 Z CIE X E HS E AFR5}04
RADIUS A2l 2I& 4! 019%—85' Ei=EE FHEELICIASRSK 52| HZ2 UDP AA TE HE 7|

K|SE| K| 2o 0, MAIOIA asamgre 7|ES 2 MFLICHLEBofl KEAI3| AF).
U2 OIF5HE 2I5H 0421 AMA W 0f7t 2T Muit XFE LIl 28 £= 24 &
9| £AME T4 £ s

radius [accounting] & 11 2|F& {first server | EI2E 2}

MAIE Auf7h L AR
E A8t M7 s ElLICE. ol2iol M RHA|S| 2otE MAI2

RAD|US(019+—8 | £
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radius [accounting] AlZt Z=1+ 3
LEO| X|HE HptFE RS E L

radius [accounting] max-retries 5

&, 2HE z[ch A e + Al 5Q 5 RADIUS MHE SEE X[ 13| H&E = UE
LICE. Ol Aol M= ChHS radius AEHO1| %OE'?_F ABAE =MUZE AZELICHZ MH7E S5 ¢10]
ZICH MAZ H + 13 A2 E Z2 i AI-™7K] Aoigt CHE o|R7E itk 7Hde M S3tot A

FELcH

Moz, 7HAHE FFoME P% A& E F3GHR|= L XIBH 2 E Mu{of CHEF Azt AMBte
= 0| ol 015 Lozt To| Aujg HRolT AHBRITF HMAE & UTS st T4 247t g
L|Ct.
radius allow [accounting] authentication down
FPAE RS MHoM §Y 23| MO| & M& £ XY £ 2 T4 247t o 7|2

CC %
Mo = HIEEstE|o] (& I—IEP.
radius [accounting] Z|CH & 256

& S04, 0| 80| =12 B2, EX M7t QJCEtT 54 7hUxt d-oll T Al =
ErjE2 AEsHX| &L

o
i
=
>

53 El4aA 7|8 aamgr 25 EA|

Zt aamgr Z2MA = HZAE sessmgr ZEMA(HA S X2|E T E)Qt HOo{RE|HCHE



PSC(Packet Services Card) &= = DPC(Data Processing Card)0i| Q4 X|2t S8t QIAEA IDE A}
g°*L—|EF EE Bt of off &l "E'-"Oilkl" ASR 5000& SMC(System Management Card)HIA AL &
2= aamgr QIAEA 231(EE &= ASR 5500(MIO)& Management Input Output 7tE)2 & 135, Of
A2 7HUR LEE ®ElSHK| 2L X|Bt radius HIAE B0l AFSELICHAIMIE LIS 2 KEE MM
&Z). 291 CLI 232 Z2 M| Yol CHE AHMIEF I8 2 T E MME HEsteA2.

0| = X Ztof A PSC 130l /= aaaamgr 1072 PSC 104 /= H|0{ 2=l sessmgr 10701 CHEH =2
£ RADIUS XE|E HY & LICt aamgr 1072 214 75 BX|= sessmgr 1072 S3toi| W&
ELct

t ask cputine menory files sessi ons
cpu facility inst used allc used alloc used allc used allc S status
1/0 sessnor 107 1.6% 100% 119. 6M 155.0M 26 500 83 6600 | good
13/ 1 aaangr 107 0.3% 94% 30.8M 77.0M 18 500 -- -- - good
8/ 0 aaangr 231 0.1% 30% 11.6M 25.0M 19 500 -- -- - good

CHZ ol M= MM =9 2t245104 CHE sessmgrs@t HIwE M A 2 £ U= WA*x{EH aamgr 929]

EXN7t Ho 2 oAZAE sessmgroll FEES F 10 U&LICH

t ask cputinme menory files sessi ons

cpu facility inst used allc used alloc used allc wused allc S status

12/ 0 sessngr 92 1.2% 100% 451.5M 1220M 43 500 643 21120 | good
16/ 0 aaangr 92 0.0% 95% 119.0M 315.0M 20 500 -- -- - good
12/ 0 sessngr 95 6.9% 100% 477.3M 1220M 41 500 2626 21120 | good
12/ 0 sessngr 105 7.7% 100% 600. 5M 1220M 45 500 2626 21120 | good
12/ 0 sessngr 126 3.4% 100% 483.0M 1220M 44 500 2625 21120 | good
12/ 0 sessngr 131 8.1% 100% 491. 7M 1220M 45 500 2627 21120 | good

radius 7+2E{ E A| { {all | server <server IP>} [instance <aamgr #>] | 2 %}

AL

7bE & o7 Qe =2 "show radius counters" &IL|C}.

0| HH2 RADIUS 2Al| A2 Tt o] K88 7HR*EE E & LICH "show radius counters all"
HHS MHEZ M3 2 AIE FM5= O OIR $85HH, o] HHEE 7 H5t= CHY st 72 E Q]
°|D|§ OlsHste Zd0| S ELICE Ol HESIX| &S £ UY&LICH ol HAH2 Arghof et Eet
X|E2 aaa 1E0| Hol|E SUst ZHEAE M AlZHSHOF &L}

FQ B AMNEDLIEHZLXR| otE 72t SO 7I2E Zf EEE 7H2E 2o Ao ofH BEX T

m
o

ur 12
A

H
§5F7|7P O{H&LICLYEES AR S HEl7| s 7tE E2 Y2 2 FQ 22X g
[ ZI2EHE ME™Estn siE 7I2EE 9 7|2t ZLIEHZ S AL
Ct= £230{| M "Access-Request Sent(HAM|A 28 T&E)" = 1, "Access-Request Retried(AAM|A 2

ro & @
0Il

1
’8 MAIE)" = 3. [EtAM £ RADIUS AMEHof| IZH°P AEE M -2 8 Het AMEH 2E AT
Bz AMELIchol 3 7"° & 3+ 1 =479 KM A 27O E%EI%Q L|Ct."Access-Request
Timeouts" = 1. Bt Alzt X1I°F° DE MAI=7t Aufe mjet ¢ E LICt. ek o] 2« SE 80|
3 A5t 1Az AEH40] ot EH)o| ElLICH o] EXl= ’8 2 E MHAUM 8335HHL 28
ATz 7h Alufel w7t x| AL chib et A ZF Aol Chslf 7HEXMe = FXE|E 720 f2ls4l
Al2.0] o= CtExt Z &L

radi us max-retries 3
radi us server 192.168.50.200 encrypted key 01abd002c82b4a2c port 1812 priority 1
radi us server 192.168.50. 250 encrypted key 01abd002c82b4a2c port 1812 priority 2

[desti nation] CSE2# show radi us counters all



Server-specific Authentication Counters
Aut henti cation server address 192.168.50.200, port 1812:

Access- Request Sent:

Access- Request with DMJU Attributes Sent:

Access- Request Pendi ng:

Access- Request Retried:

Access- Request with DMJU Attributes Retried:

Access- Chal | enge Recei ved:

Access- Accept Recei ved:

Access- Rej ect Recei ved:

Access- Rej ect Received with DMJ Attri butes:

Access- Request Ti meout s:

Access- Request Current Consecutive Failures in a ngr:

Access- Request Response Bad Aut henticator Received:

Access- Request Response Mal formed Recei ved:

Access- Request Response Mal fornmed Attribute Received:

Access- Request Response Unknown Type Recei ved:

Access- Request Response Dropped:

Access- Request Response Last Round Trip Time:

Access- Request Response Average Round Trip Tine:
Current Access-Request Queued: O ... Authentication server address 192.168.50.250, port 1812:
Access- Request Sent: 1 Access-Request with DMJ Attributes Sent: O Access-Request Pending: O
Access- Request Retried: 3 Access-Request with DMJ Attributes Retried: 0 Access-Chall enge
Recei ved: 0 Access-Accept Received: 0 Access-Reject Received: 0 Access-Reject Received with DVJ
Attributes: 0 Access-Request Tinmeouts: 1 Access-Request Current Consecutive Failures in a ngr: 1
Access- Request Response Bad Aut henticator Received: 0 Access-Request Response Ml fornmed
Recei ved: 0 Access-Request Response Mal formed Attribute Received: 0 Access-Request Response
Unknown Type Received: 0 Access-Request Response Dropped: 0 Access-Request Response Last Round
Trip Time: 0.0 ns Access- Request Response Average Round Trip Tine: 0.0 s
Current Access-Request Queued: O

0 s
0 s

8 AlZh AT ATHE HAEIX| b0, AlZHO| ETFEIH 4 A HAA ST W HMA TR £

LS —

29| =7} Access-Request Sent0ll F7+E|X| f& LICt

0|2{2 712 E{0 CHEF 20| 275| ZHEHSHR 012 < RlELICE O Eoi, MIP(Mobile IP) Z2
E""OI AL 2lso0| Almigto] w2k MIP RRP(Registration Reply)7F & E|X| g2, MIP RRPE

2 AISHR| ef Qb 7| 2ol ZHEUM A sHA M MIP S R’S(R ) AEE = A&LchZZt
EI MZ2 MIP RQ= PDSNO| AHA| LUZAS| A E 7HE = U= M 218 FE 2Lt =
X oi 2lo| |d ZEO|M £ £ /&LICH ZF RHAIZ MEo| |:H6H gLt Z5t Sent, Retried &
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"Access-Request Response Dropped(HAMA Q™ SH AIME)" - 018 & gt SEH=2 ~7Ictz|
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HLICH 0{7IR B2 QB 0| gz S¢t Fol 242 FEH 3‘| grLct.

AAA Unreachable(AAA 214 ='7P)0| H1E M LIEtLE 71 LEHAel AL 22 HAM[A Az
Zot WEE SE MM Wl K|T HAMA SEHE QEE a7 et=rte AL
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[ sour ce] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep -E "Accounti ng-
Request Sent| Accounti ng- Response Recei ved| Accounti ng- Request Ti neout s"
Wednesday Cctober 01 18:12:24 UTC 2014

Accounti ng- Request Sent: 14306189
Account i ng- Response Recei ved: 14299843
Account i ng- Request Ti meout s: 6342

[ sour ce] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep -E "Accounting
server address| Accounti ng- Request Sent| Accounti ng- Response Recei ved| Accounti ng- Request Ti meout s"
Wednesday Cctober 22 20:26:35 UTC 2014

Accounting server address 209.165.201.1, port 1646:

Accounti ng- Request Sent: 15105872
Account i ng- Response Recei ved: 14299891
Account i ng- Request Ti nmeout s: 158989

[ sour ce] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep Accounting
Wednesday Cctober 22 20:33:09 UTC 2014

Per - Cont ext RADI US Accounting Counters

Accounti ng Response

Server-specific Accounting Counters

Accounting server address 209.165.201.1, port 1646:

Accounti ng- Request Sent: 15106321
Accounting-Start Sent: 7950140
Accounti ng- Stop Sent: 7156129
Accounting-Interim Sent: 52
Accounti ng-On Sent: 0
Accounting- O f Sent: 0
Account i ng- Request Pendi ng: 3
Accounti ng- Request Retri ed: 283713
Accounting-Start Retried: 279341
Accounting-Stop Retri ed: 4372
Accounting-InterimRetried: 0
Accounting-On Retried: 0
Accounting-Of Retried: 0
Account i ng- Response Recei ved: 14299891
Account i ng- Request Ti meout s: 159000
Accounti ng- Request Current Consecutive Failures in a nmgr: 11
Account i ng- Response Bad Response Received: 0
Account i ng- Response Mal forned Recei ved: 0
Accounti ng- Response Unknown Type Recei ved: 0
Account i ng- Response Dropped: 21
Accounti ng- Response Last Round Trip Time: 52.5 ns
Account i ng- Response Average Round Trip Tine: 49.0 s
Accounting Total Gl (Acct-Qutput-Cctets): 4870358614798
Accounting Total & (Acct-Input-Cctets): 714140547011
Current Accounting- Request Queued: 17821

ZEMo =z o{E 7I2E7t B7tetD U=X|, o MH7t ofH S = S7tetT U= K| Zhef gL
Ct.
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[ sour ce] PDSN> show sessi on subsystem facility aaangr instance 36
Wednesday Septenber 10 08:51:18 UTC 2014

AAAMgr: I nstance 36

39947440 Total aaa requests 17985 Current aaa requests
24614090 Total aaa auth requests 0 Current aaa auth requests
0 Total aaa auth probes 0 Current aaa auth probes

0 Total aaa aggregation requests
0 Current aaa aggregation requests

0 Total aaa auth keepalive 0 Current aaa auth keepalive
15171628 Total aaa acct requests 17985 Current aaa acct requests

0 Total aaa acct keepalive 0 Current aaa acct keepalive
20689536 Total aaa auth success 1322489 Total aaa auth failure

86719 Total aaa auth purged 1016 Total aaa auth cancelled

0 Total auth keepalive success 0 Total auth keepalive failure

0 Total auth keepalive purged

0 Total aaa aggregation success requests

0 Total aaa aggregation failure requests

0 Total aaa aggregation purged requests

15237 Total aaa auth DMJ chal | enged
17985/ 70600 aaa request (used/ max)
14 Total dianeter auth responses dropped
6960270 Total Diameter auth requests 0 Current Diameter auth requests
23995 Total Dianeter auth requests retried
52 Total Dianeter auth requests dropped
9306676 Total radius auth requests 0 Current radius auth requests
0 Total radius auth requests retried
988 Total radius auth responses dropped
13 Total l|ocal auth requests 0 Current local auth requests
8500275 Total pseudo auth requests 0 Current pseudo auth requests
8578 Total null-usernane auth requests (rejected)
0 Total aggregation responses dropped

15073834 Total aaa acct conpleted 79763 Total aaa acct purged <== |f issue started
recently, this may not have yet started increnenting

0 Total acct keepalive success 0 Total acct keepalive tineout

0 Total acct keepalive purged

4 CLI Test aaa acct purged

0O IP Interface down aaa acct purged

0 No Radi us Server found aaa acct purged

0 No Response aaa acct purged

14441090 Total acct sess alloc
14422811 Total acct sess delete
18279 Current acct sessions
0 Auth No Wait Suppressed
0 Aggr No Wait Suppressed
0 Disc No Wait Suppressed
0 Start No Wait Suppressed
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15171628
46

79763
11173
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O OO O0OO0OO0oOOoOOo

16218236
8439
21473

1

1

0

133227
17982

O OO0 0000000000000 O0O00O0OO0OO0OOoOOo

InterimNo Wait Suppressed
Stop No WAit Suppressed
Acct OnOFf Cust oml4

Acct OnOFf Cust ong?

Acct OnOF f

Recovery Str Suppressed
Recovery Stop Suppressed
Med Chrg G pp Suppressed
Med Chrg Radi us Suppressed
Radi us Probe Tri gger
Recovery Stop Acct Session Suppressed
Total aaa acct cancel |l ed

Total Diameter acct requests 0 Current Dianmeter acct requests

Total Dianmeter acct requests retried
Total dianmeter acct requests dropped
Total diameter acct responses dropped
Total dianeter acct cancelled

Total diameter acct purged

Total radius acct requests 17985 Current radius acct requests
Total radius acct cancelled

Total radius acct purged

Total radius acct requests retried
Total radius acct responses dropped

Total radius sec acct requests 0 Current radius sec acct requests

Total radius sec acct cancelled
Total radius sec acct purged
Total radius sec acct requests retried

Total gtpp acct requests 0 Current gtpp acct requests
Total gtpp acct cancell ed 0 Total gtpp acct purged

Total gtpp sec acct requests 0 Total gtpp sec acct purged
Total null acct requests 0 Current null acct requests
Total aaa acct sessions 21473 Current aaa acct sessions
Total aaa acct archived 2 Current aaa acct archived
Current recovery archives 4724 Current valid recovery records
Total aaa sockets opened 1 Current aaa sockets opened

Total aaa requests pend socket opened

Current aaa requests pend socket open

Total radius requests pend server max-outstanding
Current radius requests pend server max-outstanding
Total radius auth req queued server nmax-rate

Max radius auth req queued server max-rate

Current radius auth req queued server nmax-rate

Total radius acct req queued server nmax-rate

Max radius acct req queued server max-rate

Current radius acct req queued server nmax-rate

Total radius charg auth req queued server max-rate
Max radius charg auth req queued server nmax-rate
Current radius charg auth req queued server nmax-rate
Total radius charg acct req queued server max-rate
Max radius charg acct req queued server nmax-rate
Current radius charg acct req queued server nmax-rate
Total aaa radius coa requests Total aaa radius dmrequests
Total aaa radius coa acks Total aaa radius dm acks
Total aaa radius coa naks Total aaa radius dm naks
Total radius charg auth Current radius charg auth

O OO O0OO0OO0oOOoOOo

Total radius charg auth success Total radius charg auth failure
Total radius charg auth purged Total radius charg auth cancell ed
Total radius charg acct Current radius charg acct

Total radius charg acct success Total radius charg acct purged
Total radius charg acct cancell ed

Total gtpp charg 0 Current gtpp charg

Total gtpp charg success 0 Total gtpp charg failure

Total gtpp charg cancell ed 0 Total gtpp charg purged

Total gtpp sec charg 0 Total gtpp sec charg purged



161722
141220
0
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[ sour ce] PDSN> show sessi on subsystem facility aaangr

Total prepaid online requests 0 Current prepaid online requests

Total prepaid online success 20392 Current prepaid online failure
Total prepaid online retried 102 Total prepaid online cancelled
Current prepaid online purged

Wednesday Septenber 10 08:51:28 UTC 2014

AAAMYT :
39571859
24368622
0
0
0
0
15043217
0
20482618
85331

O O O oo

15167

| nst ance 37

Total aaa requests 0 Current
Total aaa auth requests 0 Current
Total aaa auth probes 0 Current

Total aaa aggregation requests
Current aaa aggregation requests

aaa
aaa
aaa

i nstance 37

requests
aut h requests
aut h probes

Total aaa auth keepalive 0 Current aaa auth keepalive
Total aaa acct requests 0 Current aaa acct requests
Total aaa acct keepalive 0 Current aaa acct keepalive
Total aaa auth success 1309507 Total aaa auth failure

Total aaa auth purged 968 Total aaa auth cancelled
Total auth keepalive success 0 Total auth keepalive failure
Total auth keepalive purged

Total aaa aggregation success requests

Total aaa aggregation failure requests

Total aaa aggregation purged requests

Total aaa auth DMJ chal | enged

1/ 70600 aaa request (used/ max)

41
6883765
23761
37
9216203
0

927

15
8420022
8637

0
15043177

O OO O oo

14358245
14356293
1952

O OO O0OO0ODO0OO000OO0OO0OO0OO0oOOoOOo

N
o

Total diameter auth responses dropped

Total Diameter auth requests 0 Current
Total Dianmeter auth requests retried

Total Dianmeter auth requests dropped

Total radius auth requests 0 Current
Total radius auth requests retried

Total radius auth responses dropped

Total |ocal auth requests 0 Current
Total pseudo auth requests 0 Current
Total null-username auth requests (rejected)
Total aggregation responses dropped

Di aneter auth requests

radi us auth requests

| ocal auth requests
pseudo auth requests

Total aaa acct conpl eted 0 Total aaa acct purged
Total acct keepalive success 0 Total acct

Total acct keepalive purged

CLI Test aaa acct purged

I P Interface down aaa acct purged
No Radi us Server found aaa acct purged
No Response aaa acct purged

Total acct sess alloc

Total acct sess delete

Current acct sessions

Auth No WAit Suppressed

Aggr No WAit Suppressed

Disc No Wait Suppressed

Start No Wit Suppressed
InterimNo Wait Suppressed

Stop No WAit Suppressed

Acct OnOFf Cust oml4

Acct OnOFf Cust ong?

Acct OnOF f

Recovery Str Suppressed

Recovery Stop Suppressed

Med Chrg G pp Suppressed

Med Chrg Radi us Suppressed

Radi us Probe Tri gger

Recovery Stop Acct Session Suppressed
Total aaa acct cancel |l ed

keepal i ve tinmeout



0 Total Dianeter acct requests 0
0 Total Dianeter acct requests retried
0 Total dianeter acct requests dropped
0 Total dianmeter acct responses dropped
0 Total dianeter acct cancelled
0 Total dianeter acct purged
15043217 Total radius acct requests 0

40 Total radius acct cancelled

0 Total radius acct purged
476 Total radius acct requests retried

37 Total radius acct responses dropped
0 Total radius sec acct requests 0
0 Total radius sec acct cancelled
0 Total radius sec acct purged
0 Total radius sec acct requests retried
0 Total gtpp acct requests 0
0 Total gtpp acct cancelled 0
0 Total gtpp sec acct requests 0
0 Total null acct requests 0

16057760 Total aaa acct sessions 4253
14 Total aaa acct archived 0
4253 Current recovery archives 4249

1 Total aaa sockets opened 1
1 Total aaa requests pend socket opened

0 Current aaa requests pend socket
29266 Total radius requests pend server
Current radius requests pend server
Total radius auth req queued server
Max radius auth req queued server
Current radius auth req queued server
Total radius acct req queued server
Max radius acct req queued server
Current radius acct req queued server
Tot al

open

Current
Total radius charg acct
Max radius charg acct
Current radius charg acct

OO OO0 0000000000000 O0D00O0O0OO0OO0OO0OOoOOo

Total aaa radius coa requests 0
Total aaa radius coa acks 0
Total aaa radius coa naks 0
Total radius charg auth 0
Total radius charg auth success 0
Total radius charg auth purged 0
Total radius charg acct 0
Total radius charg acct success 0
Total radius charg acct cancell ed
Total gtpp charg 0
Total gtpp charg success 0
Total gtpp charg cancell ed 0
Total gtpp sec charg 0
160020 Total prepaid online requests 0
139352 Total prepaid online success 20551

[ sour ce] PDSN> show sessi on subsystem facility aaangr

Wednesday Septenber 10 09:12: 13 UTC 2014

AAAMgr: I nstance 36

39949892 Total aaa requests 17980

max-

max-

max-

radi us charg auth req queued server
Max radius charg auth req queued server
radi us charg auth req queued server
req queued server
req queued server
req queued server

Current Dianeter acct requests

Current radius acct requests

Current radius sec acct requests

Current gtpp acct requests
Total gtpp acct purged

Total gtpp sec acct purged
Current null acct requests
Current aaa acct sessions
Current aaa acct archived
Current valid recovery records
Current aaa sockets opened

out st andi ng

max- out st andi ng
max-rate

rate
max-rate

max-rate

rate

max-rate
max-rate
max-rate
max-rate
max-rate
max-rate
max-rate

Total aaa radius dmrequests
Total aaa radius dm acks

Total aaa radius dm naks

Current radius charg auth

Total radius charg auth failure
Total radius charg auth cancell ed
Current radius charg acct

Total radius charg acct purged

Current gtpp charg

Total gtpp charg failure
Total gtpp charg purged
Total gtpp sec charg purged

Current prepaid online requests
Current prepaid online failure

i nstance 36

Current aaa requests



24615615
0

0

0

0
15172543
0
20690768
86728

O O O oo

15242

Total aaa auth requests 0 Current
Total aaa auth probes 0 Current
Total aaa aggregation requests

Current aaa aggregation requests

aaa auth requests
aaa aut h probes

Total aaa auth keepalive 0 Current aaa auth keepalive
Total aaa acct requests 17980 Current aaa acct requests
Total aaa acct keepalive 0 Current aaa acct keepalive
Total aaa auth success 1322655 Total aaa auth failure

Total aaa auth purged 1016 Total aaa auth cancelled
Total auth keepalive success 0 Total auth keepalive failure

Total auth keepalive purged

Total aaa aggregati on success requests
Total aaa aggregation failure requests
Total aaa aggregation purged requests
Total aaa auth DMJ chal | enged

17981/ 70600 aaa request (used/ max)

14
6960574
23999
52
9307349
0

988

13
8500835
8578

0
15074358

O oOoh~MOOo

14441768
14423455
18313

O OO O0OO0ODO0OO000OO0OO0OO0OO0oOOoOOo
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15172543
46

80159
11317

49

Total diameter auth responses dropped

Total Diameter auth requests 0 Current
Total Dianmeter auth requests retried

Total Dianmeter auth requests dropped

Total radius auth requests 0 Current
Total radius auth requests retried

Total radius auth responses dropped

Total |ocal auth requests 0 Current
Total pseudo auth requests 0 Current
Total null-username auth requests (rejected)
Total aggregation responses dropped

Total aaa acct conpl eted 80159 Total aaa acct
Total acct keepalive success 0 Total acct

Total acct keepalive purged

CLI Test aaa acct purged

I P Interface down aaa acct purged
No Radi us Server found aaa acct purged
No Response aaa acct purged

Total acct sess alloc

Total acct sess delete

Current acct sessions

Auth No WAit Suppressed

Aggr No WAit Suppressed

Disc No Wait Suppressed

Start No Wit Suppressed
InterimNo Wait Suppressed

Stop No WAit Suppressed

Acct OnOFf Cust oml4

Acct OnOFf Cust ong?

Acct OnOF f

Recovery Str Suppressed

Recovery Stop Suppressed

Med Chrg G pp Suppressed

Med Chrg Radi us Suppressed

Radi us Probe Trigger

Recovery Stop Acct Session Suppressed
Total aaa acct cancel |l ed

Di aneter auth requests

radi us auth requests

| ocal auth requests
pseudo auth requests

pur ged
keepal i ve tinmeout

Total Diameter acct requests 0 Current Dianmeter acct requests

Total Dianmeter acct requests retried

Total dianmeter acct requests dropped

Total diameter acct responses dropped

Total dianeter acct cancelled

Total diameter acct purged

Total radius acct requests 17980 Current
Total radius acct cancelled

Total radius acct purged

Total radius acct requests retried

Total radius acct responses dropped

radi us acct

requests



0 Total radius sec acct requests 0 Current radius sec acct requests

0 Total radius sec acct cancelled

0 Total radius sec acct purged

0 Total radius sec acct requests retried

0 Total gtpp acct requests 0 Current gtpp acct requests

0 Total gtpp acct cancelled 0 Total gtpp acct purged

0 Total gtpp sec acct requests 0 Total gtpp sec acct purged

0 Total null acct requests 0 Current null acct requests
16219251 Total aaa acct sessions 21515 Current aaa acct sessions

8496 Total aaa acct archived 0 Current aaa acct archived
21515 Current recovery archives 4785 Current valid recovery records
1 Total aaa sockets opened 1 Current aaa sockets opened

1 Total aaa requests pend socket opened

0 Current aaa requests pend socket open
133639 Total radius requests pend server max-outstanding
17977 Current radius requests pend server nax-outstanding

EE Bt show task resources& A& 5101 £ E sessmgrsOiM 27 MM ~(AFEE &)E =Ql5Hok
) L—|EP U74E 2 0| BHE AHE 5104 Q1A E aaamgrsOil A T MlMof| CHaH R & HETL U=
XI 2 QIgrLCt. X1I7F RADIUSE Qlal &b Mt A2 32 = U= E2 7137+ U&LICH

0| MM 9| show task resources 001l A{ sessmgr 9201 CHEH MM =7} I ZHAFH&LICH,
sessmgr 92= aaamgr 922} H0{Z E|I& LICt. show session 5t A|AE| S| E20
0|% 2| & aaa 215 H|R7| Ft2E{2t % FEl Current max-outstanding 7H2E{7t 3 A 73 & LICH
MAl L/E = Notepad++ EE= 7|Ef Z238t M HET|E AE5t0{ CIOIEHE Al&StAH B8 &=
UELICHHEHE o] H ’é‘%‘ioN# 57 P3P7-|I—P 'E||'0|' UE =2 oS SHlFLC.
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[ 1 ngress] PGM show sessi on subsystemfacility aaangr al
Tuesday January 10 04:42:29 UTC 2012
4695 Total aaa auth purged
4673 Total radius auth requests 16 Current radius auth requests
4167 Total radius requests pend server max-outstanding
76 Current radius requests pend server max-outstanding

[ 1 ngress] PG show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 04:51:00 UTC 2012
4773 Total radius requests pend server max-outstanding
67 Current radius requests pend server max-outstanding

[ 1 ngress] PG show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 04:56:10 UTC 2012
5124 Total radius requests pend server max-outstanding
81 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystem facility aaanmgr instance 92
Tuesday January 10 04:57:03 UTC 2012
5869 Total aaa auth purged
5843 Total radius auth requests 12 Current radius auth requests
5170 Total radius requests pend server max-outstanding
71 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystem facility aaanmgr instance 92
Tuesday January 10 05:10:05 UTC 2012
6849 Total aaa auth purged
6819 Total radius auth requests 6 Current radius auth requests
5981 Total radius requests pend server max-outstanding
68 Current radius requests pend server max-outstanding
[ 1 ngress] PGM show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 05:44:22 UTC 2012
71 Total radius requests pend server max-outstanding



0 Current radius requests pend server nax-outstanding
61 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

7364 Total radius requests pend server max-outstanding <== i nstance #92
68 Current radius requests pend server max-outstanding

89 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding
74 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

[ 1 ngress] PGMradi us test instance 92 auth server 65.175.1.10 port 1645 test test
Tuesday January 10 06:13:38 UTC 2012

Aut henti cation from aut hentication server 65.175.1.10, port 1645
Conmuni cation Failure: No response received

ping
=33

ICMP Ping2 7|& 24 HAESH0{ AAA Mol 1A = U=X| 02 E HQFLICLHESRIS

ofl 2t PingE src 71HNEZ MIS8H0F & & UM Zf2 U2 2{t AAA HEIAE M PingE =3
e oF BrLIC AMEHoll CHEF pingO| AT{StE ZARAEO| CHF hop FAE Z&EH S RAE pingst
09 ping0fl ATHE Z2 next-hop F2401| ARP &=0| QI=X| = QIgL|Ct Traceroute= 2t 24
oz ==50| E &= A&LIch

[ sour ce] CSE2# pi ng 192. 168. 50. 200

PI NG 192. 168. 50. 200 (192. 168. 50. 200) 56(84) bytes of data.
64 bytes from 192. 168.50. 200: icnp_seq=1 ttl =64 time=0.411
64 bytes from 192. 168.50. 200: icnp_seq=2 ttl =64 time=0.350
64 bytes from 192. 168.50. 200: icnp_seq=3 ttl =64 time=0.353
64 bytes from 192. 168.50. 200: icnp_seq=4 ttl =64 time=0.321
64 bytes from 192. 168.50. 200: icnp_seq=5 ttl =64 time=0.354

3333 P

--- 192.168.50. 200 ping statistics ---
5 packets transmitted, 5 received, 0% packet |oss, time 4000ns
rtt mn/avg/ max/ ndev = 0.321/0.357/0.411/0.037 s

radius E|AE QIAEA x P1F {radius group <group> | 25 | M <IP> ZE <X E
>} <AlEX} O| &> <gf 2>

radius E|AE QIARA x A & 2| {radius group <group name> | 25 | Mt <IP>
TE <YE>}

Tech Support Test B0 CHEt HMHAE S5H
=X| FI2 EHAEE 5 %‘— A& LICHE™E aaam

E X
- =
x4 r | waoﬂ ;+74| 10| 7|2 RADIUS 914 E|AE 9|

AR EH QAHA HS E X|H5IX| 2t 7|2Mo 2 | QIAEAE AI&3t= 0] BE Q| OE'EF
tHX*c’ AP%&*LIEP O 2R 7} Mg A E3 QIAE AR & EQ10|  FHRIE EXME LIEH
&= U&Lct
O| BH2 7|2 218 QY E= o712 AlFF U FX| 2EE M&stn 82 7ICHE UC.el5 9
AR, AH8Xt O|F 1 HIUHS E ASE LI 0| A2 HE SHO| of & E|H, RADIUS7F A7 = CH
2 & S5t=X| 2HRI5HHL LT & AHEXL O|F/HIUHS E ASE &= JU&Lct o]l df &
SHE= grotof gLict



chge BUEZ TREZ0| 52 of 9t & MAloIA H2o| 015 Mg MdstE ofuich
[ source] CSE2# radi us test authentication server 192.168.50.200 port 1812 test test

Aut hentication from authentication server 192.168.50. 200, port 1812
Aut henti cati on Success: Access-Accept received
Round-trip time for response was 12.3 ns

<<<<QUTBOUND 14: 53: 49: 202 Eventi d: 23901( 6)

RADI US AUTHENTI CATI ON Tx PDU, from 192.168.50. 151: 32783 to 192. 168. 50. 200: 1812 (58) PDU

di ct =starent -vsal

Code: 1 (Access-Request)

ld: 5

Lengt h: 58

Aut henticator: 56 97 57 9C 51 EF A4 08 20 E1 14 89 40 DE 0B 62
User - Nane = test
User-Password = 49 BO 92 4D DC 64 49 BA BO OE 18 36 3F B6 1B 37
NAS- | P- Address = 192. 168. 50. 151
NAS- | dentifier = source

| NBOUND>>>>> 14:53: 49: 214 Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 192.168.50.200: 1812 to 192. 168. 50. 151: 32783 (34) PDU-
di ct =starent-vsal
Code: 2 (Access-Accept)
Id: 5
Length: 34
Aut henticator: D7 94 1F 18 CA FE B4 27 17 75 5C 99 9F A8 61 78
User - Password = test password

CS2 2HolE AfAlS| of &iLC.

<<<<QUTBOUND 12: 45: 49: 869 Eventi d: 23901( 6)
RADI US AUTHENTI CATI ON Tx PDU, from 10.209. 28. 200: 33156 to 209. 165. 201. 1: 1645 (72) PDU-
di ct =cust oml50
Code: 1 (Access-Request)
Id: 6
Length: 72
Aut henticator: 67 C2 2B 3E 29 5E A5 28 2D FB 85 CA OE 9F A4 17
User - Name = test
User - Password = 8D 95 3B 31 99 E2 6A 24 1F 81 13 00 3C 73 BC 53
NAS- | P- Address = 10. 209. 28. 200
NAS- | dentifier = source
3GPP2- Sessi on- Term Capabi lity = Both_Dynam ¢c_Auth_And_Reg Revocation_in_MP

I NBOUND>>>>> 12: 45: 49: 968 Eventi d: 23900( 6)

RADI US AUTHENTI CATI ON Rx PDU, from 209. 165.201. 1: 1645 to 10.209. 28. 200: 33156 (50) PDU-
di ct =cust oml50

Code: 3 (Access-Reject)

Id: 6

Length: 50

Aut henticator: 99 2E EC DA ED AD 18 A9 86 D4 93 52 57 4C 2F 84
Repl y- Message = | nvalid usernane or password

OS2 BBo o728 HE A-lo| £3 o lLIch HIZHE = st K| ef& LT

[ source] CSE2# radi us test accounting server 192.168.50.200 port 1813 test
RADI US Start to accounting server 192.168.50.200, port 1813

Accounting Success: response received

Round-trip time for response was 7.9 ns

RADI US Stop to accounting server 192.168.50.200, port 1813
Accounting Success: response received
Round-trip time for response was 15.4 ns



<<<<QUTBOUND 15: 23: 14: 974 Eventi d: 24901(6)
RADI US ACCOUNTI NG Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1813 (62) PDU
di ct =starent -vsal
Code: 4 (Accounting- Request)
ld: 8
Length: 62
Aut henticator: DA OF A8 11 7B FE 4B 1A 56 EB 0D 49 8C 17 BD F6
User - Nane = test
NAS- | P- Address = 192. 168. 50. 151
Acct - St at us- Type = Start
Acct - Session-1d = 00000000
NAS- | dentifier = source
Acct-Session-Tinme = 0

I NBOUND>>>>> 15: 23: 14: 981 Eventi d: 24900(6) RADI US ACCOUNTI NG Rx PDU, from 192.168.50.200: 1813 to
192. 168. 50. 151: 32783 (20) PDU-dict=starent-vsal Code: 5 (Accounting-Response) Id: 8 Length: 20
Aut henticator: 05 E2 82 29 45 FC BC D6 6C 48 63 AA 14 9D 47 5B <<<<QUTBOUND 15: 23: 14: 983
Eventid: 24901(6) RADI US ACCOUNTI NG Tx PDU, from 192.168.50. 151: 32783 to 192. 168. 50. 200: 1813 (62)
PDU- di ct =st arent -vsal Code: 4 (Accounting-Request) Id: 9 Length: 62 Authenticator: 29 DB F1 0B
EC CE 68 DB C7 4D 60 E4 7F A2 DO 3A User-Nane = test NAS-IP-Address = 192.168.50. 151 Acct-

St at us- Type = Stop Acct-Session-1d = 00000000 NAS-Identifier = source Acct-Session-Tine = 0

I NBOUND>>>>> 15: 23: 14: 998 Eventi d: 24900(6) RADI US ACCOUNTI NG Rx PDU, from 192.168.50.200: 1813 to
192. 168. 50. 151: 32783 (20) PDU-dict=starent-vsal Code: 5 (Accounting-Response) Id: 9 Length: 20
Aut henticator: D8 3D EF 67 EA 75 EO 31 A5 31 7F E8 7E 69 73 DC

CtE £32 £ RADIUS 04728 Mo Cigh 40| 0%l SUEt aaamgr Q1A A 3601 CH
BF ALt

[ source] PDSN> radi us test instance 36 accounting all test
Wednesday Septenber 10 10: 06: 29 UTC 2014

RADI US Start to accounting server 209.165.201.1, port 1646
Accounting Success: response received
Round-trip time for response was 51.2 ns

RADI US Stop to accounting server 209.165.201.1, port 1646
Accounting Success: response received
Round-trip time for response was 46.2 ns

RADI US Start to accounting server 209.165.201.2, port 1646
Accounting Success: response received
Round-trip time for response was 89.3 ns

RADI US Stop to accounting server 209.165.201.2, port 1646
Accounting Success: response received
Round-trip time for response was 87.8 ns

RADI US Start to accounting server 209.165.201.3, port 1646
Communication Failure: no response received

RADI US Stop to accounting server 209.165.201.3, port 1646
Communication Failure: no response received

RADI US Start to accounting server 209.165.201.4, port 1646
Accounting Success: response received
Round-trip time for response was 81.6 ns

RADI US Stop to accounting server 209.165.201.4, port 1646



Accounting Success: response received
Round-trip time for response was 77.1 ns

RADI US Start to accounting server 209.165.201.5, port 1646
Accounting Success: response received
Round-trip time for response was 46.7 mns

RADI US Stop to accounting server 209.165.201.5, port 1646
Accounting Success: response received
Round-trip time for response was 46.7 ns

RADI US Start to accounting server 209.165.201.6, port 1646
Accounting Success: response received
Round-trip time for response was 79.6 ns

RADI US Stop to accounting server 209.165.201.6, port 1646

Accounting Success: response received
Round-trip time for response was 10113.0 ms

show radius info [radius group <group name>] instance { X | }

0| BE2 #HE NAS IP FA7t RADIUS Aol 245t 7| 2{5H AL& 5= NPU(Network
Processor Unit) Z2< ID 2 UDP ZEE E1&LICL.Ol= & 49_I aaa group default MMM 2

ElLICHEZE H3 = EX aqaamgr QIAEHA HE 91 &7 MH ZH%12| RADIUS ZHZ! 1} U X|5HOF
6%“ 20| #8¢ = U&LICH (NPU EER = SESHH O —Er -IOilA-I O|El L2 ofL|X|Et X
H AX|LIo7H o ZALE = Qe HEIE[ILICH) MEHol| CHEt DIsHE @ EHE —’.S"—*..%.*I—IEP ol EAfofl
H A-EE SYUE oM EXMoIME ZZ EAIE CHZ £ RADIUS A <=> NAS IP/UDP XZE 4
ot Bof7} g LICH
[ sour ce] PDSN> show radi us info radius group all instance 114

Wednesday Cctober 01 11:39:15 UTC 2014

Cont ext source:

AAAMGR i nstance 114: cb-list-en: 1 AAA G oup: aaa-roam ngprovider.com

Primary authentication server address 209. 165.201.1, port 1645
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary authentication server address 209. 165.201.2, port 1645
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

Accounting servers
Primary accounting server address 209.165.201.1, port 1646
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary accounting server address 209.165.201.2, port 1646



state Active

priority 2

requests outstanding O

max requests outstanding 3
consecutive failures O

AAAMGR i nstance 114: cb-list-en: 1 AAA Group: aaa-nai ngroup.com

Primary authentication server address 209. 165.201.3, port 1645
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary authentication server address 209. 165.201.4, port 1645
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

Accounting servers
Primary accounting server address 209.165.201.3, port 1646
state Down
priority 1
requests outstanding 3
max requests outstanding 3
consecutive failures 7
dead time expires in 146 seconds
Secondary accounting server address 209.165.201.4, port 1646
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

AAAMGR i nstance 114: cb-list-en: 1 AAA Group: default
socket nunber: 388550648

socket state: ready

l ocal ip address: 10.210.21.234

| ocal udp port: 25808

flowid: 20425379

use nmed interface: yes

VRF context ID 2

Aut henti cation servers:
Primary authentication server address 209. 165.201.5, port 1645
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary authentication server address 209. 165.201.6, port 1645
state Not Responding
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O



Accounting servers:
Primary accounting server address 209.165.201.5, port 1646
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary accounting server address 209.165.201.6, port 1646
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

[ sour ce] PDSN>

7tz 2L ER

SUE 7URE A5t Q1B 2 AEH=X] 048 et ZLIEHZE= &3tof Chal Z/4l0| ME|El=
X| {E E FOQIg 4 A&LICtSessmgr Sender Info2 I—PEPLH'_ SM'S'E =|é |2. 0| %/.Slﬁ 2
Mo HAIX|E X E2|5HE sessmgr EE = aaamgr QIAEA HEE 11X o DELICHOS
HAMIM MIP 3H& 7H= of L|Ct. sessmgr/ aaamgr O.JAE‘*A of ¢

Hu""

Inconming Call:

MBI D/ | MBI : Callid . 2719af b2

I MEI : nla VSl SDN : nla

User nane : 6667067222@i sco. com Sessi onType : ha-nobile-ip
St at us . Active Servi ce Nane: HAService

Src Context : source

*** Sender Info (ON) ***
Thur sday June 11 2015
I NBOUND>>>>> From sessngr: 132 sessngr_ha.c:861 (Callid 2719afb2) 15:42:35: 742 Eventi d: 26000( 3)
MP Rx PDU, from 203.0.113.11:434 to 203.0.113.1:434 (190)

Message Type: 0x01 (Registration Request)

Fl ags: 0x02
Lifetinme: 0x1C20
Home Address: 0.0.0.0
Home Agent Address: 255.255.255. 255

Thur sday June 11 2015

<<<<QUTBOUND From aaangr: 132 aaangr_radius.c:367 (Callid 2719af b2) 15:42: 35:743
Eventi d: 23901( 6)

RADI US AUTHENTI CATI ON Tx PDU, from 203.0.113.1:59933 to 209. 165. 201. 3: 1645 (301) PDU
di ct =cust on®

Code: 1 (Access-Request)

ld: 12

Lengt h: 301

Thur sday June 11 2015
I NBOUND>>>>> From aaangr: 132 aaangr_radi us.c: 1999 (Callid 2719af b2) 15:42:35:915
Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 209. 165. 201. 3: 1645 to 203.0. 113. 1: 59933 (156) PDU
di ct =cust on®

Code: 2 (Access-Accept)

ld: 12

Thur sday June 11 2015
<<<<QUTBOUND From sessngr: 132 m pha_fsmc: 6617 (Callid 2719af b2) 15:42:36: 265 Eventi d: 26001( 3)



MP Tx PDU, from 203.0.113.1:434 to 203.0.113. 11: 434 (112)
Message Type: 0x03 (Registration Reply)
Code: 0x00 (Accepted)
Lifetinme: 0x1C20
Home Address: 10.229.6. 167

ol Z|Ate| Ox|2f F 20l Al Atf|7F Ud&LIC

AR

ASROI| CHE 57} 255104
Ol Z% WZ! &7t WL
<Jof BLick 2% 2
ASEICHE AMS o
T}Z!0] ARIE= 2%l
OTEAlOI Eese e
2 HH2M SHE H

A 7tsd EXNTI LM5t= O|RE =HUE
ICH 70 71X XS sHZAE m F£XofM 2+ 1
E ™ aaamgr QAIAEA # <==> RADIUS A{H{ 4 o| &
M 2|7} EH X E/aaamgr QIAEHA| HALEE HLR _'.:_%OI
E 7| I HIE 3 9| o4 Y x[IAM THXHE Al

oAM= ASRIF RADIUS M 7He| & BAZ20oiM XAt 2
st= ol a7t ElRA& LIt

k)
o| OFx|2h MAMo A= RADIUS 142 EXIE 257 I8 & 71X| ofO|C|0{E MBELICH ol E
=ME EAD X ot &3 22X |2 TE2MA|A 1845l 0F & SEQlL|C}.

RADIUS M7t @HZE £|= 732 "radius(accounting) max-outstanding” ol CHEH 72 A4El 7I(7I%
Zf 256)2 S EEE £ £ Y&Lict J™ XIHE aamgr Z2MA Chal OIXME(SH RS

_.?_’8 Z=0f CHEF A|Et ol AE-|KC->IIE=!L—|EI- Metol st 2301 CHS 0 22 HAIX|7F EA|

L|C}."radius !5 MH x.x.x.x:181201 CH8F H|A|X| IDE &5l X| %?ﬂﬁl—ﬂif "

£ Mu{ol CHEt RADIUS HIAIX|e] £ ATt Al ZF M T4 &odl| CHEt rate-limit 7|HEE &

M EEE Z0|z ol ==20| & = A&Lct.

it

Q10| X7t ofL[2l AY Eel=E &7t EX7t £l B 7t /'&LICH 0l= RADIUS persay0l| &
M7t otLlet o Bt 2 AY 228 AlEstn SX|stE F7F ppp MAE|QF 22 CHE YA 7t2171E
ZdelL|chifeld &t S4of cigt 22l EE= EB[HE & 7| 2I3] RADIUS 2|5 2| EXE &

SHoF & 4= QU&LLCt.
EfEAHE T2 M A S0f ofH O|REE 2I0|E Mt E220i A radius €15 = 07} 2E! MHE
M7HsH7 |2 28 B2, MHE CHA| MH|A MEHZE Metst7| {6 2 & kK| MHE F 7|8

MH|A ZEAIZ|= (non-config) B 0| U&LICHOl= AI|2Bo|MoM S22 M7{stX| 2ot
1= E|'— I=||_—_|. 7|-I:|-o|- I:II-I:I-IOIL_||_—_|._

{ | enable} radius [accounting] server xX.x.x.X

[ sour ce] CSE2# show radi us authentication servers detail

(a) - Active Pending (U - Unknown

-Admi n (E) - Enabl ed (D) - Disabled
St at us:

Fommm - Type: (A) - Authentication (a) - Accounting

| (© - Charging (c) - Charging Accounting

| (M - Mediation (m - Mediation Accounting

I

| +----Preference: (P) - Primary (S) - Secondary

'l

|| +---State: (A) - Active (N) - Not Responding

| ] (D) - Down (W - Waiting Accounting-On
| ] (1) - Initializing (w) - Waiting Accounting-Of
'l

'l

'l

'l

'l

-0t



| 1]]+-Admin

|11]] status (O - Overridden (.) - Not Overridden
|11]] Overridden

LI

vvvvv | P PORT GROUP

APNDO 192. 168. 50. 200 1812 defaul t

PSC EE& DPC 0to|22fl0|M = 2t 7tE &2 NPU 2228 2HEdstod Mz S 742!
|24 Npumgre E &304 SiCol T2 HATF CHA AISTEICHE AtAl 20l 55 2XIE 2
= A&

M 128 aaamgr 922| KoM E £ ?A'%OI AAA Unreachable Z o7} &M 2 PSC 0+o|12|0]

Mo| 22 E[ARS [ AZEIRA&LICHPSC 11 2 CH7| 4E|E BtE= PSC OFO|B0|ME 2tEFIS
[ NPU E2227} FE|o{ EE|HEIGELICHAAIZE 2o &4 MEfZ M| aaamgr 9201 CHEH
T E EER0| AKX FEO| AIFE[RELICE o2t 22 XM= 7| X|Hel =& ei0] EXIE i

ZA35t7|7t o< o{E&Lct.

[1 ngressc] PGM show rct stat

RCT stats Details (Last 6 Actions)

Action Type From To Start Tine Duration
M gration Pl anned 11 16 2012-Jan-09+16: 27:38. 135 36.048 sec
M gration Pl anned 3 11 2012-Jan-09+17:28:57.413 48.739 sec

Mon Jan 09 17:31:11 2012 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 209. 165. 201. 3

Mon Jan 09 17:31:16 2012 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 3

Ol EMl= ZE THE =20l Ao 2 SHEEIR{&LICE 0|2 215 aamgr 9201 CHE NPU & 0|
T2 E PSC 7t=7t I O|& & 2tel 7t=0i| AKX etk &LCt.

Tue Jan 10 06:52:17 2012 Internal trap notification 93 (CardStandby) card 27

Tue Jan 10 06:52:17 2012 Internal trap notification 1024 (PortDown) card 27 port 1 ifindex
453050375port type 10G Et hernet

Tue Jan 10 06:52:17 2012 Internal trap notification 55 (CardActive) card 28

Tue Jan 10 06:52:17 2012 Internal trap notification 1025 (PortUp) card 28 port 1 ifindex
469827588port type 10G Et hernet

OhR|S 2 F ER3Y:

Tue Jan 10 06:53:11 2012 Internal trap notification 43 (AAAAccSvrReachable) server 5 ip address
209. 165. 201. 3

[ ngress] PGM radius test instance 93 authen server 209.165.201.3 port 1645 test test
Tuesday January 10 07:18:22 UTC 2012

Aut henti cation from authentication server 209.165.201.3, port 1645
Aut henti cation Failure: Access-Reject received
Round-trip time for response was 38.0 ns

[ 1 ngress] PGM show sessi on subsystem facility aaanmgr instance 92
Tuesday January 10 07:39: 47 UTC 2012
12294 Total aaa auth purged
14209 Total radius auth requests 0 Current radius auth requests



9494 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

OFE7ER|Z, "stuck"E £ aamgrsE CHA| A|ZH5HEE B 7} oH7 = =T J&LICH aedLt ol 7|
= K| Mol MEHE 7|& X BES AE5H7| IE ol ~&sHof ﬂE F&S L|CH XA show
task resources AMof| AT El aaamgr 92 oAM= O S AIZZHK|EF 22 242l0| aaamgr
927} OFL|2} aaamgr 927} &8t +2f NPU & £ 2 (aaamgr A7} ot NPU EX)Z Qla == 0|
ZX| Rk ELICH CHE2 Al ol B Zé—a—q.O'L—IIZP "show task table"2 ZZM|A id L &XfQ] QIAE
A #9290 1AS EAISH7| 2l A-ELICH

o>

ok

5 2012-Jan-10+06: 20: 53 aaangr 16/ 0/ 04722 12.0(40466) PLB27085474/ PLB38098237

[1 ngress] PG show crash number 5
R R IR IR S S S I S S I S I CRASH #05 EE IR I S I S b I I S I S S O
Bui l d: 12.0(40466)
Fatal Signal 6: Aborted
PC. [b7eb6b90/X] _ poll ()
Note: User-initiated state dunp w/ core.

*kkkkkkk*k ShOWtaSk table *kkkkkk

t ask par ent
cpu facility i nst pid pri facility i nst pid
16/ 0 aaangr 92 4722 0 sessctrl 0 2887

& of

Ol EMUM =o|E B2 EX i B U M2 LAIZ SEote 2to|E HERZS AX 78 &
= Term Evolution) & eHRPD(Evolved

-
m
—
—
o
-}
@

snmp EB 7|8 EA|

EZOto 2 AIZIE0| T Z40[ 19:25 UTCE E 18t Aot UX[St=X| &Qlg = JELICLEER, F
M 2] AAAAuthSvrUnreachable EZ{2 32 AlZH F0i| AR E|L|CHO|R= BESHX| £ X|2H & 15K
FAMAL. O L S Mol CHEE AIE 23Z40] FA| AIZHE)

Sun Dec 29 19:28:13 2013 Internal trap notification 42 (AAAAccSvrUnreachable) server 5 ip
address 209. 165. 201. 3

Sun Dec 29 19:32:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 209. 165. 201. 3

Sun Dec 29 19:33:05 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 3

Sun Dec 29 19:34:13 2013 Internal trap notification 43 (AAAAccSvrReachabl e) server 5 ip address
209. 165. 201. 3

Sun Dec 29 19:34:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 2 ip
address 209. 165. 201. 3

Sun Dec 29 19:35:05 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 3

Sun Dec 29 19:38:13 2013 Internal trap notification 42 (AAAAccSvrUnreachable) server 6 ip
address 209. 165. 201. 8

Sun Dec 29 23:12:13 2013 Internal trap notification 39 (AAAAuthSvrUnreachable) server 4 ip
address 209. 165. 201. 3

Sun Dec 29 23:13:03 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
209. 165. 201. 3

Sun Dec 29 23:54:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 4 ip
address 209. 165. 201. 3



Sun Dec 29 23:54:14 2013 Internal
209. 165.201. 3

Sun Dec 29 23:58:13 2013 Internal
address 209. 165. 201. 3

Sun Dec 29 23:58:14 2013 Internal
209. 165.201. 3

Q] 2laA EA

trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
trap notification 39 (AAAAut hSvrUnreachabl e) server 4 ip

trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address

Ol E2 DPC 8/12| S5l +7} N H M3 E E {ELICt F7F M 0| DPC 80 X7 U
£ MAlsto ci7| DPCZ oto|zeflo|Mete SME Aoter = &Lt oLt A 7HXFoi O|X|
= G&0| FUUX| EQlstE Zdol 3 &LICH 0IE4 st AlLIE|IR0HE EtXMo =2 71U &5
Ao 3o 2 GAL|EZ 7IURIA Ol YE2 UWE IX| Ao, AR EHH SET
gt MSHR| et =t 7HHE A(BEHE =0 el 7tsd 4R) MSAo|H ofFH JE T 21
SHX| et ZdlLct.

7/ 1 sessngr 230 27% 100% 586. 2M 2. 49G 43 500 4123 35200 1 good

7/ 1 aaangr 237 0.9% 95% 143. 9M 640. OM 22 500 -- -- - good

7/ 1 sessngr 243 22% 100% 588. 1M 2. 49G 42 500 4118 35200 | good

7/ 1 sessngr 258 19% 100% 592. 8M 2. 49G 43 500 4122 35200 | good

7/ 1 aaangr 268 0.9% 95% 143. 5M 640. OM 22 500 -- -- - good

7/ 1 sessngr 269 23% 100% 586. 7M 2. 49G 43 500 4115 35200 | good

7/ 1 aaangr 274 0.4% 95% 144. 9M 640. OM 22 500 -- -- - good

7/ 1 sessngr 276 30% 100% 587.9M 2. 49G 43 500 4123 35200 | good

7/ 1 aaangr 285 1.0% 95% 142. 7M 640. OM 22 500 -- -- - good

7/ 1 aaangr 286 0.8% 95% 143. 8M 640. OM 22 500 -- -- - good

7/ 1 sessngr 290 28% 100% 588. 2M 2. 49G 41 500 4115 35200 1 good

8/ 0 sessngr 177 23% 100% 588. 7M 2. 49G 48 500 4179 35200 | good

8/ 0 sessngr 193 24% 100% 591. 3M 2. 49G 44 500 4173 35200 | good

8/ 0 aaangr 208 0.9% 95% 143. 8M 640. OM 22 500 -- -- - good

8/ 0 sessngr 211 23% 100% 592. 1M 2. 49G 45 500 4173 35200 | good

8/ 0 sessngr 221 27% 100% 589. 2M 2. 49G 44 500 4178 35200 | good

8/ 0 aaangr 222 0.9% 95% 142. OM 640. OM 22 500 -- -- - good

8/ 0 sessngr 225 25% 100% 592. OM 2. 49G 43 500 4177 35200 | good

8/ 0 aaangr 238 0.9% 95% 140. OM 640. OM 22 500 -- -- - good

8/ 0 aaangr 243 1.0% 95% 144. 9M 640. OM 22 500 -- -- - good

8/ 0 sessngr 244 31% 100% 593. 3M 2. 49G 43 500 4177 35200 | good

8/ 0 aaangr 246 0.9% 95% 138.5M 640. OM 22 500 -- -- - good

8/ 0 aaangr 248 0.9% 95% 141. 4M 640. OM 22 500 -- -- - good

8/ 0 aaangr 258 0.9% 95% 138. 3M 640. OM 22 500 -- -- - good

8/ 0 aaangr 259 0.8% 95% 139. 2M 640. OM 22 500 -- -- - good

8/ 0 aaangr 260 0.8% 95% 142. 9M 640. OM 22 500 -- -- - good

8/ 0 aaangr 262 0.9% 95% 145. OM 640. OM 22 500 -- -- - good

8/ 0 aaangr 264 0.9% 95% 143. 4M 640. OM 22 500 -- -- - good

8/ 0 sessngr 270 24% 100% 592. 2M 2. 49G 44 500 4171 35200 | good

8/ 0 sessngr 277 20% 100% 593. 7M 2. 49G 43 500 4176 35200 | good

8/ 0 sessngr 288 23% 100% 591. 9M 2. 49G 43 500 4177 35200 | good

8/ 0 sessngr 296 249% 100% 593. OM 2. 49G 42 500 4170 35200 1 good

8/ 1 sessnyr 186 2. 0% 100% 568. 3M 2. 49G 48 500 1701 35200 | good

8/ 1 sessnyr 192 2.0% 100% 571. 1M 2. 49G 46 500 1700 35200 | good

8/ 1 aaangr 200 1.0% 95% 147. 3M 640. OM 22 500 -- -- - good

8/ 1 sessnyr 210 2.1% 100% 567. 1M 2. 49G 46 500 1707 35200 | good

8/ 1 aaangr 216 0.9% 95% 144. 6M 640. OM 22 500 -- -- - good

8/ 1 sessnyr 217 2.0% 100% 567. 7M 2. 49G 45 500 1697 35200 | good

8/ 1 sessnyr 231 2.2% 100% 565. 7M 2. 49G 45 500 1705 35200 1 good

8/ 1 sessnyr 240 2.0% 100% 569. 8M 2. 49G 45 500 1702 35200 | good

8/ 1 aaangr 242 0.9% 95% 148. 5M 640. OM 22 500 -- -- - good

8/ 1 sessnyr 252 1.8% 100% 566. 5M 2. 49G 44 500 1704 35200 | good

8/ 1 aaangr 261 0.9% 95% 142. OM 640. OM 22 500 -- -- - good

8/ 1 aaangr 263 1.0% 95% 144. 1M 640. OM 22 500 -- -- - good



8/1
8/1
8/1
8/1
8/1
8/1

aaangr
aaangr
aaangr
sessngr
sessngr
sessngr

9/0
9/0
9/0
9/0
9/0
9/0
9/0

sessngr

sessngr
sessngr
sessngr
aaangr

sessngr

7tR 2LIEE

DPC 9/19] sessmgr 2420{ CHEF 7|2 209.165.201.301| Ch3t Q15
DPC 8/12] ‘4 aamgrO| 8/10{| A AAAOX| @1
209.165.201.301| CHEF AAAAuthSrvUnreachable E
LICH 2ol 22 ERO| A[ZHE|X|TF B A

X| Lol—EI-

8/ 1 aaangr
9/1 sessnyr

di anpr oxy

g oo

265
267
269
274
283
292

=

14
21
34
44
46

NNR R R

5.
25% 100% 587.
20% 100% 591.
23% 100% 586.
95% 145.
29% 100% 592.

0. 9%

242 0. 9%

. 0%
. 0%
. 0%

30% 100% 587.
90% 37. 74M 250. OM

2%

95% 146.
95% 144.
95% 143.
. 9% 100% 570.
. 0% 100% 570.
. 1% 100% 567.

4M 640. OM 22 500 --
4M 640. OM 22 500 --
8M 640. OM 22 500 --
5M 2.49G 44 500 1704
OM 2.49G 44 500 1708
6M 2.49G 44 500 1703
2M 2.49G 48 500 4161
420 1000 --
4M 2. 49G 48 500 4156
5M 2.49G 47 500 4156
5M 2.49G 48 500 4155
1M 640. OM 21 500 --
1M 2. 49G 48 500 4157

38t = Q013G 2 FE

ol AR

95% 148. 5M 640. OM
242 20% 100% 589. 7TM 2. 49G

22 500
43 500 4167 35200 I

M

35200
35200
35200

35200 |
35200
35200
35200

35200 |

Zt

VSI D/ | VS

I MEI

User nane

St at us

Src Cont ext

I ngress

6664600074@i sco. com

MBI SDN
Sessi onType
Servi ce Nane:

4537287a

n/a

ha-nobil e-ip
HASer vi ce

| NBOUND>>>>>

From sessnyr:

242 sessnygr

M P Rx PDU, from 203.0.113.1:434 to 203.0.113. 3: 434 (190)

Message Type:

<<<<QUTBOUND From aaangr: 242 aaangr
Eventi d: 23901( 6)
RADI US AUTHENTI CATI ON Tx PDU, from 203.0.113.3:27856 to 209. 165. 201. 3: 1645 (301) PDU-

di ct =cust omd
Code:
Id: 195

Lengt h: 301

Aut henti cator:
User - Nane

| NBOUND>>>>>

M P Rx PDU, from 203.
Message Type:

<<<<QUTBOUND From sessngr:
M P Tx PDU, from 203.0. 113.
Message Type:

*** CONTROL*** From sessngr:
CALL STATS: <6664600074@i sco.conr, nsid <>

1 (Access- Request)

0x02
Lifetinme: 0x1C20

0x03
0x83

0x01 (Registration Request)

CD 59 0C 6D 37 2C 5D 19 FB 60 F3 35 23 BB 61 6B
6664600074@i sco. com

0

good
good
good
good
good
good

good
good
good
good
good
good
good

(c>|:+ x—IEI
k=0l AlEELICH)

good
good

_radius.c:370 (Callid 4537287a) 23:18:19:100

_ha.c:880 (Callid 4537287a) 23:18:19:099 Eventi d: 26000( 3)

From sessngr: 242 m pha_fsmc: 8438 (Callid 4537287a) 23:18:21:049 Eventid: 26000( 3)
0.113.1:434 to 203.0.113. 3: 434 (140)
0x01 (Registration Request)

242 mpha_fsmc: 6594 (Callid 4537287a) 23:18:22:117 Eventid: 26001( 3)
3:434 to 203.0.113.1:434 (104)
(Regi stration Reply)
(Mobil e Node Fail ed Authentication)

242 sessngr_func.c: 6746 (Callid 4537287a) 23:18:22:144 Eventid: 10285
Cal | - Duration(sec):



Di sconnect Reason: M P-auth-failure
Last Progress State: Authenticating

show sub [summary] smgr-instance X

E 0|22 M2 sessmgr 2429| MM =7} CHE & MM =2} HIZSICHE
2™ 0| MAIIME S ARIE 4G 52}._ HAE = UUSH, et HEE

S50 BE2 EMELCt HHO| AR E F A7t R Hee| 22tItH

24201 CHEt MIP 317t i, SEH AR M OA|ZHS 2 E|E0t7t HAZAE S5t UEX| &QlE £+

A& LICH

[l ocal ] PGM show sub sum sngr-instance 242 connected-time | ess-than 28800 (8 hours)
Monday Decenber 30 03:38:23 UTC 2013

Total Subscri bers: 1504

Active: 1504 Dor mant : 0
hsgw-i pv4-i pv6: 0 pgw- pmi p-i pv6: 98
pgw- pmi p-i pv4: 0 pgw- pmi p-i pv4-i pv6: 75
pgw- gt p-i pv6: 700 pgw- gt p-i pv4: 3
pgw- gt p-i pv4-i pv6: 628 sgw- gt p-i pv6: 0
ha- nobi | e-i p: 0 ggsn- pdp-t ype- ppp: 0

[l ocal ] PGM show sub sum sngr-instance 242 connected-time | ess-than 32400 (9 hours)
Monday Decenber 30 03:38:54 UTC 2013 ...
ha- nobi | e-i p: 63 ggsn-pdp-type-ppp: O

LTE eHRPD  aargrs sessmgrs MIP

[l ocal ] PGM show sub sum sngr-instance 272

Monday Decenber 30 03:57:51 UTC 2013

hsgwi pv4-ipv6: O pgw pm p-ipv6: 125 pgw pmip-ipv4: O pgw pm p-ipv4-ipv6: 85 pgw gtp-ipv6: 1530
pow gt p-i pv4-ipv6: 1126

ha- mobi [ e-i p: 1103

[l ocal ] PGM show sub sum sngr-instance 242

Monday Decenber 30 03:52:35 UTC 2013

hsgwi pv4-ipv6: O pgw pmi p-ipv6: 172 pgw pmi p-ipv4: O pgw pm p-ipv4-ipve: 115
pgw gt p-i pv6: 1899

pgw- gt p-i pv4-ipve: 1348

ha- nobi | e-i p: 447
radius E|AE QIAEA X & AMH
mgrs0il CH3H radius test instance W& 0| & &S5} K|

8/12| 2 & aaamgrs7t 2 S3HX| &t - 81l aa
of CHsH =H=&hLict.

oL X2k 8/0 X! 7|El 7= 2] aamgrs

9/1 sessngr 242 22% 100% 600. 6M 2.49G 41 500 3989 35200 | good
4/ 1 sessngr 20 27% 100% 605. 1M 2.49G 47 500 3965 35200 I good
4/ 0 sessngr 27 25% 100% 592.8M 2.49G 46 500 3901 35200 | good
8/ 1 aaanyr 242 0.9% 95% 150. 6M 640.0M 22 500 -- -- - good
8/ 1 aaanyr 20 1. 0% 95% 151.9M 640.0M 21 500 -- -- - good
8/ 0 aaanyr 27 1.0% 95% 146.4M 640.0M 21 500 -- -- - good

[ ngress] PGM radi us test instance 242 auth server 209.165.201.3 port 1645 test test
Monday Decenber 30 01:03:08 UTC 2013

Aut henti cation from authentication server 209.165.201.3, port 1645



Conmuni cation Failure: No response received

[1 ngress] PGM radius test instance 20 auth server 209.165.201.3 port 1645 test test
Monday Decenber 30 01:08:45 UTC 2013

Aut hentication from authentication server 209.165.201.3, port 1645
Conmuni cation Failure: No response received

[1 ngress] PGM radius test instance 27 auth server 209.165.201.3 port 1645 test test
Monday Decenber 30 01:11:40 UTC 2013

Aut hentication from authentication server 209.165.201.3, port 1645
Aut hentication Failure: Access-Reject received
Round-trip time for response was 16.8 ns

radius 7} 2E D5 EA|

RADIUSS| EB{ErEE 2FF a4 BHol= WEAH S7tst= B2 Alzh 27 EAIELICH

[ 1 ngress] PGA» show radius counters all | grep -E "Authentication server address|Access-Request
Ti meout s”
Monday Decenber 30 00:42: 24 UTC 2013

Aut henti cation server address 209.165.201.3, port 1645, group default

Access- Request Ti neout s: 400058
Aut henti cation server address 209.165.201.5, port 1645, group default
Access- Request Ti meout s: 26479
[ 1 ngress] PGA» show radius counters all | grep -E "Authentication server address| Access-Request
Ti meout s”

Monday Decenber 30 00: 45:23 UTC 2013
Aut henti cation server address 209.165.201.3, port 1645, group default

Access- Request Ti neout s: 400614
Aut henti cation server address 209.165.201.5, port 1645, group default
Access- Request Ti meout s: 26679

[ 1 ngress] PGA» show radi us counters all
Monday Decenber 30 00:39: 15 UTC 2013

Aut henti cati on server address 209.165.201.3, port 1645, group default

Access- Request Sent: 233262801
Access- Request with DMJ Attributes Sent: 0

Access- Request Pendi ng: 22
Access- Request Retried: 0

Access- Request with DMJ Attributes Retried: 0

Access- Chal | enge Recei ved: 0

Access- Accept Recei ved: 213448486
Access- Rej ect Recei ved: 19414836
Access- Rej ect Received with DMJ Attri butes: 0

Access- Request Ti meout s: 399438
Access- Request Current Consecutive Failures in a ngr: 3

Access- Request Response Bad Aut henticator Received: 16187
Access- Request Response Mal fornmed Recei ved: 1

Access- Request Response Mal fornmed Attribute Received: 0

Access- Request Response Unknown Type Recei ved: 0

Access- Request Response Dropped: 9039
Access- Request Response Last Round Trip Time: 267.6 s
Access- Request Response Average Round Trip Tine: 201.9 s
Current Access-Request Queued: 2

Aut henti cation server address 209.165.201.5, port 1645, group default
Access- Request Sent: 27731
Access- Request with DMJ Attributes Sent: 0



Access- Request Pendi ng: 0
Access- Request Retried: 0
Access- Request with DMJ Attributes Retried: 0
Access- Chal | enge Recei ved: 0
Access- Accept Recei ved: 1390
Access- Rej ect Recei ved: 101
Access- Rej ect Received with DMJ Attri butes: 0
Access- Request Ti meout s: 26240
Access- Request Current Consecutive Failures in a ngr: 13
Access- Request Response Bad Aut henticator Received: 0
Access- Request Response Mal formed Recei ved: 0
Access- Request Response Mal fornmed Attribute Received: 0
Access- Request Response Unknown Type Recei ved: 0
Access- Request Response Dropped: 0
Access- Request Response Last Round Trip Time: 227.5 s
Access- Request Response Average Round Trip Tine: 32.3 ns
Current Access-Request Queued: 0

ny

2H

=

M
=

FX| 22 7|7t 9 DPC Oto|z2zl|o|M 80Af 1022 2| 3§, AAAAuthSrvUnreachable E
S x|, DPC 82 RMAO| 2 & #2I2 DPC 82| St=H0] o2 &lz|U&LICHOo| BMel 5
&t s 7ol st ME HE= S| & 3).

Mon Dec 30 05:58:14 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 4 ip
address 209. 165. 201. 3

Mon Dec 30 05:58:14 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 2 ip
address 209. 165. 201.5

Mon Dec 30 05:58:27 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 5

Mon Dec 30 05:58:27 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
209. 165. 201. 3

Mon Dec 30 05:59:14 2013 Internal trap notification 43 (AAAAccSvrReachabl e) server 5 ip address
209. 165. 201. 5

Mon Dec 30 06:01:14 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 4 ip
address 209. 165. 201. 3

Mon Dec 30 06:01:27 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
209. 165. 201. 3

Mon Dec 30 06:01:28 2013 Internal trap notification 16 (PACM grateStart) fromcard 8 to card 10

Mon Dec 30 06:01:49 2013 Internal trap notification 60 (CardDown) card 8 type Data Processing
Card

Mon Dec 30 06:01:50 2013 Internal trap notification 1504 (Ci scoFruCardStatusChanged) FRU entity
Card : 10 operational status changed to Active

Mon Dec 30 06:01:50 2013 Internal trap notification 55 (CardActive) card 10 type Data Processing
Card

Mon Dec 30 06:01:50 2013 Internal trap notification 17 (PACM grateConplete) fromcard 8 to card
10

Mon Dec 30 06:02:08 2013 Internal trap notification 5 (CardUp) card 8 type Data Processing Card

Mon Dec 30 06:02:08 2013 Internal trap notification 1502 (EntStateOperEnabl ed) Card(8) Severity:
War ni ng

Mon Dec 30 06:02:08 2013 Internal trap notification 93 (CardStandby) card 8 type Data Processing
Card

Mon Dec 30 06:08:41 2013 Internal trap notification 1504 (Ci scoFruCardStatusChanged) FRU entity
Card : 08 operational status changed to O fline

Mon Dec 30 06:08:41 2013 Internal trap notification 60 (CardDown) card 8 type Data Processing
Card

Mon Dec 30 06:08:41 2013 Internal trap notification 1503 (Ent StateOperD sabl ed) Card(8)
Severity: Critical



Mon Dec 30 06:09: 24 2013 Internal
Card : 08 Power OFF

Mon Dec 30 06:09:24 2013 Internal trap notificati
Card : 08 operational status changed to Enpty
Mon Dec 30 06:09:24 2013 Internal trap notificati

trap notificati

Card

Mon Dec 30 06:09:24 2013 Internal trap notificati
renoved

Mon Dec 30 06:09:24 2013 Internal trap notificati
Card : 08 Power OFF

Mon Dec 30 06:09:50 2013 Internal trap notificati
Card : 08 Power ON

Mon Dec 30 06:09:53 2013 Internal trap notificati
Card : 08 operational status changed to Ofline
Mon Dec 30 06:09:53 2013 Internal trap notificati
Card

Mon Dec 30 06:09:53 2013 Internal trap notificati
inserted

Mon Dec 30 06:10: 00 2013 Internal trap notificati
Card : 08 operational status changed to Booting
Mon Dec 30 06:11:59 2013 Internal trap notificati

Card : 08 operational status changed to Standby
Mon Dec 30 06:11:59 2013 Internal trap notificati
Mon Dec 30 06:11:59 2013 Internal trap notificati
Card

[l ocal ] PGM show rct stat
Wednesday January 01 16:47:21 UTC 2014

RCT stats Details (Last 2 Actions)

Action Type From To Start Time
M gration Pl anned 8

Shut down N A 8

on

on

on

on

on

on

on

on

on

on

on

on
on

1505 (G scoFruPower St at usChanged) FRU entity
1504 (Gi scoFruCardSt at usChanged) FRU entity
7 (CardRenpoved) card 8 type Data Processing
1507 (G scoFruRenoved) FRU entity Card : 08
1505 (G scoFruPower St at usChanged) FRU entity
1505 (G scoFruPower St at usChanged) FRU entity
1504 (G scoFruCardSt at usChanged) FRU entity
8 (Cardlnserted) card 8 type Data Processing
1506 (GiscoFrulnserted) FRU entity Card : 08
1504 (G scoFruCardSt at usChanged) FRU entity

1504 (G scoFruCardSt at usChanged) FRU entity

5 (CardUp) card 8 type Data Processing Card
93 (CardStandby) card 8 type Data Processing

Dur ati on

10 2013-Dec-30+06:01: 28. 323 21.092 sec
0 2013- Dec- 30+06: 08: 41. 483

0. 048 sec
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