ASR 5000/55000| M @1z 2} E2}0|21E DNS &
A 4

A0

&t

k>

—1—

7

-
0

UDP CH TCP
=& sl E BH

show dns-client statistics client <DNS Client Name>

show dns-client cache client <client name> [query-name <query-name>
[query-type <NAPTR | AAAA | A>] | [query-type <NAPTR | AAAA | A>]]

dns-client query client-name <client name> query-type <NAPTR | AAAA> [query-name <query
name>]

DL T2 EZ(DNS8 SM)

27

i1 AR

&35t Mo{et £tZ4FEI DNS =X s &

show hsgw service statistics

7L A B LIE{E

=27

e e

A0

0| £ M0l AE= DNS(Domain Name Service) QI Z 22t #2AE EXME HZEste ghedof chal MHE
L|Ct.od7|ol= CFEF CLI(Command Line Interface), DNS 7H& 2! #~Zl3HoF & &7} O|O|E{7} &

;
HELICHEYE HE O & dYst7| flofl 2o et £332| ol & MI gL

Cisco ASR(Aggregation Services Router) 5000/55002| QIZ 2} DNS&= 78 & HEHAE LHoi| M
FQDN(Fully Qualified Domain Name)2 & Qlst= &2 §LICH Ol= Yt o = elag|A ZHEA
EolM S35t Mo{o| CtEst EHE X|ot7| flo AFSELICE ol& EW™ Ct3a Z&Lct

= = = |=||'EE

- IP 4 CHA FQDN 849 2 E X|§ 2 mloe] #el

- IIMS(IP Multimedia System) 20{0| S5 5t7| ?[3ll UE(User Equipment)0f| Al E 2 2t Diameter
S6b SEofM gHEHE|E= P-CSCF(Proxy Call Session Control Function) FQDN £ Q!

. HSGW(High Rate Packet Data Serving Gateway)= DNS NAPTR(Named Application Naming
Authority Pointer) #Z2|& Bt =010k Stof 212 PGW(Packet Data Network Gateways)(M
= MERI) S8 2 7HK2 OFS PGW LMA(Local Mobility Anchor) 49| IP A& M5}

0 S3oi| AZSHok & LICH.
- MME(Mobility Management Entity)= 21248 AMH|A HO|ELO|(SGW)/PGW ¥ o S 82 7t



224 DNS NAPTR #Z|E gtso0{of gL|Ct.o47|ole T =E9| IPE ZHAH517| 2|8t DNS
AAAA/A FE| ddo| ZEELIC

DNS= ERF &&0olM SE0|HUE oiZE[7iolde =z FAELICHOl2 8 #3o ols O &

context ingress

i p nane-servers 2001: 5555: 202: fffe: a0: e: 0: 3 2001: 5555: 203: fffe:c0:e:0: 3
dns-client HSGWM DNS

bi nd address 2001: 5555: 200: 1011: 342: 281::

resol ver retransm ssion-interval 2

resol ver nunber-of-retries 3

exit
exit
TE5E o] 228 2|AZ2 MHIA/MHIRIY FA 2 7|22 MEIMo Z EX) DNS M FAQIL
Ct.

UDP CH§ TCP

DNSE OS S&5tH HE= A2 ©MSE Bilojog | CH.DNS #HEl&= OE'EPL*QE UDP Z|gto|x|Bt
LI ek NAPTR #HEl= TCP 7|8t 2 B = Q&LICE D O|f = UDPE A5t 8H2l 2
717k MBtE| 7| HE2ILICH TCP= 048] IS Sall SE S HsoHOF shLchoiZ! 8ol 7|
2% 2 DNS Mu{e| 8ol Z&ELICH o= 5t TC(TrunCated) Z2i27} MM E 0 HO|ZE
22 S5l TCPE %?J Mol e dgtL|ct.ol= E2t0|HE 7 RFC 596601 2 TCP/IPE XH
Al 5HoF &€ olo|gtL|ch UEHA Q1 TCP 3-way 20| B M5l T 1 CHS 0l 20| CHA| 2 A4 EHL|
Cl.ol 7|so0| Zee a3 2 37|= HMULIN?0E S0, HSGWS| B L& o| Mol AL
HSGWO| ¢4Z23t7| ?/8 PGW FQDNO| 3tLt E== 24 7H0{0F 5t 22 UDPE S 23510k °*L|I:+ a8
LI Mf S3to| B2, HIEHE £ Qe 2 E 7158 PGW HIELIT Mo SF0| TCcp M2 walol &

Qe B .75'01*' QJQLIEP.

CIS2 TCPE R st= Wireshark2| SE 0i| Lct.

Frane 85: 143 bytes on wire (1144 bits), 143 bytes captured (1144 bits)
Et hernet 11, Src: JuniperN 20:e7:f0 (64:87:88:20:e7:f0), Dst:
Starent N_02: b1l: 9d (00: 05:47:02: b1: 9d)
802.1Q Virtual LAN, PRI: 0, CFl: 0O, ID 2010
Internet Protocol Version 6, Src: 2001:5555:202:fffe:a0:e:0:3
(2001: 5555: 202: fffe:a0:e:0:3), Dst: 2001:5555:200: 1011: 304: 281::
(2001: 5555: 200: 1011: 304: 281::) User Datagram Protocol, Src Port: domain (53),
Dst Port: 35049 (35049)
Dormai n Narme System (response)
[ Request In: 81]
[ Tinme: 0.088530870 seconds]
Transaction I D: 0x3b2b
Fl ags: 0x8780 Standard query response, No error
1... .... .... .... = Response: Message is a response



000 O... = Opcode: Standard query (0)
1. = Authoritative: Server is an authority for domain
1. . = Truncated: Message is truncated
1. = Recursion desired: Do query recursively
1... = Recursion avail able: Server can do recursive queries
.0.. = Z: reserved (0)
. 0. = Answer authenticated: Answer/authority portion

was not authenticated by the server
..0 .... = Non-authenticated data&col on; Unaccept abl e
e . 0000 = Reply code: No error (0)
Questions: 1
Answer RRs: O
Authority RRs: 0
Additional RRs: 1
Queri es
APNL. apn. epc. mc420. ncc300. 3gppnet wor k. org: type NAPTR, class IN
Name: APNL. apn. epc. mc420. ncc300. 3gppnet wor k. org
Type: NAPTR (Nami ng authority pointer)
Class: I N (0x0001)
Addi tional records

M sl 2 BB

show dns-client statistics client <DNS Client Name>

kO
N
olr
ro
o
mlo
[

DNS 2XI& siiZst7| @It 712 B ULICt ol BHE A7 e & 7tX| F
7I-A|_|[:_|.

. 220|E 7} Bl Bl HHYAE oM AESHOF B LIC
02| B MEatE! AlZH ATot 22 M B2 B7bELC
. A8 S7i DNSE HOIE £ QUL HOIE £ gl M2 YIS AN S8 HZ/A

=& HLrgfct.
- DNS Resolver 84| A1 &&= Azt Mgt & 4Z0| HRE 7|t Aof H=L|Ch AlZH &8
2 TCP 4 MY EX= Qlsf L dle = A&LIch
- DNS 27 0f chelif &= .=.74IZ£8 |28t SHE 7|t Z SNMP EZ{(Z F &)
ThreshDNSLookupFailure £ Z4*{E L|C}.0d:threshold dns-lookup-failure 5 clear 5.
.71 7t ATjE A2 BX £ o 2% Fol(TAE 4 918) AIZELICH
. /\9|DP CONTEXTSch1 & CONTEXTSch22| Bulkstat #4s~= 0| B& 1 2+#4El 2 & DNS 2l
Zpt -8 ZEEILICINAPTR #HEl K820 olof= olg{8t f80| T EIHAAAA A RF
22| = M ELIC} dns-primary-ns-naptr-atmptsdns-primary-ns-naptr-failsdns-primary-ns-
naptr-sucsdns-secondary-ns-naptr-atmptsdns-secondary-ns-naptr-failsdns-secondary-ns-
query-timeouts
Ol ol EHME 7|2 X EX MHH 250 Cis A & aid Z2 3~ S7H0f BHIE[= NAPTR
ool E7HE #lgfLIch A SE).

[ 1 ngress] HSGW show dns-client statistics client HSGMDNS
Monday June 02 00: 26:29 UTC 2014



DNS Usage Statistics:

Rati o
(Per cent age)

94. 77%
89. 66%

Query Type Attenpts Successes Fai |l ures
A 21802 0 21802
SRV 0 0 0
AAAA 3934082666 3934060659 21831
NAPTR 1393765619 1387607858 6156730
PTR 0 0 0
Tot al 1032902791 1026701221 6200363
DNS Cache Statistics:
Tot al Cache Hts Cache Hits Not Found Hit
Lookups (Positive (Negative in Cache
Response) Response)
Central Cache: 94085256 89157603 6114 4921539
Local Cache: 1032902770 926126458 20175 106756137
DNS Resol ver Statistics:
Primary Nane Server 2001: 5555: 202: fffe:a0:e: 0: 3
Query Type Attenpts Successes Fai |l ures
A 0 0 0
SRV 0 0 0
AAAA 66 64 2
NAPTR 746 37 709
PTR 0 0 0
Total Resol ver Queries: 812
Successful Queri es: 101
Query Ti meout s: 705
Dormai n Not Found: 1
Connect i on Ref used: 0
O her Fail ures: 5
Secondary Nanme Server 2001: 5555: 203: fffe:c0:e:0: 3
Query Type Attenpts Successes Fai |l ures
A 0 0 0
SRV 0 0 0
AAAA 0 0 0
NAPTR 705 0 703
PTR 0 0 0
Total Resol ver Queries: 705
Successful Queri es: 0
Query Ti meout s: 703
Dormai n Not Found: 0
Connect i on Ref used: 0
O her Fail ures: 0
[ 1 ngress] HSGN show dns-client statistics client HSGW DNS
Monday June 02 00: 32: 00 UTC 2014
DNS Usage Statistics:
Query Type Attenpts Successes Fai |l ures
A 21802 0 21802
SRV 0 0 0
AAAA 3934232613 3934210617 21831
NAPTR 1393923407 1387654707 6267989
PTR 0 0 0
Tot al 1033210526 1026898028 6320622

DNS Cache Statistics:



Tot al
Lookups (
Central Cache: 9412019
Local Cache: 1033210

DNS Resol ver Statistics:

Primary Nane Server : 2001:5555:202: fffe:a0:e:0:
Query Type Attenpts Successes
A 0 0
SRV 0 0
AAAA 66 64
NAPTR 913 38
PTR 0 0
Total Resol ver Queries: 979

Successful Queri es: 102

Query Ti meout s: 869

Dormai n Not Found: 1

Connect i on Ref used: 0

O her Fail ures: 5

Secondary Name Server : 2001:5555:203:fffe:c0:e
Query Type Attenpts Successes
A 0 0
SRV 0 0
AAAA 0 0
NAPTR 869 0
PTR 0 0
Total Resolver Queries: 869

Successful Queri es: 0

Query Timeouts: 869

Dormai n Not Found: 0

Connect i on Ref used: 0

O her Fail ures: 0

Cache Hits
Positive
Response)

Cache Hits
(Negative
Response)

4 89157771
498 926323077

6114
20175

0:

Not Found
in Cache
4956309
106867246
Fai |l ures
0
0
2
873
0
3
Fai |l ures
0
0
0
869
0

Ht Ratio
(Per cent age)

94. 73%
89. 66%

show dns-client cache client <client name> [query-name <query-name>
[query-type <NAPTR | AAAA | A>] | [query-type <NAPTR | AAAA | A>]]

F&ofl Chiall 7HAlol| Z{ZE
ZeferLICH Ol A ot FE & &5
FHAIS| XY & BT EAIELICE

ul
rot
N
1L
i

HE Rt glo| A FHAI7F EAEH, ol EBlE w2 stEd
ChIHAl A EE|= TTL(time to live)2 7tX |22 Zt
SELUCHLTTLR ZE &5 Ztol "o e i Ct
Of| & E deli|ct,

AEE|= ME 7t
Alztol Bz EL|ct

APN(Application Point Name) Z1} EE& §
=t El S APN, ZE APNO| = E[Q7HL HERZ &4

= =

ofl:
O] 22 APN1 S APN20f| CHEF FHA|O] A &=E 20oELICL o] F=2 3T APNO] CHEF &
T S3toll eE £ AaLch X S50ls A MulA SZX HIESIZol 2= LTE(x-S5-gtp)



2! eHRPD(x-s2a-pmip) 250 CH3l 758 2 E APNO{| CHSH 7hs8 2 E PGW & 50| Z&HE[L
C}.S2a 14 S35l PGWO1| 325l oF 5= HSGWO|Z2Z 047|M x-s2a-pmipEt SHE ElLICHCHE

APN/PGW @l %0l M E|= gSof cHall CHE TTL(1307 vs. 631)1 H|Z 22 [ DNS MM S
Alof| #HEHEl S UBH APN/PGW QI%IE 7HE! 250 CHsH S TTL(1307, 631)2 R T 5HAA|2.

[1 ngress] HSGNW¢ show dns-client cache client HSGW-DNS
Monday June 02 00: 26: 59 UTC 2014

Query Narme: so01. APNL. apn. epc. c485. ntc320. 3gppnet wor k. or g

Query Type: NAPTR TTL: 1307 seconds

Answer :

Order: 100 Pref erence: 50000

Fl ags: a Service: x-3gpp-pgw. x-s5-gtp

Regul ar Expr essi on:
Repl acenent: topon.|bl. pgw0l. NYNY. sa008. so. node. epc. mc485. ntc320. 3gppnet work. org

Query Narme: so01. APNL. apn. epc. c485. ntc320. 3gppnet wor k. or g

Query Type: NAPTR TTL: 1307 seconds

Answer :

Order: 100 Pref erence: 50000

Fl ags: a Servi ce: Xx-3gpp- pgw. X- s2a-pm p

Regul ar Expr essi on:
Repl acenent: topon. | b2. pgw0l. NYNY. sa008. so. node. epc. mc485. ntc320. 3gppnet work. org

Query Name: APN2. apn. epc. mc485. ntc320. 3gppnet work. org

Query Type: NAPTR TTL: 631 seconds

Answer :

Order: 100 Pref erence: 50000

Fl ags: a Servi ce: Xx-3gpp- pgw. Xx- s2a-pm p

Regul ar Expr essi on:
Repl acenent: topon. | b2. pgw0l. BOVA. sa001. mn. node. epc. mc485. ntc320. 3gppnet wor k. org

Query Name: APN2. apn. epc. mc485. ntc320. 3gppnet work. org

Query Type: NAPTR TTL: 631 seconds

Answer :

Order: 100 Pref erence: 50000

Fl ags: a Service: x-3gpp-pgw. x-s5-gtp

Regul ar Expr essi on:
Repl acenent: topon.|bl. pgw0l. BOVA. sa001. mn. node. epc. mc485. ntc320. 3gppnet wor k. org

O] & Hm £34 oflo M= S8 PGW FQDN 2| x| &= (pgw01.PHLA . xxxxxx)0{| A A|QiEt CHE
LTE(Long Term Evolution)0llA{ eHRPDZ2| $1= 2 Z of Z2 8 NAPTR & =2 Hoq FLICH. o]
E20 OIRIHXRIE, A El= Bl F2 Service = x-s2a-pmip7t U= EFlLICH0| ZE AEE|
of CHall S Ut TTL(515)2 SAlol| EHEHEFLICH & U8t REO|2 MHIAQILICHAAAA §52 PGW
LMA MH|A =28 LEHAE s2a 858 #Ql5t0] F& TR A MIPv6 28 S PGWE &350 S
3t M2 ASE = AL

Query Nanme: pgw0l. PHLA. sa004. mv. node. epc. c485. ntc320. 3gppnet wor k. or g

Query Type: NAPTR TTL: 515 seconds

Answer :

Order: 100 Preference: 50000

Fl ags: a Service: x-3gpp-pgw. x-s2b-gtp

Regul ar Expr essi on:
Repl acenent: topon. | b4. pgw0l. PHLA. sa004. mn. node. epc. mnc485. ncc320. 3gppnet wor k. org

Query Nanme: pgw0l. PHLA. sa004. mv. node. epc. c485. ntc320. 3gppnet wor k. or g

Query Type: NAPTR TTL: 515 seconds
Answer :
Order: 100 Pr ef erence: 50000

Fl ags: a Service: x-3gpp-pgw:x-s2a-pmip



Regul ar Expr essi on:
Repl acenent: topon.lb2.pgw0l.PHLA.sa004.mw.node.epc.mnc485.mcc320.3gppnetwork.org

Query Name: pgw0l. PHLA. sa004. mv. node. epc. mc485. ncc320. 3gppnet wor k. or g

Query Type: NAPTR TTL: 515 seconds

Answer :

Order: 100 Preference: 50000

Fl ags: a Servi ce: x-3gpp-pgw. x-s5-gtp

Regul ar Expr essi on:
Repl acenent: topon.|bl. pgw0l. PHLA. sa004. mn. node. epc. mc485. ncc320. 3gppnet wor k. org

Query Nane: topon.lb2.pgw0l.PHLA.sa004.mw.node.epc.mnc485.mcc320.3gppnetwork.org
Query Type: AAAA TTL: 646 seconds
Answer :

| Pv6 Address: 2001:5555:200: 1000: 304: 200: :

dns-client query client-name <client name> query-type <NAPTR | AAAA> [query-
name <query name>]

Ol W2 DSN 2H0|HES AISt5t0] HAIE FA| 2HOI5tT SEHE BUste +5 BAE HUY
Lick 2 2x| ofo® #2lg Alzstn ZntE 2nstLich S5st 32 A2l 2Adel Mt SHHE

x| = elgrilct.

. 7|2X 22 query-namelt X|HE B2 ZE0|UEE= HE| R = A2 ZtFSHE2E NAPTR &
AAAA R0 #e| 8ol EF L.

. 0| Z1t= show dns-client FHA|E At&35tod FHAIE 2| M Btetel= Aot Z &L o B # e
El & F 0| 7HAl0] gl Autoll MER TTLO| AUCt= HO| of lL|ct gt FHAlof o|O| Rl=
B TTL2 M HElo| M gtetxl= 240t 02| 2F Atolof| Y& 22 7HELICE.

of|(O|™ &=t St Ha):

[1 ngress] HSGN dns-client query client-name HSGNM DNS query-type NAPTR
query-name pgw0l. PHLA. sa004. mn. node. epc. mc420. ncc300. 3gppnet wor k. org

Query Narme: pgw0l. PHLA. sa004. mv. node. epc. mc420. ncc300. 3gppnet wor k. or g

Query Type: NAPTR TTL: 188 seconds

Answer :

Order: 100 Pr ef erence: 50000

Fl ags: a Service: x-3gpp-pgw. x-s5-gtp

Regul ar Expressi on:
Repl acenent: topon.|bl. pgw0l. PHLA sa004. mn. node. epc. mc420. ncc300. 3gppnet wor k. org

Query Narme: pgw0l. PHLA. sa004. mv. node. epc. mc420. ncc300. 3gppnet wor k. or g

Query Type: NAPTR TTL: 188 seconds

Answer :

Order: 100 Pr ef erence: 50000

Fl ags: a Service: x-3gpp-pgw. x-s2b-gtp

Regul ar Expressi on:
Repl acenent: topon. | b4. pgw0l. PHLA. sa004. mn. node. epc. mc420. ncc300. 3gppnet wor k. org

Query Narme: pgw0l. PHLA. sa004. mv. node. epc. mc420. ncc300. 3gppnet wor k. or g

Query Type: NAPTR TTL: 188 seconds

Answer :

Order: 100 Pr ef erence: 50000

Fl ags: a Service: x-3gpp-pgw:x-s2a-pmip

Regul ar Expressi on:
Repl acenent: topon. | b2. pgw0l. PHLA. sa004. mn. node. epc. mc420. ncc300. 3gppnet wor k. org



[ 1 ngress] HSGA¢ dns-client query client-name HSGM DNS query-type AAAA
query-name topon. | b2. pgw0l. PHLA sa004. nw. node. epc. mc420. ntc300. 3gppnet wor k. org

Query Name: topon.|b2. pgw0l. PHLA. sa004. mv. node. epc. mc420. ncc300. 3gppnet wor k. or g
Query Type: AAAA TTL: 117 seconds
Answer :

| Pv6 Address: 2001:5555:200: 1000: 304: 200: :

ol £842 TCP 7|8t #Z|of CiEh Amfo| ol & EoiELICHZE| AIAMEte = TCPYE & & SIX|EH
APN 7|8t NAPTR 2| 80| UDPO| HIaH L4F I Ct= ALAIE &1 /U&LICH

[1 ngress] HSWs dns-client query client-name HSGMDNS query-type NAPTR
query-name APNL. apn. epc. mc420. ncc300. 3gppnet wor k. or g

Query Name: APNL. apn. epc. mc420. ncc300. 3gppnet work. org

Query Type: NAPTR TTL: O seconds

Answer: -Negative Reply-

Fai | ure Reason: DNS query tined out

[ ngress] HSGW dns-client query client-name HSGM DNS query-type NAPTR
query-name APN2. apn. epc. mc420. ncc300. 3gppnet wor k. or g

Query Narme: APN2. apn. epc. mc420. ncc300. 3gppnet work. org

Query Type: NAPTR TTL: 60 seconds

Answer: -Negative Reply-

Fai | ure Reason: Connection Refused

DLE| T2 EZ(DNSE S4)

SUE{Z2E22 2E DNS QZt %! B8-S HnELIch7helR 250 DNS RS AlRHs
A20lE 2LIE 7helxi(LHE0l Z&E)7l DNS HAS BRISHK| L

. #HElIDE 281 82 dX|AZ|lE o K& LCH
Lt

TCPE Tetste B2 £20i sHE AHAO| EA|L|X| A &LICHE= o EAIF).

- ZE HE I} E0 M gtEA] HESHX[= & LICHO: port = 0).

- A|AEI2 APN #HE[2t 22 048] IZ!E 0] £38 =& of BFHE[X| 2t = 2tofo{e| B mfFlo =
At = l&aLIch ol A 5tH Z APNO| CHalH = o miZ 0] A& EAIEILICH

- AMAEI| 257 AE|X| A E ZLIEH ZEEZ0| Fo|E 7|20{0f ELICH7|E X[ &
O|5tA|Z| HEEFL|C}.

<<<<QUTBOUND 00: 58: 57: 284 Eventi d: 5957(3)

DNS PDU Tx
from: 2001:5555:200: 1011: 304: 281:: : 52816
to : 2001: 5555:202: fffe:a0:e:0:3 : O
bytes : 73
Query ID : 17034
Type : Query
Question . NAPTR ? APN2.apn.epc.mnc420.mcc300.3gppnetwork.org.
Addi ti onal
Nane Lo
Ext - RCODE 00
Type . OPT

UDPsi ze . 4096



I NBOUND>>>>> 00: 58: 57: 469 Eventi d: 5956( 3)

DNS PDU Rx
from: 2001:5555:202:fffe:a0:e:0:3 : O
to : 2001: 5555: 200: 1011: 304:281:: : O
bytes : 16738
Query ID : 17034
Type . Response
Aut horitative Answer : Yes
Response code . Success
Question : NAPTR ? APN2. apn. epc. mc420. ncc300. 3gppnet wor k. or g.
Answer :
Nane : APN2. apn. epc. mc420. ncc300. 3gppnet wor k. or g.
TTL : 1800
Type : NAPTR
O der : 100
Pref erence : 50000
Fl ags Ta
Service : X-3gpp-pgw:x-s2a-pmip
Regexp
Repl acenent . topon.lb2.pgw0l.PHLA.sa00l.we.node.epc.mnc420.

mcc300.3gppnetwork.org.

Nane : APN2. apn. epc. mc420. ncc300. 3gppnet wor k. or g.
TTL : 1800

Type : NAPTR

O der : 100

Pref erence : 50000

Fl ags Ta

Servi ce I X-3gpp- pgw. x-s5-gtp

Regexp :

Repl acenent : topon.Ibl. pgw0l. PHLA. sa001. we. node. epc.

mmc420. ncc300. 3gppnet wor k. org
Ol oo M= stLtel HH e 2 efE L1, TCPE MErtk|T, ZF APNOY| CHal 2 AlzZh a7t 3y
o, oiX|ZHe = Mufet EX MHE A= E 37H2| APNE Eof ELCh

Z MH: 2001:555:202:fffe:a0:e:0:3
HX MH:2001:555:203:fffe:c0:e:0:3

<<<<QUTBOUND 13: 03: 08: 056 Eventi d: 5957(3)

DNS PDU Tx
from: 2001:5555:200:1011: 106: 281:: : 35428
to : 2001: 5555: 202: fffe:a0:e:0:3 : 53
bytes : 78
Query ID : 23363
Type T Query
Opcode : Standard Query
Message Truncat ed : No
Recur si on Desired : Yes
Aut hentication reqd. : No
Question count 1
Addi ti onal count B
Question : NAPTR ? APNL. apn. epc. mc420. ntc300. 3gppnet wor k. or g.
Addi ti onal :
Name Do
Ext - RCODE 0
EDNS Ver si on 00
C ass ;4096
Data Length 00

Type . OPT



UDPsi ze

Monday Cctober 13 2014

4096

<<<<QUTBOUND 13: 03: 08: 057 Eventi d: 5957(3)

DNS PDU Tx
from: 2001: 5555:
to : 2001: 5555:
bytes : 73

Query ID

Type

Opcode

Message Truncat ed
Recur si on Desired
Aut henti cation reqd.
Question count
Addi ti onal count
Question
Addi t i onal

Nane

Ext - RCODE

EDNS Ver si on

d ass

Data Length

Type

UDPsi ze

Monday Cctober 13 2014

200: 1011: 106: 281:: : 60489
202:fffe:a0:e:0:3 : 53

48443

Query

Standard Query

No

Yes

No

1

1

NAPTR ? APN3. apn. epc. mc420. ntc300. 3gppnet wor k. or g.

<<<<QUTBOUND 13: 03: 08: 057 Eventi d: 5957(3)

DNS PDU Tx
from: 2001: 5555: 200: 1011: 106: 281:: : 34309
to : 2001: 5555: 202: fffe:a0:e:0:3 : 53
bytes : 73

Query ID 51787

Type Query

Opcode Standard Query

Message Truncat ed No

Recur si on Desired Yes

Aut henti cation reqd. No

Question count 1

Addi ti onal count 1

Question

Addi ti onal
Nane
Ext - RCODE
EDNS Ver si on
d ass
Data Length
Type
UDPsi ze

Monday Cctober 13 2014

NAPTR ? APN2. apn. epc. mc420. ntc300. 3gppnet wor k. or g.

| NBOUND>>>> 13: 03:08: 064 Eventi d: 5956( 3)

DNS PDU Rx
from: 2001:5555:202:fffe:a0:e:0:3 : 53
to : 2001: 5555: 200: 1011: 106: 281:: : 35428
bytes : 78

Query ID 23363

Type Response

Opcode Standard Query

Message Truncat ed Yes

Recur si on Desired Yes

Recursion Avail abl e Yes

Aut henti cat ed Answer No

Aut horitative Answer Yes



Response code
Question count
Answer count
Aut horitative count
Addi ti onal count
Question
Addi ti onal
Narme
Ext - RCODE
EDNS Ver si on
d ass
Data Length
Type
UDPsi ze

Monday Cctober 13 2014

Success

1

0

0

1

NAPTR ? APNL. apn. epc. mc420. ntc300. 3gppnet wor k. or g.

| NBOUND>>>> 13: 03: 08: 064 Eventi d: 5956( 3)

DNS PDU Rx
from: 2001:5555:202:fffe:a0:e:0:3 : 53
to : 2001: 5555: 200: 1011: 106: 281:: : 60489
bytes : 73

Query ID 48443

Type Response

Opcode Standard Query

Message Truncat ed Yes

Recur si on Desired Yes

Recur sion Avail abl e Yes

Aut henti cat ed Answer No

Aut horitative Answer Yes

Response code Success

Question count 1

Answer count 0

Aut horitative count 0

Addi ti onal count 1

Question

Addi ti onal
Nane
Ext - RCODE
EDNS Ver si on
d ass
Data Length
Type
UDPsi ze

Monday Cctober 13 2014

NAPTR ? APN3. apn. epc. mc420. ntc300. 3gppnet wor k. or g.

I NBOUND>>>> 13: 03:08: 069 Eventi d: 5956( 3)

DNS PDU Rx
from: 2001:5555:202:fffe:a0:e:0:3 : 53
to : 2001: 5555: 200: 1011: 106: 281:: : 34309
bytes : 73

Query ID 51787

Type Response

Opcode Standard Query

Message Truncat ed Yes

Recur si on Desired Yes

Recur sion Avail abl e Yes

Aut henti cat ed Answer No

Aut horitative Answer Yes

Response code Success

Question count 1

Answer count 0

Aut horitative count 0

Addi ti onal count 1

Question

NAPTR ? APN2. apn. epc. mc420. ntc300. 3gppnet wor k. or g.



Addi ti onal

Narme Lo

Ext - RCODE 00
EDNS Ver si on 00

d ass ;4096
Data Length 0
Type . OPT
UDPsi ze ;4096

Monday Cctober 13 2014
<<<<QUTBOUND 13: 03: 08: 147 Eventi d: 5957(3)

DNS PDU Tx
from: 2001:5555: 200: 1011: 106: 281:: : 36524
to : 2001: 5555: 202: fffe:a0:e:0:3 : O
bytes : 78
Query ID : 23363
Type : Query
Opcode : Standard Query
Message Truncat ed : No
Recur si on Desired : Yes
Aut hentication reqd. : No
Question count o1
Addi ti onal count 1
Question : NAPTR ? APNL. apn. epc. mc420. ncc300. 3gppnet wor k. or g.
Addi t i onal :
Nane Do
Ext - RCODE 0
EDNS Ver si on 0
d ass : 4096
Data Length 0
Type . OPT
UDPsi ze : 4096

Monday Cctober 13 2014
<<<<QUTBOUND 13: 03: 08: 147 Eventi d: 5957(3)

DNS PDU Tx
from: 2001:5555: 200: 1011: 106: 281:: : 36524
to : 2001: 5555: 202: fffe:a0:e:0:3 : O
bytes : 73
Query ID 1 48443
Type : Query
Opcode : Standard Query
Message Truncat ed : No
Recur si on Desired : Yes
Aut hentication reqd. : No
Question count o1
Addi ti onal count 1
Question : NAPTR ? APN3. apn. epc. mc420. ncc300. 3gppnet wor k. or g.
Addi t i onal :
Nane Do
Ext - RCODE 0
EDNS Ver si on 0
d ass : 4096
Data Length 0
Type . OPT
UDPsi ze : 4096

Monday Cctober 13 2014
<<<<QUTBOUND 13: 03: 08: 147 Eventi d: 5957(3)

DNS PDU Tx
from: 2001:5555:200: 1011: 106: 281:: : 36524
to : 2001:5555:202:fffe:a0:e:0:3 : O
bytes : 73

Query ID : 51787



Type
Opcode
Message Truncat ed
Recur si on Desired
Aut henti cation reqd
Question count
Addi ti onal count
Question
Addi t i onal

Nane

Ext - RCODE

EDNS Ver si on

d ass

Data Length

Type

UDPsi ze

Monday Cctober 13 2014

Query

Standard Query

No

Yes

No

1

1

NAPTR ? APN2. apn. epc. mc420. ntc300. 3gppnet wor k. or g.

<<<<QUTBOUND 13: 03: 10: 157 Eventi d: 5957(3)

DNS PDU Tx
from: 2001: 5555
to : 2001: 5555
bytes : 78

Query ID

Type

Opcode

Message Truncat ed
Recur si on Desired
Aut henti cation reqd
Question count
Addi ti onal count
Question
Addi t i onal

Nane

Ext - RCODE

EDNS Ver si on

d ass

Data Length

Type

UDPsi ze

Monday Cctober 13 2014

200: 1011: 106: 281:
203:fffe:c0:e:0:3 : 0

57041

23363

Query

Standard Query

No

Yes

No

1

1

NAPTR ? APNL. apn. epc. mc420. ntc300. 3gppnet wor k. or g.

<<<<QUTBOUND 13: 03: 10: 157 Eventi d: 5957(3)

DNS PDU Tx
from: 2001: 5555: 200: 1011: 106: 281: : 57041
to : 2001: 5555:203: fffe:c0:e:0:3 : O
bytes : 73
Query ID 48443
Type Query
Opcode Standard Query
Message Truncat ed No
Recur si on Desired Yes
Aut henti cati on reqd. No
Question count 1
Addi ti onal count 1
Question NAPTR ? APN3. apn. epc. mc420. ntc300. 3gppnet wor k. org
Addi t i onal
Nane .
Ext - RCODE 0
EDNS Ver si on 0
d ass 4096
Data Length 0
Type OoPT
UDPsi ze 4096



Monday Cctober 13 2014
<<<<QUTBOUND 13: 03: 10: 157 Eventi d: 5957(3)

DNS PDU Tx
from: 2001:5555: 200: 1011: 106: 281:: : 57041
to 1 2001: 5555:203: fffe:c0:e:0:3 : O
bytes : 73
Query ID : 51787
Type : Query
Opcode : Standard Query
Message Truncat ed : No
Recur si on Desired : Yes
Aut hentication reqd. : No
Question count o1
Addi ti onal count 1
Question : NAPTR ? APN2. apn. epc. mc420. ncc300. 3gppnet wor k. or g.
Addi t i onal :
Nane Do
Ext - RCODE 0
EDNS Ver si on 0
d ass : 4096
Data Length 0
Type . OPT
UDPsi ze 4096
ol ol0IxIi sLbel 1% #1022 BHBE 3742l A PNg 2 of ZLICH 1- 32| $I2H UDP 22 4,5
L 72 SHEHTCP HEMO|T= mZ! 6,8 X 92 FHELICEH Ol B2 WZ! 112 S8l TCP 7|
ot 22|18 X2 ACKE % AMu{7H T2 1200 A %é% FZA AMEEMELICH olefet RELl EXME

siZsfok & = UA&LICH



Mo, Time
09
0
09 ;
0% ;
25
5
5
09
059
09 ;
0% ;

L I U H e T W SR RO S

03
035
035
035
03
03
03
03
ER
R
035

o8
o8
o8
08
o8
08
o8
o8
o8
o8
08

Source Destination

HSGEW DMS_Server
HSGW DMs_Server
HSGW DMS_Server

OHE_Server HaGh
DHS_Server HaaW
HZG Dr=_Serwvear
ONE_Server Hagw
CHE_Server Haow
HEGw DHE_Server
HSGw DHE_Server
ODHNE_Server H3Gw

Info

standard guery
standard guery
Standard guery

0x5h43  MAPTR APNiInTernet.apr
Oxbd3b  NAPTR APNimMS. apn.epc.
Oxcad4b MNAPTR APMNapp.apn.epc.
standard guery response Oxibd3

Standard guery response Oxhd3b

febooti-aw > domain [Syn] Seq=l0%705231% wir
standard qguery response Oxcadb

domain > febooti-aw [S¥N, ACK] Seq=172420703
febooti-aw > domain [ACK] Seq=109%7052320 Ack
Standard guery 0Oxcadb NAPTR APNapp.apn.epc.
domain > febooti-aw [ACK] Seq=l724207040 Ack

CHNS_Server HSGW domain > febooti-aw [RST, ACK] Seq=1l7242070:

captured (2544 bits)

Frame 10: wire (2544 hits],

318 bytes

an 318 bytes

+ Linux cooked capture
+ Internet Protocol Wersion &, Sro: HSGEW , Dst:
+# Transmission Control Protocol, Src Port: febooti-aw (3652470, Dst Port: domain
- Domain Mame System (query)
Length: 78
Transaction ID: Ox5h43
# Flags: 0x0100 standard query
auestions: 1
Answer RRs: O
Authority RRs: 0
additional RRs: 1
- Queries
# APMNinternet. apn.epc.mncd 20.mcc3 00, 3gppnetwork. org: Type MAPTR, <lass IN
- Domain mMame System (query)
Length: 73
Transaction ID: Oxbdsh
# Flags: 0x0100 standard query
qguestions: 1
Answer RRs: 0O
Authority RRs: 0
additional RRs: 1
- Queries
# APNimMs. apn. epc.mncd 20, mcc300. 3gppnetwork. org: type MAPTR, class IN
# Additional records
- Domain Wame System Cquery)
Length: 73
Transaction ID: Oxcadhb
# Flags: 0x0100 standard query
guestions: 1
AnNswer RRs: O
authority RRs: 0
additional RRs: 1
- Queries
# APMapp. apn.epc.mncd 20, mcc300. 3gppnetwork. org: type MAPTR, class IN
# additional records
ObX|2to 2 SUs Ao UDPE S NAPTR #2lof CHe AZxel #a| 2 S5 chgof
NAPTR # 2[0{| A ._FE._ &t FQODNS &0Ql5t7| 2I5 228 AAAA 32| 2 SEO0| HZ SLICtol &
A2 HAER XEE Wireshark £t x|&LICH

Monday October 13 2014
<<<<QUTBOUND 13: 03: 11: 535 Eventi d: 5957(3)
DNS PDU Tx

Cris



from: 2001:5555:200:1011: 106: 281:: : 38819
to : 2001:5555:202:fffe:a0:e:0:3 : 53

bytes : 87
Query I D : 55982
Type : Query

Opcode : Standard Query
Message Truncated : No
Recursion Desired : Yes
Aut hentication reqd. : No
Question count : 1

Addi tional count : 1
Question : NAPTR ? pgw02. PHLA. sa002. so. node. epc. mc420. ntc300. 3gppnet wor k. or g.
Addi t i onal

Nane : .

Ext - RCODE : 0O

EDNS Version : 0

Class : 4096

Data Length : O

Type : OPT

UDPsi ze : 4096

Monday Cctober 13 2014
| NBOUND>>>>> 13: 03: 11: 543 Eventi d: 5956( 3)

DNS PDU Rx

from: 2001:5555;202:fffe:a0:e:0:3 : 53
to : 2001:5555:200:1011: 106: 281:: : 38819
bytes : 307

Query I D : 55982

Type : Response

Opcode : Standard Query

Message Truncated : No

Recursion Desired : Yes

Recursion Available : Yes

Aut henti cated Answer : No

Aut horitative Answer : Yes

Response code : Success

Question count : 1

Answer count : 2

Aut horitative count : O

Addi tional count : 1

Question : NAPTR ? pgw02. PHLA. sa002. so. node. epc. mc420.
ntc300. 3gppnet wor k. or g.

Answer

Name : pgw02. PHLA. sa002. so. node. epc. c420. ntc300. 3gppnet wor k. or g.
TTL : 1800

Class : IN

Data Length : 99

Type : NAPTR

O der : 100

Preference : 50000

Flags : a

Service : Xx-3gpp- pgw. Xx-s2a-pnip

Regexp :

Repl acenent : topon.| b2. pgw02. PHLA. sa002. so. node. epc. mc420.
ntc300. 3gppnet wor k. or g.

Name : pgw02. PHLA. sa002. so. node. epc. mc420. ntc300.
3gppnet wor k. or g.

TTL : 1800

Class : IN

Data Length : 97

Type : NAPTR

Order : 100

Preference : 50000



Flags : a

Service : Xx-3gpp- pgw x-s5-gtp

Regexp :

Repl acenent : topon.| bl. pgw02. PHLA. sa002. so. node. epc. mc420.
ntc300. 3gppnet wor k. or g.

Addi ti onal

Name : .
Ext-RCODE : O
EDNS Version : O
G ass : 4096
Data Length : O
Type : OPT
UDPsi ze : 4096

Monday Cctober 13 2014

<<<<QUTBOUND 13: 03: 11: 543 Eventi d: 5957(3)
DNS PDU Tx

from: 2001:5555:200: 1011: 106: 281:: : 50002
to : 2001:5555:202:fffe:a0:e:0:3 : 53
bytes : 97

Query ID: 1974

Type : Query

Opcode : Standard Query

Message Truncated : No

Recursion Desired : Yes

Aut hentication reqd. : No

Question count : 1

Addi tional count : 1

Question : AAAA? topon.| b2. pgw02. PHLA. sa002. so. node. epc.
mmc420. ncc300. 3gppnet wor k. or g.

Addi t i onal

Nanme : .

Ext - RCODE : 0O

EDNS Version : 0

Class : 4096

Data Length : O

Type : OPT

UDPsi ze : 4096

Monday Cctober 13 2014
| NBOUND>>>>> 13: 03: 11: 551 Eventi d: 5956( 3)

DNS PDU Rx

from: 2001:5555;202:fffe:a0:e:0:3 : 53
to : 2001:5555:200: 1011: 106: 281:: : 50002
bytes : 125

Query ID: 1974

Type : Response

Opcode : Standard Query

Message Truncated : No

Recursion Desired : Yes

Recursion Available : Yes

Aut henti cated Answer : No

Aut horitative Answer : Yes

Response code : Success

Question count : 1

Answer count : 1

Aut horitative count : O

Addi tional count : 1

Question : AAAA? topon.| b2. pgw02. PHLA. sa002. so. node. epc.
mmc420. ncc300. 3gppnet wor k. or g.

Answer

Name : topon.| b2. pgw02. PHLA. sa002. so. node. epc. nnc420.
ntc300. 3gppnet wor k. or g.



TTL : 1800

Class : IN
Data Length : 16
Type : AAAA

Address : 2001:5555: 200: 1000: 201: 201::

Addi ti onal

Name : .
Ext-RCODE : O
EDNS Version : O
G ass : 4096
Data Length : O
Type : OPT
UDPsi ze : 4096

Corresponding Wireshark trace:

Franme 25: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits)
Li nux cooked capture
Internet Protocol Version 6, Src: HSGW Dst: DNS_Server
User Datagram Protocol, Src Port: 38819 (38819), Dst Port: domain (53)
Domai n Name System (query)
[ Response I n: 26]
Transaction | D: Oxdaae
Fl ags: 0x0100 Standard query
Questions: 1
Answer RRs: O
Authority RRs: 0
Additional RRs: 1
Queri es
pgw02. PHLA. sa002. so. node. epc. mc420. ntc300. 3gppnet wor k. org: type NAPTR, class IN
Addi tional records
<Root >: type OPT
Nane: <Root >
Type: OPT (EDNSO option)
UDP payl oad size: 4096
Hi gher bits in extended RCODE: 0x0
EDNSO version: O
Z: 0x0
Data length: 0

Franme 26: 371 bytes on wire (2968 bits), 371 bytes captured (2968 bits)
Li nux cooked capture
Internet Protocol Version 6, Src: DNS Server, Dst: HSGW
User Datagram Protocol, Src Port: domain (53), Dst Port: 38819 (38819)
Dormai n Name System (response)

[ Request In: 25]

[ Tinme: 0.008125000 seconds]

Transaction | D: Oxdaae

Fl ags: 0x8580 Standard query response, No error

Questions: 1

Answer RRs: 2

Authority RRs: 0

Additional RRs: 1

Queri es
pgw02. PHLA. sa002. so. node. epc. mc420. ntc300. 3gppnet wor k. org: type NAPTR, class IN

Answer s
pgw02. PHLA. sa002. so. node. epc. mc420. ncc300. 3gppnet wor k. or g:
type NAPTR, class IN, order 100, preference 50000, flags a
Name: pgw02. PHLA. sa002. so. node. epc. mc420. ncc300. 3gppnet wor k. or g
Type: NAPTR (Nami ng authority pointer)
Class: I N (0x0001)
Time to live: 30 minutes



Data |l ength: 99

Order: 100

Pref erence: 50000

Flags length: 1

Fl ags: "a"

Service length: 21

Service: "x-3gpp-pgw:x-s2a-pmip"

Regex length: O

Regex: ""

Repl acenent | ength: 70

Repl acenent: topon.1b2.pgw02.PHLA.sa002.so.node.epc.
mnc420.mcc300.3gppnetwork.org

pgw02. PHLA. sa002. so. node. epc. mc420. ncc300. 3gppnet wor k. or g:
type NAPTR, class IN, order 100, preference 50000, flags a
Name: pgw02. PHLA. sa002. so. node. epc. mc420. ncc300. 3gppnet wor k. or g
Type: NAPTR (Nami ng authority pointer)
Class: I N (0x0001)
Time to live: 30 minutes
Data | ength: 97
Order: 100
Preference: 50000
Flags length: 1
Fl ags: "a"
Service length: 19
Service: "x-3gpp-pgw. x-s5-gtp"
Regex length: O
Regex: ""
Repl acenent |ength: 70
Repl acenent: topon.|bl. pgw02. PHLA. sa002. so. node. epc.
mmc420. ncc300. 3gppnet wor k. org

Addi tional records

<Root >: type OPT
Nane: <Root >
Type: OPT (EDNSO option)
UDP payl oad size: 4096
Hi gher bits in extended RCODE: 0x0
EDNSO version: O
Z: 0x0
Data length: 0

Franme 27: 161 bytes on wire (1288 bits), 161 bytes captured (1288 bits)
Li nux cooked capture
Internet Protocol Version 6, Src: HSGW Dst: DNS_ Server
User Datagram Protocol, Src Port: 50002 (50002), Dst Port: domain (53)
Domai n Name System (query)
[ Response I n: 28]
Transaction ID: 0x07b6
Fl ags: 0x0100 Standard query
Questions: 1
Answer RRs: O
Authority RRs: 0
Additional RRs: 1
Queri es
topon.lb2.pgw02.PHLA.sa002.so.node.epc.mnc420.mcc300.3gppnetwork.org:
type AAAA, class IN
Addi ti onal records
<Root >: type OPT
Nane: <Root >
Type: OPT (EDNSO option)
UDP payl oad size: 4096
Hi gher bits in extended RCODE: 0x0
EDNSO version: O



Z: 0x0
Data length: 0

Frane 28: 189 bytes on wire (1512 bits), 189 bytes captured (1512 bits)
Li nux cooked capture
Internet Protocol Version 6, Src: DNS Server , Dst: HSGW
User Datagram Protocol, Src Port: domain (53), Dst Port: 50002 (50002)
Domai n Name System (response)

[ Request In: 27]

[Tine: 0.007622000 seconds]

Transaction |ID: 0x07b6

Fl ags: 0x8580 Standard query response, No error

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: 1

Queri es

t opon. | b2. pgw02. PHLA. sa002. so. node. epc. mc420. ncc300. 3gppnet wor k. or g:
type AAAA, class IN

Answer s
t opon. | b2. pgw02. PHLA. sa002. so. node. epc. mc420. ncc300. 3gppnet wor k. or g:
type AAAA, class IN, addr 2001: 5555: 200: 1000: 201: 201: :

Name: topon.|b2. pgw02. PHLA. sa002. so. node. epc. mc420. ncc300. 3gppnet wor k. or g

Type: AAAA (I Pv6 address)
Class: I N (0x0001)
Time to live: 30 minutes
Data length: 16
Addr: 2001:5555:200:1000:201:201::
Addi tional records
<Root >: type OPT
Nane: <Root >
Type: OPT (EDNSO option)
UDP payl oad size: 4096
Hi gher bits in extended RCODE: 0x0
EDNSO version: O
Z: 0x0
Data length: 0

23

HZ1 12,201 7|5 0] FILEIRAELICE 0| B2 22 LHof| B2 0| ¥4 HE 277
ZlLC

AlLt2|20i A DNS 2cto|HEof CHSH -TM*EI IP F&A0| 2|HICIET} E 2|7

[vpn 5795 error] [1/0/30805 <vpnngr: 4> vpnngr_mnsg. c: 13773]
[context: Ingress, contextlD 4] [software internal system syslog]
I ngress: Rebinding DNS-CLI ENT as connection refused errors

(<# of failures>) occuring continously

ol

Jun 2 00:03:36 [10.142.250.226.171.216] evlogd: [l ocal-60sec36.031]

[vpn 5450 error] [1/0/30805 <vpnngr: 4> vpnngr_nsg. c: 13680] [context: |ngress
contextI D: 4] [software internal system syslog] Connection

refused for DNS query on QNAME: APNL. apn. epc. c420. ncc300. 3gppnet wor k. org
and QTYPE: NAPTR. ... ... Many nore of these |ogs

Jun 2 00:05:35 [10.142. 250. 226.171. 216] evl ogd: [l ocal - 60sec35. 058]

o 01>|



[vpn 5450 error] [1/0/30805 <vpnngr: 4> vpnngr_nsg. c: 13680]

[context: Ingress, contextlD 4] [software internal system syslog]

Connection refused for DNS query on QNAME: APNL. apn. epc. mc420. ncc300. 3gppnet wor k. or g
and QTYPE: NAPTR

Jun 2 00:05:35 [10.142. 250. 226.171. 216] evl ogd: [! ocal - 60sec35. 058]

[vpn 5795 error] [1/0/30805 <vpnngr: 4> vpnngr_nsg. c: 13773]

[context: Ingress, contextlD 4] [software internal system syslog]

I ngress: Rebinding DNS-CLI ENT as connection refused errors (3132) occuring continously

AR

DNS ME{O|M & 2 £AE L
EM7I YAZF}ESLICHSA L

. 71& Kol TCPEH=E 7|5
AEZZMAS URR O|qE M2
WX ZQIEE= TCP/IP 422 Hae £ 9
Holg atop{™ odq 7He| X X|Ho| HeE £+
A =3

> njo

J& LT
- Wireshark2| Follow TCP stream H|+ SM& AI235t0{ EH TCP S EE{2l50{ CHER
otlof M o42{ TCP AERIZ HC} &lH ErAig £ Ql&L|Ct

S8} Mlo{et #7dEl DNS 24 sl &

oM IS FHZ 0| DNSE MM Z X S5HK| A X|OF S8t Ao S8 &M e 748 AL
Ct.od & £0{ eHRPDL| B2 PGWO] ¢1Z2E PGWE &Qlslof 5t 1
CHEZ29| 0| AI’F:.*OHH 9%% gk A4 5} 0

show hsgw service statistics

DNSO{| &0 7} & 45t "No PGW Available" 7H2E{7t S7+&LICEPGWO| 2 57| Xoll &t
7} Ml st 2 2 "show mag statistics"= 0| HIA|X|IE 24&{ 6t K| St & LICHEHE O|HIE o CHsH M&SE

—
HIQIE HOOIET} gis B2R).

odl:

[1 ngress] HSGW¢ show hsgw statistics all
Monday June 02 00:49: 06 UTC 2014

Total PDNs Rejected Reason:
No PGW Avai | abl e: 9549866

[ 1 ngress] HSGNW¢ show hsgw statistics all
Monday June 02 00:49:16 UTC 2014

No PGW Avai | abl e: 9554113



7tz 2L ER

DNS %! AtMlE 2L 7RO M EX| b &LICHIHE 7H R ESofl ela EE[HEIHE
e 7textet SRIMoz ASetH YoM e CHz 2LIE Z2E 22 Zr{sloF & LiCt

7FURF T2 EO| APN <APN Name>0i| A& = Q= LMA 4 Q1S, PDN 914 Aluj"el &2
DNS InfrastructureControl M| A|X|7} LIEFLE T "Error-Code(6)=No-PDN-GW-Available(3)"2t &7/
VSNCP Conf-Rej7} 7RI H| & EILICEH

ol

| NBOUND>>>> 00: 25: 26: 925 Eventi d: 25000( 0) PPP Rx PDU (72) VSNCP 72:
Conf-Req(2), OU =cf0002(3GPP2) , PDN-1D(1)=00, PDN APN- Nane(2)=\013APNL1,
PDN- Type( 3) =l Pv4, | Pv6(3), PDN Address(4)=(Null), PCQ5)

{Protocol (0) = PPP(0Q), {1 PCP

(1): Conf-Req(1), Pri-DNS=0.0.0.0, Sec-DNS=0.0.0.0}, |Pv6-DNS-Address(2)=Req, | P- Address-
Al l ocation-via-NAS-Signaling(3),}, Attach-Type(7)=Initial (1),
| Pv4- Def aul t - Rout er - Addr ess(8) =0. 0. 0. 0, Address-Allocation-Cause(9)=Null (0)

*** CONTROL*** (00: 25: 27: 054 Eventid: 11813
No LMA address available for APN

Monday June 02 2014

<<<<QUTBOUND 00: 25: 27: 054 Eventi d: 25001( 0)

PPP Tx PDU (14)

VSNCP 14: Conf-Req(1), OU =cf0002(3GPP2) , PDN-ID(1)=00

Monday June 02 2014

<<<<QUTBOUND 00: 25: 27: 054 Eventi d: 25001( 0)

PPP Tx PDU (52)

VSNCP 52: Conf-Rej(2), OU =cf0002(3GPP2) , PDN-ID(1)=00, PDN APN- Nare(2)=\ 013APN1,
PDN- Type( 3) =l Pv4, | Pv6(3), PDN Address(4)=(Null), PCQ5){Protocol (0)

= PPP(0),}, Attach-Type(7)=Initial (1), |Pv4-Default-Router-Address(8)=0.0.0.0,
Addr ess- Al | ocati on- Cause(9)=Nul | (0), Error-Code(6)=No-PDN-GW-Available(3)

Jun 2 00:25:27 [10.142.250.226.171.216] evlogd: [l ocal-60sec27.054]
[sessngr 11813 error] [15/0/5827 <sessngr: 71> sessngr_nag. c: 3595]
[callid 14ec7adl] [context: Ingress, contextlD: 4] [software internal
system protocol -1 0og sysl og] No LMA address available for APN
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