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Thresholds of which may trigger appropriate level
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congestion-control overload-disconnect

congestion-control overload-disconnect [ iterations-per-stage <integer> | percent
<percentage value> | threshold { license-utilization <percentage_value> |
max-sessions-per-service-utilization <percentage value> | tolerance <number> } 1]
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congestion-control policy mme-service action { drop | none | reject | report-overload
{ permit-emergency-sessions | reject-new-sessions | reject-non-emergency-sessions }
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reject { addn-brr-requests | addn-pdn-connects | brr-ctxt-mod-requests |
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report-overload { permit-emergency-sessions-and-mobile-terminated-services
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reject-delay-tolerant-access | reject-new-sessions |
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congestion-control policy { critical | major | minor }
sgsn-service action-profile <action profile_name>
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configure > sgsn-global > congestion-control

congestion-action-profile <action_profile name>

CHE MMol M= SGSN 2% 2 Z= & of2fol|l M FHE = U= CHeh H2Mod| cis A ELICH

Ml
0

By 53 5y
T4 S35 3 ET0| YA I HA S8 HAIKIS MR EE HRE RIHHLICHLEA Ssto| A
= F{EE HAIKIol CHEF LAPIZ B Bolg 4 lasLichoLl TES CheDt 2Lt

active-call-policy { rau | service-req } { drop | reject } [ low-priority-ind-ue ]
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sm-messages reject [ apn-based] [ low-priority-ind-ue ]
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congestion-control threshold { license-utilization percent |
max-sessions-per-service-utilization <percent> | message-queue-utilization <percent>
| message-queue-wait-time <time> | port-rx-utilization <percent> | port-specific

{ <slot/port> | all } [ tx-utilization <percent> ] [ rx-utilization <percent> ]



port-specific-rx-utilization critical | port-specific-tx-utilization critical |
port-tx-utilization <percent> | service-control-cpu-utilization

| system-cpu-utilization <percent> | system-memory-utilization <percent>

| tolerance <percent> }

UAZ Uz FHE + U2 HAHZ =HFHES W 2 NMo{E ECIHE + U= Cher o
BTt 047]0f Lot d&LICH

. BIOMMIA #8:0| N4 E 10% 22 SFE BlolMA 80| ASE(%)S HolgLin
ol Z2 #WEge MAlo| xIHE|D 03 100 Abolel HPI(7IEZHS 1002)E
Ct.

- MH|AZ Z|CH M4 ==:0] o7 = MAIZE FHE MEHIAT S 2= ZICH MHS| MAEE
(%)2 HMolgfLct.ol YAIZ2 E% MH|Aof s £AE! =|CH MM 4= == PDP HEHIAEE
7|8te 2 ghL|ct.of gfel #@(= 00l A 1000(0d 7|2 2k2 80 LICt.

. message-queue-utilization: 0| O§7HiH = 10X 7S 2 S E DEMUX #E2|At LA Z E Q0]
] HIAIR| CHZ |G| AHEE(%)2 HolgrLch ol CHZ|¥ol= 10,0007H2] HIA|XR|E XMEE =
AU 7150| U&Lct.of Zkol Hel= 00llM 1000/0 7|&22f2 80 LICEH

. message-queue-wait-time: 0| Oi 724~ = THZ!
=hob Qg 4 Qe EICH AlZh(E)S Mol

AL|CH

tAARIZ 2 SHE 2 HAIXIZHCHZ[Zod|
| Zfof Mel= 1501 30X 0IH 7222 5%

11°T"
T
o
o m

. port-rx-utilization'OI 7= 2 ZHHo 2 SHEIRE ZEO| CiE ZE 2|AAS| HA AL
E(%)2 =AIE Clo|E{ 2 HolgrLICt o] Z2te] 2= 0~1000]|H 7|E2t 2 80lLICt. o] &
7=||Zi O 7HEdE= no B S AL 5104

L ZEYO| DiiHSE ZEY UAZS HOBLIChHE ZEY Y &%
7t AAER MAof MBELICHOlE 2 EY ZE S &= all 9|-?JE% AP%Q FUAERE X
Eof cHall 7|2 Mo 2 HIE MH35t[o] U&LICHO| Oi7iHol= F 71X 5t9 SMS Holg =
°|£>LJEP
AA EH .

= o2 48t Clo|E{HE &Y

X-AFS 80| SMO| 7|B 22 80%LICISE ZHHo 2 SHE
2 2|= 00f A 100 LCH.

ZEO|Cist ZE ZAAS| TF AIZE

Mo -
iy
Al
%
ful
N
\g

tx-utilization:O| SM2| 7|22 80%ULICI5E Tt Hcz SYE iz, MEE HolHE=z §
Y EZEOo| CHet ZE E|AA0| BFE Mo £ FYgLichzgtel HelsE 1~100Lc

. port-tx-utilization:O| D7~ = 58 7tHo 2 SHE MEE CIOIEHE 7IEL2 2E X EO
CHet ZE E|AA0| B A E(%)2 HolgfLIct. o el Hel= 0~1000|HH 7|2 gt2 80L
Ct. O A2t Oi7HEd == no TS| HHE S5l HIE Hete = U&LCt.

. service-control-cpu-utilization: 0| 0§74~ = DEMUX #EIXF AZ E Q)0 & Q] QIAEATL A
= CPUS| BE AEE(%)2 10X ZtHSE FHFLICE 0| gl H2l= 00M 1000|H 7|
27k 80LCt.

. system-cpu-utilization:O| OH7HE = A|ARIO|M AHEE £ /= 2 E PSC/PSC2 CPUS| BH
ANEES 10X ZtHo 2 FYELICEO| 2tel 9= 0~1000|0 7|22t 2 80ILICE O] gt



congestion-control threshold system-cpu-utilization CLI &2 10| H|& Mg & & U&Lich

- ALE HZE] AL 80| o7t AAEM S 7hs8t 2E CPU HIZE[S] B A
(%)2 10X A2 SYHLICHO| g2l 'Hel= 001M 1000 7|2 22 80 LCt.

5|8 B0l it = Z0| XK= Al™E xIYsts FHE Azt otziel HIg S He
grLICH Ol ghol 2= 00ilA1 1000|H 7|22t 2 10LICHO|E S04, AIgt0l 900| EF A
017} EBIHEIE B2 $1& %ol CHEt 7|22k 100] HolzlH EE747t 800 M R ELICH

MME %! SGSNo| % X[o] &iAH|Zk

ol dMoM= M 7t EE[H7F 28 Mo Z= ot Ut 374 HolE i MME X SGSNoi| CHe 4|

¢t Au|agoldE HolghLlot

O| 2= MME 22l 14.0 0|4 5! SGSN 2|4 17.0 O &0l .
SGSNoi| AL E == Rl= Ml 7tX| EE[H BE =, olof siEst= 28 X+I01 YA o AetELlC

- 8R:0| EC|7 Sl 2 ofe] OH7HEH 0 CHEH BHA| A2 E EalgLIch.ol EEIH =& 2] &f
M 7HR] A 2L 2l Soll M 7HEr 7ok ErLICH 2|7 HAHIZtolE A &l 7I28t0] =&
Ct.

. 0| EC|A Bl 2 o2 EE|7Ho CHEt =2 A IZLS HolgtLIChol EElH &2 22
¢ AZtECt 21 YAIZLECH Zotok #LichZ |22t 2 0L

- Z0l:0l EE|H el 2 ofe] EE|7Hol CHEr ot 2l HAIZLE HalFfLIC ol EE|7Hel Zf2 Al
Azt & Ho{T stLtoqof ErL|ch7|E2t2 0L

OIF1 MMof ] Q1T 8t DE DHHS/E 2| Holl Chal M HOl UAHIBLS Foler 4 AaLIchoige

o] oH7HiH~0f CHEF A IZEE Helstr| flsl AL == CLI 72 &iLCH.

congestion-control threshold license-utilization { critical <percent> | major
<percent>t | minor <percent> }

congestion-control threshold max-sessions-per-service-utilization { critical
<percent> | major <percent> | minor <percent> }

congestion-control threshold message-queue-utilization { critical <percent> |
major <percent> | minor <percent> }

congestion-control threshold message-queue-wait-time { critical <time> |
major <time> | minor <time> }

congestion-control threshold port-rx-utilization { critical | major
| minor }

congestion-control threshold port-specific { [ tx-utilization {

critical | major | minor ] [ rx-utilization {
critical | major | minor } | all { critical
| major | minor 1} }

congestion-control threshold port-tx-utilization { critical <percent> | major
<percent> | minor <percent> }

congestion-control threshold service-control-cpu-utilization { critical



| major | minor }

congestion-control threshold system-cpu-utilization { critical <percent> |
major <percent> | minor <percent> }

congestion-control threshold system-memory-utilization { critical |
major | minor }

congestion-control threshold tolerance { critical <percent> | major
<percent> | minor <percent> }
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[locallst40-sim# show congestion-control configuration | more
Congestion-control: disabled
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[locallst40-sim# configure

[locallst40-sim(config)# congestion-control
[locallst40-sim(config)# end

[local]lst40-sim# show congestion-control configuration more
Congestion-control: enabled
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[locallst40-sim# configure

[locallst40-sim(config)# congestion-control overload-disconnect
[locallst40-sim(config)# end

[locallst40-sim# show congestion-control configuration | more
Congestion-control: enabled

Overload-disconnect: enabled
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Overload-disconnect threshold parameters

license utilization: 80%
max-session-per-service utilization: 80%
tolerance: 10%
session disconnect percent: 5%
iterations-per-stage: 8
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[locallst40-sim(config)# congestion-control policy ggsn-service action drop
[locallst40-sim(config)# end

[locallst40-sim# show congestion-control configuration | more
Congestion-control: enabled

Congestion-control Policy
pdsn-service: none
hsgw-service: none
ha-service: none

ggsn-service: drop
closedrp-service: none
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[locallst40-sim# configure

[locallst40-sim(config)# congestion-control threshold license-utilization major 70
[locallst40-sim(config)# congestion-control threshold license-utilization minor 60
[locallst40-sim(config)# congestion-control threshold
max-sessions-per-service-utilization major 70

[locallst40-sim(config)# congestion-control threshold
max-sessions-per-service-utilization minor 60

[locallst40-sim(config)# congestion-control threshold mes

message-queue-utilization message-gqueue-wait-time

[locallst40-sim(config)# congestion-control threshold

message-queue-utilization major 70

[locallst40-sim(config)# congestion-control threshold

message-queue-utilization minor 60

[locallst40-sim(config)# congestion-control threshold message-queue-wait-time major 4
[locallst40-sim(config congestion-control threshold message-queue-wait-time minor 3
[locallst40-sim(config congestion-control threshold port-rx-utilization major 70

[locallst40-sim(config congestion-control threshold port-rx-utilization minor 60

[locallst40-sim(config

[locallst40-sim(config congestion-control threshold port-tx-utilization minor 60

] ( ) #
] ( )
] ( )
] ( )
] ( )
] ( )

#
#
# congestion-control threshold port-tx-utilization major 70
#
#

[locallst40-sim(config congestion-control threshold



service-control-cpu-utilization major 70

[locallst40-sim(config)# congestion-control threshold

service-control-cpu-utilization minor 60

[locallst40-sim(config)# congestion-control threshold syst

system-cpu-utilization system-memory-utilization

[locallst40-sim(config)# congestion-control threshold system-cpu-utilization major 70
[locallst40-sim(config)# congestion-control threshold system-cpu-utilization minor 60
[locallst40-sim(config)# congestion-control threshold

system-memory-utilization major 70

[locallst40-sim(config)# congestion-control threshold

system-memory-utilization minor 60

[locallst40-sim(config)# congestion-control threshold tolerance major 5
[locallst40-sim(config)# congestion-control threshold tolerance minor 2
[locallst40-sim(config)# end

[locallst40-sim# show congestion-control configuration | more

Congestion-control: enabled

Congestion-control Critical threshold parameters

system cpu utilization: 80%
service control cpu utilization: 80%
system memory utilization: 80%
message queue utilization: 80%
message queue walt time: 5 seconds
port rx utilization: 80%

port tx utilization: 80%
license utilization: 100%
max-session-per-service utilization: 80%
tolerance limit: 10%

Congestion-control Major threshold parameters

system cpu utilization: 70%
service control cpu utilization: 70%
system memory utilization: 70%
message queue utilization: 70%
message queue walt time: 4 seconds
port rx utilization: 70%
port tx utilization: 70%
license utilization: 70%
max-session-per-service utilization: 70%
tolerance limit: 5%

Congestion-control Minor threshold parameters

system cpu utilization: 60%
service control cpu utilization: 60%
system memory utilization: 60%
message queue utilization: 60%
message queue walt time: 3 seconds
port rx utilization: 60%
port tx utilization: 60%
license utilization: 60%
max-session-per-service utilization: 60%
tolerance limit: 2%

Overload-disconnect: enabled

Overload-disconnect threshold parameters

license utilization: 80%
max-session-per-service utilization: 80%
tolerance: 10%
session disconnect percent: 5%

iterations-per-stage: 8
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[locallst40-sim# configure

[locallst40-sim(config)# sgsn-global

[locallst40-sim(config-sgsn-global)# congestion-control
[locallst40-sim(config-congestion-ctrl)# end

[locallst40-sim# configure

[locallst40-sim(config)# congestion-control

[locallst40-sim(config)# end

[locallst40-sim# configure

[locallst40-sim(config)# sgsn-global

[locallst40-sim(config-sgsn-global)# congestion-control
[locallst40-sim(config-congestion-ctrl)# congestion-action-profile sgsn_critical
[locallst40-sim(config-cong-act-prof-sgsn_critical)# active-call-policy rau reject

[locallstd40-sim(config-cong-act-prof-sgsn_critical)# active-call-policy
service-req reject

[locallstd40-sim(config-cong-act-prof-sgsn_critical)# new-call-policy reject
[locallstd40-sim(config-cong-act-prof-sgsn_critical)# sm-messages reject
[local
[local
[locallst40-sim(config-cong-act-prof-sgsn_major)# active-call-policy rau drop

1 (

]st40-sim(config-cong-act-prof-sgsn_critical)# exit

]st40-sim(config-congestion-ctrl)# congestion-action-profile sgsn_major
1 (

[locallst40-sim(config-cong-act-prof-sgsn_major)# active-call-policy

service-req drop

[locallst40-sim(config-cong-act-prof-sgsn_major)# new-call-policy drop

[locallstd40-sim(config-cong-act-prof-sgsn_major)# sm-messages reject

low-priority-ind-ue

[locallstd40-sim(config-cong-act-prof-sgsn_major)# exit

[locallst40-sim(config-congestion-ctrl)# congestion-action-profile sgsn_minor

[local]lst40-sim

1

] config-cong-act-prof-sgsn_minor)# exit
[local]lst40-sim

1

1

(
(
(config-congestion-ctrl)# exit
[locallst40-sim(config-sgsn-global)# exit

[locallst40-sim(config)# congestion-control policy critical sgsn-service
action-profile sgsn_critical

[locallstd40-sim(config)# congestion-control policy major sgsn-service
action-profile sgsn_major

[locallstd40-sim(config)# congestion-control policy minor sgsn-service
action-profile sgsn_minor

[locallst40-sim(config) #end

[locallst40-sim# show congestion-control configuration | more
Congestion-control: enabled

pdsn-service: none

hsgw-service: none

ha-service: none

ggsn-service: drop

closedrp-service: none

lns-service: none

cscf-service: reject

pdif-service: none

wsg-service: none

pdg-service: none

epdg-service: none

fng-service: none
sgsn-service:
Critical Action-profile : sgsn critical
Major Action-profile : sgsn major
Minor Action-profile : sgsn minor
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[locallst40-sim# configure

[locallst40-sim(config)# lte-policy

[locallst40-sim(lte-policy)# congestion-action-profile mme_critical
Are you sure? [Yes|Nol: yes
[locallst40-sim(congestion-action-profile)# drop addn-brr-requests
[locallst40-sim(congestion-action-profile)# drop sl-setups
[locallst40-sim(congestion-action-profile)# exit
[locallst40-sim(lte-policy)# congestion-action-profile mme_major

Are you sure? [Yes|Nol: yes
[locallst40-sim(congestion-action-profile)# reject addn-brr-requests
[locallst40-sim(congestion-action-profile)# reject sl-setups time-to-wait 20
[locallst40-sim(congestion-action-profile)# exit
[locallst40-sim(lte-policy)# congestion-action-profile mme_minor

Are you sure? [Yes|Nol: yes
[locallst40-sim(congestion-action-profile)# none addn-brr-requests

[locallst40-sim(congestion-action-profile)# none sl-setups
[locallst40-sim(congestion-action-profile)# exit
[locallst40-sim(lte-policy)# exit

[locallst40-sim(config)# congestion-control policy critical mme-service

action-profile mme_critical

[locallst40-sim(config)# congestion-control policy major mme-service
action-profile mme_major

[locallst40-sim(config)# congestion-control policy minor mme-service
action-profile mme_minor

[locallst40-sim(config)# end

[locallst40-sim# show congestion-control configuration more

Congestion-control: enabled

pdsn-service: none
hsgw-service: none
ha-service: none
ggsn-service: drop
closedrp-service: none
lns-service: none
cscf-service: reject
pdif-service: none
wsg-service: none
pdg-service: none
epdg-service: none
fng-service: none
sgsn-service:

Critical Action-profile : sgsn_critical
Major Action-profile : sgsn_major
Minor Action-profile : sgsn_minor

mme-service:
Critical Action-profile : mme_critical
Major Action-profile : mme_major
Minor Action-profile : mme_minor

Z% Mo SH|
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show congestion-control { configuration | statistics { <manager> [ all | instance
<task_instance> 1 } [ | { grep <grep options> | more } 1
show congestion-control statistics mme { critical | full | major | minor } [ | {

grep <grep_options> | more } 1
<manager> M2 Ctg 22 7t & = AU&LICH.

- A11mgr:PDSN A{H|AQIL|CH,

. asngwmgr:ASN-GW/(Access Service Network Gateway) A{H|AQIL|C}.

. asnpemgr:PC-LR(ASN Paging Control) A{H|AQIL|C}.

- HtRIE:PCC MH|A0|M At St= Bindmux Manager & LICt.

- egtpinmgr:EGTP(Enhanced GPRS Tunneling Protocol) /22|A DEMUX & 2|R-IL|Ct.

. gtpemgr:GGSN MH[|AQIL|CE.

- hamgr:HA AH|A0f CHEF ZdlL|ct.

- hnbmgr:HNB-GW AH|AO|M AL 5tE HNB(& =& B) #EIRHLICH

. imsimgr:SGSNOi| At& E[= IMSI 22| At LTt

- ipsecmgr:IPSec(IP Security) & 2IXFILICH.

- ipsgmgr:IPSG(IP Service Gateway) Z2|AHE 98t ZILICt.

. [2tpmgr: 0= L2TP(Layer 2) E{'2& Z 2 EZ(L2TP) Z2|XtE QI8+ ZdLICt
OAM 7lielo] o|8t SGSNol| CHiet Z& Ao E2|H

sgsn EB|7H E%& £& { SCH | F | minor} WA 2 SGSNUIM EE MO{E =522 E2|H357| ¢
&l Ab&ElLICt.sgsn clear-congestion &2 sgsn trigger-congestion BE 0| |5l A|%FE
X2 m AFSELIct

iy

1jo
rlo

E£349| of L.

[locallst40-sim# sgsn trigger-congestion level critical
[local]st40-sim# show congestion-control statistics imsimgr all full | more

Current congestion status: Cleared
Current congestion Type : None
Congestion applied: 0 times
Critical Congestion Control Resource Limits

system cpu use exceeded: No
service cpu use exceeded: No

system memory use exceeded: No



port rx use exceeded: No

port tx use exceeded: No
port specific rx use exceeded: No
port specific tx use exceeded: No
max sess use exceeded: No
license use exceeded: No
msg queue size use exceeded: No
msg queue wait time exceeded: No
license threshold exceeded: No
max sess threshold exceeded: No
Sessions disconnected due to overload disconnect: 0

Major Congestion Control Resource Limits

system cpu use exceeded: No
service cpu use exceeded: No
system memory use exceeded: No
port rx use exceeded: No
port tx use exceeded: No
port specific rx use exceeded: No
port specific tx use exceeded: No
max sess use exceeded: No
license use exceeded: No
msg queue size use exceeded: No
msg queue wait time exceeded: No

Minor Congestion Control Resource Limits

system cpu use exceeded: No
service cpu use exceeded: No
system memory use exceeded: No

port rx use exceeded: No

port tx use exceeded: No

port specific rx use exceeded: No

port specific tx use exceeded: No

max sess use exceeded: No
license use exceeded: No

msg queue size use exceeded: No

msg queue wait time exceeded: No

SGSN Congestion Control:
MM Congestion Level: Critical
Congestion Resource: None
SM Congestion Level: Critical
O&M Congestion Level: Critical

= e e
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- 3GPP TS 23.401

3GPP TS 23.060

- 3GPP TS 25.413

3GPP TS 36.413



http://www.3gpp.org/ftp/Specs/archive/23_series/23.401/23401-d30.zip
http://www.3gpp.org/ftp/Specs/archive/23_series/23.060/23060-d30.zip
http://www.3gpp.org/ftp/Specs/archive/25_series/25.413/25413-c40.zip
http://www.3gpp.org/ftp/Specs/archive/36_series/36.413/36413-d00.zip
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