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700/1530/1550/3600/2600/1600/3500/AP802/AP803 A|E|XE& EZ & 5t= O|™ AP7t =& EILICH &
g2 gh= FF 10S 0|O0|X|= 2012'H 12&€ £ E{ 202214 119"77|'X| X2 E|{& LICE. AireOS,
Catalyst 9800 Series 2! Converged Access Controller7} J& g gh&LICH AP-COS(802.11ac
Wave 2, Wi-Fi 6, Wi-Fi 6E AP)E Aldst= AP= Y&E2 WX| foM AHS ZE9| |10S APE 8&
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290
/content/en/us/support/docs/field-notices/725/fn72524.html
/content/en/us/support/docs/field-notices/725/fn72524.html
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{34 HX{ WLCOIM AP7} Downloading(CH2ZE ) AEjoi
= E—i QX | =

W s 248 A83lod 218 2257 syslog AMHoIM AP 218 =HQIFLICH
AireOS WLCO1{| A

WLCOI| M show ap image status (AireOS 8.10)= G& = AP7} "Downloading” & EH2 ZE A[E L
Ct.

8.50| M= "Downloading"0llA{ 00| Oti=l 7H4=2| APE E AlSt= show ap image all€ A& &FLICEH

(Aire0S WLC-8.5) >show ap image all

Total number of APS.. ...t 1
Number of APs

Initiated. . oo e 0

DowNnToading. . oo v ee it et 1

PredownToading. ........couuiiiiinrnnnnnnnennnnnn 0

Completed predownloading........cccuiiiinnnnnnnn. 0

NOt Supported. .....c.oiiiiiii i inae e nnnnnnns 0

Failed to Predownload.........cciiuiiiiiinnnnnn.. 0

Predownload PredownToad

AP Name Primary Image Backup Image Status Version Next Retry Time
AP1700 8.5.182.0 0.0.0.0 None None NA

(Aire0S WLC-8.10) >show ap image status

Total number of APS. .. ...ttt X
Total AP's Downloading........ouuerunnnnnnnnnnnnn. 1
AP Name Primary Image Download Status

CAP3702E.4CD4 17.3.6.76 Downloading

ZolELich 12 1 SHIE 2HMOE Aldsieitd WEE e APO| ChEt ssh, ©

Retry



|OS-XE C9800 WLCO{| A

C9800#ap L EA|

9800-L#show ap summary

AP Name Slots AP Model Ethernet MAC Radio MAC Location

AP2702E 2 2702E 0081.c4fb.2e74 843d.c673.10d0 default location

Ol 2M7t &g m AP 210f CtS 3 FALEF 27 7H EAIFELICH

SHA-1 AP(2014'4 &t o[Hof A x):

*Dec 6 21:35:24.259: Using SHA-1 signed certificate for image signing validation.

*Dec 6 21:35:24.327: %PKI-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed. The c
*Dec 6 21:35:24.327: Image signing certificate validation failed (1A).

*Dec 6 21:35:24.327: Failed to validate signature

*Dec 6 21:35:24.327: Digital Signature Failed Validation (flash:/update/ap3g92-k9w8-mx.153-3.JPJ9/final_
*Dec 6 21:35:24.327: AP image integrity check FAILED

SHA-2 AP(2014'd St O|F M| X):

*Dec 6 08:47:20.159: Using SHA-2 signed certificate for image signing validation.

*Dec 6 08:47:20.223: DTLS_CLIENT_ERROR: ../capwap/base_capwap/dtls/base_capwap_dtls_record.c:169 Pkt to
*Dec 6 08:47:20.227: %PKI-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed. The c
*Dec 6 08:47:20.227: Image signing certificate validation failed (1A).

*Dec 6 08:47:20.231: Failed to validate signature

“Dec 6 08:47:20.231: Digital Signature Failed Validation (flash:/update/ap3g2-k9w8-mx.153-3.3P17c/final.
“Dec 6 08:47:20.231: AP image integrity check FAILED

1H AZES01E A5t UK| o2 F2 OHS BAof el 1I0S APT} &oie = UL SH 518

1. HEEHI KIS 2 2 Azt ez st K| Z5tH st2d™ NTPE HIZ &3t erLch.

Aire0S:
(Aire0S WLC)>show time

make a note of all configured NTP servers, and delete each one:



(Aire0S WLC)>config time ntp delete

I0S-XE: C9800#show run | i ntp ntp server ip

C9800#config terminal (config)#no ntp server 1ip

I for each configured NTP server

2. ZEE = XA APL| QIS M7I FESHE = U222 WLCL| EME 202214 128 4 O™

T Lo

O|x|2h 2022'A 11& 1 o] ez HFFLICH

(Aire0S WLC)> config time manual 12/02/22 00:00:00

C9800#clock set 00:00:00 2 Dec 2022

Fri Dec

C9800#show clock
00:00:02.573

Fri Dec 2 2022

2 00:00:02 2022



4. 2D E AP7} A O|O|X|E AM& 3104 Registered(SS &) & ENZ LIEHS W7 R| 7|CFRILICH,

N o Hoo met U ¥ = APE KRS0k APTF ZOIEIS et QlaLich aRL
APE RS EI5t7| Tof AP7t CHA| 2o = QIS 3082 04 7|ched FAAI2

5.NTPE ClA| &MdslghL|ct

(Aire0S WLC)>config time ntp server 1

C9800#configure terminal (config)#ntp server ip

(Aire0S WLC)>save config
Are you sure you want to save? (y/n) y

C9800#write memory
7. WLCOIM Al {2l

(Aire0S WLC)>show time
C9800# show clock

M AZTEQ0{Z dago|lE

AireOS WLCO| A
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AZEQ0{Z Y 0|ESF7| Fof| APV} CIREEE &2 5}
E ZHEE D] A|ZtE ChA| AEELIC
dheHof| CHEF AEAMIEE LEE 2 /ol s W E TS AIL

1.APCIREC 7} SCHE A
SE ME|Z 222

1. FI2 AlgE st

2. 515 49| O|RE AZHE CHA| MHE + gls 42, O|EHH AR ZEE SE5t7HU
CAPWAPE AtEhst7| 2{ai ACLE MR|sto] slid 10S AP7F HEEE] 71UE AlZste
Wg AEELCH

2. 0{iH AP C}RZ2E AEN7t ofL|2 2 WLCO| A|ZHO| #RH A7t 2 M E|o] JI=X| &= elE
LICHNTP ChA| Ed3}.

3. AireOS WLCO| 1 AT E2[04(8.10.183.0 0|4 EE= 8.500 M Hadio|l=8 = ReE B
8.5.182.7, 8.5 M|QIZ}I2I EE = 8.5.182.105(8.5 IRCME)E M x|gLICt ofel| 21T E & =X 35}0d

1H ATZEQ0{E CIREEIIMAIL.
- 8.10

8540:
https://software.cisco.com/download/home/286284728/type/280926587/release/8.10.183.0

5520:
https://software.cisco.com/download/home/286284738/type/280926587/release/8.10.183.0

3504:
https://software.cisco.com/download/home/286312601/type/280926587/release/8.10.183.0

vWLC:
https://software.cisco.com/download/home/284464214/type/280926587/release/8.10.183.0

« 8.5 (5HT HAIE)

8.5.182.7(8.5 MIQIE}2):
https://software.cisco.com/download/specialrelease/8f166c6d88b9f77aabb63f78affa9749.

8.5.182.105(8.5 IRCM):
https://software.cisco.com/download/specialrelease/bc334964055fbd9440834f008e5aca34.

4. (MEH ALEH B EISH7| Dol ZRIE AP TX AZEQ0{E O|2| CtREE= &L,

5.WLCE ME&gr|ct.

6. AP AQXIEZEE ZSZESI7HLE CAPWAPE RIEHSH B2, 10S AP} CHA| 7Hl5Hn 4adol=
g+ AT ES2 MAHELICEH

|OS-XE 9800 WLCO{| A

1.17.3.6, 17.6.4, 17.9.2 10S-XE 2 Z E9{0{E 9800 ZzHAlof CtR Z=FLICE A8 &l #E 2
AP 2 A8 B0 7|sofl wet s Edol 7HE ME e e t%é&ﬁmwg ™

X |0S-XE ZIE|AE & Z5HAAL.

2. 9800 Z2HA|0] 17.3.6 APSP7 = 17.6.4 APSP1 &= 17.9.2 APSP1 Tt 2(I0OS AP = Z &
)2 CHREEgL .


https://software.cisco.com/download/home/286284728/type/280926587/release/8.10.183.0?catid=278875243
https://software.cisco.com/download/home/286284738/type/280926587/release/8.10.183.0
https://software.cisco.com/download/home/286312601/type/280926587/release/8.10.183.0
https://software.cisco.com/download/home/284464214/type/280926587/release/8.10.183.0
https://software.cisco.com/download/specialrelease/8f166c6d88b9f77aabb63f78affa9749
https://software.cisco.com/download/specialrelease/bc334964055fbd9440834f008e5aca34
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html

+ 17.3.6: CSCwd83653/CSCwe100472 St 17.3.6 APSP7(APSP2 ! APSP50 T =7 AtE
Zgh)

9800-40: https://software.cisco.com/download/home/286316412/type/286325254/release/17.3.6

9800-80: https://software.cisco.com/download/home/286321396/type/286325254/release/17.3.6

9800-CL:
https://software.cisco.com/download/home/286322605/type/286325254/release/17.3.6

9800-L: https://software.cisco.com/download/home/286323430/type/286325254/release/17.3.6

« 17.6.4: CSCwdE S8t 17.6.4 APSP1(IW37022| 23287305

9800-40: https://software.cisco.com/download/home/286316412/type/286325254/release/17.6.4

9800-80: https://software.cisco.com/download/home/286321396/type/286325254/release/17.6.4

9800-CL:
https://software.cisco.com/download/home/286322605/type/286325254/release/17.6.4

9800-L: https://software.cisco.com/download/home/286323430/type/286325254/release/17.6.4

« CSCwdE& &3l 17.9.2:17.9.2 APSP1(IW37022| Z87612

9800-40: https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2

9800-80: https://software.cisco.com/download/home/286321396/type/286325254/release/17.9.2

9800-CL:
https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2

9800-L: https://software.cisco.com/download/home/286323430/type/286325254/release/17.9.2

% £
1) 17.3.6 APSP70{i= CSCwdE H|&R 304 0492 BH{1(CSCvx32806, CSCwc32182,
CSCvz99036, CSCwd37092, CSCwc78435, CSCwc88148)01| CHEH =% Algto| Z&HE|o] Q!
&LICH80290
2) 17.6.4 APSP10{ & CSCwd80290(IW37002| Z2) 2|0 = 048] H{1(CSCwc73090,
CSCwc71198, CSCwc78435, CSCwd40731, CSCvx32806)01 CHEH =% At&to| =g xlo] 9
&LC,

3.17.3.60] o|0| M x|xlof UX| eto™ X|Z 17.3.6 IOS-XEE M x|t CtA| 2E=¢8tL|Ct.

C9800#install add file bootflash:/C9800-L-universalk9_wlc.17.03.06.SPA.bin activate commit

4.98000| MEEE = - HEE2] AlZH0o| CHA| HE B AlZhE HIHNTP CHA| € 43h2 4


https://software.cisco.com/download/home/286316412/type/286325254/release/17.3.6
https://software.cisco.com/download/home/286321396/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286322605/type/286325254/release/17.3.6
https://software.cisco.com/download/home/286323430/type/286325254/release/17.3.6
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd87305
https://software.cisco.com/download/home/286316412/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286321396/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286322605/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286323430/type/286325254/release/17.6.4
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd87612
https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2
https://software.cisco.com/download/home/286321396/type/286325254/release/17.9.2
https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2
https://software.cisco.com/download/home/286323430/type/286325254/release/17.9.2
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc88148
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd40731
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx32806
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290

St |_| [_‘_l.

510S APE =35848 APSP72 M x%|&L|Ct.

C9800#install add file bootflash:/C9800-universalk9_wlc.17.03.06.CSCwel0047 .SPA.apsp.bin
C9800#install activate file bootflash:/C9800-universalk9_wlc.17.03.06.CSCwel0047 .SPA.apsp.bin
C9800#install commit
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