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SERVERMANAGER || GLOBAL PROPERTES |

12 1846 Mon Sep 20 2004

Security: Server Manager

Backup RADIUS Server
SECURITY
Aderin Access Backup RADIUS Sarver: {Hostnarme or IP Address)
C s MR Shared Secret:
5510 Manapger
Server Manager | Apply || Delete | | Cancel |
Local RADILE Serer |
Advanced Security | Corporate Servers |

Current Server List

RADILIE =

Server (Hostname or IP Address)

10.0.03 Shared Secret:

eniatlon (164 {0-65536)

Ryt (aptianal):

ErEn L nling

Rgrt (optional): Lo 10-65536)
[Concel ]
Default Server Priorities |
EAP Authentication MAL Authenfication Accounting
Priomy 1: | 10.003 Priodty 1. | €MNONE > & Priority 1: | €MHONE > =
Prioniy T Prioiity 2. | ¢ NONE » % Prigeity 2: | € NONE > »
Priomty 3: [« NONE > Pricity 3 | € MONE > & Prigsity 3 | €MOME > =

Bdmin Authentication (RADIUS)  Admin fathentication (TACACS+)  Proxy Mobile |P Authentication

Puiority 1: |t NONE ¥ Prigity 1; | 10003 % Priogity 1; | €NOMNE ¥ %
Prorty 2. ¢NONE>» |+ Prioiity 2. | < NONE > > Prioeity 2, | €MOMNE » »
Puigrly 3. | € NOMNE » [» Prigrty 3, | € MOME » » Prigsity 3, | € MOMNE »

(Fesi) (Gonce]

- .

Choze Window Copright {c) 1992-2004 by Cisco Syslems, inc.

CLIOM Ctg BHES e = A&Lct.
AP#fconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z
AP(confi g) #aaa group server radius rad_eap

AP(confi g-sg-radi us) #server 10.0.0.3 auth-port 1645 acct-port 1646



AP(confi g-sg-radi us) #exit
AP(confi g) #aaa new-model
AP(confi g) #aaa authentication login eap_methods group rad_eap

AP(confi g) #radius-server host 10.0.0.3 auth-port 1645
acct-port 1646 key labapl1200ip102

AP(confi g) #end

AP#write memory

CHMHA ZOIEE= 21T ME{0|MH AAA Et0|ERZ 4 d3H{oF & LICH 0| & £ 04, Cisco Secure
ACSO|M = HMA ZRIE O|F, IP T4, 37 &35 L 015 W (RADIUS Cisco Aironet E£&

RADIUS Cisco I0S/P1X)0| % 2| El Network Configuration H| O|X|0{lA{ O|2{8t 344t 0| g A&}
LICt CHE H| ACS 218 Mu{of CHai M= MEYAM el BME HESIMAIR

Ofr

. . %
W Network Configuration x|
el v =
- Fer o
(@15 | |f Hosmame
5 Setv +« AAA Clhent Hostname
E |E:!':F BAS Clent Tp |19-0-0.105 o AAA Clhent [P Address
- : Address = Koy
+ Metwork Device Group
Key sharedsecrat + Authenticate Using
"%' E:‘::ﬂ“ # sinole Connect TACACE® AAA Client
= || Athenticate FADIUS (Cisco I0S/FE0 + Log Update/Watchdog Packets from this
e . | | \eing —— / AAA Client
« Log RADIUS Tunneling Packets from this
:'_H m,m“ 0 Single Cornect TACACS+ AAA Chent AAA Clhent
S| (Recard stop in accounting on fadure) + Replace RADIUS Port info with Usermame
Eﬂ dudmaitanicn — Log UpdateWanchdsg Packets from this from this AfA Client
| AAA Clent
Elwt:.'j Exctirnial Ligsr
Datibarer — Log BADITSE Tusneling Packets frorm this
% Repertased | T ABA Clen AAA Clent Hostmame
Aty
: — Eeplace BADITE Port info with Tsemame
Ej online | &::1_'1;:‘; LA -'“‘Jmn'u o serma The AAS Chent Hostname 12 the name
LLloDl) ) T azcipned to the A48 chent
_ Submit | | Submit + Restat | [ Cancel | [Backto lop] s
w | £ *

ClE M7t 25t EAP Q1E WHE =T 7 EE|0] JI=X| EQIELICH ol E &0,
LEAPE £=35t= Cisco Secure ACS2| B System Configuration - Global Authentication
Setup H|O|X|0llA LEAP Q152 & LICt. System Configuration(A|AE! ZAI| 22 0|M)S
2 2[8t CHZ Global Authentication Setup(T] 215 %)@ #=I§LICH CHE HIACS 215 M
H E= (Bl EAP &2 MZEYA el MBME FXJIAAIR
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EAFP Configuration ? |

PEAP
F Allow EAP-MSCHAPV2
W Allow EAP-GTC
Cisco chent wohal message: ffrom 10.0.0.3
PEAF session tmeout (minutes): IT
Enable Fast Reconnect =)
EAP-FAST
F Allow EAP-FAST
Active master key TIL 1 [monms =]
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Alloar antomatic PAC provisioning:. [
EAP-FAST master serves =
Actual EAP-FAST server status Master
EAP-TLS
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ME-CHAP Configuration k4
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o ME-CHAP Configuration
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HMA ZRIETH 2EI0[AUE QB 2EE 2 ARIE 7 =[H olflF L HE s1&st =S FEF L
Ct.

£ 3: ol248t XIE2 WEP 7|8 &
WPA M Q& HZESH AL,

1. HMA ZOIE 53t 2tE|AF ©(Eot> 28 2R HiF &= ofe)olM ChS BHAHIE &=
BILICFWEP 23l A58 XIFHELICIWEPYF 24 X|-HELICEHZ| 37|71 128H]
EZ MYE|o] QY=X| &QlgtLiCt ApplyE =IELICEH

Cozea SvaTems

' Cisco 1200 Access Point \a =
;  RADIODBOZME ) RADIOLEOZUIA | L
Hosthiame AR 12:42:22 Mon Sep 20 2004

Security: Encryplion Manager - Radio0 802,116

_ Encryption Modes |

SECLURITY
Adrrin AL eSS 2 Mone
Encryjrion Marager
8210 Manager
Server Manager @rﬂlllnn HMGMD
Local RADIE Sareer Crsco Compliant TKIP Features: [] Ensble MIC ] Enable Per Packet Keying
Advanced Security

2 Cipher WEF 128 bil w
Enceyption Keys
Transmit Kay Encryption Key (Hexadecimal) Key Size
Enerygption Ky 1: O 128 i »
Encryption Key 2: ® 128 kil
Encrgption Key 32 O 128 b0
Encryption Key 4: O 126 bit

Global Prapenies

Broadcast Key Rotation Interval: & Dizabls Rotation

) Enabla Rotatian with Interal. |DISABLED | (10-10000000 sec)

WPA Group Key Update: [ Enabbe Growp Key Update On Membership Termination

[ Enable Groug Key Update On Members Capabilily Change

= hppiracod ] Appirl

Cancal

Choze Window Coparight {c) 1992-2004 by Cizsco Systems, inc.

CLIOM Ctg BHES e == A&Lct.
AP#configure terminal


//www.cisco.com/en/US/products/hw/wireless/ps4570/products_configuration_example09186a00801c40b6.shtml

Enter configuration conmands, one per line. End with CNTL/Z.
AP(confi g) #interface dotllradio 0

AP(config-if)#encryption mode wep mandatory
AP(config-if)#end

AP#write memory

. AMA ZRIE SSID Manager B (Security(*2 2t > SSID Manager(SSID # 2I&}) 0+ &= ot
eyl M CHS EHAHIE 2t2FLICH 5= SSIDE MEHEHLICH "Authentication Methods
Accepted(@1E & )" ol 2o M Open(R7[) &fQIEtS MEHGI D EELCIR S5 2 A8 E
01 EAPE ME{BILICt.Cisco 2EI0|E FtET} Q1= B2 Network-EAPEH= XS MEHE
LICH IEQIT EAP = EAPE £t Q15 7| MMo| EEZ T35 AI2 . ApplyE =&
Lict.




Cigea Srarems ﬁ
L Cisco 1200 Access Point \@

AADIOD-202. 118

1 RADIOW-gOZNIA ]

Hosiname AP

Security: 510 Manager - Radiol 802116

A2:47:46 Mon Sep 20 2004

i® Uge Defaulis Define Defaults
) Custoemiza
Friarily 1 |HONE » v
Priarity 2 | $ HONE > =

Priorily 3= | ¢MNONE > =

551D Properties
SECURITY
;‘4 Admin ACCESS Cumrent 5510 List
EncrypSan Manager | € MEW » _SSID: labap1200 )
| 5SID Managor EETET
Server Manager WLAN: LHOME > % |  [igdfing Vi ANS
B
|| Local RADUS Senver Hetwork 1D: 4055
Advanced Security s
| Delste-Riadiol || Delete-all |
Authenticalion Seftings
Methods Accepled:
Open Authentication mm@ v
O Shared
Aughentication: SNO ADDITICN _
MNetwark E&F: < MO ADDITION w
Server Priosites:
EAP Authentication Servers MAC Authentication Senvers

(&} Use Defavliz Define Defaulls

) Custlornize
Prioity 1: | < NONE> +
Friomy 2 % NOME > »
Prionly 3; <MONE> =

Portions of thiz image not relevant to the discussion have been edited for clarity

Glohal Radied 802.118 5510 Propaerties

St Guest Mode S5I10: | cHOME »

Set Infrastructure S510: | <NOME > % [[] Force Infrastructee Devices to sssociate only 1o this SSI0

Close Window Capyright (e) 19922004 by Cigco Syslems, int
CLIOM Ctg HEES Ade == JaLict




AP#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
AP(confi g) #interface dotllradio 0

AP(config-if)#ssid labap1200
AP(config-if-ssid)#authentication open eap eap_methods
AP(config-if-ssid)#authentication network-eap eap_ methods
AP(config-if-ssid)#end

AP#write memory

7|2 EAP I E4|0|*=|9§ 718 7|sg &Ql5tH LIS F7H 7|15 & 7| BE|IE FIIE = UG
LICH o 5%t 7|sE€ 7Is 7I8t 2ol HI&3slstod A sHES o & A &Lt

o O
CI=S & EeIgrLCt,
o MMM HAI|2d|o|MO| MCHZE 2 Sst=X| EQl5tE Ol AFESE = U= HEE NMBEL|CH
QU show HEL2 £ PIEHZZ|E E oM X cO(SEE 1Z40h 0| E2 M E25H show H
B2

d 28l Y EJ-I'E B = JaLch

. show radius server-group all - APO{| 724 El 2E RADIUS M 12| S5 ZAlgfLCH
=X sl &
=X siE HA

Ijaeold EXME siZstede

T

CHS BHE 225t AIR.

r
0jo
Mijm

1. 2Ct0|VE & RECIE| E= 2 ZEQ0{H|M S LS HLE KA Of7HHT2E M| Z2 0t &
E A8 MAMStod 2eto|ME x| o|MHolM £4HEl Zdo| Q=S Euct

2. 83Xl 2158 YX[5t= RF 2X|2| 7588 M75ted™ Ct & EtA e 20| UA[Ho 2 Q|
&2 H[gdstetuct CLI01IA-I no authentication open eap_methods, no authentication

network-eap_methods %! authentication open BHE& A& & L|Ct.GUIL| SSID Manager H| O]
X0l A Network-EAPES MEH F|A ST Open(°47l)c> MENStOFg EECR S&2 CHAI No
Additional(F 7} iS)E AHELICH2EI0|MEI ¥ XHo 2 HAE|H RFE 44 EXof 7|
045t X| L& LICt.

.37 UZ ST HMA ZRIELR QI M 7t S7I8t == X| #QlgL(ct O e
™M CHE 27 HAIXIE &2 = U&LICH
Invalid nessage aut henti cator in EAP request
CLIO| A BF2I r adi us-server host x.x.x.x auth-port x acct-port x key <shared secret> .GUI2|
Server Manager(AtH #2|Xt) H O|X[0ll M "Shared Secret(3F® & 3)" & Atoll sHE Aol CH
5 2% 958 Al YT LICHRADIUS Aol AHA Zol=of fet 2% 23 B2 o
MeIZE 70 S B0 %5 2B TESOF B

4. RADIUS MM ME R 1 &S M7HELICH RADIUS MO olal| HolEl ALZXt 2 &1 7|
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2 CH Qo AF2AF 12 ZHo| S = 0| 2hME £ & LICH RADIUS Mo 2 10| A Alulst
Al & Alof §lolg &relstL|ct.

F show BHE2 =3 CIHZE[E € oM X HE[=O(SSE D e, 0| ES AE5HH show B
E3o EM A1 E & = UaLCHL

2 Q15 2 EAPS BT ClZ 212 £ T5tT siAISHE Widoll ChE 4T3t MM HEE

1: debug BB S A=-st7| ol ClH BP0l CiEt S HEE HESAAL.

- debug dot11 aaa authenticator state-machine - 22t0|1EQ} 215 M ZHo| EA O =2 B M
(EE MEf)E EAIBLICH 22 43Xl Q50| H2iLct,
*Mar 1 02:37:46.846: dot1l_auth_dot 1x_send_id_req_to_client: Sending
identity request to 0040.96ac. dd05
*Mar 1 02:37:46.846: dot1ll_auth_dot 1x_send_id_req_to_client:

0040. 96ac. dd05 timer started for 30 seconds

*Mar 1 02:37:46.930: dotl1l_auth_dot1x_run_rfsm Executing

Acti on( CLI ENT_WAI T, EAP_START) for 0040. 96ac. dd05

*Mar 1 02:37:46.931: dotl1l_auth_dot 1x_send_id_req_to_client:
Sending identity request to 0040.96ac.dd05 (client)

*Mar 1 02:37:46.931: dotll auth_dot1x_send_id_req_to_client: dient
0040. 96ac. dd05 timer started for 30 seconds

*Mar 1 02:37:46.938: dot1l_auth_dot1x_run_rfsm Executing
Action(CLI ENT_WAIT, CLI ENT_REPLY) for 0040.96ac. dd05

*Mar 1 02:37:46.938: dot1l_auth_dot 1x_send_response_t o_server:
Sending client 0040.96ac.dd05 data (User Name) to server

*Mar 1 02:37:46.938: dot1l_auth_dot 1x_send_response_t o_server:
Started tiner server_timeout 60 seconds

*Mar 1 02:37:47.017: dot1l_auth_dot 1x_run_rfsm Executing

Act i on( SERVER_WAI T, SERVER_REPLY) for 0040. 96ac. dd05

*Mar 1 02:37:47.017: dot1l1_auth_dot 1x_send_response_to_client:
Forwarding server message(Challenge) to client 0040.96ac.dd05
*Mar 1 02:37:47.018: dot11_auth_dot 1x_send_response_to_client:
Started tiner client_timeout 20 seconds

*Mar 1 02:37:47.025: dot1l_auth_dot1x_run_rfsm Executing
Action(CLI ENT_WAIT, CL | ENT_REPLY) for 0040.96ac. dd05

*Mar 1 02:37:47.025: dot11_auth_dot 1x_send_response_t o_server:
Sending client 0040.96ac.dd05 data(User Credentials) to server
------------------- Lines Oritted for sinplicity-------------------
*Mar 1 02:37:47.030: dot1l_auth_dot 1x_send_response_to_client:
Started tiner client_timeout 20 seconds

*Mar 1 02:37:47.041: dot1l_auth_dot1x_run_rfsm Executing Action
(SERVER _WAI T, SE RVER_PASS) for 0040. 96ac. dd05

*Mar 1 02:37:47.041: dot1l_auth_dot 1x_send_response_to_client:
Forwarding server message (Pass Message) to client

0040.96ac.ddo5

*Mar 1 02:37:47.042: dot1l_auth_dot 1x_send_response_to_client:
Started tiner client_timeout 30 seconds

*Mar 1 02:37:47.043: %OO0T11- 6- ASSOC. Interface DotllRadioO,
Station TACWEB 0040 .96ac.dd05 Associated KEY MGMT[NONE] (Client stays
associated to the access point)

2t1: 12.2(15)JA O|T Cisco I0S Software ZZ|A0ME O] debug HE | 22 debug
dot11 aaa dot1x state-machine &JL|C}.
. debug dot11 aaa authenticator process - Z2t0[HEQ} CIF Mu] 7to| F4roil CHEF 71 CHEt
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o424
[N

=2 EZAFLICHEI: 12.2(15)JA 0| 9| Cisco 10S Software 2 E2|A 0| M= 0| debug
9| 12 debug dot11 aaa dot1x process I LIC}.

- debug radius authentication(C|H 1 radius 215) - MH{2} 22I0|HE 7HO| RADIUS &2 &
AELICH o]l ¥4 2 & Ct APo ofsi E2|X|ELict Almgt eI5of CHEt &=Lt
*Mar 1 02: 34:55.086: RADI US/ ENCODE(00000031): Orig. conponent type = DOT11
*Mar 1 02:34:55.086: RADIUS: AAA Unsupported Attr: ssid [264] 5
*Mar 1 02:34:55.086: RADIUS: 73 73 69 [ssi]

*Mar 1 02: 34:55.086: RADIUS: AAA Unsupported Attr: interface [157] 3
*Mar 1 02:34:55.087: RADIUS: 32 [2]
*Mar 1 02:34:55.087: RADI US(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.087: RADI US/ ENCODE(00000031): acct_session_id: 47
*Mar 1 02:34:55.087: RADI US(00000031): Config NAS | P: 10.0.0.106
*Mar 1 02:34:55.087: RADI US(00000031): sending
*Mar 1 02:34:55.087: RADI US(00000031): Send Access-Request
to 10.0.0.3 :164 5 id 1645/61, len 130
*Mar 1 02:34:55.088: RADIUS: authenticator OF 6D B9 57 4B A3 F2 OE -
56 77 AMA 7E D3 C2 26 EB
*Mar 1 02:34:55.088: RADIUS: User-Name [1] 8 "wirels"
*Mar 1 02:34:55.088: RADIUS: Franed-Mru [12] 6 1400
*Mar 1 02:34:55.088: RADIUS: Called-Station-1d [30] 16 "0019. a956. 55c0"
*Mar 1 02: 34:55.088: RADI US: Ccalling-Station-Id [31] 16 "0040.96ac.ddos"
*Mar 1 02:34:55.088: RADIUS: Service-Type [6] 6 Login [1]
*Mar 1 02: 34:55.088: RADI US: Message- Aut henti cat o[ 80] 18
*Mar 1 02:34:55.089: RADIUS: 73 8C 59 C4 98 51 53 9F 58 4D 1D EB A5
4A AB 88 [s?Y??QS?XM???2J7?7]
*Mar 1 02: 34:55.089: RADIUS: EAP- Message [79] 13
*Mar 1 02:34:55.089: RADIUS: NAS-Port-Id [87] 5 "299"
*Mar 1 02:34:55.090: RADIUS: NAS-1P-Address [4] 6 10.0.0.106
*Mar 1 02:34:55.090: RADIUS: Nas-ldentifier [32] 4 "ap"
*Mar 1 02: 34:55.093: RADI US. Received from id 1645/61
10.0.0.3 :1645, Access-Challenge, len 79
*Mar 1 02:34:55.093: RADIUS: authenticator 72 FD C6 9F Al 53 8F D2 -
84 87 49 9B B4 77 B8 973
--------------------------- Lines Omtted----------mmmmmmi oo
*Mar 1 02:34:55.117: RADI US(00000031): Config NAS | P: 10.0.0.106
*Mar 1 02:34:55.118: RADI US/ ENCODE(00000031): acct_session_id: 47
*Mar 1 02:34:55.118: RADI US(00000031): Config NAS | P: 10.0.0.106
*Mar 1 02:34:55.118: RADI US(00000031): sending
*Mar 1 02:34:55.118: RADI US(00000031): Send Access-Request to
10.0.0.3 :164 5 id 1645/62, len 168
*Mar 1 02:34:55.118: RADIUS: authenticator 49 AE 42 83 C0 E9 9A A7 -
07 OF 4E 7C F4 C7 1F 24
*Mar 1 02:34:55.118: RADIUS: User-Nanme [1] 8 "wirels"
*Mar 1 02:34:55.119: RADIUS: Franed-Mru [12] 6 1400
---------------------------------- Lines Omtted-----------------------
*Mar 1 02:34:55.124: RADI US. Received from id 1645/62
10.0.0.3 :1645, Access-Reject, len 56
*Mar 1 02:34:55.124: RADIUS: authenticator A6 13 99 32 2A 9D A6 25 -
AD 01 26 11 9A F6 01 37
*Mar 1 02:34:55.125: RADIUS: EAP- Message [79] 6
*Mar 1 02:34:55.125: RADIUS: 04 15 00 04 [???7]
*Mar 1 02: 34:55.125: RADI US: Reply-Message [18] 12
*Mar 1 02:34:55.125: RADIUS: 52 65 6A 65 63 74 65 64 OA 0D
[Rejected??]
*Mar 1 02:34:55.125: RADIUS: Message- Aut henti cat o[ 80] 18
*Mar 1 02:34:55.126: RADI US(00000031): Received fromid 1645/62
*Mar 1 02:34:55.126: RADI US/ DECODE: EAP- Message fragnents, 4, total 4 bytes
*Mar 1 02:34:55.126: RADI US/ DECODE: Repl y- Message fragnents, 10, total 10 bytes
*Mar 1 02:34:55.127: %O0T11-7- AUTH FAI LED: Station
0040.96ac.dd05 Authentication failed
- debug aaa authentication—Z 2t 0|1 E C|HIO|AQ} QIE AMH 7+o| Q5 of CHEt AAA B S
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