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Press RETURN to get started!
Translating "CISCO-CAPWAP-CONTROLLER"...domain server (255.255.255.255)

%CAPWAP-5-CHANGED: CAPWAP changed state to DISCOVERY

status of voice _diag_test from WLC isfalse

%SSH-5-ENABLED: SSH 2.0 has been enabled

Logging LWAPP message to 255.255.255.255.

%CDP_PD-4-POWER_OK: 15.4 W power - NEGOTIATED inline power source

%L INK-3-UPDOWN: Interface Dot11Radiol, changed state to up

%L INK-3-UPDOWN: Interface Dot11Radio0, changed state to up



%L INEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radiol, changed state to up

%SY S-6-LOGGINGHOST_STARTSTOP: Logging to host 255.255.255.255 started - CLI initiated

%LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to up Translating "CISCO-LWAPP-CONTROLLER"...dor

%CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer_ip:

peer_port: 5246

%CAPWAP-5-CHANGED: CAPWAP changed state to

%CAPWAP-5-DTLSREQSUCC: DTLS connection created sucessfully peer_ip:

peer_port: 5246

%CAPWAP-5-SENDJOIN: sending Join Request to

%CAPWAP-5-CHANGED: CAPWAP changed state to JOIN



%CAPWAP-5-CHANGED: CAPWAP changed state to CFG

%L WAPP-3-CLIENTERRORLOG: Operator changed mode for 802.11g. Rebooting.

%L INK-5-CHANGED: Interface Dot11Radio0, changed state to administratively down

%SY S-5-RELOAD: Reload requested by CAPWAP CLIENT. Reload Reason: Operator changed mode for 802.11g.

%LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to down |OS Bootloader - Starting system.
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LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to up

%CAPWAP-3-ERRORLOG: Not sending discovery request AP does not havean Ip !!

Ol

hzm:
i

capwap ap ip address <ip> <mask>

capwap ap ip default-gateway <ip>

R
rot

capwap ap controller ip address

AUE AP7E UKX|BFWLCRH 416

DNS(Domain Name System) £ Q10|

<Date & time>

Not in Bound state.
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%CAPWAP-3-ERRORLOG: Could Not resolve CISCO-CAPWAP-CONTROLLER.local doamin
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"capwap ap {primary-base | secondary-base | tertiary-base}controller-name controller-ip-address"

J>

P7l ZHEEE{0| S5 Eklo{ QI E 2t SSID(Service Set Identifier)0d| CHEF EZ2EIFHAE T} Of
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(4402-d) >config wlan apgroup interface-mapping add <ap group name> <wlandi> <interfacename>

S A AH:
AP & of2of M LAN(WLAN)S F=7H5H AL,

28 Abed 2

AP7} A2 IiIOI CDP(CISCO Discovery Protocol) L|O|EH0| EAIZ|X| to M AP & AQ|%|7F 2F
H

Dec 908:42:35.836 UTC: RSTP(10): sending BPDU out Te3/0/47STP: pak->vlan_id: 10

Dec 908:42:35.836 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable stateSTP: pak->vlan_id: 1
Dec 909:47:32.651 UTC: %ILPOWER-5-DETECT: Interface Te3/0/47: Power Device detected: |EEE PD

Dec 909:47:33.651 UTC: %I LPOWER-5-POWER_GRANTED: Interface Te3/0/47: Power granted

Dec 909:47:53.545 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable state

Dec 909:48:10.955 UTC: %I LPOWER-5-DETECT: Interface Te3/0/47: Power Device detected: |IEEE PD

Dec 909:48:11.955 UTC: %ILPOWER-5-POWER_GRANTED: Interface Te3/0/47: Power granted

Dec 909:48:32.114 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable state
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*spamApTask6: Jun 01 17:17:55.426: %L WAPP-3-AP_DEL: spam_lIrad.c:6088 1c:d1:e€0:43:1d:20: Entry deleted for AP: 10.209.36.5 (5256) reason : AP
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

cop High Availability

COP State 7 AP Heartbeat Timeouwt(1-30)
Ethernet Interfaced DF State Local Mode AP Fast Heartbeat Timer State
H-REAP Mode AP Fast Heartbeat Timer State
AP Prmary Discovery Timeout(30 to 3400)
Back-up Primary Controller [P Address
radio Slots DP State Back-up Primary Controller name
0 Back-up Secondary Controller IP Address

Back-up Secondary Controller name

i

J
v
L
v
i

Cd
v
7
4

1
2
3 TCP MSS

Login Cradantials Global TCP Adjust MSS

Username AP Retransmit Config Parameters
Password
AP Retransmat Count

Enable Password
AP Retransmat Interval

M AL|adolMo M AP TS AT oM oj7iH+E HEste M

0l

EA|7t 8t 3 ALO|Eof Bt SHE E| = 732 Retransmit count 2! Retransmit interval £ AP EX|E SHE
sruick
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General Credentials | Interfaces High Awvailability Inventory Advanced

Regulatory Domains B02.11bg:-A 802.11a:-N Power Over Ethernet Settings

Country Co y » o alame

Country Code NZ (New Zealand) - PoE Status

Protocol J
snn EXScamary Prosoes Pre-standard 802.3af switches
AP Gro Name F I —
Sl defouk-grovp v Power Injector State
Statsstics Timer 180
AP Core Dump
Rogue Detection J
AP Core Dump Enabled

Telnet

SeM AP Retransmit Config Parameteérs

TCP Adjust M55 AP Retransmit Count 4 v
Link Latency AP Retransmit [nterval . | v

Enable Link Latency

EX AP ofZ{{oflAM AP AT S Zim|2cfo]M o7+ 2 BHAES e S M
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« Cisco0ll M M35t ZE &xle 7IBHMoR |R% 7[7H0 104! QIE M7t MSE Lt

« 0| RIZBME Cisco WLCEH AP ZHo| 015 2 £&dte= ol AFSEILCH

« AP 2 WLCE QB ME AF235104 DTLS(Secure Datagram Transport Layer Security) E{'E S
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*Sep 13 18:26:24.000: %CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer_ip: 10.1.1.1 peer_port: 5246
*Sep 13 18:26:24.000: %CAPWAP-5-CHANGED: CAPWAP changed state to

*Sep 13 18:26:24.099: %PK|-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed.

The certificate (SN: XXXXXXXXXXXXXX) hasexpired. Validity period ended on 19:56:24 UTC Aug 12 2018

*Sep 13 18:26:24.099: %L WAPP-3-CLIENTERRORL OG: Peer certificate verification failed

*Sep 13 18:26:24.099: %CAPWAP-3-ERRORLOG: Certificate verification failed!

=X 2: =4I AP7} O] wLCO| Z@I5tK| et&LCt
APOl CHEF 2&0i CHEH 22 27 7F EAIELICH

[*09/09/2019 04:55:26.3299] CAPWAP State: DTL S Teardown
[*09/09/2019 04:55:30.9385] CAPWAP State: Discovery
[*09/09/2019 04:55:30.9385] Did not get log server settings from DHCP.



[*09/09/2019 04:55:41.0000] CAPWAP State: DTL'S Setup
[*09/09/2019 04:55:41.3399] Bad certificate alert received from peer.
[*09/09/2019 04:55:41.3399] DTLS: Received packet caused DTL S to close connection

i
1.NTPE CLIE 83 £+82 2 AlZtS Bl Mststn H-src

(Cisco Controller)> config time ntp delete 1
(Cisco Controller)> config time manual 09/30/18 11:30:00

2.NTPE GUIE S5l AlZH2 522 H|gAdststn AxistLct.

EF M Controller > NTP > Server > Commands > Set Time LFEl NTP A& X|7HEfLIC}.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Commands Set Time

Download File

Upload File Current Time Tue Jan 31 17:47:08 2023
} Reboot
Date
} Restart )
Month January il
Config Boot ) i
Day 31 ¥
} Scheduled Reboot :
Year 2023
Reset to Factory E—
Default
Set Time Time
Login Banner - -
ogin n Hour 17 v
» Redundancy
Minutes _4?
Seconds 8
Timezone
Delta hours ID | mins a
Location® -Select Location-
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2. ZAE E840ll M MIC(Manufacturer Installed Certificate) S H|& 443 &fL|Ct. o] B

=
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(Cisco Controller)> config ap cert-expiry-ignore mic enable

HELP
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