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<tfroot>

(Cisco Controller) >show client detail 24:77:03:19:fb:70

Client MAC AdAress. . ... i i i e 24:77:03:19:fb: 70
Client Username .........eouenrrmnnnnennnneennnnns N/A

AP MAC AddressS. ... vviii i ittt senseansnnsnnss ec:c8:82:a4:5b:c0
AP NamB. . .. e Shankar AP 1042
AP radio STot Id.....oviiiiiininnnenrnnnennnnnnes 1

Cient State.......... ..t Associ at ed

Client NAC OOB State....u'ovirnnennennennnennnnns Access

Wireless LAN Id......iiiiiiiiniiieiinensnnnnnnss 5

Hotspot (802.10U) it iit ittt i e ennnnns Not Supported
BSSI D. .. e ec: c8:82:a4:5b:cb



Connected For ......
Channel.............
IP Address..........
Gateway Address.....
Netmask.............

Association Id......

Authentication Algorithm............. ... ...,

Reason Code.........
Status Code.........
Session Timeout.....
Client CCX version..
Client E2E version..
QoS Level...........
Avg data Rate.......

Burst data Rate.....

Avg Real time data Rate.........coiiiiiiinnnnann.

Burst Real Time data Rate.........ovviirinnrnnnnn

802.1P Priority Tag.

CTS Security Group Tag. .« eeeerrnnnneeernnnnnnns

KTS CAC Capability..

Current Rate........
Supported Rates.....
Mobility State......

Mobility Move Count.

Security Policy Completed......... ...

Pol i cy Manager State

Unknown
Unknown

Unknown

Open System

8021X_REQD



***This proves client is struggling to clear Layer-2 authentication.
It means we have to move to debug to understand where in L-2 we are failing

Policy Manager Rule Created..........cvvuuuuvnnn. Yes

Audit Session ID.......uueisiinnnnaieinnnnnneenn none

AAA ROTE TYPO. .t i it e ettt et nanns none

Local PoTlicy Applied. ... .o none

IPVA ACL Name. ittt ittt ittt s anes none
FlexConnect ACL Applied Status................... Unavailable
IPv4 ACL Applied StatuS......uiiiniinnnnnnnnnnnnn Unavailable
IPVOE ACL Name. ..ottt ittt sa e none

IPv6 ACL Applied StatuS......viiiniinnnnnnnnnnnnn Unavailable
Layer2 ACL Name. ... ...ttt eeananennns none

Layer2 ACL Applied StatuS......couiiiinnnnnnnnnnn Unavailable
MDNS StatusS. ... .uiiiii ittt ittt e e e e e e Enabled
MDNS Profile Name......... .o iiiiiiiiiiiiinannnn default-mdns-profile
No. of mDNS Services Advertised.................. 0

POTiCY TYPE. e ittt ettt e, WPA2
Authentication Key Management...............c..... PSK
Encryption Cipher.. ...ttt CCMP (AES)
Protected Management Frame .............uuuuvnnnn No
Management Frame Protection...................... No

EAP Ty . ittt i et it Unknown
Interface. ..o e e vlan2l

VAN . L e e 21
Quarantine VLAN. .. ... . ittt ittt i e eaaanens 0

Access VLAN. ..ttt it sttt t s 21

Client Capabilities:

CF Pollable.......ovvii i e e e e e e e Not implemented
CF Poll Request......vviiiiiiiiiiiennnnnns Not implemented
Short Preamble.........uiiiiiiniinnnnnnn Not implemented

PBCC. ittt i e it e et Not implemented



Channel Agility......coiiiiiiiiiiiiiiinnnnn Not implemented

Listen Interval......cuuiiiriiiinnnnnnnnennn 10

Fast BSS Transition.......coeuiiinnnnnnnnn. Not implemented

Client Wifi Direct Capabilities:

WFD capable. ...ttt nenn No
Manged WFD capable.........ccciviiiiinn... No
Cross Connection Capable.............coo.. No
Support Concurrent Operation............... No

Fast BSS Transition Details:

Client Statistics:

Number of Bytes Received................... 423
Number of Bytes Sent.............ccviuunn. 429
Number of Packets Received................. 3
Number of Packets Sent..................... 4
Number of Interim-Update Sent.............. 0
Number of EAP Id Request Msg Timeouts...... 0
Number of EAP Id Request Msg Failures...... 0
Number of EAP Request Msg Timeouts......... 0
Number of EAP Request Msg Failures......... 0
Number of EAP Key Msg Timeouts............. 0
Number of EAP Key Msg Failures............. 0
Number of Data Retries............ovueuo.n. 0
Number of RTS Retries..........ciiiuiueenn. 0
Number of Duplicate Received Packets....... 0
Number of Decrypt Failed Packets........... 0
Number of Mic Failured Packets............. 0
Number of Mic Missing Packets.............. 0
Number of RA Packets Dropped............... 0
Number of Policy Errors.................... 0
Radio Signal Strength Indicator............ -18 dBm

Signal to Noise Ratio................cvun. 40 dB



Client Rate Limiting Statistics:

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

Data Packets Received....
Data Rx Packets Dropped..
Data Bytes Received......
Data Rx Bytes Dropped....

Realtime Packets Received

Realtime Rx Packets Dropped......

Realtime Bytes Received..
Realtime Rx Bytes Dropped
Data Packets Sent........
Data Tx Packets Dropped..
Data Bytes Sent..........
Data Tx Bytes Dropped....

Realtime Packets Sent....

Realtime Tx Packets Dropped......

Realtime Bytes Sent......

Realtime Tx Bytes Dropped

Nearby AP Statistics:

Shankar_AP_1602(slot 0)

antennal: 0 secs ago..........u.n

antennal: 0 seCs ago.........vu.n

Shankar_AP_1602(slot 1)

antennal: 1 secs ago.........vu.n

antennal: 1 secs ago.............

Shankar_AP_3502(slot 0)

antennal: 0 secs ago.........vu.n

antennal: 0 seCs ago.........vu.n

Shankar_AP_1042(slot 0)

antennal: 0 secs ago..........u.n

antennal: 0 seCs ago.........vu.n

Shankar_AP_1042(slot 1)

dBm

dBm

dBm

dBm

dBm

dBm

dBm

dBm



antennal: 0 SeCS aQg0. .. uuuuvnvnnvnrrnnnn -50 dBm
antennal: 0 SECS AQ0. .. uuvnvnrnrnrrnnnn -42 dBm

DNS Server details:
DNS server IP ...t 0.0.0.0
DNS server IP ...t 0.0.0.0

Assisted Roaming Prediction List details:

Client Dhcp Required: False

Allowed (URL)IP Addresses

CItHI SEI0|ME EA:

<#froot>

(Cisco Controller) >debug client 24:77:03:19:fb:70

*apf MsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb: 70 Association received fromnmobile on BSSI D 08: cc

*apfMsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb:70 Global 200 Clients are allowed to AP radio

*apfMsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb:70 Max Client Trap Threshold: 0 cur: 0

*apfMsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb:70 Rf profile 600 Clients are allowed to AP wlan

*apfMsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb:70 Applying Interface policy on Mobile, role Unas

*apfMsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb:70 Re-applying interface policy for client

*apfMsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb:70 0.0.0.0 START (0) Changing IPv4 ACL 'none' (AC

*apfMsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb:70 0.0.0.0 START (0) Changing IPv6 ACL 'none' (AC



*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:

*apfMsConnTask_4:

*apf MsConnTask_4:

May

May

May

May

May

May

May

May

May

May

May

May

**%*Client entering L2

*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:

*apfMsConnTask_4:

*apfMsConnTask_4:

*apfMsConnTask_4:

*apfMsConnTask_4:

*apfMsConnTask_4:

May

May

May

May

May

May

May
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07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77

authentication stage

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.062: 24:77:

07 17:03:56.062: 24:77:

07 17:03:56.062: 24:77:

07 17:03:56.062: 24:77:

07 17:03:56.062: 24:77:

07 17:03:56.062: 24:77:
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03:

03:
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19:
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19:
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fb:

fb:
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fb:
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fb:
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:fb:
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70

70

70

70
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70
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70

70

70

70

70

70

70

70

70

70

70

70

70

70

apfApplyWlanPolicy: Apply WLAN Policy over PMI
In processSsidIE:4795 setting Central switched
In processSsidIE:4798 apVapIld = 5 and Split Ac
Applying site-specific Local Bridging override
Applying Local Bridging Interface Policy for s
processSsidIE statusCode is 0 and status is O
processSsidIE ssid_done_flag is 0 finish_flag
STA - rates (8): 140 18 24 36 48 72 96 108 0 O
suppRates statusCode is 0 and gotSuppRatesETel
Processing RSN IE type 48, length 22 for mobil
pemApfDeleteMobileStation2: APF_MS_PEM_WAIT_L2.
0.0.0.0 START (0) Deleted mobile LWAPP rule on
Updated location for station old AP ec:c8:82:a
Updating AID for REAP AP Client 08:cc:68:67:1f
0.0.0.0 START (0) Initializing policy

0.0.0.0 START (0) Change state to AUTHCHECK (2

0.0.0.0 AUTHCHECK (2) Change state to 8021X REC(

Central switch is TRUE

Not Using WMM Compliance code qosCap 00
0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP ru
apfMsAssoStatelnc

apfPemAddUser2 (apf_policy.c:333) Changing sta

apfPemAddUser2:session timeout forstation 24:7

Stopping deletion of Mobile Station: (callerId

Func: apfPemAddUser2, Ms Timeout = 0, Session

Sending Assoc Response to station on BSSID 08:



*apfMsConnTask_4: May 07 17:03:56.062: 24:77:03:19:fb:70 apfProcessAssocReq (apf_80211.c:8292) Changing

*spamApTask3: May 07 17:03:56.065: 24:77:03:19:fb:70 Sent 1x initiate message to multi thread task for
*Dot1x_NW_MsgTask_0: May 07 17:03:56.065: 24:77:03:19:fb:70 Creating a PKC PMKID Cache entry for statio
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Resetting MSCB PMK Cache Entry 0 for statio
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Removing BSSID ec:c8:82:a4:5b:cb from PMKID
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Setting active key cache index 0 ---> 8
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Setting active key cache index 8 ---> 0
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Adding BSSID 08:cc:68:67:1f:fb to PMKID cac

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: New PMKID: (16)

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: [0000] d7 57 8e ff 2b 27 01 4e 93 39 Ob 1c 1f 46 d2 da

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Initiating RSN PSK to mobile 24:77:03:19:fb
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 EAP-PARAM Debug - eap-params for Wlan-Id :5
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 dotlx - moving mobile 24:77:03:19:fb:70 1int
*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 EAPOL Header:

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 00000000: 02 03 00 5f

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Found an cache entry for BSSID 08:cc:68:67:

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066:

24:77:03:19:fb: 70 Found an cache entry for BSSID 08:cc:68:67:1f:fb in PWID cache at index 0 of station

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: Including PMKID in ML (16)

*Dot 1x_NW MsgTask_0: May 07 17:03: 56. 066: [0000] d7 57 8e ff 2b 27 01 4e 93 39 Ob 1c 1f 46 d2 da

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Starting key exchange to nobile 24:77:03: 19:

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb: 70 Sendi ng EAPOL- Key Message to npobile 24;77: 0
state I NITPMK (nmessage 1), replay counter 00.00.00.00.00.00.00. 00

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb: 70 Sendi ng EAPOL- Key Message to npobile 24:;77: 0:

state I NITPMK (nmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Allocating EAP Pkt for retransmission to mo



*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 mscb->apfMsLwappLradNhMac = b0O:fa:eb:b8:f5:

*Dotlx_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 mscb->apfMsBssid = 08:cc:68:67:1f:f0 mscb-

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 dotlxcb->snapOrg = 00 00 00 dotlxcb->eapol

*Dot1x_NW_MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 mscb->apfMsLwappMwarPort = 5246 mscb->apfM
*Dot1x_NW_MsgTask_0: May 07 17:03:56.069: 24:77:03:19:fb:70 Received EAPOL-Key from mobile 24:77:03:19:
*Dot1x_NW_MsgTask_0: May 07 17:03:56.069: 24:77:03:19:fb:70 Ignoring invalid EAPOL version (1) in EAPOL
*Dotlx_NW_MsgTask_0: May 07 17:03:56.069: 24:77:03:19:fb:70 Received EAPOL-key in PTK_START state (mess

*Dotlx_NW_MsgTask_0: May 07 17:03:56.069: 24:77:03:19:fb:70 Received EAPOL-key M2 with invalid MIC from

*osapi BsnTinmer: May 07 17:03:56.364: 24:77:03:19:fb: 70 802. 1x 'tinmeoutEvt' Tiner expired for station 24:

#%%|___ MIC error due to wrong preshared key

*dot IxMsgTask: May 07 17:03:56.364: 24:77:03:19:fb: 70 Retransmt 1 of EAPOL-Key ML (length 121) for nob
*dotlxMsgTask: May 07 17:03:56.364: 24:77:03:19:fb:70 mscb->apfMsLwappLradNhMac = bO:fa:eb:b8:f5:12 msc

*dotlxMsgTask: May 07 17:03:56.364: 24:77:03:19:fb:70 mscb->apfMsBssid 08:cc:68:67:1f:f0 mscb->apfMs,

*dotlxMsgTask: May 07 17:03:56.365: 24:77:03:19:fb:70 dotlxcb->snapOrg = 00 00 00 dotlxcb->eapolWepBit
*dotlxMsgTask: May 07 17:03:56.365: 24:77:03:19:fb:70 mscb->apfMsLwappMwarPort = 5246 mscb->apfMsLwapp
*Dot1x_NW_MsgTask_0: May 07 17:03:56.366: 24:77:03:19:fb:70 Received EAPOL-Key from mobile 24:77:03:19:
*Dot1x_NW_MsgTask_0: May 07 17:03:56.366: 24:77:03:19:fb:70 Ignoring invalid EAPOL version (1) in EAPOL
*Dotlx_NW_MsgTask_0: May 07 17:03:56.366: 24:77:03:19:fb:70 Received EAPOL-key in PTK_START state (mess

*Dotlx_NW_MsgTask_0: May 07 17:03:56.366: 24:77:03:19:fb:70 Received EAPOL-key M2 with invalid MIC from

*osapi BsnTinmer: May 07 17:03:56.764: 24:77:03:19:fb: 70 802.1x 'tinmeoutEvt' Tiner expired for station 24:

#%%|___ MIC error due to wrong preshared key
742
= -
timeoutEvt M2 7|2| B2 EEIO[HI/NIC 27 MHEY == UAXIBH 74E Ul 22X & stLt= PsK Y= 0f CHaH 2 RE A B

(HARR T ¢i8/54 BX 5)8 U2istT 7Y 4 9= ALSKLIC

ALIEI2 2: M T 7| BIEA(792x/9971) 0| FM "Leaves Service Area(AH|A 2404 S 2)"9F M4AL|X| ot

Bx:7925G HEAM AP o174 Mlnl - S35} Alull: TSPEC QOS Z&10| eI x|5tX| oF S
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https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872

EE=X

Cisco Unified Wireless |P PhoneS S8 WLAN

25 g e

AIR-CT5508-50-K9 // (10| == 37|

ClHZ 2 273:

<tfroot>

apf MsConnTask_1:

*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT
*apfMsConnT

*apfMsConnT

Vol P Cal

ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
ask_1: xx
Fail ure:

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

" AX:

xx:50:xx.

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX:

:50:

:50:

50:

50:

50:

50:

50:

50:

50:

50:

50:

50:

50:

50:

50:

50:

1x:

***Means platinum QoS was not

1x:xx PM

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX.

XX:

XX XX XX:50:XX.XXX:

XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
XxXx: Ix:xx:1x:
xx: xx' client,

HEEHE HAllols M3t 552 5{85tK| af&Lch

1x: xX: 1x: xX: Xx: XX Associ ation received fromnobile on AP 3x: xX: cX: ¢

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX

XX XX T XX

0.0.0.0 START (0) Changing IPv4 ACL 'none' (ACL
0.0.0.0 START (0) Changing IPv6 ACL 'none' (ACL
Applying site-specific Local Bridging override
Applying Local Bridging Interface Policy for st
processSsidIE statusCode is 0 and status is O
processSsidIE ssid_done_flag is 0 finish_flag
STA - rates (4): 130 132 139 150000000 0
suppRates statusCode is 0 and gotSuppRatesElem
STA - rates (12): 130 132 139 150 12 18 24 36 4
extSuppRates statusCode is 0 and gotExtSuppRat
Processing RSN IE type 48, length 22 for mobile
CCKM: Mobile 1is using CCKM

Received RSN IE with O PMKIDs from mobile 1x:xx
Setting active key cache index 8 ---> 8
unsetting PmkIdvalidatedByAp

Sending Assoc Response to station on BSSID 3x:x

Scheduling deletion of Mobile Station: (caller

detected by 'xx-xx-xx'" AP on radio type '802.11b/g' . Ree

configured on WLAN



Client Excluded: MACAddress: 1x:xx: 1x:Xxx: xX:xx Base Radi o MAC : 3x: xx: cx: 9x:x0:x0 Slot: 1 User Nane:

2E

WLCO| C|HaE AP7F 44 HEf 2= 2012 BHEHE mf 7925G7F Aol Almete 2EodF LIt

WLAN ZHI|2zlo|Me 2 QI SHE A 75 o] TSPEC(Traffic SPECification) 278 ME QILICE ¢S Al 5= WLAN 7925GE

0]l 2} Platinum(UP 6,7)0] of i Silver(UP03)°| QoS ZZEZ FTMELICE o|Z Qs WLANO] ofst sieAllo] 24 ERfE/SEf
= mEtof et TSPEC 2 UR|7| eh M5l 0, 22X 2 APERE|Q| HE 7| gragh|ch

1]

7925G HEAME O 2 EH3| Platiinuml| QoS T2 EE AF835101 M2 WLANS M5t n, MHE 2 Aralof et 79256 +5 7+

Cisco Unified Wireless | P Phone 7925G, 7925G-EX 2! 7926G & MM

SHEA T HEEH 2T SHZEELICH

AlLHE|L 3: EEH0IAETF wPAO CH3H 7 A E[RFX|2F AP7F WPA20| CHEH A BH T EIQA& LT

C|HO EEt0|HE <mac addr>:

<ffroot>

Wed May 7 10:51:37 2014: xx.XX.XX.XX.XxX.Xx Scheduling deletion of Mobile
Station: (callerld: 23) in 5 seconds
Wed May 7 10:51:37 2014: xX.XX.XX.XX.XX.XX apfProcessProbeReq

(apf_80211.c:4057) Changing state for mobile xx.xx.xx.xx.xx.xx on AP

fromldle to Probe

***Controller adds the new client, nmoving into probing status

Wed May 7 10:51:37 2014: xx.xX.XX.XX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:38 2014: xx.xX.XX.XX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:38 2014: xx.xX.XX.XX.XX.XX Scheduling deletion of Mobile

dwpv\


https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf

Station: (callerId: 24) in 5 seconds

***AP is reporting probe activity every 500 ns as configured

Wed May 7 10:51:41 2014: xx.xX.xXX.XX.XxX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:41 2014: xx.xX.xXX.XX.XxX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:41 2014: xx.xX.xXX.XX.XxX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:41 2014: xx.xX.xXX.XX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.XX.xXX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.xXX.XX.XxX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.XX.XX.XxX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.xXX.xXX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:49 2014: xx.xx.xX.xX.xX.xx apfMsExpireCallback (apf_ms.c:433)
Expiring Mobile!

Wed May 7 10:51:49 2014: xx.xX.xX.xXX.XX.xXX 0.0.0.0 START (0) Deleted mobile
LWAPP rule on AP []

Wed May 7 10:51:49 2014: xx.XX.XX.XX.XX.xx Deleting mobile on AP

®

***After 5 seconds of inactivity, client is deleted, never noved into authentication or association phas

AlLIEZI2 4: AAA BBt EE SEHIE 3 A

=
==

A



olg 2aE +=H5t7| 2l RUNO|| 2273t CIHZ:
(Cisco Controller) > debug mac addr <mac>
(Cisco Controller) > debug aaa events enable(aaa O| I E C|H 1 Ed$}

—
E=

(Cisco Controller) > debug client <mac>
(Cisco Controller) > debug aaa events enable(aaa O| I E C|H 1 E/d$})

o
(Cisco Controller) > debug aaa errorsenable(C|H 1 aaa 2 7 E43h

AAA 91Z AlT{= ERMO| EMEIE B2 SNMP ER S A8 FHLICtH

<tfroot>

*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 Invalid RADIUS message authenticator for mobile 70:f1:a1:69:7b:e7
*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 RADIUS message verification failed from server 10.50.0.74 with id=213. Possible secre
*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 Returning AAA Error 'Authentication Failed' (-4) for mobile 70:f1:a1:69:7b:e7
*radiusTransportThread: Mar 26 17:54:58.054: AuthorizationResponse: 0x4259f944

Ret urni ng AAA Error 'Success' (0) for nobile

Successful Authentication happened, AAA returns access-accept prior to Success (0) to confirm the same.

Ret urni ng AAA Error 'Qut of Menory' (-2) for

**%it's the rare reason. Cisco bug ID CSCudi12582

Ret urni ng AAA Error 'Authentication Fail ed

nobi | e

(-4) for

7':7':-.‘:Pr-o(

nobi | e


https://tools.cisco.com/bugsearch/bug/CSCud12582

**%jts the most common reason seen

AR AE W/EE &St AR E[QIE LI
o HFE7I ZHQlo] ol o HLICt AD FoilM Y ZELct
«  QIBEM MHIATL MOE & SStR| et &L
o Mt QB M7t B2 E|RAHLE AHE F0] ot L Ch.
*  RADIUS} & ZE T HEIRELICH
o AMA FI7H BHZ UHEIJELICH CHARAHE TESHH SSIDE OFEH7HR|LC.
+  Microsoft i X|§ OOl E&fLICt
+  EAPEO|HYLICE
+ 2oto|UE/Mudol R E EAP 0| P K& LICH
« Z2CIo|UE B M7t BEE|RJIHLE AL F0] ob L
2HFUof CHEt AAA 27 AlZH Z 1} BHEH-5)
AAA Server Unreachable(AAA M £ & £7}), 22t0|21E deauth

of:

<ttroot>

Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 Max retransmission of Access-Request (id 100) to 209.165.200.254 reached for mobile 00:13:ce:1a:92:41
Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 [Error] Client requested no retries for mobile 00:13:CE:1A:92:41

Wed Cct 26 20:08:50 2011: 00: 13:ce: la: 92:41 Returning AAA Error 'Tinmeout' (-5) for nobile 00:13:ce: 1a: 92

Wed Cct 26 20:08:50 2011: 00: 13: ce: la: 92:41 Processing AAA Error 'Tineout' (-5) for mobile 00:13: ce: la: ¢
Wed Cct 26 20: 08:50 2011: 00: 13: ce: la: 92:41 Sent Deauthenticate to nobile on BSSI D 00: Ob: 85: 76: d3: e0 sl ¢

Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 Scheduling deletion of Mobile Station: (callerId: 65) in 10

DHHQO| CHEH AAA 27 LIS 2 BHEH.6)

£d0o| Yxletx| ef&LICH AAAE WLCS Olal/Z 8t 2l X| ot FEE st AL fMHE SEERE Zol)E MSHLICh wiLce

Deauth HIA|X|E BT O Fof| LHE 27F HIAIXIE E-LIC} 0d: Cisco {2 ID CSCum83894 AAA Internal Error 2! auth fail with


https://tools.cisco.com/bugsearch/bug/CSCum83894

unknown attributes in access accept.

of:

*radiusTransportThread: Feb 21 12:14:36.109: Aborting ATTR processing 599 (avp 26/6) * radiusTransportThread: Feb 21 12:14:36.109: 40:f0:2f:11:89:fc

DHILE AAA 27 M ei5(-7)2 BHEHErLICH
Radius7t MCHZ T HE|X| 7L X[ E[X| of= ZHu|ado|ME AL S LIt

of:

*Jun 22 20:32:10.229: 00:21:€9:57:3c:bf Returning AAA Error 'No Server' (-7) for mobile 00:21:€9:57:3c:bf * Jun 22 20:32:10.229: AuthorizationRespons

AlLt2|2 5: 2Et0IME T APOl| 45t K| R &

AEE Ll

C|H S2H0|HE <mac addr>

M
axl

-+ 2

[0
ElI
e

BSSID 00:26:ch:94:44:cO(4 Elf 0) ApVapld 1 £ 00| A AE|0|Mol Assoc S &

- £R0=B/G(24) EICIL

« &R 1=A() LI

»  Assoc Response Status 0 = Success= & &L Ch.

HEj 00| OFLI CHE ZE W2 AmidLich

OH

E o4 & AEf ZE £ 802.11 9473 ArEH. 802.11 Deauth 0|8 FE0M 3 4 Q&Lct

ALIEIR 6: 8 F AlZt =T Z QI

ot

Zcto|ME A4 sl

A8 E ClH:


https://community.cisco.com/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055
https://community.cisco.com/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055
https://community.cisco.com/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055
https://community.cisco.com/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055

C|H E20|AHE <mac addr>

T MEgEa
AP0 M Idle-Timeout ==& 00:26:¢b:94:44:¢0, £ % 0(STA 00:1e:8c:0f:a4:57)

gl
AL
o

apfMsDeleteByMsch deleteReason 4, reasonCode 42 Al &35l0{ AMA|E ZHF of o

1% LHofl 2HtY AE|O]M(calerld: 30)2| Af Al of &

apfMsExpireCallback (apf_ms.c:608) BtZ 04|% = HF!
BSSID 00:26:cb:94:44:c0 slot O(caller apf_ms.c:5094) A ZHILUZ QI

XS
£l eajzio|

Eoto|Eo M =24l

& AlZH2 300X ILICH.
7t X &t

AL=N

oA W
WLCO|AM &1 EF = WLCO| A WLANGUI>>Controller>>General THRI2 S5 Al

ALIEIR 7: MM Alzh =32 QI8 Z2t0|ME A4 siiA|

AEE ClH:

C|H F2I0|HE <mac addr>

Ao
AL
ot

__rL

]

=
Ol El 7|ZHZ 1= 4k 1800 )01 Lt & L|C}.
= =E Y

WEBAUTH AFEAL7F WEBAUTHE CHA| &=

o A8 W
WLCOIAM WLANE MM AlZE KBt
HZAo =z Qlst Zeto|ME A sliA|

—o—

AlLIZ|2 8: WLAN

£ =2|7{L} GUI>WLAN>ID>AdvancedH|

&7} GUI>WLAN>ID>>Advanced.

Mst 23
apfMsExpireCallback (apf_ms.c:608) Expiring Mobile! apfMsExpireM obileStation (apf_ms.c:5009) Changing state for mobile 00:1e:8c:0f:a4:57 on AP O

gasterLIct



AEE Ll

C|H S2H0|HE <mac addr>

M
T

?.

ek

21

Ho
AL

apfSendDisA ssocM sgDebug (apf_80211.¢:1855) Changing state for mobile 00:1e:8¢:0f:a4:57 on AP 00:26:ch:94:44:¢c0 from Associated to Disassociated

P
r

2
(KA
o
>

OZE WLANS £H35IcdH WLANS H|E Mo CHA| &8st

=?=I-
my
0%
E

o
rr
o2

>

42 SEULICH WLANO| HEE|T 22t0|MEE AZES B CHA| AZFLICH

0

AlLEEI2 9: WLCOIM =5 AfA|Z QIE 22t0IAE 47 sHiA|

A8 E ClH:

C|H S2H0|HE <mac addr>

M
axl

__rL

ek

27

Ho
AL

apfMsDeleteByM sch Scheduling mobile for deletion with deleteReason 6, reasonCode 1 Scheduling deletion of Mobile Station: (callerld: 30) in 1 seconds

=4

GUIOIM: EEI0|HE XA

CLI04|Af: config client deauthenticate <mac addr ess>

AlLIEI2 10: Q15 A|zt =12 Qlst 20| E 244 Sl

A8 E ClH:

C|H S2t0|HE <mac addr>

AM
]

__I.L

ek

2

MO
AL

Retransmit failure for EAPOL-Key M3 to mobile 00:1e:8c:0f:a4:57, retransmit count 3, msch deauth count O Sent Deauthenticate to mobile on BSSID 00::



Zoto[E =20, 2o 7, 1B M &8 F /Mool E' Lt

AL 11: AP M MY (T /AE) 22 Qe 220 E A4 SHix|

AEE LI

C|H E2}0|HE <macaddr>

T Mst 27

Mo
AL
et

Cleaning up state for STA 00:1e:8c:0f:a4:57 due to event for AP 00:26:ch:94:44:¢c0(0) apf SendDisAssocM sgDebug (apf_80211.¢:1855) Changing state for

AP7t 2EI0|HEE A4 A5t XIEt wiLCcE 52 ATAstX| e& L.

Les sarelLin

AILFEI2 12: 802.1X "timeoutEvt" 2| Symantec 220|HE 2 X

=8l

Symantec 2 ZE 01§ AAlst= Z2t0|FETH HIAIX| 802.1X EFO|Het 247 timeoutEvt. SHAIE|RA&LICH O] EtO|HE= AE|0[4of
CHaH BH2 E[RIoH HIAIXK| = M3oi| CHal BH= E|R{& LICH

EAP/Eapol Z 2 M|A £ intel/Broadcom ZFE 0 M AFR £l A/G EIC|29 A#teio] 2t 2 E|X| f&LICH wep, wpa-pskE ASstE 7B

o= X7t gi&Lct.

E-Fal

WLC ZEE 5235K| et Lich
AP-ZE FH.-RF 2H IcQlL|Ct

wlan 3 - WPA2+802.1X PEAP + mshcapv2
SSID



rr

HREFHAEQL|C

RADIUS ME nps 2008.
Symantec CHE[HFO|BHA AZ EQo{E 2 pcofl Ax|E LIct

Asus, Broadcom, Intel - win7, win-xp AHS

02
o
fjo

g 0S- Windows 7 2! xp

0Q
oo
mjo
nz
rr

£ o{EHE] - Intel(6205) & Broadcom

02
o
o

= ECOIH/MEEIHE - 15.2.0.19, 7|2 MECIZHEE ALSELCE

OF
my

iy

win7 & xpOll A Symantec IE{Z B & X &3t g HIEYSHELICH Win7 & XP 0S| B Symantec 2 A| LTt

ok

ClHa &34:

*dotIxMsgTask: Apr 12 11:45:39.335: 84:3a:4b:7a:d5:ac Retransmit 1 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Af
*dotIxMsgTask: Apr 12 11:45:44.336: 84:3a:4b:7a:d5:ac Retransmit 2 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Af
*dotIxMsgTask: Apr 12 11:45:49.336: 84:3a:4b: 7a:d5:ac Retransmit 3 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b: 7a:d5:ac * osapiBsnTimer: Ag



115200 O 22 AMEEO| JU&LICHOI™ KT M T LIEHE).
~client APHIA M1 7+ 27|

-client7k M2 M &

-Z22lo|HE T AP M3 7HK4 27|

-clientE M4& ™&35H7| ©oi| M mlo{eto|= 7|1& F gt

- 2CIOIUETH M 7| APE 25 8HEI MAE &5t MAHAIXIE "siS 2 7"2 ATMIELICH

-WLC C|HH E2t0|HEHM M3 RS 9|

A
ALt sZE Y2 Symantec2 AM7Hst=E LI

- SymantecOl| M E 2[7{EF Windowsoll 1= HIILICH EAPELOIHE ZH3HE O EXE A K| ef&LCh



- 0| 2X|et #E5t0d Cisco TACE GE S = AL AHE Symantec 2 Microsoftof] & & L|Ct

AL 13: AR Z 71 HZEI mDNS7F /= Z210|91E0i CHEH Air Print Service7t EAIE|X| o2

MDNS &+ Z 7} 7X{ /o™ Z2t0[AETt Apple FLHE Z2H0IAUE FR|0IAM AirPrint MH|AE XMB st HRIE & + el&aLCH

=4

5508 WLC ! 7.6.100.0

mMDNS A5 Z 7} 45 E|TH WLCO| MH|A MM ofzHol| AirPrint MEIAE M3 35t= ClHO|A 7 LEJE LICH
ZF mDNS ZZE2 WLAN % QIE{H o|A 0| SHI2H OB E|A&LICt

0{%15| 22t0|HE M AirPrint CIHIO|AE & £ iaLICH

ANSE CIHI:
C|H S2t0|HE <mac addr>

C|H 1 mdnsall enable

*Bonjour_Msg_Task: Apr 15 15:29:35.640: b0:65:bd:df:f8:71 Query Service Name: _universal._sub._ipp._tcp.loca., Type: C, Class: 1. *Bonjour_Msg_T
*Bonjour_Msg_Task: Apr 15 15:29:35.640: Sending Query Response bonjSpNameStr: _dns-sd._udp.YVG.local ., bonjMsal ServiceName: HP_Photosmart

nx

=k

My

EHO|ME & EE= B XY universa._sub._ipps._tcp.local CHAI EE_universal. sub._ipp._tcp.local _ipp._tcp.local & EXIYS
_ipp._tcp.loca @ A BFLIC

et F=7FE AirPrint MEIATF 2 S5HX| St &LICH AEEIoH HEE REE MH|A EX+Y HP_Photosmart_Printer_1.

WLANOY| DHEE == Zof| S Ut MH|ATH FIHE|UX| B Clutol20d CHa LEFE MH[AE giIt&LICH

ol olgo| FlElz =M@l o|F0| £7HE 2Z 9| dns-sd._udp.YVG 2&2H0|1E 2|2 2I5f WLCHIM Bonjour IiZ!E X EIE £
21=dns-sd._udp.YVG.loca Zd2Z &l LCt

XYE M H7H Snt #redsto] AEE|R&LICH Cisco T ID CSCuj32157 4L|Ct.

51z L

F e sid Y2 DHCP &M 15(= Il 0|F)E HIE H3tst 7Lt ZEt0|AE M Q) 0|F S M7HstE RolA&LICt

AILFEIL 14: AppleiOS Client "Unable to Join the Network" due to Disabled Fast SSID Change(Apple iOS 2 2+0|HE 7} HE T 0l 44

el
1+
To

P
rx


https://tools.cisco.com/bugsearch/bug/CSCuj32157
https://tools.cisco.com/bugsearch/bug/CSCuj32157

CHE 22| AppleiOS CIHIO|AE S8t Cisco WLCHIA] 3tLES| WLANOIA CHE WLANSZ 0|5 & | 72X 2 EX|7} fast SSID
change disabledf 24 & L|C}.

ol ¥4

Z2t0|METL CHE ZEt0|ME it E{T AT 5tH ZHEE2{7F WLANOIAM 2Et0|HEE QB R| R5HA g uct.

rlo

lek2{Q1 41} jOS nable to Join the Network” C|HFO|A Q| "Umessage” &L}
EEI0[¢E EA|
(jk-2504-116) >HIEH 3 2°F B A|

<snip>

o

14 sSsD

AL E ClH

<#root>
(jk-2504-116) >
debug client 1c:e6:2b:cd: da: 9d
(jk-2504-116) >
*apf MsConnTask_7: Jan 30 21:33:14.544: 1c:e6:2b:cd: da: 9d Associati on received from nobile on BSSID 00: 21
***Apple Client initiating switch from one wlan to another. *apfMsConnTask_7: Jan 30 21:33:14.544: 1c:e
*apf MsConnTask_7: Jan 30 21:33:14.544: 1c:e6:2b:cd:da:9d Deleting client imediately since W.AN has char
*apfMsConnTask_7: Jan 30 21:33:14.544: 1c:eb6:2b:cd:da:9d Scheduling deletion of Mobile Station: (calle
*apf Recei veTask: Jan 30 21:33:15.375: 1c:e6:2b:cd:da: 9d Sent Deauthenticate to nmobile on BSSID 00: 21: a0:
*apfReceiveTask: Jan 30 21:33:15.375: 1lc:eb6:2b:cd:da:9d Found an cache entry for BSSID 00:21:a0:e3:fd:
*penRecei veTask: Jan 30 21:33:15.377: 1c:e6:2b:cd:da:9d 192.0. 2. 254 Renpbved NPU entry.

*apfMsConnTask_7: Jan 30 21:33:23.890: 1lc:eb6:2b:cd:da:9d Adding mobile on LWAPP AP 00:21:a0:e3:fd:b0(1
***No client activity for > 7 sec due to fast-ssid change disabled *apfMsConnTask_7: Jan 30 21:33:23.89

*apf MsConnTask_7: Jan 30 21:33:23.891: 1c:e6:2b:cd: da: 9d Sendi ng Assoc Response to station on BSSID 00:

*apfMsConnTask_7: Jan 30 21:33:23.892: 1lc:eb6:2b:cd:da:9d apfProcessAssocReq (apf_80211.c:8292) Changin

sz e

WLCO| M fast-ssid B4 &3} GUI > Controller>General.

AlLIE|R 15: HZ ™l 22I0|HE LDAP I

Secure LDAPE ZAEE {9 TLSE AF&35H= LDAP MH] 7to| 442 E$5t= ol ==20| ELICH 0| 7|S2 HEEH AZEQo{ H
™ 7.6 0l&olM x[ELICE



HEBE{7} LDAP MBIZ TS 4 Ut A2lE T 7tx| R¥YULC

ol S HM HEE2}= S20IAEt QIBElofo} 8 I LDAP AH0f 915 238 HHiLICh LDAP M7t 22| Zxtol SErstict
Ol I Al 2BO0IE ALSX} OIB/HIUHEE T oot DE HET} Ut HAER MSEILICH LDAP MHIE HIQIE ALSXF O

0| REM HEE = LDAP AHZ AHAIE QB 5l= Ol AH8 5= AFEX} 0|& 1} HIZH
SASLE 4535 Q15 ZZMA A LDAP MHZE S EILICEH Ol LDAP M7 21F
o EZ

5 QYO ALE SHIEA AMES= O &2
ol ElLict. aefut HE &2l ID7} EZ et 22t0|AE MFAIE 2 it HlA M&EUC
TLSE &t LDAPS| ZIHet Hed2 SLto|UE 1B HIo|Eet ERAMMO| LIHX|7t & Z5HE|X| o2 4T EH0 M st= Ol & 7t

WLCE AZEQo{ H{T 7.6 0|4 S AsEhLIC.

Microsoft M= LDAPE AM2 &Lt

A E ClHI:

debug aaa ldap enable

*LDAP DB Task 1: Feb 06 12:28:12.912: IdapAuthRequest [1] called Icapi_query base="CN=Users,DC=gceaaa,DC=com" type="person" attr="sAMAccc

A|LIE|2 16: LDAPOIM EEI0|HE Q15 Ay

AEE ClHI:

debug aaa ldap enable

*LDAP DB Task 1: Feb 07 17:19:46.535: LDAP_CLIENT: Received no referralsin search result msg *LDAP DB Task 1: Feb 07 17:19:46.535: LDAP_C

«
sz Y

LDAP MH{O|A 7{5 O|RE ISt AMAIL.

AL 17: WLCHIAM &R 7 E LDAPE Q18 22}0|HE ¢

mﬂ
[0
Pl



AEE Ll

debug aaa ldap enable

IR
Z2I0|HE/WLC L LDAP M Ao AtZ3 ZHE =felgtLct.
oiAdst = gig w Zeto| e 2x

AlL}2[2 18: LDAP A{E{of|

AEE Ll

debug aaa Idap enable

*LDAPDB Task 1: Feb 07 17:21:26.710: IdaplnitAndBind [1] called Icapi_init (rc = 0 - Success) *LDAP DB Task 1: Feb 07 17:21:26.712: |daplnitAndBi

*LDAP DB Task 2: Feb 07 17:26:45.874: |daplnitAndBind [2] configured Method Anonymous Icapi_bind (rc = 1005 - LDAP bind failed) *LDAP DB Ta:

siZ Yy
WLC & LDAP AH{ HIES|3 14 EXE =fel &Lt
AlLEI2 19: AE|F| 22 T4 FEoZ QI8 Apple 22I0|1E 22 X
=
AIR-CT5508-K9 / 7.4.100.0
Zo{Z&Lct.

HE oM AZ0|

Apple ¥ x|= Clg2 M85t 4
- WPA2 &%
-WPA2 &t 35t AES
Q15 802.1X & MslE
Cisco ISEQ| 915 ! Bt Hof
AppleC|HIO|AE= HE2EFHAE SSIDOM FI7|Mo 2 AAS B&LCH ol
A St BO{X|= iPhoneE & = UELICH MELA] Ol RE(AlZH U T
{& SLl0|ME. S st ssIDoi| HAZEFELICH

EX7E ol =

§P)E 2 gLt



Ol ZEdz 2R W 7| 227t Qls HY 5& ol 7ot

WLANOIM BAME edoZl 4= e ZE 7hs8 A™E o|0| M7HE& LICHaironet ext).
MEE CIHI:

C|H FEI0|HE <mac addr>

<tfroot>

*apf MsConnTask_5: Jun 11 16:12:56.342: f0:d1:a9: bb: 2d:fa Received RSN IE with 0 PMKIDs from nobile fO0:d:

**%At 16:12:56 in the debugs we see a client re-association. From there the AP is expecting the client
*At this point it does not! From the above message the AP/WLC didn’t receive a PMKID from the 1iPhone.
*This is kind of expected from this type of client.

*Apple devices do not use the opportunistic key caching which allows clients to use the SAME PMKID at
*Apple devices use a key cache method of Sticky Key Caching.

*This in turn means that the client has to build a PMKID at EACH AP in order to successfully roam to

*As we can see the client did not present a PMKID to use so we sent it through layer 2 security/EAP a
*The client then hits a snag in the EAP process where the client fails to respond to the EAP ID or re
“*This is going to be normal and EXPECTED behavior currently with Sticky key cache clients.

sz Ui

o

SKC(Sticky Key Caching) 2E20|1ET} AT WLCZE 7.2 O|40| U= T2 25 X & += U= Y skeol olist 2 x|
g dstste JALCH 7[BEM2 2 WLCE OKC(Opportunistic Key Caching) 2t X[ 24 LICt. 20| E 7| ZF APOIA A48t o
PMKIDE AF8E == UES 5t24™ WLC CLIOIA & &5tsHoF g LICh.

config wlan security wpa2 cache sticky enable <1>

sKcel 8¢ =71 20| HMEX|E e xIg, SLEt APl Chet £& 20| JHMELICHE ol 2I8 ZICH 87H). AP7F 87HQI S
£ mek A ot das EAAR R Hm &2 2 A P01|k| 1-2Z% X|Ao| TA AZ 2 FIELICH 2ol TE2E F FIZ 0]
S5t SCHo|UEE SYUE HEE OHA| o|SE i 8742 17 &t PMKIDE M3 ELICH

SKC K| 30| & -35tE B2 AP A 2152 H

2 |X[ELcH

|X| eot ELict Ol A &t X|d AlZHO| M7= S2t0IUETE AL E HEY

)||

AlLF2|2 20: CCKM2 2 FSR(Fast-Secure-Roaming) £ Q!

802.11 WLAN Roaming &' CUWN 9| Fast-Secure Roaming

AEE LI

C|H S2H0|HE <mac addr>


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html

<#root>
*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5¢

CCKM Recei ved REASSCC REQ | E

*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5c

Reassoci ation received from nobile on BSSID 84: 78: ac: f 0: 2a: 93

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c Processing WPA IE type 221, Tength 22 for mob
CCKM Mbbile is using CCKM

***The Reassociation Request is received from the client, which provides the CCKM information needed 1
CCKM using HVAC MD5 to conpute MC

**%*WLC computes the MIC used for this CCKM fast-roaming exchange. *apfMsConnTask_2: Jun 25 15:43:33.75
CCKM Initializing PW cache entry with a new PTK

**%*The new PTK is derived. *apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c Setting active key
Creating a PKC PMKID Cache entry for station 00:40:96:b7:ab:5¢c (RSN 0) on BSSID 84:78: ac: f0: 2a: 93

**%*The new PMKID cache entry is created for this new AP-to-client association. *apfMsConnTask_2: Jun 2
Sendi ng Assoc Response to station on BSSID 84:78:ac:f0:2a:93 (status 0) ApVapld 4 Slot 0

***The Reassociation Response is sent from the WLC/AP to the client, which includes the CCKM informati
Ski ppi ng EAP- Success to nobile 00: 40: 96: b7: ab: 5¢

***EAP is skipped due to the fast roaming, and CCKM does not require further key handshakes. The clien

O20 Z0| EAP RIS ZH 2 B2 4-way SHEM|O|ZE YXI5H7] 2IaH 2 2ot 20| =~ EL|Ct M &5 35t 7|7t ot &l u}
AE|X|2 CCKM B & MAHE 7o 2 5t7| IELCE o] 22 22 xiedZd =2l & Z2+0|HEQL WLCO| A O|Tod| 7H AlEt
MEZ 2=z FlLc

to

ALEEI2 21: WPA2 PMKID 7HA|2 FSR(Fast-Secure-Roaming) 2 Q!

AEE ClH:

C|H S2H0|HE <mac addr>

<#root>
*apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:15:39:32
Reassoci ation received from nobile on BSSID 84:78: ac: f0: 68: d2

***This is the Reassociation Request from the client. *apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:1

Processing RSN | E type 48, length 38 for nobile ec:85:2f: 15: 39: 32

**%The WLC/AP finds an Information Element that claims PMKID Caching support on the Association reques

Received RSN IE with 1 PWIDs from nobile ec:85: 2f: 15: 39: 32

***The Reassociation Request from the client comes with one PMKID. *apfMsConnTask_0: Jun 22 00:26:40.7



Searching for PMKID in MSCB PWKI D cache for nobile ec:85:2f: 15: 39: 32

***WLC searches for a matching PMKID on the database. *apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2f:

Found a valid PMKID in the MSCB PWKI D cache for nobile ec:85:2f:15:39: 32

**%*The WLC validates the PMKID provided by the client, and confirms that it has a valid PMK cache for
Sendi ng Assoc Response to station on BSSID 84:78: ac:f0:68:d2(status 0) ApVapld 3 Slot O

***The Reassociation Response is sent to the client, which validates the fast-roam with SKC. *dotlxMsg

Initiating RSN with existing PWK to nobile ec:85: 2f: 15: 39: 32

#***WLC initiates a Robust Secure Network association with this client-and-AP pair based on the cached

Including PMKID in ML(16)

**%*The hashed PMKID is included on the Message-1 of the WPA/WPA2 4-Way handshake. *dotlxMsgTask: Jun 2

AlLIE|R 22: AF CHE ™ 7| FHAIZ WHE H ot 2 2l
AEE Ll

C|H S2t0|HE <mac addr>

<#root>
*apfMsConnTask_2: Jun 21 21:48:50.562: 00:40:96:b7:ab:5¢
Reassoci ation received fromnobile on BSSID 84: 78: ac: f0: 2a: 92

***This is the Reassociation Request from the client. *apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b
***However, since the client performs PKC/OKC and not SKC (as per the following messages), the WLC comp

CIHIE AlZHE M EAIE ZXEH PMKIDE 2E20|UEZREH MAHZE ¥ S g2 Fof Aldtklo{of LICt Ol= PMKIDE AE S
1 FHAIE PMKZF WPA2 4-Way SHE M O|Z.9F B AL Elo] 25351 7|8 ThMA|I7| T wHE 2ot 2 2 eH=X| 2Ql5H7| 2lsl
Lot ClHao| CCKM B 5 S ESotA| OHMAIR. M MBS CHE cCKME =&5t7| fIsH AFS E|X| &L X|BH PKC/OKCT} At
ZELICt 047|M CCKM2 PMKIDE Hl4Hst7| I8l 2k 2 *2lst= & +=2f o|§3 ZH o] sHE &340 CHal WLCOIA A8 35t= OIS Y
Lch.

N Mo

m

AlLF2I2 23: 802.11r2 FSR(Fast-Secure-Roaming) & Q!

AEE Ll

C|H S2t0|HE <mac addr>

*apfMsConnTask_2: Jun 27 19:25:48.751: ec:85:2f:15:39:32 Doing preauth for this client over the Air ***WLC begins FT fast-secure roaming over-the-A
because the client asks for thiswith FT on the Authentication frame that is sent to the new AP over-the-Air (before the Reassociation Request). * apfM sCor
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