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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT C

Controller Fabric Control Plane Configuration
General
Jcons Fabric Enabled @
Inventory
Interfaces
Interface Groups Enterprise
Multicast T -
rimary
} Network Routes Address |172'16'2'254
v Fabric Configuration Pre Shared Key ~ |ses
Control Plane Connection U
Interface Status P
Templates

» Redundancy SSCOREATY I |

Address
, Mobility Pre Shared Key | |
Management .
Connection

O| &Ef7} downS 2 EA|E[H WLCS A[o{ BH™ 7hol| C|HH E= ! HXE A™St=E Jo| /&
& = U&LIct SEol= 43422| TCP2H UDP7t 25 ZEHELICH Ao ol MMt |2 o]
M AX| 28 B2 WLCH M EIH TCP SYNO| TCP RSTRE SEE &= U&LILCE.
2324 = 01| A show fabric map-server summary® Al&35101 S8t AEHE QI8 &~ Ql&LIC o] =
Z M AE WLC CLINIA debug fabric lisp map-server all2 CIHZEILICH MAZE AT E FEH5He
™ DNA CenterZ 0|S3t0{ I{E2l0{ M WLCE HM|7{Et + CtA| FII5tE & MEE = &LiTt

st vel2 HEE EdQlof Hu|aefolM 2telo] gi&aLict & Au|adolMe| ole ChEt
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rtr-cp-mer-172_16_200_4#show run | s WC
| ocator-set WC
10. 241.0.41
exit-locator-set
map- server session passive-open W.C

WLC ip7t €474L+(10.241.0.41) passive-open BEO0| g™ CP= WLC HZ2 HEFLICH
AE ClHZ2 ChSot 2 &Lt

- 'debug capwap events enable'



- 'debug capwap errors enable'
- 'debug fabric ap-join events enable( ap-join )’
- 'debug fabric ap-join detail enable'

- 'debug fabric lisp map-server all enable'
WLC

*mef MsgQueueTask: May 07 14:08:10.080: Sent nap-request to M5 10.32.47.128 for AP 10.32.58. 36
VNI D 4097

*mef MsgQueueTask: May 07 14:08:10.080: No nessages are present in the Client list for Local UDP
socket

*mef MsgQueueTask: May 07 14:08:10.080: nsf SendLocal UDPSocket Message: 637 Message get for UDP file
socket list with path /tnp/nsif_| ocal _udp_socket _file failed

*osapiBsnTimer: May 07 14:08:15.179: Map-reply timer for MS IP 10.32.47.128 expired for AP IP
10.32.58.36 and VNID 4097

*nmef MsgQueueTask: May 07 14:08:15.179: nsfQueue: recieved LI SP_MAP_SERVER TI MEOUT_QUEUE_MSG

*mef MsgQueueTask: May 07 14:08:15.179: Found entry AP 10. 32.58.36 vnid 4097

*msfMsgQueueTask: May 07 14:08:15.179: Added AP 10.32.58.36 VNID 4097 for long retry map-request
*mef MsgQueueTask: May 07 14:08:15.179: Found entry AP 10. 32.58.36 vnid 4097

*nmef MsgQueueTask: May 07 14:08:15.179: No nmessages are present in the Client list for Local UDP
socket

*mef MsgQueueTask: May 07 14:08:15.179: nsf SendLocal UDPSocket Message: 637 Message get for UDP file
socket list with path /tnmp/nsif_| ocal _udp_socket _file failed

*spamApTaskO: May 07 14:08: 16.084: 00:fc: ba: 15: 95: 00 WIP Event Request from 10. 32. 58. 36: 5248
epoch 1525694896

*spamApTaskO: May 07 14:08:16.084: 00:fc: ba: 15:95: 00 WIP Event Response sent to 10.32.58. 36: 5248
*osapi BsnTimer: May 07 14:08:17.839: NAK Timer expiry callback

*nmef MsgQueueTask: May 07 14:08:17.839: nsfQueue: recieved LI SP_MAP_SERVER NAK_ TI MEOUT_QUEUE_MSG
*nmef MsgQueueTask: May 07 14:08:17.839: Started periodic NAK processing tiner

*msfMsgQueueTask: May 07 14:08:17.839: Process list of AP (1) for which RLOC is not received

{2 2| Mo{ BRoi wLCol Chet &8 27t gi7| 2ol W= 2] HE d3t 4 Efol M AP Z=2lst
£ WLC ClHZ ol of ik

(POD3-W.C1) >*emeb: Oct 16 08:54:21.593: Fabric is supported for apType 54
*emAéb: COct 16 08:54:21.593: Fabric is supported for apType 54

*emMéb: Cct 16 08:55:26.295: ip c0a82700, subnet ffffff00,l2vnid 8191,13vnid 1001
*emAMeb: COct 16 08:55:26.295: Vnid Mapping added at index 2 with entries 192_168_39 0-
I NFRA_WN, 8191, 4097, c0a82700, ffffff00. Count 3

*emAéb: COct 16 08:55:26. 295:
Log to TACACS server(if online): fabric vnid create nane
192_168_39_0-1 NFRA_VN | 2-vnid 8191 ip 192.168.39.0 subnet 255.255.255.0 |3-vnid 4097

*spanRecei veTask: Cct 16 08:55:26.295: Fabric is supported for AP f4:db:e6:61:24: a0 (Pod3-
AP4800). apType 54

*spanRecei veTask: Oct 16 08:55:26.295: spanProcessFabri cVni dMappi ngAddRequest: Fabric Addi ng

vni d mappi ng for AP Pod3- AP4800 f 4: db: e6: 61: 24: a0, | radl p 192. 168. 39. 100, AP | 2_vnid 0, AP |3_vnid
0

*spanRecei veTask: Cct 16 08:55:26.295: Vnid Mapping return fromindex 2 with entries nane
192_168_39_0-1 NFRA_VWN, | 2vnid 8191, 1 3vnid 4097,ip c0a82700, nask ffffff00. Count 3

*spanRecei veTask: Cct 16 08:55:26.295: spanSendFabri cMapServer Request: M request from AP Pod3-
AP4800 f 4: db: e6: 61: 24: a0, | 3vni d 4097, PM5 192. 168. 30. 55, SM5 0. 0. 0.0, mnar I p 192. 168. 31. 59, | radl p
192. 168. 39. 100
*emAéb: COct 16 08:55:29. 944:

Log to TACACS server(if online): save



(POD3-W.C1) >*spamApTask6: Oct 16 08:56:49.243: Fabric is supported for AP f4:db: e6: 64: 02: a0
(Pod3- AP3800). apType 52, apMbdel Al R- AP3802I - B- K9.

*spamApTask6: COct 16 08:56:51.949: Fabric is supported for AP f4:db:e6:64:02: a0 (Pod3- AP3800).
apType 52, apMdel Al R- AP3802I - B- K9.

*spamApTask6: COct 16 08:56:51.953: Fabric is supported for AP f4:db:e6:64:02: a0 (Pod3- AP3800).
apType 52, apMdel Al R- AP3802I - B- K9.

*spamApTask6: COct 16 08:56:51.953: Fabric is supported for AP f4:db:e6:64:02: a0 (Pod3- AP3800).
apType 52, apMdel Al R- AP3802I - B- K9.

*spamApTask6: Oct 16 08:56:51.953: spanSendFabri cMapServer Request: MS request from AP Pod3-
AP3800 f 4: db: e6: 64: 02: a0 can not be sent , AP vnid napping does not exi st
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Pod3- Edgel#show macro auto device

Devi ce: | i ght wei ght - ap

Def aul t Macro: Cl SCO_LWAP_AUTO_SMARTPORT
Current Macro: Cl SCO_ LWAP_AUTO_SVARTPORT
Confi gurabl e Paraneters: ACCESS VLAN

Def aul ts Par anet er s: ACCESS_VLAN=1
Current Paraneters: ACCESS_VLAN=2045

Cisco DNA-COi|AM 0|& ddst7| lall FAlsteE BE2 Ch5nt Z&Litt

macro auto execute Cl SCO W RELESS LI GHTVEI GHT_AP_EVENT bui I tin Cl SCO_ LWAP_AUTO_SMARTPORT
ACCESS_VLAN=2045
macro auto gl obal processing
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APO{| X & show ip tunnel fabric Z2t0|AHE 7t @1ZAE|H vxlan E'E HEE EA[ELICH

AP4001. 7A03. 5736#show i p tunnel fabric
Fabric GM I nformation:

Tunnel -1d GWIP GW MAC Adj - St at us Encap- Type Packet-In Bytes-In
Packet - Qut Byt es- out
1 172. 16. 2. 253 00: 00: OC. 9F: F4: 5E For war d VXLAN 39731 4209554

16345 2087073
AP4001. 7A03. 5736#

==| yxlan E
EAELICH

edgeOl#show access-tunnel sunmm

Access Tunnels General Statistics:

Nunmber of AccessTunnel Data Tunnel s =2
Narme SrclP SrcPort Destl|P DstPort Vrfld
Acl 172. 16. 2. 253 N A 192.168.102. 130 4789 2
AcO 172. 16. 2. 253 N A 192.168.102. 131 4789 2
Nare Ifld Upti me

Acl  0x0000003B 1 days, 22:53:48
AcO  0x0000003A O days, 22:47:06
HM A ZQIE HO|X[2] WLCOIA i AP0 siE 6t= L2 LISP QIAEIA IDE & QI ChE 1A E
mE 2] X[ M s QUAEIA S| SHE FQlE = U&LICH



LER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
CAPWAP Preferred Mode Ipv4 (Global Config)
DHCP Ipv4 Address 192.168.102.131
Static IP (Ipv4/Ipv6)

3490635A224C

Fabric
Fabric Status Enabled
Fabric L2 Instance ID 8190
Fabric L3 Instance ID 4098
Fabric RlocIp 172.16.2.255

Time Statistics

UP Time 0d,00h29m57s
Controller Associated Time 0d,00h26m46s
Controller Association Latency 0d, 00 h03 m 10s

SDA- D- 6880- 1#show | i sp instance-id 8188 ethernet statistics

LISP EID Statistics for instance I D 8188 - |ast cleared: never
Control Packets:

Map- Requests in/out: 0/0
Encapsul at ed Map- Requests in/out: 0/0
RLCOC- pr obe Map- Requests in/out: 0/0
SMR- based Map- Requests in/out: 0/0
Map- Request s expired on-queue/no-reply 0/0
Map- Resol ver Map- Requests forwarded: 0
Map- Server Map- Requests forwarded: 0

Map- Reply records in/out: 0/0
Aut horitative records in/out: 0/0
Non- aut horitative records in/out: 0/0
Negati ve records in/out: 0/0
RLCC- probe records in/out: 0/0
Map- Server Proxy-Reply records out: 0

Map- Regi ster records in/out: 24/ 0
Map- Server AF di sabl ed: 0
Aut hentication failures: 0

Map- Noti fy records in/out: 0/0
Aut hentication failures: 0

Def erred packet transnission: 0/0
DDT referral deferred/ dropped: 0/0
DDT request deferred/ dropped: 0/0

AlLIEIR 4. F Al & 5EE HHA B EF
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Lot
EZZX|E= 9500(CP) —> 9300(Edge) —> AP —> Wireless Client®L|C}.

01| X| .= = 9| show access-tunnel summary0i A &50| S22 7| 2H&ELICH

edge_2#show access-tunnel sunmary

Access Tunnels General Statistics:
Nunmber of AccessTunnel Data Tunnels =1

Nanme SrclP SrcPort Dest|P DstPort Vrfld

AcO 172.16.3.98 N A 172.16.3.131 4789 0

Narme |1fld Uptine

Ac0O 0x0000003C 5 days, 18:19:37

124Lt show platform software fed switch active ifm interfaces access-tunnel& MEHi3t24 0] 04 0]
M APO| CHEt & F 0| gLl StE/0{oll =2 a2 st K| ZIE&LICH

edge_2#show platform software fed switch active ifminterfaces access-tunnel
Interface IF_ID State

Ac0O 0x0000003c FAI LED

2.

T EH:

M3

edge_2#sh platform software access-tunnel sw tch active FO
Narme Srclp Dstlp DstPort Vrfld lif_id Cbj_id Status

AcO 98.3.16.172 131.3.16.172 0x12b5 0x000 0x00003c 0x00585f Done

edge_2#sh platform software access-tunnel swtch active RO
Narme Srclp Dstlp DstPort Vrfld lif_id

AlLt2l 5. F4 EHo|HETLIP FLE THME = S

vxlan E{0| Q!0 2 E E'd0o| WA o2 HOo|X|ot R4 ZEI0|HET MAMSE IP FAE 7HX
2 9l 82 M 82 BT LHME = U&LICEH %EPol?jE_QI DHCP DISCOVERE O|X| LE
gl Anycast HIO|ESfl0[of| 2|5 MY E|= 2, DHCP ME{ OFFER7| S0t £ Zo EIF 2|8 S5l 2
ExZ x| cEZ M&E|= O EA7F &L DHCP DISCOVERE MESHE m{E2 2] of| x| 7} Cf
E XMEQl 8/ Q3 ZE ofX| =E=o| AlX| IHEZ! RLOC(RZH IP)E X8 éts SM82 ZEE



DHCP DISCOVERO]| F7tst= o|lL|Ct. 2kA DHCP ME{7F 44 825 x|45HoF &H|Ct.

DHCP Z2 M2 0| 2|8 =(53] 22HOIE ol X| =)ol ZAE £ 85t
of T 2| of x| 7} S44 82 olg

AlLtEl2 6. HIAE mE2)/E el&0| 2t&35tX| gt &/ZEH0|HUE 2SIC[=M oF &

HAE m{E 2] ALLE|2 & Flexconnect HA|A Z QIE O] CWA(Central Web Authentication) @+ O <
S AStH THE 2! AP} flexconnect ZE 7} Ol A0l S8t HhAlo g2 A= 5t |C}

2|C|E&E ACL & URL2 2 #Hm mac 215 Aol M ISEO| 2|3l B2t =[o{of gfLICt ISE 212
WLCS| Z2t0[AE MFALE m|o|X|of M O] & & QlgfLICt.

CIC[24d ACLE WLC2| Flex ACLEZ EXH3HOF 5tTH, ZE 8443(%|4)2| ISE IP =201 CHE
"permit" 22 Z&aHoF g LICt.

22l0|MEE WLCS| 220[Q1E M| AHE E1|0|7<|01|H "CENTRAL_WEBAUTH_REQ" &fE{040F
gLICH 22to|EE= 7|2 HO|EROIE pingE = 2 O|= of && At L|ct. 2lC|=ME[X]
oI2 4% Zot0|HE H HEIRXHM IP FLE S22 UHE = U&LICHDNSE HiA| 64T
SE £ AE 0|EE = 0lsfo} gh. 22t0|E H2tK{o ZE 844301 A ISE IPE Q/stn 2
Ho|X|& & =+ do{of gLICt. O] =& 2 EIC|HMEIX| f&LICE OIE-I%F AE0| USR] pto™
ACL 2AM| == ct2E X7 h g = U&ELICH HTTP IZ! o] SX|E !Ix|IE & lst7| /5 oH
NHME *"'°*L—IEP.

Jio

=2 o} 7| %ol A £ FEIOIVET} IP FAE HE YWY

65 0.000191 0.0.8.0 255.255.255.255 DHCP 392 DHCP Discover - Transaction ID 8x5fdB8da22
66 0.000194 0.0.0.0 255.255.255.255 DHCP 418 DHCP Discover - Transaction ID 8x5fd8da22
80 0.000234 0.0.0.0 255.255.255.255 DHCP 392 DHCP Discover - Transaction ID @x5fd8da22
81 0.000238 0.0.0.0 255.255.255.255 DHCP 418 DHCP Discover - Transaction ID 8x5fd8da22
82 0.000241 192.168.103.1 192.168.103.7 DHCP 418 DHCP Offer - Transaction ID 8x5fd8da22
83 0.000245 192.168.103.1 192.168.103.7 DHCP 418 DHCP Offer - Transaction ID 8x5fd8da22
84 0.000248 0.0.0.0 255.255.255.255 DHCP 440 DHCP Request - Transaction ID 8x5fd8da22
85 0.000252 0.0.0.0 255.255.255.255 DHCP 414 DHCP Request - Transaction ID 8x5fd8da22
86 0.0800255 192.168.103.1 192.168.103.7 DHCP 418 DHCP ACK - Transaction ID 8x5fd8da22
87 0.000258 192.168.103.1 192.168.103.7 DHCP 418 DHCP ACK - Transaction ID 8x5fd8da22

Iz 2= M= 2 AP THE 2] of| K| AFO|0{| A O|F0{&IL|Ct 5 7H2| DHCP Discover IiZ!0| ™
SER7| E mZlo| S ELICH ECHE 2 T2 2] of X|of| HBF QI8 A(ingress) {2 H ZHR Z
R&LCt

DHCP miZ!2 & 270 LIct. CAPWAPOIA ZHE E2{0f | T&stod UH0IEE FX[ELICH
VXLANOM Aol EE2 EHACIE =E. AP7} o & 504 DHCP AMHE{0{A VXLANS S¢&t DHCP
M3E £ 2™ CAPWAPE AtE35t0{ ZIEEE{0o| SAIEE LIt



85 0.000252 0.0.0.0 255.255.255.255 DHCP 414 DHCP Request
86 0.008255 192.168.103.1 192.168.103.7 DHCP 418 DHCP ACK
87 0.000258 192.168.103.1 192.168.103.7 DHCP 418 DHCP ACK

Frame 85: 414 bytes on wire (3312 bits), 414 bytes captured (3312 bits) on interface @
Ethernet II, Src: Cisco 70:60:04 (40:01:7a:70:60:04), Dst: Cisco 9f:f4:5c (P0:00:0c:9f:f4:5¢)
Internet Protocol Version 4, Src: 172.16.3.131, Dst: 172.16.3.98

User Datagram Protocol, Src Port: 49361, Dst Port: 4789

Virtual eXtensible Local Area Network

Ethernet II, Src: EdimaxTe_d3:80:b5 (74:da:38:d3:80:b5), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: ©.8.8.0, Dst: 255.255.255.255

User Datagram Protocol, Src Port: 68, Dst Port: 67

Bootstrap Protocol (Request)

mjZlo| M&E */IXIE iﬂ C15te24d WiresharkOl| A E2l5H0F & L|CH 0{7|M &AATFAP
172.16.3.1310|1 ZfZ/0| W{EH 2! 0f|X| 172.16.3.982 ME LSS & £ Ql&L|Ct mEE! Six|7}

O|& Ao mE=of MEM&LICE.

mE2| AlLt2|22| ¥ 2IC|3M =& of3Y

wLCe| E|C[EM ACL2 LR[etE HE BHE0iA EIC/AM/7IZA 7|2l ESiEE HolgfLt
(B0l FAIX HETE US). EIE HME ESZE2 WLCTL EIC|H St =5 CAPWAP ’L%iP LHod| A
WLCZ & ELICH permlt 22 g M, EciE2 2|lC|HME[X| o =20l Sitx|of ™

H
SEILICHISER &35l ECHEI2 o] ZHE|n 22 TIQ).

mE= 2] godst Aol wLeoll Z=elstE APl 2

OIE7} WLCO| SEE|= S A| ZHEE = SDA Mo =E(LISP ™ Me)oll IP 2 MAC &
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- 'debug capwap events enable’

- 'debug capwap errors enable'

- 'debug fabric ap-join events enable( ap-join )’
- 'debug fabric ap-join detail enable'

- 'debug fabric lisp map-server all enable'
el AE9| 7R APTH HHRRELICH

*spamApTask0: May 07 13:00:18.804: 70:70:8b: 20: 29: 00 Confi guration update request for Aggregated
Payl oad 3 sent to 172.16. 3. 131: 5256

*msf MsgQueueTask: May 07 13:00:18.804: NAK list count becoming O

*nmsf MsgQueueTask: May 07 13:00:18.804: NAK list count becoming O

*msf MsgQueueTask: May 07 13:00: 18.804: C eaned up AP RLOC NAK entry for AP 172.16.3.131 vnid
4097 for BOTH MS

*nmsf MsgQueueTask: May 07 13:00:18.804: Inserted entry for AP IP 172.16. 3. 131 and VNI D 4097, db
idx 12

*msf MsgQueueTask: May 07 13:00:18.804: Map-reply timer started for AP I P 172.16.3.131 and VNI D



4097

*mef MsgQueueTask: May 07 13:00:18.804: Creating new timer for AP IP 172.16.3.131 and VNI D 4097
*mef MsgQueueTask: May 07 13:00: 18.804: Map-reply Tiner Started Successfully for AP IP
172.16.3.131 and VNI D 4097

*mef MsgQueueTask: May 07 13:00:18.804: Not able to find nonce 0x3cd13556- 0x81864b7b avl entry
*mef MsgQueueTask: May 07 13:00:18.804: FAIL: not able to find avl entry

*mef MsgQueueTask: May 07 13:00: 18.804: Nonce 0x3cd13556- 0x81864b7b inserted into nonce aVL tree
for AP IP 172.16.3.131 VNID 4097 for M5 172.16. 3. 254

*nmef MsgQueueTask: May 07 13:00:18.804: Set nonce 0x3cd13556-0x81864b7b for AP 172.16. 3. 131 and
VNI D 4097

*mef MsgQueueTask: May 07 13:00: 18.804: Nonce 0x3cd13556-0x81864b7b is updated for AP IP
172.16.3.131, VNID 4097 and M5 | P 172.16. 3. 254, db idx 12

*spanRecei veTask: May 07 13:00:18.804: 70:70:8b: 20: 29: 00 Configurati on update request for PHY
payl oad sent to 172:16:3:131

*mef MsgQueueTask: May 07 13:00:18.804: Build and send nmap-request for AP IP 172.16.3.131 and
VNI D 4097 to M5 I P 172.16. 3. 254

*spanRecei veTask: May 07 13:00:18.804: 70:70:8b:20: 29: 00 Configurati on update request for

Rrm nterferenceCrl payload sent to 172:16: 3: 131

*spanRecei veTask: May 07 13:00:18.804: 70:70:8b:20: 29: 00 Configurati on update request for

Rrm nterferenceCrl payload sent to 172:16: 3: 131

*mef MsgQueueTask: May 07 13:00:18.804: nonce = 3cd13556-81864b7b |isp_map_request _build

al | ocati ng nonce

*spanRecei veTask: May 07 13:00:18.804: 70:70:8b: 20: 29: 00 Configurati on update request for

Rr mNei ghbour Ctrl payl oad sent to 172.16. 3. 131

*spanRecei veTask: May 07 13:00:18.804: 70:70:8b:20: 29: 00 Configurati on update request for
CcxRm\veas payl oad sent to 172.16. 3. 131

*msfMsgQueueTask: May 07 13:00:18.804: Sending map-request for AP 172.16.3.131 VNID 4097 to MS
172.16.3.254

*spanRecei veTask: May 07 13:00:18.804: 70:70:8b: 20: 29: 00 Configurati on update request for AP
ext-1o0ggi ng AP ext-|oggi ng nessage sent to 172.16. 3. 131: 5256

*spanRecei veTask: May 07 13:00: 18.804: 70:70: 8b: 20: 29: 00 Configuration update for Delba sent to
172.16. 3. 131: 5256

*msfMsgQueueTask: May 07 13:00:18.804: Map-request for AP IP 172.16.3.131 VNID 4097 to MS
172.16.3.254 is sent

*msfMsgQueueTask: May 07 13:00:18.804: Sent map-request to MS 172.16.3.254 for AP 172.16.3.131
VNID 4097

*mef MsgQueueTask: May 07 13:00:18.804: Invalid secondary MS IP 0.0.0.0 for map-request for AP IP
172.16.3.131

*mef MsgQueueTask: May 07 13:00:18.804: No nmessages are present in the Client list for Local UDP
socket

*mef TcpTask: May 07 13:00: 18. 807: Sending the UDP control packet to queue task

*mef MsgQueueTask: May 07 13:00:18.807: nsfQueue: recieved LI SP_MAP_SERVER UDP_PACKET _QUEUE_MsSG
*mef MsgQueueTask: May 07 13:00:18.807: Mappi ng Record has | ocators and actions

*mef MsgQueueTask: May 07 13:00: 18.807: Mapping record address 172.16.3.98 ElI D address
172.16. 3. 98

*mef MsgQueueTask: May 07 13:00:18.807: Got AVL entry for nonce 0x3cd13556-0x81864b7b in map-
reply for AP IP 172.16.3.131

*msfMsgQueueTask: May 07 13:00:18.807: Sent received RLOC IP 172.16.3.98 for AP 172.16.3.131 and
VNID 4097 in map-reply to spam task

*msfMsgQueueTask: May 07 13:00:18.807: Added RLOC 172.16.3.98 for AP IP 172.16.3.131
*spamReceiveTask: May 07 13:00:18.807: Recieved Fabric rloc response from msip 172.16.3.254 with
apvnid 4097, fabricRLoc 172.16.3.98 apip 172.16.3.131 apRadMac 70:70:8b:20:29:00
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