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WZC(Windows Zero Config)0llAd Z2EE MH35ie{H OHE EHAIE R ESHAAIRL.
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1. Mo > HERZ U el > FM HES|T 222 o|SELICt
2. Add(F71) "2 Z=2IFict

3. Manually create a network profile2 2 2/gtL|C}.

How do you want to add a network?

si Manually create a network profile
This creates a new network profile or locates an existing network and saves a profile
for the netwark on your computer, You need to know the network name (35I0) and

security key (if applicable).

™ Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection




Metwork name:

Security type:

Encryption type:

Secunty Key: | [ Hide characters

[¥] Start this connection automatically
[¥] Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk,

[_Nea ][ cance |




Successfully added goa

% Change connection settings
Open the connection properties so that | can change the settings.
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goa Wireless Network Properties

caliiih JERREr T
Connection | Security
Security type: | WPA2-Enterprise v
Encryption type: |.l|.E5 -r]

Advanced settings




Choose a network authentication method:

Microsoft: Protected EAP (PEAP)

time I'm logged on

Advanced settings |

Remember my credentials for this connect

Qletg MENFK|EH o123

8. 0| ol ME M 2lB XMLl R EEE HAstX| St&LICH Of &

HE R 752 HIEgHset D CHA| HAESH EHAIR.




Trusted Root Certification Suthorities

- AAA Certificate Services -

] AddTrust External CA Root E
Class 3 Public Primary Certification Authority

| Class 3 Public Primary Certification Authority

| DigiCert Assured ID Root CA

| DigiCert High Assurance EV Root CA

|| DST Root CA X3 -
‘| 10 [

| | Do not prompt user to authorize new servers or frusted
certification authorities.

Select Authentication Method:

EMMEAPWvﬂ - m

/| Enable Fast Reconnect
|| Enforce Network Access Protection
|| Disconnect if server does not present cryptobinding TLV

| Enable Identity Privacy |

9. EE= Windows At3 ZHE AF&sto 218 £ Ql&LICH 2Lt O] oofA= O|& Ar& 3t



x| ef&LICH OK(2f2)E S =T LICH

Automatically use my Windows logon name and
password (and domain i any).
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Choose a network authentication method:

|Microsoft: Protected EAP (PEAP) v || settings

i Remember my credentials for this connection each
time I'm logged on




| | Delete credentials for all users

["] Enable single sign on for this network

(@) Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): | in .%
|/] Allow additional dialogs to be displayed during single
sign on

| | This network uses separate virtual LANs for machine
and user authentication




e

Save credentials
Saving your credentials allows your computer to connect to the network

when you're not logged on (for example, to download updates),

Z2to|HE RECIE[0| AAE EHITt EI}&LICH

EAP-FAST(AFHEX}2)

Al 3= Intel 6300-N 7HE2F & 74 Windows 7 7|

HAE Z2to|AUENMHE 14.3 EEIOIH HE S
CZI0|HE Ar8stod E|AEst= 0| E&LILCH

2 AERE M85t JU&LIch 3SYA el 2|l =
WZCOIM Z2 S MM O S HHAE 225 AAIR
1. MofE > HERT 2 el > FH HES3 &E|2 o|SE Lt
2. Add(F7}) ©2 ZElgrLct

3. Manually create a network profileg S &/gtL|C}.



How do you want to add a network?

This creates a new network profile or locates an existing network and saves a profile
for the netwerk on your cornputer. You need to know the netweork name (S5ID) and

g Manually create a network profile
E security key (if applicable).

f-ﬁ Create an ad hoc network
This creates a temporary network for shanng files or an Internet connection

4. WLCOH| T2 HE Tz MEAIY S FIHELICH
21 ssIDE CH/AERE FEELCH

=

5. Next(CtZ)E Z=IELICH



Enter information for the wireless network you want to add

Metwork name:

Security type:

Encryption type: AES ——

AT L L L D 1 el DA, £ L 1 L € p el Cann e

Security Key: | [ Hide characters

[¥] Start this connection automatically

[¥f] Connect even if the network is not broadcasting
Warning: if you select this option, your computer’s privacy might be at risk,




Successfully added goa

= Change connection settings
Open the connection properties so that | can change the settings.

7. EAP-FASTZ & XM35lsli=x| &olghL|ct.
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Choose a network authentication method:

——— -

Microsoft: Smart Card or other certificate
Microsoft: Protected EAP (PEAF)

Cisco: LEAP

Cisco: PEAP

Intel: EAP-SIM

Intel: EAP-TTLS

Intel: EAP-AKA

|| cancel




goa Wireless Network Properties [

Choose a network authentication method:
| Cisco: EAP-FAST

/| Remember my cedentials for this co
time I'm logged on

[ Advanced settings

oK || cancel

8. Allow automatic PAC provisioning(AtS PAC ZZ2H|X'd §{8)2 &Ads}tst 1 Validate server
certificate(ME QB M EE)7+ MEHE|X| 4 %A =X| EQlghLlct.



¥ Use anonymous outer identity anonymous
¥ Use Protected Access Credentials (PAC)
E Abow automatic PAC provisioning

| AddTrust External CA Root

|| Class 3 Public Primary Certification Authority
|| Class 3 Public Primary Certification Authority
" DigiCert Assured ID Root CA

| DigiCert High Assurance EV Root CA

] DST Root CA X3 -

Do not prompt user to authorize new servers or trusted certification authorities.

L) »

Lo [ cancel || ree

9. User Credentials(Ar& XA+ X4 SH) &2 2
Windows XlZ3 S Al2slod 21918 &
&Lct.

2|5t 1 user22| AtH FHS UHEFLICH EE
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() Use certificate on this computer

() Use one-time password
(") Use Windows username and password
() Prompt automatically for username and password




| Connection | User Credentials

Select authentication method:

[ﬁn’r method

. '
i Configure ... |

Enable Fast Reconnect
[ ] Enable Posture validation

O|A| Z2toled

E QEIRIE|7} user2E ¢

suser27} 2152 A|L & U RADIUS MEHHE PAC

ok

&2 2 35t24™M PAC



__ L\ Automatic PAC provisioning is enabled for this profile,

=22 However, a vahid PAC that matches the server to which
the client is connecting could not be found. Do you
wish to obtain a new secunty credential (FAC)!

> il

OIT(Qutput Interpreter Tool(S S E! 1240+ 3
0 show BHE &3 2M2 & = A&Lct

d

A& XH(PEAP-MSCHAPV2) &2l

WLC GUINIA Monitor(2 LIE]) > Clients(22t0|1E)Z 0|S35t04 MAC FAE MEHBILIC,
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Clek Type Regular &P Type Sz.11an
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[rizrfacs wlanlsl Broocintio [D 1

VLAN 1D =3 802.11 Aubbmrtcabon Opan Syatam

CCX Vemguon oHd Rozszeson ook 1

EZE Wersion EZEwl Staius Code ]

Hohilty Role Logal cr rolable Mt [mplemenied

Hobirty Peer [P Sdoness NG CF Fol Requast Mzt [mplkemented

H Tl 2 7= = St Fraambla Mt [mpkermantad

:-Ifmn:g:;m: F= Mo FECC Mt [mplemanied

UpTimes [Sech Lz Channel Agiity Mt [mipksmznted
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Currant Telkatasot ::'_‘“L"h:g_"ﬂhcn 4
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Doty Rateget o WEF State WEF Enable

Security Information

S =
Foloy Type REM {WRad]
Encrypben Cphar CCHP (AES)
EaP Type PEAF

SpHF Ma&C Soate AOCESS
Pmchus HAC Statm R

WLC RADIUS &HA:

<ffroot>

(Cisco Controller) >

show radius auth statistics

AF Properties

Authentication Servers:

Server INdeX. ..o eeee it 1

Server Address. . ... i it 192.168.150.24
Msg Round Trip Time........cvviiinnniinnnnnnns 1 (msec)

First ReqUEStS. .t iiii it ennnns 8

Retry RequestsS. ... vttt it it s i eens 0

Accept Responses. . ....iiiiiiiiiii ittt eanannn 1

Reject Responses. ... viiiiniiiniiii et 0

ChalTlenge ReSpONSeS. .. v iiiii i iiiini e 7

MaTformed MsSgS. ... .cr it aeenans 0

Bad Authenticator Msgs........coviiirinnnnnnnenns 0



Pending ReqUESLS. .. it i i it i ieanns 0

TimeoUt REQUESTS. it i ittt nnnnnn 0
UNKNOWNTYPE MSOS . i ittt ettt ettt enensnennnnnns 0
Other DropS. . .vvii ittt it ettt e eanaanannnnnnnnns 0
ACS =1:
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2 1: debug H2S AH25H7| Fol Debug H2dof CHEt
1. M7t st WLCO|AM CHS W2 A->ELct
- debug client <&2t0|HE 2| mac F7I>
* debug aaa all enable
- show client detail <mac addr> - 242 £t 2|X} & EfE 2 QIgfL|Ct.
- show radius auth statistics - &T{ AtR & =fQIEL|CH
« debug disable-all - C|[tH1 & ZL|C}.
« clear stats radius auth all - WLCO{| M radius 7€ X|ZLICH.
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